TN BAAEXYTT 4T R—RILEE
s ( On-Box Management ) A (C ASDM &
Active Directory Z5&E T D

&

Bl $R St
=
FEAIBZIAR—F b

¥I|EE1 SO A A RIC Firepower 1 —H T— 1> I\EEQE?%O
F)E 2 : Firepower E21—)L (ASDM) 21—H TSI NEHRET
FJIE 3 : Firepower % Active Directory E#EE T %,
FIE3A: LILLZEERT S,
FIE3.2: FALOR) B—NOIPF7RLAEFRAREZEZEMNT S,
FIE33: LILDEEZEET S,
FIg34: 1—H F—EIXR—REFZIO—RT3,
ATYVT A .- TFATFUTATA RIS —%ZEBET D,
ATYZ5 . FOLA A MO—IN RIS —%EET D,
FIE6 : 7tZZI/I\I:I INR)—%ZREET S,
FIET :
_33
Hmmmyf/l—%tl Y I-S1  hNEOEER (NY S TRE
FMC & Active Directory B @324t
ASA LTV R IIATLABOES (70T 14 73R
R —DEREERI—DER
N Sl
B E B R

B=

D RFI1IXKNTIE, ASDM ( Adaptive Security Device Manager ) ZffA L T Flrepower =E/"
A=) F YT TAT R=RIIBIE(TOTATRBE) &2 TINBA0F (NP TR
) ERETDHEZHALET,

Bl SRAF
B

ROEBICEIZHMBI HD N HERENET,




-ASA (BISEEF1UTA TTIATVAR)7F7ATI4—)LE ASDM O &
. FrePOWER £2 1 —)L ® X1

- Light Weight Directory Service ( LDAP )

. Firepower 1—%" T —2 12 K~

FERATIIAVR—F2 b
CORFIXNOBERE. ROVYTRIITEN-RIITON—JIVICETVTLET,

VT RNDIT N—=232 541 LAB%ZERITT S ASA FirePOWER £ 1—)L ( ASA
5506X/5506H-X/5506W-X, ASA 5508-X, ASA 5516-X)
VT RKIDIFT N—2326.0.0 SAE%EREITT S ASA FirePOWER £ 1—)L ( ASA 5515-
X, ASA 5525-X, ASA 5545-X, ASA 5555-X)
CORFIXNOBERE, BEOTRREICHDTFNAAILEITVTERENELE, COR
FAXKNTERAIZINTOT/NA AR, YA (F7 2N ) REOREHLSEEBHLTVET
o IRDXY NT—IONEBRBPITHIEEICIKE., ENOLKSBIOATNRICOVTE, TOEEN
Kﬂ’ﬂt_jb\fﬁﬁsét_iiﬁﬁb‘c&<M\Eb‘&Ui@“o

BRELHA

FYTTAT R=BIINBAELERTIOTATREATR. OT A2 R—=IHFRREN, RARA
VE=RYNITOIEAITREHICI—F VLTIV IIFBEICEY KT,

SVIONHAVADELEGNY D TRIATRE., I ILFUI YL EEBEALTEIHEDE
W, RYRND=DT VY—=ARA U B—FY N T I EADEHDI —LL AR Z 1 —H TR

LET, US4 AR, Firepower 1—H IT—2 I MEEE NTLM 725 OH5E
ODWVWFNLICK2>TRRTEET,

X X VYTTATR—BIERI. ASARIL—FTY RE—RTHIUVENHYET,

F:FYTTFAT R=2J) OV RIF, ASANN—23>2 95Q2) IBETHERATEET,

RRE
FIE1: TN YAL A B Firepower 1—H T —I I N ERET S,

RDOFETIE. Windows Y2 T Firepower 1—H T —J I N ERET B HEIC DV TEHA
LET,

Sourcefire 1= IT—I MDA AN =INET A2 A=)

ATY 7 2: FirepowerEJ1—J)L(ASDM)Z1—HI—IJ I NEHKELET,

ASDM IZO%7 4 > L. [Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Identity
Sources] (CBEIL T, [UserAgent] F7>3a>&0)YOLET, [UserAgent)| 77> 3> a&D
vy oLk, 1— I—2IVNSATADIPT7RLAZRELET, AOROKSIC,
[Add) 20Uy O LET,


https://www.cisco.com/t5/tkb/articleeditorpage/tkb-id/Third_Party_Integration%40tkb/message-uid/Installation and Uninstallation of Sourcefire User Agent

) © O ASAFirePOWER Configurat... || ) ©) O Configuration > ASA FirePOWER Configuration > Integration > Identity Sources
> Policies
» ¥, Device Management
4 ﬂ Object Management
> (@) Local
System Information
gf Updates
@ Licenses
v ﬂ Tools
@ Backup Restore
& Scheduling
&5 Import Export
‘? Troubleshooting
v 9@1 Integration
@ Cisco CSI Host Name/IP Address |192.168.10.11
b Realms
By sources|
Remote Management
[2 eStreamer

[Save] RZ>%# 0y HOLT, BEZRELET,

User Agent

F )i 3 : Firepower % Active Directory &S T %,
FME3A: LILRERT S,

ASDM (CO% 14 > L. [Configuration] > [ASA FirePOWER Configuration] > [Integration] >
[Realms] BB L %E 3., [AddaNewReam] Z9)Yy VL%,

BHEBHA  LLLZ-BCRBTILOOEMERAZEELET,

247 : AD

ADZ’Z 4 RXA > : Active Directory® KX A ># ( NETBIOSH )

Directory Username: <usermname>%Z#E L £ J .

[Directory Password] : </YAD—R> ZEEL£T,

R—ADN:Z AT ANLDAPTF—BAR—ANTREEZMHETS RX A VR ERBRENDOU DN,
[GroupDN] : Z)L—7"M DN Z#EEL %7,

[Group Attribute] : ROY A0 VARNDSATS 3> O [Member] ZELE T,

| O Configuraton » ASA FrePOWER Configuration > Inegration > Realms

> @ Object Management

> fﬁ} Local

ﬁ System Information
Ef Updates

& ticenses Add New Realm

v ﬁ Tools
@ Backup Restore Name * ‘servertest ‘
= Scheduling
&5 Import Export Eostdlho ‘ ‘
#* Troubleshooting Type * ‘AD ‘v ‘

v PQ Integration . . .
@ Cisco CSI AD Primary Domain * ‘servertest.com ‘ ex: domain.com
é‘ Directory Username * ‘servertest\admin ‘ ex: user@domain

|

< Identity Sources Directory Password *

Remote Management
[5% eStreamer Base DN * ‘dc:servertest,dc=com ‘ ex: ou=user,dc=cisco,dc=com

Group DN * ‘cn=TAC,ou=Security-Team,dc=ser\.‘ ex: ou=group,dc=cisco,dc=com

Group Attribute ‘Member “"

* Required Field

[OK]| 22Uy OLT, BRERTFLET,



RDEEFE, R—ADNBLVOYTI—7"DN DEZRODDDICKRILEET,

Active Directory LDAP 27 19 NOBEDOKE

FIE32: FA4ILOINUS—NOIPFRLALEFANEZEBNT S,

ADH—NDIP ELEEFHRARNBEIBETSICIE, [Add directory] 22U Y O LET,
RAMEB/NIPP RLA : ADY—/SOIP7 RLA/RANEEZRELET,
[Port] : Active Directory ® LDAP R— RN&ES (F7 2 N 389 ) ZEEELET,

RE2{L/SSLEEBA® : (47> 32)FMCEADY —/NEOEBEERE(TSIE. KROTLEESHE
LT EE L,

SSL/TLS #H T Microsoft AD BREEE TS 2 D FireSIGHT X ATFALOBEATSIHIRND
BEE,

- O O ASAFirePOWER Configurat.. "\ () Configuration > ASA FirePOWER Configuration > Integration > Realms ...
» Policies
» I, Device Management
»> ﬁ Object Management
4 fﬁ} Local
ﬁ System Information
&l Updates
y; Licenses

v ﬁ Tools

&%) Backup Restore
-; Scheduling
&= Import Export

+” Troubleshooting

Add directory

. - Hostname / IP | 192.168.10.11
V%4 Integration Address

@ Cisco Csl Port
ERealms

389

L Identity Sources Encryption " )STARTTLS ( ) LDAPS @ None

Remote Management SSL Certificate v @
©
[3 eStreamer
Lo

2090 FTANADY—/NEDFMCO#EHGZHERELET, [OK| 2V YOILT, BRERELE
9,

FIE33: LLILAOBREZEET S,

AD H—N\NDHEEBRELE L THRT SICIE. [Realm Configuration] ICEEIL £,

FIE34: 1—H F—EXR—RAEFAI>O0—KRT 3,

ADH—NNASI—H F—AR—RAZMEB IS 1®IC. [User Download] ICBEHL ET,
[Download users and groups] FI Y ORY VRZFVICLTHAI>O—-KREZEMCL, I—-H F

—BAR=AEAITVO—RFTB=0(C Firepower EZ 1 =)L AD H—/XICEHIT I HEEHN
MRCERLET.

AL ERETRDIIN—T2IBIRL, [include] A7’>a>CEMLET, H2TIL—7&BIRL
BWE, FTIAILRTIRTOTIN—THBRENET,


//www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118721-configure-firesight-00.html
//www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118635-technote-firesight-00.html
//www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118635-technote-firesight-00.html

1 O © ASA FirePOWER Configurat...

» [ Policies
> ¥, Device Management
» @ Object Management
> {0} Local
@ System Information
\;f Updates
45 Licenses
v ﬁ Tools
«F; Backup Restore
7 Scheduling
&5 Import Export
QE Troubleshooting
v ¥4 Integration
@ Cisco CSI
=)
“i |dentity Sources
[El Remote Management
ﬁ eStreamer

E§9 Device Setup

QE{; Firewall

gé Remote Access VPN

44 site-to-Site VPN

[ ASA FirePOWER Configur...

E_) Device Management

- O Configuration > ASA FirePOWER Configuration > Integration > Realms

servertest

[ Directory ] Realm Configuration I User Download

You have unsaved changes

Download users and groups

Begin automatic download at |12 |v | 'AM |v America/New York Repeat Every |24 |v  Hours

Available Groups & Groups to Include (0)

4 Search by name

&5 TAC

Add to
Include
Add to
Exclude

Groups to Exclude (0)

Enter User Inclusion

‘ ‘ Enter User Exclusion

[ Store ASA FirePOWER Changes ] [ Cancel ]

[Store ASA Firepower Changes] 27 )Y LT, LILADBRZERTFLET,

LILLADREZBMIZL, FOO—RREZZ27Vy oL TA—HeTdI—T7T=#Xo>O0—R
LET (RXORZESR ),

' O © ASA FirePOWER Configurat...
» = policies
> ¥ Device Management
> Ca Object Management
» () Local
E@ System Information
:f Updates
B Licenses
v ﬁTools
%E":J Backup Restore
[ scheduling
@5 Import Export
.1,3 Troubleshooting
v ¥ Integration
@ Cisco CS
-0

2 O Configuration > ASA FirePOWER Configuration > Integration > Realms

Cisco CSI Realms " Identity Sources " Remote Management " eStreamer l

¥ Compare realms &) New realm

Name | Description | Type | Base DN

‘ Group DN

Group Attribute

| State |

servertest AD dc=servertest,dc=com

ATYT 4. FPATFOTATA RI—ERET D,

cn=TAC,ou=Security-Tean member

@D ||| T
-

TATTATA R)—RI-—YFEAZRITLET, I—FHARBREEThBEVE, ZYRND—7D
VY—=ANDT I EANEETENET. RUZ—ZREITDE, O—IR—AF7I7tA > kO
—JL (RBAC ) 80Xy hDO—D DY —-AICHERAETNET,

FE41:

*v7T47 K—

BV (FOTATREE) .

TOT47REAR., 770 TI—HEENAT—ROADZERL, 11— FOTATUTAT

1ZR/EL T, Eitz
AEEALTHALY NI, Y%L ET,

HALET. 7TUHE,

RINR—D ZRIRT D C ET, £/=lE NTLM 52
NTLM "; Web 77'7#&@% LT, nll.,\nIE

EHREEZSELET., 7IOT 14 7R, cFxTxHAFARE2FALTI—HFOTATFOTF1T4
EHABRLET, RIAOHFRNRFXODEBY) T,

1.HTTP Basic : cOFZETRK, 750 F1—Y—0REEREERLET,



2.NTLM : NTLM &, Windows 7—2AF—>3a> JLFoI v )L EZ#ERAL, Web7 5O H
ZMAL TEN%E Active Directory EXIVI—RNULET, 75UYT NILM RBEEZEMIC
FTRIRBEFGYNET, 1Y, VLTV I EZERTHCEBLBBNICITDONhE
To I—HFEVINGA A RRERBLET,

3. HTTP Negotiate: DX A 7’ Tld, AT ARNTLMEZFEAL TRZRAFT T, kB L5
&, EoHY—E@F7 =NV O AFKXELTHTTP BasiciR5ER (4 &2 AL, 1—HILF
IR INOAATATRY VRAERRFLET,

4 HTTPREAR— : ChRHTTPEERRAZLCLTVETH, CCT1—HREHAREIAXT
BEBRHTMLIEX CRAEEZEANT D LS ICROSIET,

BT ZOHIZENTLM REEEZEMICTIEEOSEZN HY), TOLH, NTLMBIAZEMICTS
ST Z00HA RTAVICRVET,

W=—TFTYREIH—EILFVIYIIZRLEIHETRICE, BECERBY—/NABEFLRELH
BEY—NARBETATUTATA RII—CAVARN—IILTRIRENBHYET,

Generate a simple self-signed certificate using openSSL -

Step 1. Generate the Private key
openssl genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openssl req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.

openssl x509 -reqg -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt
[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Identity Policy]\c BE L &3 .)xI(C
. [Active Authentication] 2 7 ICBE) L . [Server Certificate] 77> a> T, FA A (H&EIVY D
LETRICRTRSIZ, openSSLZFEAL THIOFIETER L LAIREEREFEF—2T Y 70—
RLET,

() © O ASA FirePOWER Configurat...
v 5 policies
3 Access Control Policy
» @ Intrusion Policy
| Files
& ssL

B Actions Alerts Add Known Internal Certificate
ED DNS Policy Name: | Server_Cert
£
: g (D;Vice ::anagement Certificate Data or, choose a file:
ject Management
> 4 Local BEGIN CERTIFICATE----
MIIDKDCCAVMGAWIBAGIIAPTN5TIH1yBAMAOGCSGGSIb3DQEBBQUAMIGNMQsWCQYD
E9) System Information VQQGEWJITJELMAKGALUECBMCSOEXEJAQBGNVBACTCUIBTKABTEOSRTEOMAWGALUE
af Updates ChMFQOITQO8XDDAKBGNVBASTA1RBQzEaMBGALUEAXMRQOEUC2VydmVydGVzdCSj
= b20x12AhBgkqhkiGIWOBCQEWFGFKbWIUQHNICnZIcnRIc3QuY29tMB4XDTE2MDUX
icenses ODE1MzEONVoXDTI2MDUxNjE1MZzEONVowgYOxCzAJBgNVBAYTAKIOMQswCQYDVQQI
v & Tools EwJLQTESMBAGA1UEBXMIQKFOROFMT1JFMQ4wDAYDVQQKEWVDSVNDTZEMMAOGALUE
) Backup Restore CXMDVEFDMROWGAYDVQQDEXFDQS522X122XJ0ZXNOLMNVb TEMCEGCSGGSIb3DQE]
% Ceheduling ARYUYWRtaW5AC2VydmVydGVzdC5jb20wgZ8wDQYIKoZIhveNAQEBBQADGYOAMIG]

@5 Import Export
f Troubleshooting
v ‘Pa, Integration

Key or, choose a file:

BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED

@ Cisco CSI DEK-Info: DES-EDE3-CBC,B3542C7C670DC917

<o Realms mLeuBIX5T2apbAnOLR +sLYAPqIKxiXigDjR/ IRM3WDPK3WHnCvn7Rdwkvw3xbdBC
iy Identity Sources G6u2y-+IIWNIIC6sfg4ItX2Imbkp6LaX0fhunUbkESjAKvmiZcIno0JipkfQi3

Remote Management kHhebQGTTYWQFXXCC923qj2vitISZN2FD/4cz+alRc5yekPEPpWIU67kKi2cy1/i

7 estreamer LDFOB421fgxqALIVNKCFUXXzY7x6cbpc0ZjB8duIgKIRABWCaSKyP-+4ZE/I77NVj

tbYSoMw8UKR8BIjLT]1/+YpWFT2bBx4g6iQn9UO4RosakCBKAQLIIWIi49GpOIP2

| Encrypted, and the password is: ‘ ‘

J &, Device Setup [ Store ASA FirePOWER Changes ] [ Cancel ]

ASDM-IDM
s y

‘ Remote Access VPN |

44 site-to-Site VPN

[Addrule] 22U Y 2L TI—IOEBRZEEL. 7232 &L T [Active Authentication] %1
RUET, I—HFEAZEMCTREBR/BEYV -V EEBR/BERY ND—VZERLET,




[Realm & Settings] R 7 ICBELE T, [Ream] RAYFHAIY UARND SEHOFIRTEREL =L
L AL%ZEREIRL, [Authentication Type] ROY 7H VY UARDSXRY NO—VREBEICRESFRE
FRERBIRLET,

17 L7 ASA HrePOWER Contigurat...
v 15 Policies
3 Access Control Policy

» @ Intrusion Policy Add Rule ? X
Files
4 SSL N -
Name | Active_Authentication| @ Enabled Insert | into Category Vv | Standard Rules K7

ﬂ Actions Alerts
3
) DNS Policy
> I Device Management
» @ Object Management

0

Defauilt Tdentitv Paolicv

Action | Passive Authentication

[ Zones I Networks ] Ports l

onfiguration > ASA FirePOWER Configuration > Policie

v | Realm: servertest (AD)

s > Identity Policy

You have unsaved changes

Authentication Type: HTTP Basic Exclude HTTP User-Agents: None

Realm & Settings

> 40 Local Realm * servertest (AD) v 1
B System Information Use active authentication if passive authentication cannot identify user
j Updates ‘
Y Licenses Identify as Special Identities/Guest if authentication cannot identify user —
v & Tools Authentication Type HTTP Basic v -
o5
«2) Backup Restore Application Filters ¢& Available Applications (83) & Exclude HTTP User-Agents (0)
o Scheduling , Search by name ‘ ‘ Search by name ‘ N
&5 Import Export
< Troubleshooting 4 gl Risks (Any Selected) ~) ABC @
v ¥4 Integration Very Low 19 ~] AdobeAIR ) Add to Rule N
@ Cisco CSI 4 Low 40 ~] Advanced Packaging Tool (@)
‘g Realms Medium 11 AirPlay (@)
% Identity Sources High 6 4
9 ] Amazon Instant Video (@]

E Remote Management

\:_v,’ eStreamer
* Required Field

Add Cancel

FIR42: F¥v 7717 R—2)L0 ASA B,

FME1: BREDEHIC Sourcefire ICVRALIRNTBDAVRALATAVT RTT74v0%EEHRL
x99,

ASA(config)# access-list SFR_ACL extended permit ip 192.168.10.0 255.255.255.0 any
ASA(config)#

ASA(config)# class-map SFR_CMAP

ASA(config-cmap)# match access-list SFR_ACL

ASA(config)# policy-map global_policy
ASA(config-pmap)# class SFR_CMAP
ASA(config-pmap-c)# sfr fail-open
ASA(config)#service-policy global policy global

FR2:F¥T7T147 R—ZI)2BRNCTHEHICASATROOAIY REBRELE T,

ASA(config)# captive-portal interface inside port 1025

captive-portal

[Active Authentication] TCP 1025

FIR43: SINYAOFY (NVTREE) -

INY D TRBEETRE, RXA

Firepower 1—% IT—> I

EII_I;

FAOTJ 4> LT, AD OFBFEZ1TS &N TEDHZE.

> 1—
READOEFIUFT OJAS AI—FEIPIYVEVTOFMEZ



R—D>2TL. COEEHZE Firepower EZ1—I)LEHBL KT, Firepower EZ1—)LEh5
DFHMEEALT, POARHEZERALET,

NY D TRIAIN—INERETBICIE, [Addrule] 22V Yy 2L TI—ILOBEZIEEL. [Action]
& U T [Passive Authentication] Z:#IRL &£ ¥, 1—HRIAEZEBMICTRIEF/FEEY —2 LIEE
TURARFY ND—DUZREELET,

ROBFRICBBLE T, LIALRTE tab BRI ROV THIUARD SERLE T,
7 A—=)LINY U 7E&E LT, [Active authentication if passive authentication cannot identify the
user identity] Z#IRTZFET (XORESR ),

)0 O ASA FrePOWER Configurat.. |1/} Configuration > ASA FirePOWER Configuration > Policies > ldentity Policy
v Policies

B Access Conrl Poley _
» @ Intrusion Policy

" Files Add Rule —
£ st

B Actions Alerts Name |Passive,Authenticaticn ‘ Enabled Insert ‘below rule ‘v‘ ‘1 ‘
Q - "
3 Identtyiiolicy Action ‘Fassive Authentication lv‘ Realm: servertest (AD) Authentication Type: HTTP Basic Exclude HTTP User-Agents:

=) DNS Policy

» WP, Device Management [ Zones l Networks I Ports l Realm & Settings
> @ Object Management
> (ﬁ} Local

ﬁ System Information o
&t Updates || Use active authentication if passive authentication cannot identify user

Realm * [servertest (AD) lv‘ '

9] Licenses

v ﬁ Tools
@ Backup Restore
& Scheduling
&5 Import Export
#” Troubleshooting
v ‘?ﬁ Integration
@ Cisco CSI
C‘ﬁ Realms
22; Identity Sources
Remote Management
[2 eStreamer

* Required Field

[Store ASA Firepower Changes] 202 Y LT, FAF T4 74 RUI—OREZREFELE
EP

ATY75: FORAIAMO-IL RIS —%RET S,

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy] IC &L
X7,

[Identity Policy] (£LF ) Z2UY oL T, ROVFREIY UARNDSEOFIETHRELETA
FUOFATARI—EBIRL, [OK|ZVVYILET (XORESR),

© O O AsA FirePOWER Configurat.. || 0) Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy
v Policies
Evcees Convor ol sn
» @ Intrusion Policy
| Files
I ssL
¥ Actions Alerts
L Identity Policy
(2D DNS Policy
> ¥ Device Management
» @ Object Management
> fﬁj Local
E System Information
Ef Updates
B Licenses
v ﬁ Tools
@ Backup Restore
ﬁ Scheduling
&5 Import Export

515" Troubleshooting Revert to Defaults
v % Integration _

@ Cisco CSI

Identity Policy

‘ Default Identity Policy




0y L=ILoEMHFLVWIL—ILZEBMNTSICE, [1—Y (Users )] XORICRTKSIZ,
FOEAOAMNAO=ILIIL—I%2EBRTZI1—F%ZZRL, [Add|Z2V VY I LET.

- © O ASA FirePOWER Configurat... O Configuration > ASA FirePOWER Configuration > Policies > A ntrol Poli
v EPoIicies
ASA
P @ Intrusion Policy
Files Defau|t A"OW A" Traffic You have unsaved changes

I ssL
ﬁ Actions Alerts
', Identity Policy Add Rule

Enter a description
? X

2 DNS Policy
> W Device Management Name || Enabled Insert | below rule MNE

Object Management Action |« Allow v | IPS: no policies Variables: n/a Files: no inspection Logging: no logging
> £ Local

&) System Information |' [ Zones l Networks ] Users ] Applications l Ports ] URLs I ISE Attributes Inspection ] Logging l Comments

;f Updates
HY Licenses Available Realms ¢ Available Users & Selected Users (1)

v ﬁ Tools | ‘ \ Search by name or value ‘ y Search by name or value &5 servertest/TAC ]

<5) Backup Restore - =
bove P N @& special Identities @ servertest/*
i |
Scheduling = P et
&= Import Export | @ servertes
" Troubleshooting & su
v ¥ Integration
@ Cisco CSI
o Realms
%» |dentity Sources
E Remote Management
@" eStreamer I

nil

S—— | ———

ﬁ_) Device Setﬂl;‘p‘
21) v 2 ASAFirepowerOZENDRE 7 VA NO—=ILRIS—OREERFELET,

FIE6: FOEA O O-IL RIS —ZRHET D,
oA AV RO-L RV —2BHIIBENHYET. RUZ—2BATRHIC, EV1—
M7 oAV RO—LR) S —OBRFOBEN RRENET, LV H—ICEBEZRMATAIC

l&. [Deploy]Z 2 'JY o L. [Deploy FirePOWER Changes]|# 7> a>&&8RL T, Ry7T7F7v 7
414> ROD[DeploylZ22 )Y OLET,

E:N—23254xTR, TOEA RV —2t2—ICHEHATSIZE, [Apply ASA
FirePOWER Changes] 27 )Y V323 HENHVET,

3 : [Monitoring] > [ASA Firepower Monitoring] > [Task Status] ICBEBL£T, BROLE%E
BRATSICE., RRVEZETIBHRENF HYVET,

FIE 7 :

[Monitoring] > [ASA FirePOWER Monitoring] > [Real-Time Eventing] ICBE L., 1—9A"EAL T
WBRZT71YvINDBEZERLET,

CoTH, BENERICHBELTVANES P ERRBLET,

[Analysis] > [Users] ICBEIL, RS 74v 0 7O0—ICBAENSTShTWA I —HREE. RAEOE
B, 1Y IPIYvEVY, TOERAIIL—-ILZHERLET,

Firepower E21—)L&1—H IT—I 12 NEOER (/NY > 7TREE)



14 I—2IORAS81—YTFOTF4ET QYU F—2%2ZETHLHIC, Firepower
1—)LI& TCPR—h 3306 ZERAL £,

Firepower E2 1 — )LD —ERXA AT—RXAZHEITSICEF. FMC TXOAN RZFERALET

o

admin@firepower:~$ netstat -tan | grep 3306

- I—2IVNEDERZEHRIEITDICE. FMCTNTY N FY 7 F Y ERITLET,

admin@firepower:~$ sudo tcpdump -i eth0 -n port 3306

FMC & Active Directory [ o) 14t

Active directory A5 1—4 F—EX—AZBET B 1-®IC. Firepower T2 1— )Lk TCP 7R—
N 389 ZFEALET,

Active Directory & D #E# # R T B (k. Firepower EZ1—J)LTNTY N F¥7F v 2ETL
9,

admin@firepower:~$ sudo tcpdump -i eth0 -n port 389
LILLDOFRETHEAENATVRI—F JLFovIILIC, ADOI—H F—EXR—AZHETS
DICTDBIERNI HD L Z2BFELET,

LILLDOBREZRANT, I—HXERGIN—THFEIoO0-REhd e, 8LTI—H v
SVORALTIRNELSREENTVD L ZHRBLET,

[Monitoring ASA Firepower Monitoring Task Status] ICB&8 L., Z2AY 1—HE&ITIL—TDFI>
A—RAEBICETLECEZEBRELET (XORZESR) .

ASALIVRSATLABOER (FUOT17TREE)

TOT 14 TRIADHEE., Firepower EZ1—=ILOFAFoT4T714 R —B KT ASA Til#HE
ER—RNFELKEREENTVR L E2BRELET (FY T4 7 R—RJIIIXUR). F7
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ASA# show asp table classify domain captive-portal

Input Table

in id=0x2aaadf516030, priority=121, domain=captive-portal, deny=false
hits=10, user_data=0x0, cs_id=0x0, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=19.19.19.130, mask=255.255.255.255, port=1025, tag=any, dscp=0x0
input_ifc=inside, output_ifc=identity

Output Table:

L2 - Output Table:



L2 - Input Table:

Last clearing of hits counters: Never

RUS—DRRERYS—DRE
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[Monitoring] > [ASA Firepower Monitoring] > [Task Status] icB&8L., RU—OERRANEEICTE
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