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CORFIXVNOERRE. BEOFARRRICHDTNAALCLETVTEREhELE, COKR
FAXPNTEATDIIXNTOTNARAR, I (F7F)D ) REOREASEBLTVWET
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: FirePOWER [Configuration] > [ASA FirePOWER Configuration] > [License]
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AFYT1: BARUS—OBRE
ATY T BARUY—OER

BARDD—%ERETSIZIE. Adaptive Security Device Manager (ASDM ) (O 4> LT, X
DFIEZERTLET,

AT Y 71 : [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Intrusion Policy] >
[Intrusion Policy] ICB8L £,

AT Y7 2: [Create Policy] 20 JY U LET,
ATY T 3:BARIZ—0 [Name] ZEA AL E T,
ATY 7 4:BAKR)Z—0 [Description]| EAHLET (AF>3ar ),

AT Y7 5:[DropwhenInline] 77> 3> #EELE T,



ATYZ76: ROVYITRED2 JARNDS [Base Policy] ZBIRLE T,

AT Y77 :[Create Policy] 201y OLT, BRARV—DEREZETLET,

: Drop when Inline
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ASA FirePOWER Configuration 5 %) Configuration > ASA FirePOWER Configuration > Poicies > Intrusion Policy > Intrusion Poicy O |
=5 Policies
-~ Access Control Policy
@ Intrusion Poli
P inuson poic)
ﬁ% Rule Editor
"l Files
SSL
Actions Alerts i 1 5
Ej Identity Policy Create Intrusion Policy
%] DNS Policy ] :
[} M Device Management Policy Information
-+ Object Management Name * e |IPS_PoIicy
+3 Local
~Eq) System Information Description
= Updates
3] |icenses Drop when Inline
[k Tools
[+ Integration Base Policy @l Balanced Security and Connectivity ¥ |
&g Device Setup * Required

m Create Policy [ Create and Edit Policy I Cancel ]

Firewall

@ Remote Access VPN

@ Site-to-Site VPN

E=3 AsA FirePOWER Configuration

% Device Management

%

|<admin>  [15 =& | | | (8 [1/4161:17:37 amuTC

RIZ—AREENTVRCERDLYETAH, EOFNAALEEAEATVEEA,

[j{ Compare Policies ] [ @ Create Policy ]

Intrusion Policy | Drop when Inline | Status Last Modified ‘ |
IPS_Policy Yes Mo access control policies use this policy | 2016-01-04 07:40:00 §= @ 6? Ei
1PS_policy for LAB Policy not applied on device Modified by "admin” =

ATYT71.2: BARVS—DOEE

BARIS—ZZETSICIE. [Configuration] > [ASA FirePOWER Configuration] > [Policies] >
[Intrusion Policy] > [Intrusion Policy] (B8 L. [Edit] 77> 3> &BIRLET,



File View Tools Wizards Window Help Type topic to search Go

é_:] Home @ Monitoring Q Deploy ~ @ Refresh e Back J Forward "Z? Help CISCO
ASA FirePOWER Configuration T om@!mﬁon > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy
=) Policies

- Access Control Policy

- Intrusion Poli
|

= : Intrusion Poli Drop when Inline | Status Last Modified
-1z Rule Editor o P

Files IPS_Policy v Used by 1 access control policy 2016-01-04 07:40:00 = L_D g
B S5L 1PS_palicy for LAB 3 Policy up-to-date on device Modified by "admin” ; g

¥ Compare Policies || (23 Create Policy

B4 Actions Alerts
., Identity Policy

-(3)) DNS Policy
[ Device Management
[++-47% Object Management

gy Local
% System Information
----- = Updates

-8 Licenses

8 Tools

(¥, Integration

(m}

ATYT13: R—ARV—OEE

[Intrusion Policy Management] XR—= Tl&. [Base Policy]/[Drop when Inline]/[Save
and Discard] #7°> a2 ZETEE T,

R=ARVZ—=CRE, DATLIRBIDVKDADEKARAKRID —HFEENTVET,

1. 2F1VTAEEHFEONT VA EF1VT A LEFEOARTRERZRRIS—TT, DR
=R BEMEIIL—ILAK 7500 EHY), —HOL—ILEARNZERTBIETTHDO
LT, HOL—IILBAXRYNEERTDELN, NZT74v02ROYTLET,

2. Security over connectivity : ¥ 1T 1 ZBETREERE. BHBIL—IILOKEEPT
Security over connectivity7/R 1) > —ZBIRTE X T,

B EFIVFALOESR: EFXF1VT A TREKERZELETZIESRE. BRI OHKE
WEeTEFIUT AR —LOEFEBEIRTEET,

4. [Maximum Detection] : DRIV —ZBIRTBD &, RAROKREZERZBSIET,

5.[No Rule Active] : DA 7> 3@ IXTOIIL—IIZENLET, EF2VFT0 RUD
—ICcESVT, FHTIL—ILEEMCITDIHLENHYET,

|p.;.|i.;-,a Information d| Policy Information < Back

Advanced Settings

Policy Layers

Rules -
Mame IPS_Policy

Description IPS_policy for LAB

Drop when Inline |«

Base Polic 1
X : e & Manage Base Policy
Balanced Security and Connectivity ¥

Q The base policy is up to date (Rule Update 2015-10-01-001-vrt)

This policy has 7591 enabled rules & Manage Rules
=¥ 114 rules generate events s Wiew
K 7477 rules drop and generate events v Wiew

Commit Changes Discard Changes

ATYT14: T ANEN—FT2 a2 &ERALESTZF¥ 71 MRV YT



FTES—2 32 NXRILT[Rules] #7°2a > ICBEB TS &, [Rule Management] R—I A RRE
hET, L= F—ER—-AICEBTFEOIL—IFHYET, [Fiter] /N—I&F, IL—ILZZIRIC
BREITDIOICBELERRIOD Y A72a a2REHLET,

[Filter] N—ICF¥—D— REBATRDE, YATFALL > TREFMBENET, EF1F7 YTV
N LAY (SSL) ® Heartbleed MESEHED T XF Y+ ERDITZDEHNHZDHEEIE. 712N
— T heartbleed E VWS F—T— R%Z#8ZEL T Heartbleed fE5EMICEATR I XF v ZHETE
x99,

EVR: 74 LAN—THEROF—D— KFERE ATV SEA, AT AKANDOD Y
SEBALTTNSER/RAL. BARRERALET,

Ef, Y ZF+¥ID(SID). DIXL—FID(GID)., A7 ID:dos BEEFEALTIL—)
EREITDHEETEET,

IL—=ILIE. ATV /5 E/Microsoft iEg8ME/Microsoft D—AL/7'TY N7 A —LABlE VW2 1=, B
NDHEZETHRBICDEENATVET, L—IILOZDOELSHEENITE, BUASITRF v E2EE
CEBL, >9XFr2RNICHABEITDIDOICKRILIERT,

Policy Information Rules < Back

Rules Rule Configuration Filter: Ilhearthleed I

Advanced Settings Rule Content

Filter returned 33 results

Category Y =
Policy Layers - =y T - e @Y =y Policy v
app-detec Rule State Ewvent Filtering Dynamic State Alerting Comments
blacklist GID SID Message a = T o9
browser-chrome i 30549 SERVER-OTHER OpenSSL Heartbleed masscan access %
browser-firefox g exploitation attempt
browser-ie 1 ener SERVER-OTHER OpenSSL SSLv3 large heartbeat response %
browser-other o - possible ssl heartbleed attempt
WSEr- g
i Eeir 1 SRR SERVER-OTHER OpenSSL SSLv3 large heartbeat response %
OSSP i - possible ssl heartbleed attempt
browser-webkit L 30785 SERVER-OTHER OpenSSL SSLv3 large heartbeat response %
content-replace =2 - possible ssl heartbleed attempt
decoder i 30514 SERVER-OTHER OpenSSL 55Lv3 large heartbeat response %
explait-kit ~ - possible ssl heartbleed attempt
. SERVER-OTHER OpenSSL TLSv1 large heartbeat response
file- tabl 1 30779 3%
il - possible ssl heartbleed attempt A
i -
file-flash 1 30780 SERVER-OTHER OpenSSL TLSv1 large heartbeat response X
Classifications : - possible ssl heartbleed attempt
Microsoft Vulnerabilities . T SERVER-OTHER OpenSSL TLSv1 large heartbeat response %
ooy : - possible ssl heartbleed attempt
iy L SERVER-OTHER OpenSSL TLSv1 large heartbeat response
Platform Specific 1 3051 4
= s - possible ssl heartbleed attempt ®
P
i i ) e SERVER-OTHER OpenSSL TLSv1.1 large heartbeat o -
Priority : .
Rule Update £ < i of 1 > M

T/, CVEBESA2FRALEREET>TRRELDIN—IINERODFREETEET, XDEX
BERATEET, CVE:<cve-number>



Policy Information /2 Rules < Back

Rules Rule Configuration Filter: o 013-2135" %! 2

Rule Content Filter returned 2 results

Advanced Settings
Message 3 T

Policy Layers - = v T IR @ et Palicy v
SID Rule State Ewvent Filtering Dynamic State Alerting Comments

GID GID SID Message a =
1 27575 o
CVE ID 2 execution attempt X

URL SERVER-APACHE Apache Struts OGNL getRuntime.exec static method v
access attempt

& Reference SERVER-APACHE Apache Struts arbitrary OGNL remote code

H
5]
by
I

-}.J
x

Bugtrag ID

Nessus ID

Arachnids ID

Mcafee ID
Action
Protocol
Direction

Source IP i

Category
Classifications
Microsoft Vulnerabilities
Microsoft Worms.
Platform Specific
Preprocessors
Priority

Rule Update K < 1 of 1 > 2

ATYT715: L—ILREOERE

BB L= FETF—2a > NRILOFTS 3> £E[Rule Management)IR—I A RRENET I
—)L%5#IRL T, [Rule State] 77> 3> &BIRL, L= OREZRELE T, IL—ILICHLT
REMRKREICE, RO3I2FHYERT,

1TARYNDER : COAT2a2E, L—LAFRT T4V IIC-HTDE, IRV EERL
x5

2. Drop and Generate Events : cDFA7/> 3>k, L=IHFRFZ 74V 0IC—BTBDEARVB
#ERKL. NST714voROYILET,

3ER: COATIIVRIL—INEBMLET,

Policy Information Rules < Back

Rules Rule Configuration Filter- | = o

Rule Content

Advanced Settings Filter returned 33 results

Category =
Policy Layers v =¥ T T @ Lrr Palicy T
app-detect Rule State |Event Filtering Dynamic State Alerting Comments
blacklist Generate Events G0E & = hd L) L
browser-chrome Drop and Generate Events |[ER-OTHER OpenssL Heartbleed masscan access ®
browser-firefox itation attempt
browser-ie Disable ER-OTHER OpenSSL SSLv3 large heartbeat response *®
I JUTTT -

- possible ssl heartbleed attempt
browser-other
SERVER-OTHER OpenSSL SSLv3 large heartbeat response

FOWSEr- ins 1 30778 3 v
Browser:plugn - possible ssl heartbleed attempt X
browser-webkit

i 30785 SERVER-OTHER OpenSSL SSLv3 large heartbeat response X
content-replace Lis - possible ssl heartbleed attempt
decoder 1 30514 SERVER-OTHER OpenS5L 55Lv3 large heartbeat response )
514 k y
explait-kit - possible ssl heartbleed attempt
B o SERVER-OTHER OpenSSL TLSv1 large heartbeat response
hie-executable 2 20253 - possible ssl heartbleed attempt ®
1= 5 -
hiEfa=h " — SERVER-OTHER OpenSSL TLSv1 large heartbeat response )
Classifications 3 - possible ssl heartbleed attempt
Microsoft Vulnerabilities ] s SERVER-OTHER OpenSSL TLSv1 large heartbeat response )
e s ! - possible ssl heartbleed attempt
— - SERVER-OTHER OpenSSL TLSv1 large heartbeat response
Platform Specific 1 3051 4
E s il - possible ssl heartbleed attempt »
Breponcesson _ SERVER-OTHER OpenSSL TLSv1.1 large heartbeat F S
Sl 1 AN781 4
Priority

Rule Update £ < 1 of 1 > M




ATYT16: ARVYNT1ILEORE

BAAMRNOEEERG, REHE, EERXIPTRLA, £FEREEEIP T RLALCEIVTER
ETEET, IRVINNBEOEBRETIETEEN BVEBWVZEEHNET, LEAE, A
EPAH—NICOTA2LELSELTE, RENDERARTZERT, RICT2HERFHKREA
o —H. L=I—HORERHZVS IARDETT, LESBEOERERIATEIHELH
WERY,

ChZERRITDICERD 2 ODOFENHYET.

1.ARY hDLEWE,

2. AR N

ARV MOLEWVME

REBICESVWTEDKSVOHETARY NERTIDNERETD LEVMEZRETEERT
o IRVNBENBIERI—BUTLEWMEZRETEEXTY,

ARRDOLEMEZRETDFIE :

ATYT1 . ARYMOLEWVEZERET S [Rule(s)] ZEBIRLE T,
AT Y 7 2:[EventFilteringl 22 Y O L&ET,

ATY 7 3:[Threshold| 20 )Y OLET,

ATV 7 4: ROVTHI VARNDS [Type] ZiBIRL £ ( [Limit] £7/=(& [Threshold] D ES
SHAFRELEEAE )

ATY 75 [TrackBy] RAY 7 RY VAN SEHFEZEIRL ET ([Source] £/=l&
[Destination] ) »

ATY76: LEWMERBETARND [Count] EABLET,
ATYVTT7:HIVRNF)EY RENBETO [Seconds] ZABULET,

ATYVT78:[OKZJVYOLTRETLET,



o 5.4 vy O @ COr Palicy v
Fule State] Event Filtering | Dyvnamic State Alerting Comments

GID SIN Threshold = Yo

b4

T 360.cn SafeGuard local HTTP management
ess attempt

1 2g( Suppression

Remove Thresholds

1 23 360.cn Safeguard runtime outbound communication

Remove Suppressions |Absolute Software Computrace outbound connection -

1 32

208.53.113.223
a1 S APP-DETECT Absolute Software Computrace outbound connection -
absolute.com

APP-DETECT Absolute Softwi

1 32847 P Set Threshold for 1 rule
bh.namequery.com
i 32848 APP-DETECT Absolute Softwg QT'{DE Limit v
nameguery.nettrace.co.za 6Track By v -
1 26286 APP-DETECT &bsolute Softwa @C i =
e search.dnssearch.org s 10

APP-DETECT Absolute Softwd] @ Seconds 60
search amequery.Ccom

@ 0K Cancel

ARVRDTALEZFIIL—IICEMENDE, L—IIORTOEDTAIIE TAAUHRREN
COIL=NERIELIEARYNDTAINEZI D THBEMTHDICENFDAYET,

AR N

BEENLARYNOBHEREGRAED IP T RLAICEIVWT, FERIIL—ILIZECHFET
EFXT,

3% L=ILOAXRY NIFIZENT DHEE, VRXRTFTREFIBEESBELETHN., N7
AV IONITRFYIC—HBITBDEE. DATLARARNEZERLERA,. BEDOEE T/ EE

BELEBE., AIRVRNEZDIIL— )L@%E@iﬁ%i/?ﬁﬁ'ﬂ:i@‘b'co)&iﬁéhit‘/vo TR

WN—LZWHETEDEZBRUIEES, DATARZOL—LOAR NZE2—IERLEEA,

ARVNOLEWMEZRETHFIE :

AFVYT1: ARYROLEWMEERET S [Rule(s)] ZBRLET,

AT Y7 2: [EventFiltering] 22 Y 2 L&ET,

AT Y 7 3 :[Suppression] 20UV U LET,

ATY 74 ROVYTRX I VARNA S, [Suppression Type] Zi#IRL £9 ( [Rule] £/=(&
[Source] F 7z & [Destination] ) »

ATFYT 5 [OKZIUYILTRTLET.



Bt b " s - S Palicy v
Rule State] Event Filtering |D;.:narn||: State Alerting Comments
GID SI0 Threshold — ¥ )@ L)

1 Suppression n‘TEEIEI].cn SafeGuard local HTTPF management
ss attempt

Remave Thresholds 360.cn Safeguard runtime outbound

1 28
Remove Suppressions [0
g s RPP-DETELCT absolute Software Computrace outbound
gt connection - 209.53.113.223
APP-DETECT Absolute Software Computrace outbound
4 1 32846 e P 4
connection - absolute.com
: " Loftware . =
Add Suppression for 1 rule 7 % e Add Suppression for 1 rule
: oftware ==
Suppression = Suppression r— m
Type aRLHE y.nettran Type -0 Source
EDFt'.-‘.'EII'E' NE't'Nl:ll-k
' ssearch
e 0K Cancel =
boftware
¥ S connection - search.namegquery 9 K k]

APP-DETECT Absolute Software esaadtascccaiionsd
connection - search.us.namequ Add Suppression for 1 rule

Suppression e
" Cestination ¥
Type

Metwork

e QK Cancel |

ARYNTANENZOIL—LICEMENDE, L=LORTOBEDTAIINRX TAIAIZHTY
R2ERTEN, COIL—IICRIELIEARYN TAINENF 22BN THZEANDHIVET,

ATFYVYT1T : AAFIVIOARAT—MNORRE
EEUL ARENF—BIBZEEICIL—IIOREEZLEETEDHETT,

NAD—REBHRTDTIN—NTA—ATEY IO FTIVAZRBELET, ZITXF¥H/NAD
—ROKBMBTZRELESES, L= T3 AR NEERLET. NAT—ROKHK
HAITICRLUT, DATLARTS—MOERZHMELET. CORR T, [Generate Events] D7
©2< 3> % [Drop and Generate Events] (CZE A AE%, [Dynamic state] ZFERAL T, 7IL—K 7
F—ATRYORTOYITEET,

BB IL—IN A723oHNreETF—2 3> NRILICKRERE N, [Rule Management]R—2 A KR
ThET, HPREZEMCTSI—I)LZIEIRL T, [Dynamic State] > [Add a Rate-base Rule
State] DA T3V EBRLET,

L—RMR—ADII—)VIREZRETDHE :

1.ARYRNDODULEWMEZERET S [Rule(s)] ZBIRLET,
2. [Dynamic State] 22 )Y VL E Y,



3. [Add Rate-Based Rule State] 27 J Y VL&Y,

4. [TrackBy] ROY 7" ARY VAN SEBHT DI —ILIREZEIEIRL £ ( [Rule] F £ I& [Source]
F /2 i& [Destination] ) o

5. [Network] ZEANLET, E—DIPF7RLA, PRLA7OYY, E#. £FkEhson
FEOHEHIEDETERENEAIXYYDO)ARNEIBETEET,

6. IR KN®D [Count] ERALARRVT (B) ZAHNLET,

7. L—=I)LIZH LU TEZET S [New State] ZiBIRL £,

8. L—ILIREEA JTTIZRS [Timeout] 2 A DL E T,

9.[OK| &2V )Y OLTETLET,

Policy Information Rules < Back

Rules Rule Configuration Filter: |

Rule Content

Advanced Settings 1 selected rule of 33

Category

Policy Layers detect = v T = L 2 x Policy v
AbpEEC Rule State Event Filtering | Dynamic State | Alerting Comments
blacklist GID SID Add Rate-Based Rule State | = Yo oL
browser-chrome E
I 4 1 30549 SER[ Remove Rate-Based Rule States P MAasscan access %
browser-firefox 0 expll -
browser-ie 1 30777 SERVER-OTHER DDQSSL SSLv3 Iarge heartbeat response .
browser-other Add Rate-Based Rule State for 1 rule 7 x
browser-plugins . 30778
browser-webkit 0 Track By Destination ¥
content-replace L B0785 e Metwork 192.168.20.3
decoder Rate i0 Count /|5 Seconds
1 30514
exploit-kit : o MNew State Drop and Generate Events ¥
T Ti i
file-executable 1 30779 9 e S0
file-flash he.
7 0K Cancel
Classifications L 30780 e
Microsoft Vulnerabilities . e SERVER-OTHER OpenSSL TLSv1 large heartbeat response X

Micrasoft Worms - possible ssl heartbleed attempt

SERVER-OTHER OpenSSL TLSv1 large heartbeat response X

Platform Specific 515
B 1 5013 - possible ssl heartbleed attempt
P
LEprocessors o SERVER-OTHER OpenSSL TLSv1.1 large heartbeat e -
Sl 1 3N7A1 4
Priority
Rule Update K < 1 of 1 > M

ATYVT 2: XY NID—OBWARIS— (NAP) LEHEY NORE (A7
)

Y NO—OBFRYS —ORE

XY RND—=O TFOEARI—GF7)7O0YHEERENRET, 7U7OYHFENTY NE
BEAEL., FST714v0%ZEEHLET, ChETBYUBAYA—F7a > 0FBBIEC, XY
RDO—OBERNRSVAR—RNBOZ7ORNRINEEZBRETZINDICKRIEET,

NAPE., IPTF—RIJZLDEEILZTV., TCPAT—R7INAV AR IAVELTARNI—A
NDEBREFIVIHLOKRIEZITVET, U0y Sk, NZT74 v O0EHKL, 7O
JILBED®KRIE, BIEZITVET,

F7070€YHRMEDO GID EEZ2/HEET. chik, £€0T7V7OYTIHINTY ML
ThUH—EhizhZRLET,

XY ND—OBMAR) S —%2RET S ICIE. [Configuration] > [ASA FirePOWER Configuration] >
[Policies] > [Access Control Policy] > [Advanced] > [Network Analysis and Intrusion Policy] (C # &)
LET,

TF7FLRDOZRY ND—U@HAR)S—F, BREZHRRIS—THS "F1 U7 1 LM
DNZ2AL T, TOMIZ, ROAYVTREIY DARNDSBEBRTED S AT LRAMD NAP R




S=H32HYET,

HDAZRLD NAP R —&ERT S IZIE, [Network Analysis Policy] VAN #7232 #&RL
7,

ASA ASA FirePOWER

Network Analysis and Intrusion Policies ? X

Intrusion Policy used before Access Control |No Rules Active |"|
rule is determined

Intrusion Policy Variable Set | Default-Set |" | j

Metwork Analysis Rules Mo Custom Rules I Metwork Analysis Policy List I

Default Netwark Analysis Palicy |Balanced Security and Connectivity |"|

J(_comeel ]

Y NORE

ZEHEYNE, FEABIVTBENDT RLABLRVOR—RNZHBANTEIEDICEBAIN—IITEAHE
hET, L=, ZHEHNAI—HOXRYND—IREBEKLV)EBICRRTIFEIC, &V)ZHIEH
CRYET, ZBHIE. N7F—XAF1—Z—VJTEERKREZRIELET,

EHEYNE, F7ALNOATS2 (FRYRT—=U/R—K) TREEHTT. T7FIRER
EEZXEITRICE. HLLWEKEY hZ2EMLET,

¥ty NERET S, [Configuration] > [ASA Firepower Configuration] > [Object
Management] > [Variable Set] ICBE) L £, [Add Variable Set] 77> 3> #i&RL T, HLL
EHtEYy N EBMLET, ZEHtEY MO [Name] Z A8 L., [Description] Z#EL £,

ASHDAARLATTIT—2a B EOR—NTEETDHESIK. [Port number] 7 1 —)L
RTR—NEBESEERZBELET, IYNT—IONSTX—REZHR/ELET,

$Home_NET EAFH XY NDO—VZBELET,
$External_ NET GAEBExY NDO—0%ZEELET,



ASA FirePOWER Configuration a /

-- Policies
[+-#¥% Device Management
=47} Object Management

[H-& Network
F-[=] Port
-] Security Zones
-5 Application Filters
Bl URL New Variable Set
g GeolLocation
Variable Set Name: Custom_Variable_Set
(-4 SecurityIntelligence o
--[] Sinkhole Description: | Enter a description
[ FileList
-,# Cipher Suite List
[#-=] Distinguished Name
EEI--% PKT g Variable Name
ERIPLLY
S Local 2 Customized Variables
B System Information
..... Updates This category is empty
& Licenses Default Variables
[+ Tools
[#-¥2, Integration AIM_SERVERS Network [64.12.31.136/32, 205.188.210.203/32, 6...]
DNS_SERVERS Network HOME_NET
EXTERMAL_NET Network any
FILE_DATA_PORTS Port [HTTP_PORTS, 143, 110]
&9 sy FTP_PORTS Port [21, 2100, 3535]
e
Firewall GTP_PORTS Port [3386, 2123, 2152]
(2
Remote Access VPN HOME_NET Network any
Site-to-Site VPN 7

ASA FirePOWER. Configuration

[ Store ASA FirePOWER Changes J [

E;L Device Management

ATV T 3: BARVZ—INAPIEB LY NZBOBIEHOT UV AHBORE

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy] ICE &1L
9. ROFIEZRTITIHENHYVET,

1. BRARVS—ZE)ETBTIOEA R = L= ZHmELET,

2. [Inspection] 2 7 %&RL £,

3. ROYZ7HAD>2 UAKNNDS [Intrusion Policy] Z3&RL, ROYT7EDY UARDES
[Variable Sets] Zi#IRL £ 9,

4.[Savel 20 )Y OLET,

Standard Rules

1 Access_Policy_Rule any any any any any any any any o Allow II o [iﬂ
Root Rules L
Editing Rule - Access_Policy_Rule ? X
Name | Access_Policy_Rule | [# Enabled Mave
Action | Allow v | IPS: IPS_Policy Variables: Default-Set Files: no inspection Logging: no logging

I Zones l Networks I_, Users I_, Applications l Ports l._. URLs I_, ISE Attributes Blj 4, Inspection || Logaging ] Comments

Intrusion Policy Variable Set

!IPS_PUIicy v I;;? Default Set

File Palicy

Mone 7

O = | o=

BARV—=HZOFTIRA RIS = L=ILIZEMENRET, >—ILR TAOAVHFEETERR



TN, RARVD—ABHIIBE>TVBZEZRLET,

B ] Status:li\ccess Control policy out-of-date on device |

Identity Policy: Mone SSL Policy: None ‘\

[ Rules l Security Intelligence l HTTP Responses l Advanced

& Add Category | @ AddRule | Search Rules

Source Dest Source Dest
# | Name Zones Zones Networks Networks Users Applicat... | Src Ports Dest Ports URLs Action Lf o
Administrator Rules
Standard Rules
1 Access_Policy_Rule o Allow D 0 @
Root Rules
| Default Action Intrusion Prevention: Balanced Security and Connectivity R

Displaying 1 - 1 of 1 rules Page |1 of 1 ¢

| Store ASA FirePOWER Changes ] l Cancel |

[Store ASA FirePOWER changes] 22 vY LT, BERNBZRELE T,
ATV 4:FOAIANAO=IL RUS—DHA

ST, TOEAOAVRNA-NL RV —Z2EATRIRLEN HYVET, RUS—ZBATBHIIC,
7°)\ 4 AlZAccess Control Policy out-of-date& RIRENET, BV —ICEEZRHETHICE.
ROFIEZETLET,

1. [Deploy] 22 JY O LET,
2. [Deploy FirePOWER Changes] 22 Y 2 L% 9,
3.RYTFTYT 4> RIT [Deployl 2OV O LET,

File View Tools Wizards Window Help

@] Home G}%} Configuration B Mnnitnro Q Deploy ~ @ Refresh o Back Q Forward "? He

| Device List =] eDeploy FirePOWER Changes Ctrl+D
4 Add [ Delete & Connect

Ejrid- (2

Save Running Configuration to Flash ~ Ctrl+5
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(&3 Deploy FirePOWER Changes L

Deploy Policies version:2016-01-05 09:09 AM 2

& System Policy: Default

D Sensor Policy: firepower

D Access Control Policy: Default Allow All Traffic

2 Intrusion Policy: Balanced Security and Connectivity
D Intrusion Policy: IPS_Policy
@ - DNS Palicy: Default DNS Palicy

ei Deploy || Cancel | .

: 5.4.x [Apply ASA FirePOWER Changes]
[Monitoring] > [ASA Firepower Monitoring] > [Task Status]

ATYT5: BAMARY MNOER

FirePOWEREZ 1 —IZK > TERETNIEBAAMNRD N ERTTRICE. ROSHICBELET
o [Monitoring] > [ASA FirePOWER Monitoring] > [Real Time Eventing].

Monitoring > ASA FirePOWER Monitoring > Real Time Eventing
Real Tirl:}Exrenting
‘i_" i.Gaurav_Cc-nnecticn_E;er'.ts ?’\-I ;.AII ASA FirePOWER Events i:-C-c-r';nectic-n": i Intrusion [ File.l gmMalv.'are File (| Security Intelligence :
L L U 1 [l L [l L
Filter
| Rule Action=BElock * reason=Intrusion Block * |
II_I Pause Refresh Rate | 5 seconds - |  1j10/16 6:13:42 PM (IST)
Receive Times Action Event Type Inline Result Reason
1/10/16 6:11:50 PM Block ASH FirePOWER Connection Intrusion Block
1/10/16 6:09:52 PM Block ASA FirePOWER Connection Intrusion Block
1/10/16 6:09:37 FM Block ASA FirePOWER Connection Intrusion Block
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http://www.cisco.com/c/ja_jp/td/docs/security/asa/quick_start/sfr/firepower-qsg.html#pgfId-133942
https://www.cisco.com/c/ja_jp/support/index.html
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