ASDM ( On-BoxManagement ) E&® Cisco z
FAVFA ATV AZERITHEDIP
7Y OVANDORRE

&

BE
[EIE7 % San
i
FRIZ I R—F B
dbgnﬁﬂﬂ
Security Intelligence 7 1 — RO B E
JO-—NL TSV OVARETO—NILFTILARIARMNDOFEHICES IP T RLADEM
7SV OVDARNIPTZRLADARZL YA BNDHER
Security Intelligence D% TE
7oA cO—)I RIS —ORE
Security Intelligence DA NQE_XD 2T
B
N 7 Sl
B E B R

B=

C®RF 21X NTIE, Cisco Security Intelligence X IP P RLA LE1T—2 3> o E
&, LEATF—23 RV IPT7RLAODAHRZL/IBE 7 1 — REFERLENFSIPTZY OV
AN(7OvFT VAN) ZBEITDHECOVWTHALET,

Bl SRAF
B

ROEBICEIZHANI DN HRBEIET,

ASA (BREEF1UTA FTTZATR) 7 7ATI+—)L, ASDM ( Adaptive Security
Device Manager ) o

- FrePOWER 77’24 7 > A D #&

Security Intelligence

AT R—F>2 b

CORFIXVNOERE, ROVIRIITEN—RIITON-2IVICETVTVET,



YT RNIIT N—23 541 LUEN BB T % ASA FirePOWER £ 1 —)L ( ASA
5506X/5506H-X/5506W-X. ASA 5508-X. ASA 5516-X )

YT RIIT N—23 6.0.0 UEHE T3 ASA FirePOWER £ 1—)L ( ASA 5515-
X. ASA 5525-X, ASA 5545-X. ASA 5555-X )
CORFIXYNOBERE, BEOSRBELCLHDTFNARACETVTHERENELE, COK
FAXRNTERAIDZINTOT/NA AR, 18 (FT7 2N ) BREORELSEEBLTVET
o WROZY ND—IFEBBTTHIBEAICR., EOLSBITVRICOVTE, TOEEY
EECODVTHRERICERL THKXENBYET,

BREHA

Cisco Security Intelligence l&. Cisco TALOS F—AIC& > TLE 17— 3 ARV EHETE h
EIPFPRLAOOALV>3aUASHKBYVET, chsodLo2arE, EHHNICEHFEIAET,
.Cisco TALOS F—AlE. ANA, XLIIT., 74V REBREDFREBRTIVTAETA

DRETIPTRLAZ, LEAT—23a>0BVWIP7RLAELULTHELET,

Cisco IP Security Intelligence 7 1 — Ri&, HEZEDTF—XAX—A, Bogon, RY k., CnC,
Dga. ExploitKit, ¥JLJ T 7. Open_proxy, Open_relay, 74 v <29, LAKRVA, A/NLA,

FEBZIPT7RLAZEBIHFULET, FrePOWER T2 1—)LICE., LE2ATF—2320BWVIPT
RLADAAZL 74— REERTZAT>Ia2HFHYET,

Security Intelligence 7 1 — RO E

Security Intelligence TEEOD AT IV ELTHETES IP7RLAIL Y23 >0R(4 72D
WTHBALET,

RBE : RENCRBEEEZAF L TVWR IPFTRLA®, IO ATLAZBALESETS
IP7RLAGIL Y32,

RLVIT :INVITOEEERATVWDIPPRLAY, PUVRALTEERREEZTIOT 1
J7EHBYTBIPFRLAOOL Y32,

74900  FOTATEIV RI—FEEELTHBEEE (1—YEPNAD—K)EAD
TRELSEFTRIRAMNOIOL VS 2D

ANAL  ERBX=I)OEFrREL TREBEAIZAANOOL Y>3,

RYN:RYRZYRNOD—FHELTTITA4TICSMLUTVWBEARARNY, BBHOARY hZY N T
hO—ZIC&2THBPEATVWDARANOOL Y>3,

CnC: BEHIDRY bRy haeffIL TWAH—NELTREBEhERAMDIOL V> 32,

OpenProxy : 7—7°> Web 7’OF 2 2 X1TL, BB Web 757220 J H—ERAZRHLTVS
CENMHBALERANOIOL Y>3,

OpenRelay : A/NAXR 74 V2V T OHEENFERATIEBX—II PRI —EREZRHELTVS
CENMHBALERANOOL Y>3,

TorExitNode : Tor 7 /XA —ZFYy NDO—J0HEO/—R H—ERXZREHFELTWB &N



BLERAMOOL Y>3,
Bogon : EIWIRSN TV EVDICKRS 74 vIZEEFELTVWAIP7RLAOIL Y>3,

AEFOIP7RLAOGILIZ 3,

TE TEBETIVTAETAZ2RETVWTVS S, RE

LARRA : FEELRAELBEICESLTVWA CENEAEIEEAIZIP PRLAOOL IS
E

JO-NIL 7S5y oVANETO—NINFIANUARMDOF
HICXDIPP7RLADEN

BEDIPT7RLANFTEBTITAETAICBELTVWAZEN DA 2 BE. FrePOWER £
S1—-)EFERTRET, TOIPFTRLAZIO-NILTSVYIOVARNCEBNTEET, 7

SYOUANIPZRLAT7OYIENTVRHEEDIP 7 RLAICKH LTINS 714y O %A
TEIMVENHDHEEFE. TOIPFTRLAZIJO-NILKRDARN)ARNIEBNTEZEETEE

T, IPF7RLARZIO-NIL TSy OV ANTO=NILKRIDARNJARNCENTZE, TOE
BREFCEAEND D, RUS—ZHAITIHEEHYEBA,

P7RLREIO-NIL 7S5V OVANMIO=NIL EFTARNIANIEMNT B,
[Monitoring] > [ASA FirePOWER Monitoring] > [Real Time Eventing] IC&Z&L ., YJADAH—Y I
EZYHITDERARY NIEDE T [View Details] Zi#IRL £9,

JO-NL7ZvOVANITO—=NILERKITARNIANIE, EETIP 7 RLAXEZFIEE IP
TFRLAOWETFNAZEMTEET, [Edit] REXZDY UL, [Whitelist Now/Blacklist Now]
ZEBRTDE, ZETHDVANIIPPZRLANEMENETET (XORESR)



Monitoring = ASA FirePOWER Monitoring = Real Time Eventing

rReal Time Eventing

. | All ASA FirePOWER Events | | Connection | | Intrusion | | File || Malwars File | | Securty Intelligence

Filter
Rule Action=Allow *
Wl Pause RefreshRate | 5 seconds ~ | 1/25/16 9:11:25 AM (IST)
Receive Times Action First Packet Last Packet Reason
1/25/16 9:09:50 AM Allow 1/25/16 9:09:48 AM 1125116 9:09:49 AM
{ID Wiew details
1/25/16 9:07:36 AM Bllow 1/25 16 TrEarie 9:07:03 AM
1/25/16 9:07:07 AM Allow 1/25/16 9:07:06 AM 1/25/16 9:07:06 AM

Monitoring > ASA FirePOWER Monitoring > Real Time Eventing

Real Time Eventing

Initiator Responder Edit
Initiator IP 192.168.20.3 |\ Responder IP 10.106.44.5F
Initiator Country and ':ﬁitelist MNove Responder Country and

Continent Blacklist Mow Continent

Source Port/ICMP Type 60297 Destination Port/ICMP 42153
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[Object Management] > [Security Intelligence] > [Network Lists and Feeds] ICZ &L . [Add
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[Name] : HARL 74— ROBBZEEELE T,

Type: RKAY 785> URRNAS [Feed| 773 #BRLE T,
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[Update Frequency] : > AT AN URL 7 4 — R H—/NICELK T HEEBREEZEELET,

Name:

Type:

Upload List:

Security Intelligence for Network List / Feed

Custom_Feed |

List

C:\fakepath\Custom_IP_Feed.

Mame:
Type:
Feed LRL:
MDS URL:

Lipdate Frequency:

Security Intelligence for Network List / Feed ? X

Custom_MNetwork_Feed

Feed b

http://192.168.30.1/blacklist-IP.txt

(optional)

30 minutes b

[ Store ASA FirePOWER Changes ][

Cancel |
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ASA
DEfaUIt A”OW A” Trafﬁc You have unsaved changes

B ] = Status: Policy Up-to-date on device

Identity Policy: None SSL Policy: Default SSL Policy

Rules I Security Intelligence I HTTP Responses I Advanced

Available Objects & & Available Zones & DNS Policy: Default DNS Palicy [f
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I Networks l URLs t N )
&) Attackers . _ = Global-Whitelist (Any Zone) [T &y Global-Blacklist (Any Zone) X [0
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=/ Bogon | Whitelist | o = \ ",
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=/ Open_proxy
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Delete
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@ Hnrnelu% Configuration |~ H-nmtnrﬂQ Deploy ~| (¥ Refresh oam @ran-.nrc_ ? u.?
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Deploy Policies Version:2016-01-05 09:09 AM

& System Policy: Default
D sensor Policy: firepower

D Access Control Policy: Default Allow All Traffic

D E-Intrusmn Policy: Balanced Security and Connectivity
D - Intrusion Policy: IPS_Palicy
© - DS Policy: Default DNS Policy

: 5.4.x [Apply ASA FirePOWER Changes]

[Monitoring] > [ASA Firepower Monitoring] > [Task Status]
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Security Intelligence Z FirePOWER £ 1 — )L TR T S (CIE. [Monitoring] > [ASA Firepower
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ing > ASA FirePOWER itoring > Real Time
~Real Time Eventing
IEI ‘ All A\'[E'J]FirePDWER Events ‘ Connection | | Intrusion ‘ File || Malware File || Security Intelligence
Filter
| Wl Pause RefreshRate | 5 seconds ~ | 2/9/16 1:03:31 PM (15T)
Receive Times Action First Packet Last Packet Reason Initiator IP Responder IP
2/9(16 1:01:48 PM Block 2/3/16 1:01:47 PM IP Block 152.168.20.3 184.26.162.43
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