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Cisco Secure ClientZa EATZ £z A,

System > Licenses > Smart LicensesDJEIZEE L T, FMCAB&REhTWVWT, AN—KhZ1 &
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Smart Licenses tar Darv X Edit Performance Tier Edit Licenses

| License Type/Device Name | License status  pevice Type  Domain  Group
] Firepower Management Center Virtual (2) @
(1 Base (2) -]
(1 Malware (2) -]
] Threat (2) -]
(J URL Filtering (2) -]
« (] AnyCannect Apex (2) -]
B e IS8 Cloco Firapowar Threat Defence for VMWane - v6.7.0 = il o Wi K o5 .

ftdvha-dperezve
2]

192.168.13.9 - Clsco Firepower Threat Defense for VMware - v7.0.0 -] Cisco Firapower Threat Defense for WMware Global YA

AnyConnect Plus (0)

AnyConnect VPN Only (0}

Note: Container [nstances of same blade shase festure licenses

AT Y 7 2 : Cisco Secure Client/N\Y 7 —> OFMCADO T Y 70— R

Windows i @ Cisco Secure Client(AnyConnect)AY RT > REA/NY o —2 &cisco.comb 5
> I:I - |< L/ 35 3- o

Application Programming Interface [API] (Windows) 21-May-2021 141.72 MB +
anyconnect-win-4.10.01075-vpnapi.zip

Advisories Ef

AnyConnect Headend Deployment Package (Windows)[g 21-May-2021 77.81 MB i \__.x

anyconnect-win-4.10.01075-webdeploy-k9.pkg
Advisories [

AnyConnect Pre-Deployment Package (Windows 10 ARM64) - 21-May-2021 34.78 MB v\
includes individual MSI files@m

anyconnect-win-arm&4-4.10.01075-predeploy-k9.zip

Advisories [{

AnyConnect Headend Deployment Package (Windows 10 ARM64) 21-May-2021 44.76 MB M

C]
anyconnect-win-arm64-4.10.01075-webdeploy-k9.pkg
Advisories [

Profile Editor (Windows)g 21-May-2021 10.90 MB + O\
tools-anyconnect-win-4.10.01075-profileeditor-k9.msi
Advisories []

AnyConnect Installer Transforms (Windows)@ 21-May-2021 0.05 MB M
tools-anyconnect-win-4.10.01075-transforms.zip
Advisories [

Cisco Secure Clientf X—> &7 Y 70— RF B I(CI&, Objects > Object Management® JIE (&R
L. BIRTVPNATI) O TFIZdH % Cisco Secure Client FileZ3&IRL £9,


https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.02086

Overview Analysis Policies Davices [SIN[a%] AMP Intelligence Deploy System  Help v dperezve v

Object Management Intrusion Rules

AnyConnect File Rasmenpapy (&

File objects reprasent files used in configurations, typically for ramate sccass VPN policies. They an gantain AmyConnect Cliant Profile and AnyConnact Client Image files.

& Route Map
# @ security Inteligence Mo records to display
3 DS Lists and Fosds
¥ Network Lists and Feeds
W URL Lists and Feeds
@sivronn
U SLA Moriter
& Time Range
& Tema Zona
4 Tumnel Zone
@ v
5 variable Set
% VLAN Tag

AFticats MAp.

& custom Asibute
[y Greup Policy

8 1KEvL 1Psec Proposal
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W vz 1Psec Froposal

B wevz posey = Ho data 'ty display, sage(1 Jorn [

Add AnyConnect File7R 2 > ZZEIR L £ 9, Add AnyConnect Secure Client FileV 1 > R T, 7
T7oIUNCETZEY HT, Browse... Zi&IRL T, Cisco Secure Client/N\Y 7 —2 ZEIRL £
T JEIC, RAYTHA I XZ1—TT7 74247 &L TAnyConnect Client ImageZiZR L
7,

Add AnyConnect File

Narna:* AryConndet_Win_4.10

Faatiame:=  [oryconnecwin a.10,01075 webdepior k9.7 | uBianses

AnyConnect Cllent Image -

SaveRZVEBRLET, ATZIVRNEFATZIIONIANCEMTZHBENHY)ET,
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HOEBZAMAEAERTSIZIE. Devices > CertificatesD JEIZBEIL £ T,

Overview Analysis Policies m Objects = AMP Intelligance

Device Monagement  Device Upgrade  NAT VPN ¥

y Deploy  System  Help v dperezve v
QoS Platform Settings  FlexConfig | Certificates

AddR R > #BIRL £T, XIC. Add New Certificate™ 1 > R MDevice ROY A X =1
—ZV)ARENTVBFTDZREBIRLE T,

olicies QISR Objects  AMP  Intelligence

Device Management Device Upgrade HAT VPN ¥

Qus. Platform Sattings FlexCanfig Certificates

Ad
Add 3 new certificate to the device using cert enroliment object which ks Used o generate CA and
Igentify certificate.

Dewica™:

Cart Enrallment® :




Add Cert Enrollment’RZ > ( B0+ E ) ZBIRL T, HLLERA TSI IO EZERLET,
Z T, Add CertEnrollmentV 4 > RUTHAT TV MDEFIZE|) H T, Enroliment Type RO
Y 7R X 11— 5Self Signed CertificateZ3i#IRL £,

Add Cert Enrollment

Hame® S5L_SelfSigned

Desaription

m Certificate Paramaters K!“f Revocation
— -

. Cemmon Name (CH) i3 mandatory for dalf-3igned canificate that I8 used in Remaote Aceds VPN, To ceafigure
* CN, please navigate to ‘Certificate Parameters tab.

B&ICL, BCEBRIAHEENBAR. HBERCN)NIHUETT, Certificate ParametersZ 7 (CBEL
T. CNZE&LET,

Add Cert Enroliment

Name* 551_SelfSigned

Description

_canformavon | [KEENTSIIRNN Kev _Revocaton

Inclade FOON: Don't use FQON in certificate
Inclde Device's IP Address:

‘Commen Mame (CN):
Organization Unit (OU):

‘Organization [0):

Lecality (L)

State (5T):

‘Country Code (C):

Emadl (E):

[ include Device's Serial Number

Allow Overmides

Save’lRRAV EAAARR 2 Z TV Y OLET, HHE, MLUVRASZAHEIANIENT B 44
BENfHYEY,
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AT Y 7 5: SSL Cisco Secure Client) 5% E

SSL Cisco Secure ClientZ 5% E 9 % (ClE. Devices > VPN > Remote AccessD JEICBEIL £ T,

Overview Analysis Polides w Objacts AMP Intelligence y Deploy Systemn Melp v dperezve v
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Remaote Access VPN Policy Wizard

€ Folicy Assignment 2] Connection Profile > 3) AnyConnect > 4] Access & Certificate > 5] Summary

Mext Cancel

NextZiEIR L T, Connection ProfilefXEICBBLET. BEHE7O77MILOBRZERL ., 5
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Overview Analysis Policles JsTISER Cbjects AMP  Intelligence

Device Management Device Upgrade MNAT VPN * Remote Access QoS Mlatform Settings FlexConfig Certificates

% Deploy

System  Help v dperezve v

Remote Access VPN Policy Wizard

1) Pollcy Assignment 9 Connection Profile 3} AnyConnect > 4) Access & Certificate > 5) Summary

 § g — N

Connection Frofile Name:*  SSL_anyConnect_Localauth

Authes

Ay Conmect-Local-Auth v - ]

Next Cancel

atfuanlie
ciseo

BUAR—ZTICAZ2O—I)L., IPv4 Address Pool 2022 3 ICH38MET7A4A %200 v oL

T. Cisco Secure ClientA"EAT2IP7—ILEEEZLFT,

Ll Devices [eldftes] AMP  Intelligence

" Help v dperezve ¥

Device Management Device Upgrade  NAT VPN » Remote Access QoS Platform Settings  FlexConfig  Certificates

Remote Access VPN Policy Wizard

T o ST

Authentication Server:® LOCAL w @+ (LOCAL o Realen of RADIUS)

Address Pools
Authar
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Group Policy
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Device Management  Device Upgrade  NAT VPN » Remotc Access QoS PMlatform Settings  FlexConfig  Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2] Connection Profile © AnyConnect (4] Access & Certificate > (5) Summary

]

lo E " - L E o ==10

Operating System

I anyConneet_win_4.10 afyeannect-win-4.10,01075-wabdapler-kO0kY yingom =

Back Hext Cancel

ot fuanllie
€ISEo

NextZ 2 ') ¥ 2 LT, Access & Certificatez 7> 3 2 ICBEIL £9, Interface group/Security
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B—T I A AEBIRLET, RIZ, Certificate Enrollment RAY AU X Z1—7T, FIE3TH
U AIAEZEBIRLE 9,

Overview Analysis Policles Jsla30T-EE Objects AMP  Intelligence Help v dperezve ¥

Device Management Device Upgrade INAT VPN * Remote Access QoS Platform Settings FlexConfig Certificates

Remmote Access VPN Policy Wizard

(1) Policy Assignment > (2] Connection Profile > (3) AnyConnect @) Access & Certificate (5) Summary
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Remote Usar AnyCennest Cllent
%0

I
Network Interface for Incoming VPN Access
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o

Back et Cancel
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@ Cisco AnyConnect Secure Mobility Chent

VPH:

@ Cisco AnyConnect | 10.31.124.25

=

Group: 55L_AnyConnect_LocalAuth

Username: | dperezve

Password:

LT v )LAFIDIC& > TERBE NS &, Cisco AnyConnectzF¥ 1 7EEUT A OZAT >
RP7VT—2 3 BEBEGREBERTIIHEN BYET,

@ Cisco AnyConnect Secure Mobility Client

@

Connected to 10.31.124. 25,

10,31, 124,25

alfuanfie
CISCO

FTDA 5. show vpn-sessiondb anyconnect AN > RZRITLT, 77AT I A—I)ITRET VT



1 7' 7xCisco Secure Clientty > 3> 2R RTEET,

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username
Assigned IP
Protocol
License
Encryption

Hashing
Bytes Tx

Group PoTlicy :
Tunnel Group :

Login Time
Duration
Inactivity
VLAN Mapping

Audt Sess ID :

: dperezve

Index . 8

172.16.13.1 Public IP 10.31.124.34

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium
: AnyConnect-Parent:
: AnyConnect-Parent:

(1)none
(1)none
Bytes Rx

SSL-Tunnel:
SSL-Tunnel:
15756 14606
Df1tGrpPolicy

SSL_AnyConnect_LocalAuth

21:42:33 UTC Tue Sep 7 2021

: Oh:00m:30s
: O0h:00m:00s
: N/A

VLAN
00000000000080006137dcc9
none Tunnel Zone : O

none

(1)AES-GCM-256 DTLS-Tunnel:
(1)SHA384 DTLS-Tunnel:

(1)SHA384

(1)AES-GCM-256

Security Grp :

NZ7LZa1—hk

FTD Tdebug webvpn anyconnect 2551Y > RZSE4TL. FTIDOSSLER 7 O—Z2HRELE T,

firepower# debug webvpn anyconnect 255

Cisco Secure Client7/N\Y J Oz, TCPINT Y RF Y I Fr TEESK T O— 2B TEEXT,
ChiEk, EHEAKIIL., Windows2 SATF7 > NEFTDEIOBED3IDD/\ R IA I TLE
%, BEOREICERENDSSLN R IAIONFETLEHTT,

ol “Ethemet! - &
fle (g8 Waw o Captere Anelge Sntics Meprony Widess ok Help

Admce EEBR+=GETi/Eaaan

W padd =n 38,50 13438 [x] -+

M. e
18.31.134.35 s 34 51568 + 443 [Acx] Secnd Ack=1 Win-£434 Lew
16.01. 100, 5 TOwL.T 147 Client nello ==

6. 5813854
0. 11,108 58
19, 30,124,325 19.31.124, 4 TcP 50 443 = S1MQ [AK] Seqel Ack=134 Wine3IT68 Len-d
19, 38.124.35 1831134, 34 TLSvh.2 1171 Server Hello, Certificate, Server ey Exchange, Server Hello Done
19,3013, 34 19.1.124. 35 TCR 54 LG + 440 [ACK] Seqelid AckelllD WineG)LIN Lensd
0. 30.338.34 18.31.124.2% TLive.2 247 CL l mt Koy Exchangs, Change Clpbar Spec, Baceypbed Musdibeke Hestage
ST IS ARl Age 3 kL]
1, 58,228, 34 18,3114, 25 Tuivi.: b fwm atien bara
10,30, 124.35 18.31.104. 34 TR 60 443 = SAMO [ACK] Sequ1165 Arke153D Min=3IT6R Leawd
. 10,31, 124, 34 TLSvhid 594 dpplicetien Gata
10.1.124. 14 TuSvE.Z 797 dpplicatien Dats
10.91.124. 1 TLSWE.Z 90 dpplicetion Dats
10.32.124. 25 e 54 52300 + £43 [ALK] S0q1332 Acke2455 Win=84280 Lea=d
18.31.104. 34 TLEvi.2 1824 Agplicstisn Bata
18.31.124. 34 TeP 60 483 = SIS0 [AK] Sequi488 AckeZHU2 Wn=3ITEA Leawd
19.31.124.34 Tep 60 443 = S1MO [ACK] SequI488 ACke3002 Min=3ITES Lea=d
9 12, 260297 10.01.124. 14 TLSvE.Z 594 dpplicsticn Cats
7 12, 268297 19,2, 124, 1 TuSvE.2 1400 Agplicatien Data
71 12. 280297 109112414 TLSvE.2 1433 dpplicetion Data ]
7212060518 10.30.126.34 18.31.124. 35 Tee 58 S1500 = 443 [ACK] Seqe3002 Ack=S704 Minsd4240 Leasd =1
T 12ITEATS 18313628 18.31.124.34 Titvi.2 1514 spplicaticn Data
W 12ITRATY 16 MLAJADS 18.31.104. 34 TLSvE.2 1518 Agplicetisn Dats [TCP segment of & reassesbled PEU]
75 1 TRATY 100, 038,35 10,31, 124, 4 Tsvh. 1371 Jonncmcn Eata
Frame 13: 66 bytes on wire (328 Bits), 64 bytes captured (325 Bits) cn fnte €UB_{0C14ACAS- BAR1 - AACCABSE BACFCIFFCACH), d @
Ethernet 1, Sre: Ware Bircdred (80:50:36:96:ebrek), Dat: Whare_b3:ba: ot cu.u.ss.n:.h..}

Internet Protocel Version 4, Seci 19.31.124.38, Dsti 18.31,134.35
Transaissien Central Src Porti 51308, D5t Porti 443, Seqi @, Lemi @

B0 S5 SE B3 B4 47 00 S8 56 06 CE G QE DO AL OB PN PV E
90 34 70 87 40 00 BR DS R0 90 Qe 11 Tc 22 0 11 45§ o
TCINCB G DI Db M5 AN M N B0 | [

fa £0 Oc oD 00 0O 02 B4 95 b4 01 03 03 OF 01 O

o4 02




ZORILDONY R TA D%, FIDBO—AILLILCREFEhI-BEREEALTILT>D
YN ZRATEIHBENF HYET,

DART/N> R)LZIREL, cS5ICAET S =HIZCisco TACIEHKL FT,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



