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1. Win+tRZ # L, mmcexeEABULET, [OK|ZIVYILET,



&= Bun

=i Type the name of 2 program, falder, dacument, or Internst
L= resource, and Windegws wall open it fior youw,

Oper: | TR -

QK Cancel Browse,..

2. [77AN>[RFTYTALOOBMEHIR..JCBEHLET, RHICRTELSIC

[ Censolel - [Conale Roet] ¥
Action View  Favorites  Windew  Help - 8 x
4 Mew CrbeM
Open... Ctr+0 Acts
Save Ctri+5
Save A5 There are no items ta shaw in this view. Coninlllhut. = |
More hetians ¥
|addRemove Snap-in_. Cirl=bd |
Opticns...
1 drsrogmt
2 dsa
Exit

Enables you to add snap-ins ta ar remave them from the snap-in console.

JFEATREBATYTAOTT, fIAEFZ VY IL., [BMZEIUYILET,



Add ar Remowve Snap-ins

.ﬁ.'mluhl:glq:-hs:
Snag-in Viendor
[l Active Directory Do...  Microsoft Cor...
P Active Directory Site... Microsaft Cor...
] Active Directory Use... Marosoft Cor...
=" Active Contral Microsoft Cor,..
" ADS] Edit Microsoft Cor. ..
'_.!’: Aukhorization Manager  Maeresaft Car. ..
Certificate Templates  Marosoft Cor,.,
i Certificates Mhrosoft Cor,.,,
[/ Certfication Authority  Microsoft Cor,.,.
. Comparent Serviees  Micregalt Cor. .
fl:mnmtafr-lmaqan... Mucrosaft Cor..,
ﬂbe'.m:e Manager Murosaft Cor,..
Tllisl-l:l'-'lw'lug:mmt Microsoft and...
Desaiption:

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Selected snap-ins:
[ conscle Root Edlit Extengions. ..
Eemove
Mave L
[iovre Do

The Certificates snap-in alews you to brawse the contents of the certificate stores for yourself, a sanvice, or a computer.

Cancel |

I

ARICRT RS, [AYEI—RTHI2 NZEERL, [R\]27UYILET,

Certificates chag-in

Thitz znizpn will dways manage caitificates for

() My us=r acoount
i) Bervice acoount

>

< Back | Head > | [

[Finish] 22Uy 2 LET,




Select Computer e

Select the compuber you werd this snep-n bo manags.
This smap-n will always manage:
{®) Local computer- fthe computer this conacle & running on)

() Another compater: Browse,

[T] Ao B selecied computer to be changed when |aunching Tram the command line.  This
orfy ppliea £ you save the consedla.

T o

5. TOK1 27U Y IL&ET,

Add or Remove Snap-ins *

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Awailable snap-ns: Salected snap-ins:
Snap-in Vendar ~ [ Conscle Root Edlit Extengions. ..
" Active Directory Do...  Microsoft Cor... ¥ certficates (Local Computer) y—

P Active Directory Site... Microsaft Cor...
] Active Directory Use... Marosoft Cor...

= Activex Control Microsoft Cor,.. Mave Lp
ADS] Edit Microsoft Cor. .. r——
Aukhorization Manager  Maeresaft Car. .. T AT et

#| Certificate Templates  Mrosoft Cor,..

I Certificates Mirosoft Cor,..

LplCertification Authority  Microsoft Cor...
.'*-.Cump-:urent:ia‘-.ri:u Micresalt Cor...
A= Computer Managem... Mirosoft Cor...

HDE'.m:e Manager Murosaft Cor,..

i Disk Management Microsoft and..,

T S e CheresaTEen v Advanced...
Desaiption:

The Certificates snap-in alews you to brawse the contents of the certificate stares for yourself, a sendce, ar a computer,

[ ][ cne

6. [Personal] 7 # LA &#REF L. [Certificates]2 V') YV ULET, LDAPSTHEAET B IHEE,
WindowsH—/NDZEEEH R X 4 Z(FQADN)IZHKTITRIHXEN HYET, CcOHF—/NIZE3DD
SEEAEN VAR ENTVET,




. example-WIN2016-CAE DB THITE WD CAEHE,

- example-WIN2016-CAIZ & 2 TWIN2016ICF1TE Nz IDFERRE

. example-WIN2016-CAIZ &k 2 Twin2016.example.com|_3{TE Nz IDIIFAE
CDEREHA RTIE, FQDNIEwin2016.example.comT®H 3 =8, JZHI D22 NDFEAEIELDAPS
SSLEIFRE L L THERATSRICIKEMTES Y £ A, win2016.example.comlZFITE 115 IDAEEA
£(F. Windows Server CAHY—ERICK > THENICRTE NIAHETT, SATEATILY
Dy oL THBZERZELET,

& Conselel - [Condals Roet\ Certilicates (Lacal Camputer)Persanal Certificates] - O =
g File Action VWiew Favorites  Window Help - &
gm0 6= HE
1 Conscle Root lssued To - Isswed By Esgiration [ | Actions
] &
v “":“*"“I'L““"C“"‘P“‘“'] P2 example-WIN2016-CA example-WIN216-CA 4192060 || Certificates "
L erona
S eente alwinzots eample-WIN2IE-CA s PR ——
) & A E C FERFN2
e ication ol win 2016, example.carn example-WIN2IE-Ch 47282021

* Emterprise Trust

| Interredeste Certilication

" Trusted Publishers

1 Untrusted Certificates
Third-Party Fook Certificat

7 Trusted Peaple

- Cliert Authentication |ssus

|| Preview Build Foots

| Lecal MonRemovable Cert
Resmote Deskteg

| Certificate Enrallment Reg

1 Smnart Card Trusted Roots
Trusted Devices

| Web Hosting

1 WWindows Live D Teken lss

€ >l € >

Personal store contains 3 certificates.

7.LDAPS SSLEAIFAEE L THEAT AL, AERENFrROEHZB/LELTVILBEN BV ET,

- HEBEBFELEDNSH 72 10 MERIE. Windows Server®FQDNE —BL £ 7,
. SEBAE M [Enhanced Key Usage] 7 4 —JL RIZ[Server Authentication] i RIRENE T,

SEBAE D [Details] X 7 M[Subject] &[Subject Alternative Name] (=, FQDN
win2016.example.com#A RREhE T,



i Certificats

General Detsils  Certfication Path

Show: s> o
Fighd valus G
=] win20 16, example.com
RS54 (2048 Bits)

1|Public ke y parametzrs a5 00

Certficate Templabe Mame DamainCentroller
Client Authenticaton (1,3.6, L.

[1]5MIME Capabilty: Obgect I...
WhET D e4B0f 17176 ...

= win2016.example.com |

EdtProperties... | Copy ofie. |




b Certificate ot
General Detsils  Certfication Path

Showe: .c:.ﬁl:r e

Fighd valus G
Q-Jt']El:tHE's']-:lenhﬁer 0T D448 0F 2F 17 1V ed ...
-EIAuﬂ'm'ih' Key [dentifer KeylD=13d 9F 26 17 fo 11 1f 4...
1| CRL Distribution Peints [1)CRL Distribution Point: Distr...

. [£] Authority Info Access: Aec...
|77 subject Alternabive Name Other Name:DS Object Guid=....
;] Digrtal Sigrature, Key Enopher...
shal
emRs 11 ek e ifadan ¥

Oither Mame:
DSEtI;jEft Guid=04 10909923932 38 24554734 7464 25 cd 05 80

] =W

| EdtProperties... | Copy toFike...

[ox 1]

[Enhanced Key Usage] ® T |Z[Server Authentication] ¥ R RE N TV E T,




ga Certificate

General Detsils  Certfication Path

Show: | <all= (¥
Fighd valus G
|:5ul:-]a:t win 20 16, 2xample, oom
(151 Public key RSA (2048 Bits)
1| Public key parsmeters a5 00

: DamainCentroller
Chent Authenticaton (1, 3.6, L.
(211 SMIME Capabebties [1]15MIME Capabilty: Object[...
| Subject Key Identifiar WET D0 W 171766 ...
. . il = 5 T7 s 41 1L -

erver Authentication (1.3.6. 1.5.5.7.3.1)

| EdtProperties... | Copy toFike...

[ox 1]

8.7EFRL 1= 5. [Certification Path| 2 7 ICBEIL &, . — NCAFSIAEBICISHEEN—FLEY
)y 2L, [View Certificate] RX> 220 JY I LET,




g Certificate ot

General  Detpils  Certification Path

Certification path

B example-WINZO 16-CA
sl =g win@ 16, example. com

| View Cerlifizate |

Cerlificats stabus:

ITNE ceriificate is OK,

[ 1]

9.2NIC&VY, JI—NCALFAEDIIAZDOFMELIREEXT,




g Certificate ot

Gererd Details  Certification Path

_H Certificate Information

This certificate is intended for the following purpose(s):

= Al issuance poloes
= Al appiicabion polioes

Issued tor  example-WINI16-CA

Issued by: sxemple-WINI016-CA

valid from 4/27/2020 to 4719/2060

Izmier Statement

[ 1]

10. [ 2 7 2BE. [774LKCOAE—.JZOVYILET, RICRTLSIC




g Certificate ot

eneral Cerification Path
Showi: .cu!.!: e
Field Value A
[ versian V3
|_'_'___5‘criulri.|mb:r 1386 45 2% 9d 70 4F 29 42 35,
| 1| Signature algarithm sha2S6R 54
|| signature hash akgerithm sha2ss
[l 1smuer example-WIN2016-CA
[ vakd from Marday, Aprl 27, 2020 10:50:...
!.;' Waid to Manday, Apri 18, 2060 10:50:...
ol by awamnlaSUTM M 1IETE b

| EditProperties... | | Copy toFie... |

[ 1]

11— KRCAZPEMERTIVAR—NIRAATIVAR—RNIAF—REZFETS—KLET

o




£ Certificate BExport Wizard

Woelcome to the Certificate Export Wizard

This wizard helps you copy cerificates, certficate trust ksts and certficate revocabon
lists from a certificabe store to wour disk,

A eerlificate, which i issued by a cerbification autharity, & a confirmation of your idenlity
and convtains information used to protect data or to establish seoure metwork
cannections, A cerbficate store is the system area where certificates are kept.

To contirwe, dick Mext.

Cancel

12. Base-64 encoded X.509% B8R L &£,



& E¥ Certificate Export Wizard

Export File Format
Certificates can be exported in 2 vaniety of file formats,

Select the format wou want to use:
(C3BER encoded binary ¥, 505 {OER)
[ Bsse-64 encoded x.509 (.cEr)]

() Cryptographic Message Syntax Standard - PKCS 27 Certificates (P7E)
Indude all certficates in the cerbfication path if possble

Personal Information Exchange - PEKCS 212 (PFY)

Indude all certificates in the cerlification path if possible
Dislete the private key if the export is swecessful
Export all extended properties

Enable certificates privacy

Micrasaft Serialized Certificate Store [55T)

Mext Cancel

1BI77ANDBMETVAR—NEZBRLET,



& E¥ Certificate Export Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

Pt

Cancel

& Save As
e = 4 Bl » ThisPC = Deskiop

Organize » Mew fielder

Mame
W Cluick access

[ Desktop
4 Downloads
[ Documents

E Y Y

&= Pictures
System3?

I This PC

g Metwork

[Date modified

w

Type

Mo iterns match your search,

Search Decktop

Fille mamne: I mnd

Sove as type: | Basetd Encoded X509 (*.cer)

~ Hide Folders

= o |




“

A Certificate BExport Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

CilsersadminDeskiopy oot cer

Cancel

14. F;T-‘DTJ E7U‘y7b§-¢o




& E¥ Certificate Export Wizard

Completing the Certificate Export Wizard

Tiou have successfuly completed the Certficate Export wizard,

Yo have specified the following s=ttngs:

Fil= Mame C:'sersiadmin\Deskbopiroot, csr

Expark Kays Mo
[nchude all certificates in the certification path Mo
Eie Formart Basetd Encoded X, 504 (*.cer)

Finizsh Cancel

15.2CT, BACBBL, XTERGEEDTFANIT A ZTAAETEZHE LT, PEMEX DA
ENRTENET, BTRELET,

MIIDCDCCAfCgAwWIBAGIQE4AZG5Z1wT610NTjooEQyMTANBgkaghkiGI9wOBAQsFADAA
MRswGQYDVQQDExJ1eGFtcGx1LVAJIT IWMTYtQOEwIBCcNMjAWNDI3MTQ1MDUSWhgP
MjA2MDAOMTkxNDUWNT1aMB0OxGzAZBgNVBAMTEMV4YW1wbGUtV010MjAxXNi1DQTCC
ASIwDQYJK0oZIhvcNAQEBBQADggEPADCCAQOCgEBAI8ghT719NzSQpoQPh0YT67b
Ya+PngsxMyvkewP33QLTAWw1HW1TbOMk5BDWOItTaVsgHwPBLd++M+bLn3AiZnHV
00+k6dVVY/E5gVKEKSGoY+v940523161zdwReMOFhgbc2gMertIoficrRhihonuU
Cjyeub3CO+meJUuKom2R47C0D35TUvo/FEHGgXJFadS1se2UrpNO7KEMk fA1LPuM
aob4XE/0zxYQpPal8djsNnskfcFgD/HOTFQN4+SrOhHW1RnUIQBUaLdQaabhipD/
sVs5PneYJX8YKma821uYI6jo0YuytmsHBtCieyC062a8BKgOL7N86HFPFKkMA3u8C
AWEAAaNCMEAwWDgYDVROPAQH/BAQDAgGGMABGA1UJEWEB /wQFMAMBA £ 8SWHQYDVROO
BBYEFD2fJjf7ER9EM/HCxCVFN5QzgEdvMAOGCSgGSIb3DQERBCWUAALATIBAQB31ZJ0
vzwVD3c5Q1nrNP+6Mg620FpYHI1k4Ch9S5g/CEOemhcwg8MDIoxW2dTsjenAEL7r
PhFIHZoCoSyjBjMgK3xybmoSeg8vBjCXseYNGEMOcIKWIoFmTOvVANVIb7XpllIVa
6tALTt3ANRNgREtxPA6YQbthKGaviw0ANnfsojk9IcDr2vpOMTj1BCxsTscbubR1+D
dLEFKQgmMeYvkVf+a7a64mgPZsG3Uxo0rd6cZxAPkq/y1cdwNSIFfQV3DgZg+R96
IWLCR30bigbxyo9Zu+lixcWpdrbADO6zMhbEYEhKkhOOjBrUEBBI6CyYy831TZ9ejsk
KgwBJIXEu33PplW6E

FDM ) 18 5%

Z1EAORR



FDMTAnyConnectZ &%

T2, FIDEAR—KZAM 2 AF—NICEHEL. BR&Plus,

Apex. £1-EVPNONlyS A €2 AEFNA ACEATDRENBYET .

1TEICRT LRSI,

i e ==
bl irepoiwer Device Manager - o
Cisco Meitarirg Pobcies [ S
- S
ol
Checo Firapzsver Thrasi Dalenss for V.. ﬂ

() () (]
o]

Intarfaces Routing

Conneoi: 2 FouS

Froabried Eef 4

Wi A1l inborfscua > Virw Configerntion &

Smarn License Backup and Restore

Wiew Condiguration » View Confgeration »

[Device] > [Smart License]lC BB L £7,

Davizia: FTD=3

OO i e

Updates System Settings

Gooksaton, Ruls, VOB, System Upgrade,
Security infelbgancsy Fosds

Mlanemon AooEss

Logging Senings

e Canfligurstion 3 DHCP Sapppe
DS Serwir
Management nieiac:
Troubleshoot Hedtrame
TP

Pl Fies creaied yol - .
L Cloud Somicts

Reboathutricees
REQUEST FILE TO BE CREATED
Traffic Scitimys

UL Finning Pralerenses

2.FTIDN AN —K T4 2 A5 —=/NICEFEE 1, AnyConnect Plux, Apex, FIEVPN OnlyZ A

AN BHMIBEOTVBD L ZBELET,

il - . i} & ==
Firepawar Device Managar -
Clseq. | IrEROV VRaE I Woniorng Fobcios Dbjocts

Dnvize Sumerry

mart License
ﬂ COMNECTED
SUEFICENT LICENS
EARGLERTHHY LICENEER MCLUDED

v ==

Last syno: 16 Apr 2050 08:37 AR 'ﬂ
Bmxt syn; 16 Apr 2020 007 AM

This Licenss aliows yom b pefom intrusion detecton and presention and e controd, You
must hase this Roonso 10 apply iNtuskn poloies 0 aooess nikes. ¥ou 50 Must oo This
e oo ooy fike pobces that costral lies baged on Tle ype.

Inchadem: ﬁ Irtraciinn Palicy

URL License [GAELE

This license alows pos o coninol web access based on URL cotepoies and repuiations, rather
M By inciniohul LIAL aloca, Yo k] foive D S ioei 55 Shinjrbey diioSa ich rubich Tl liler veils
fraffic ba=nd on cadegony and reputation

Incledes: UFL Reputatinn

AD IDY —ADEE

- OO0 : um
Desige: FTD-2 e @ * Akl

Ga b Cloud Sandons £F »

Matware

This Licenss allows vou 10 peronm Ceon Advenced Malwars Profection [UMP] wis AWF for
Finapovenr ond AMF Threat God. Yiou mest have this hoerse to apply fike pobcios that daloor
and biock mabwirs in Bl vasminiod ooer poor sk,

Includis E‘. Fim Palicy

R& VPN Licensa Typm  PLUS ~ CAZABLE
& Er

Phrase seleot e Boense tvpe that you purchased v enable remoie access Ve Noe than
Finnprirewiad Do Mirieger Soas nal Suspset sy of i advinssid Smilusi ooearid By Bu
A licpmse.

Includes: RA-VPR

1. [Objects] > [Identity Sources]lCBEIL . +ic5Z2 7 UY UL, RIZCRTRSIC[AD|ZEBIRLET



T

Al O == H - "

I G = @ : edmin
Khonimoing Policies Objecis Dasice: FTO-3 S e EJ J Artrristratns

2
|
I
d]
3)
]
i

dentity Sources

RATIS Sarear

MAEIE Sanme G

[e]

lEmridty Servicex Crgine

1 LocaldeninySouns e LOCAL

2. Active Directory —/NOBEHIZEREIC, UFNICPREL EBHREADLET, IPFRLAOKRD
v) (ZMicrosoftth —/NIC7/R A N B (FQDN)Z £/ 9 355k, [Objects] > [DNS Group] TiE ] %
DNST I —7 724 FHERL T EE WV, RIZ. [Device] > [System Settings] > [DNS Server]i—#
B L. [Management Interface]d & UF[Data Interface] CDNS )L—7"&EA L., DNSY I IZHE
PNEEAA 2 BZ—TIAAZEEL T, TODNSTIL—7ZFTDICICBEALET, TestRZE> %
)9 9OLT, FIDOBEBA VEZ—T I AN SEELBRELFETREMEZRRLET, chs
DTANIFIDDEEBA 2 EZ—TIA AN SHBRE N, FIDICREENTVWBRIL—FT 1 T8
AVB—TIAA (NP, AZ, dmzBE ) PSERBENBEVLES, EER (KEEFEXKLULE
) ##: T lEAnyConnectFRIINDFERIFRIAEE NEL A, FTDA S OLDAPEFHEDO T AN OFEMIC D
WT, "RSTNZ21—F 427, FEHO "AMAADTAR LT T Y RF+T7Fv, D
HZzZRLTSEEL,



Add ldentity Realm

@ Identity Realm is used for Identity Policies and Remote Access VPN, Any changes impact all features that use
this realm,

Mame Type
LAB-AD Active Directory (AD) i
Directory Username Directory Password
ftd. admin@example.com [TT11TTTT)
Base DN AD Primary Domain
DC=example,DC=com example.com
g.g. gu=user, de=example, de=com e.g. example.com

Directory Server Configuration

B win2016.example.com:389 -
Hostname [ IP Address Port

win2016.example.com 389
Encryption

MNOME w aasE o arifcat

ﬂ + Connection to realm is successful

Add ancther configuration

LDAPSE = IESTARTTLS 2 A T2 5E k., HYIERESLERIRL, EETESCAIHER R

RUET, L—RCANEEEMENTVEVIESE. [Create New Trusted CA Certificate]Z 77 1J
YOULEY, JLI—RCAFEBHED[Name]ZiEEL . £FEWEL ZPEMER D)L —NCAGIBHAE %
BRI ET,



Add Trusted CA Certificate

Mame
LDAPS_ROOT
Paste certificate, or choose file: UPLOAD CERTIFICATE The supported formats anre: PEM, DER.

MIDCDCCAFCGAWIBAGIOEAZG5Z 1 wTBIONTjooEQyMTANBgkghkiGIw0BAQsFADAG
MRswGEOYDVOQDExJleGFeGxILVdJ TIwMTYrQOEwWIBcNMjAWNDIZMTC 1 MDUSWhHhgP

MjaZMDAOMT kxMDUwWNTIaMEBOxGzAZ BgNVBAMTEmWVAYW 1 whGLHWHOMjA=NI 1 DOTCC L%
ACRulY 1A PThur M ANFRAMANAAEDATCT ANACAaER AIRARTT 1022 MnsNDh TR TH

CAMCEL oK
Directory Server Configuration
H win2016.example.com:636 -
Hostname / IP Address Part
win2016.example.com 536
Encrypticn Trusted CA certificate
LDAPS b LDAPS_ROOT W
“ +" Connection to realm I successful
CORETE., XROENFEAEHATVET,
- [Name] : SRIEE
- [Directory Username] : ftd.admin@example.com
- [Base DN] : dc=example,dc=com
- [AD Primary Domain] : example.com
- [Hostname/IP Address] : win2016.example.com
- [Port] : 389
3EICRTRSIC. B LD[Pending Changes]’RX>Z 0 Y ILET,
-Iflll-":'élc:l Firepower Device Managar Mnnsgﬁnn FNCE:.in-: '.'l:?:_-;:s D:T;;:'D'i- @ @ E .'al.:d.l\.:l-.ir“rumr

Identity Sources

4 ojecis q Cliaaav b

1 LocalidentitySource LOCAL

2 LA-AD A0 w2006 eeEmphs com




4. [ST<ERBIARZZDOVYILET,

Pending Changes

#® Last Deployment Complated Successfully
01 May 2020 12:54 PM. See Deployment Histony

Deployed Version (01 May 2020 12:54 PM) Pending Version @ LEGEND Removed | Added  Edited

) Active Directory Realm Added: LAB-AD

= dirPassword.masked: false

- dirFassword. encryptedString: ===

- directoryConfigurations[@].port: 389

= directoryConfigurations[@].hostname: win2@l6. example.com
- directoryConfigurations[8].encryptionProtocol: KONE

- adPrimarylosain: exampls.com

e dirUsername: fid.sdeinSexanple.con
= baseDM: DL=2xample,DC=com
- enabled: true
= realmId: o
= name: LAB-AD
MORE ACTIONS CAMNCEL DEFLOY MOW | e

ADRREE A ® AnyConnect D & &
REENIADIDY—ARZEFERATSICIE. AnyConnecti EICEA T2 HEN HYET,

1.KICRT & SIZ. [Device] > [Remote Access VPN]ICBEIL £,

.|||||||| i

cisea Fin povwar Lenvica Manager ﬁ' - L

sananing Folicias Ohbjects Davioe: FTD-3

m

©0EeE0 i e

interfeces Routing Updates System Settings
NI T foules Eookocation, Auc, WDE, Sysem Upgrace, RETAORTANG SRS
Ensatiind 3ol 4 Spcurity inteibgance Fads Logging Settings
[ ' " . DHCE Sanwar
Viers Al laeisces > Whew Configuration > View Conliguration *
DMNE e
kansgement Inferisce
. Hostrames
Smart License Backup and Restore Troubleshonot \lp
Anges W e crooted yet Cloud Sereicas
RutactiShutdaam
Viersr Gonlhgu rakicn > Winw Gonfiguration b FECUEST FLE TO P& CREATED
TraMic Settings

URL Flipring Freferences

Site-to-Site VPN
Thaare e o conneoHons vel

Vigrs Configu rathn &

Ramote Access VPN

o [Thc |
1 conneetion | 2 Group Pobcos

Wit Gonfiguration »

Advanced Configuration
nciudes: FlesGonfig, Sman CLI

View Configuration

Davice Administration

Auidi Evenis, Doplayment Hision,
Dewnbaad Conliguation

Ve Conliguratsn >

2RICRI KRS, +REBFREREERTOT7 7 A LOERIREZIUY ILET,



.||||:||. i o o = T - i
Firapower Devica Menater B 06 0@ : i
CISCD I = ey ariinning Poicies Ohjocts Diesdcn: FTR-3 — 9 . Ackmvwairae

lwice Summang

Remaote Access VPN Connection Profiles

Q-

3. [Connection and Client Configuration|22 23> T, HBIZHERL ZAD IDY —RAZERLET
o [E#7'07 7 A4 L& (Connection Profile Name)]®R [ A 7> N7 RLAT =L OEV) HT
(Client Address Pool Assignment)]& &, 0t o> a > ICBYIBEEZRELET,. TTLES
[Submit Query]2 2 U Y VL&Y,

Connection and Client Configuration

=pecily how 10 authenticale remale users and the Amflonnect clieats they can wse 1o connest 1o the

Connection Profile Mame

General

Group Aliag zroup LIEL
General

Add Group Alias Bod Group UEL

Primary Identity Source

Authentication Type

| S4848 COnly Client Certificate Only ALA and Client Certificate

Primary Identity Source for Usar Authentication Fallback Local Identity Source

_ F - :\l..". .-E'" :I !I':-. I :.;l'.:l I: I'-‘II !;.:: I:II H::I'I.-.:.. ) -

41 LocaBdentitySource

1 LAB-AD

Y Special-ldentites-Realm

Create mew



Client Address Pool Assignment

IPv4 Address Pool IPvG Address Pool

+ +

5y AnyConnect-Pool

DHCP Sereers
+

CANCEL SUEMIT QUERY

4. [Remote User Experience] 22> 3> T, BYIBRTIN—TRIS—2BRLET, 77K
Tl&. DfitGrpPolicy A AT NhET, L., BIOEDEERTEET,



View Group Policy

DitGrpPalicy W

Policy Group Brief Details

DNE = BANNER
DNS Server

Banner Text for Authentcated Clients

Maximum Connection Time [ Alert Intereal Unlimiged / 1 Minutes
Idle Tirme | Alert Inbereal 30 7 1 Minutes
Sirmulianeows Login per Leser 3

IPvd Salit Tunneling Allorey all traffic owar tunnal

1Pl Split Tunneling Allcres 2 traffic caer tunnel

AnyConmact Clienl Profiles

BACK SUBMIT CLERY

5. [Global Settings] 222 3> T, 27 < & %[SSL Certificate], [Outside Interface], & &k
[AnyConnect]/\Y T —C ZIBELE 9, REAENMUFIICERE N TOVEBEVEEEK, F7FILND
B 2 E % [8A & (DefaultinternalCertificate) Z#IRTE X ITH, FBETELRVT—/NIAEXAY L
—IONFRTENET, I—HIDT IV ARV —DIL—IDNFETERCBEDELSIC, ESkEh
= NZ 7 14 Y U (sysopt permit-vpn) D Bypass Access Control policyZ F 7 IC T2 XRENHYET
o NATRERIE., CCTERETEET, CcOERETIE. AnyConnectV7 747> RDIPF RL AIC
EASHEBA 2V EZ—TIA AL SDIpVANT T 1Y JEITNT, NATAADEDTT, HEH S
ABADATEZVIBEOREMRBERETIE. NATRUZ—OTISEMONATIL—IL 2R
TRIRBENFHYET, AnyConnect/N\Y T —T 1k, ZARAOAOHR—K A NIHYET,
https://software.cisco.com/download/homeAnyConnect/\ Y 77— X D O— R 3ICE, B
BPlusT A 2 AE L FApexT A AN BETT,



https://software.cisco.com/download/home

Global Settings

These settings control the basic functioning of the connection. Changes o any of these options
apply to all connection profiles; you cannot configure different settings in different profiles

Certificate of Device Identity Out=ide Interfacea

FTD-3-Manual w outside (GigabitEthermet0/0) By

Fully-gqualified Domain Mame for the Outside Interface

a3 example.com

&0, ravan. SN NTHHECOIT

Access Control for VPM Traffic

Degrypled VPN fraflic s subjected to eccess condrgl polioy inspectsnn by detaclt, Enabling the Bypass Access Condrod
palicy for dacryptad traffic option bypasses the accass comtrod palicy, but for remobe access VPR, the WPN Filbar &CL
amd 8 suthosizabon ACL downloadad mom tha AAA sarved arg still apphad oo VPN tralffic

Bypass Access Contral palicy for decnypled tralfic (sysopt permil-vpn)

MAT Exempt

@

Inside Interfaces Inside Metworks
The intarfaces throagh which remode secess VPN users Tha intarmal nebesorks remale accass WEN usars ana
can comnpct 1o the inbernal nehaarks aliownd 1o usa, The P werslons of the imemal netwarks
and pddnass poola mest match, aither IPwd, IPE, oF
L o
bt
insice {GigabitEthemetn/ 1) +
0 any-ipva

AnyConnect Package

I & usar does notl almaady Rave the gt AnyConnact packaga insalled, e systam will launch the AnyConnest
installar wihen the client avthenticages for the first ime. The w=er can then nstall the package from the sypshem.

You can download AnyConnect paciages from sofbeare.clsco.com
You musd Rave the necadasny ArmyConnect Saftwan licands,

Packages

LIPLOAD PACKAGE

&5 Windows: anyconnect-win-4.7.03052-webdeploy-ih.pig

I\ Unwe anyconnect-linuxe-4.7.03052-webdeploy-kd.pkg

BACK MEXT

6. [Summaryltz2 2 32T, AnyConnectH BHIICEREEThTWVWS & ZfFE L. [Submit
Query]22 VY OLET,



~ Summary

F s . ih ek VORI~ 1 T
Review the su ary of the Remate Access VPN configuration.

General

Primary Identity Source

Authentication Type Ab Only
Primary Identity Source AL LAB-AD
Fallback Local kSantity Sdunce -

Strip Identity Source server from usemame Mo

Strip Group from Usemame Mo

Secondary |dentity Source
Secondary ldentity Source for User Authentication =
Fallback Local éantity Source

"\_:'l Advanced

Auwthorization Server

Accounting Server

Client Address Pool Assignment
=
7RICRTRSIC. HLD[Pending Changes]’RZ>Z )Y OLET,

wfin]nn . i} o = 7] ==m ' admin
Firapowar Devica Mananer = @ = @ @ 2 -
CISCO ! e Mononing Fuolicies Dhjecis Davice: FTD-3 =] # Arfminmtaae

e Summary

Remote Access WPN Connaction Profiles

1 object Q_ Ceamzar .I.

1 General AuFanicaton: S28 Only CitiGrpFoboy
AuTemton:  Nona
Ancousting:  Mone

8.[ST<ERIZIUYILET,



Pending Changes

& Last Deployment GComplated Successfully

A1 PM, Sea Daplovmant Histong

Deployed Version (16 apr 2020 12:41 PM) Pending Version @ LEGEND Removed | Added | Edited
9 Metwork Object Added: AnyConnect-Pool o~

= SubTyps: Network

= value: 18.18.19.8724

= 1sSystembefined: false

= dnsResolution: IFVE_AND TPWS

= name: AnyConnect=Pool

u RA VPN Added: NGFW=Remobe-Access=-VPN

- ypaGatedsaysettings 9] . exesptMatRule: trus

- vpibatesaysettings @] .outsideFgdn: FLd3, edamle.con

- ypaGatesaysettings 8] . bypassiccessControl ForYPRTraffic: ta
- name;: MNGFW-Remate-iccess-VPN

anyconnectPackageFiles:

- anyconnect-win-4.7 85352 -webdeploy-k9. pkg
vprbatewaySettings [@]  serverCertificate;

- FTO-3-Manwal

vpnbatewaySettings[8] .cutsideInterface:

= autside

vproatewaySettings [@] . insidelnterfaces

- inzide

vprbatewaySettings[@] . insideletworks: =
MORE ACTIONS CANCEL DEPLOY MOW | L

FATFOTATARV—OBMLEI—FIDOEFIVFT 1RV —ORE

CDERT, AnyConnect I—H' I EEICELETERIN, BEOVY—RICTIVEATELRZVTA
BEMNFHYVET, cOFIETE, I—HIDZAERICL T, AnyConnect Admins M 1 —H 7 (14

RDPZERL TAHE Y —RIZEFHTE, AnyConnect Users I IL—7" WO 1 —H & T FHTTP%Z

FRALTHABIY—AICEFZTEDLSICLET,

1. [Policies] > [Identity](C# & L, [Enable Identity Policy]z 2 JY VL&Y,



[l =l — ] = . >
salralre Firapmenar Dhirvicsr Marager i o o @ @ @ @ .
CISCD - Polcies (hjecis Device: FTR-1 " AcymissaroT

Maontioring

o Security Policies

=] } E5L Doorypt ) Rty () Secwity ke oo @ nat = @ Aocess Coniral % rinenn

Establishing Lser ldenmtity How |dentity policies work

‘Yiou can wse idendity policies o colioo wsor Aition mohastication

khetity Information from comeions, You
iz Hhaan ey ussge Baseedl Gn soeer Eenliy

i SASSIVE SLTHENTIZATIN
i d diciisearcs, and conligoie aosnss

OnD Based 6 UST of LS QR By ’5*-"5.#. g e () > LEVERAGE mENTITY

linking rebwork betasior, tralfic, and events
ginecy o indvidusl wsers, the sywiem can

bl oy I-ﬂfllll!'r’lllll s oF Py s
Dreaches, anecks, Or netsank
wlnerabiities MULTIFLE E
CENMITNES
CENTITY SOURTES:

CORETEK., ChULOREFSBELEL, TF7FINTI232THHTT,

alvallve o - o == = T . amin
Frapowetr Dowicer banagor = =) i
CIsCo - Manhinning Frlcex Objects Device: FTO-3 - g ACkToS TR

& Security Policies

=h ) S5 Decrpt ] » )¢ s Ware : O - WY @ Ancess Control T o

taenticy Policy () & moarch &+

AUTIERTRATIH RETAOERS BIATSIFEITD

CREATE IDENTITY FULE

Defmlt fction |ﬂmm Fury ibentity Source vI D

2. [Policies] > [NAT] [CBEL . NAT/J"'iEﬂJt:EﬁEé nTWBZEaMBEBLET., AnyConnectiRE
TEREENENATHIATTSBIZEE., CCTREMNDERERXEHYELEA,

A Qe  m
Pl e e CHonpe o1 Drwiz: FTD=3% (] - Ackmikriniraor

cigeo, repower Device Manager

o Secunty Policies
B =+ () 550 Decoutio 0 weniny 1) Security bufe @ war & Access Comml G brsenn

1 rulbs f:L L] +

AT T SEANCE AD EEATIANTHY R POET D ETIRATID

INTERFACHA BRI A CERTHATE HEAIMCH FOHT

Aaitn MAT Fidia
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3.[Policies] > [Access Control] ICBEILE T, DI > 3> TRk, [Default Action] A [Block]l- 5%
EEhTaY, TORBAL—ILFERENATVAEVLES, AnyConnect 1—H A EHRIT D &, I
ETVEATERLKBYNET, +ieFT LR [FPI/EARUOERZV VYL T, HILLWKREAIZ
EBmMLET,

Al e Davice Manage o o - = C@R@@ § e
CISCo Manmong Fokc DGR sts Disice: FTD-3 - “ L . Akl s
& Security Policies

& sty & At ﬁ Arees (ol B Winesion

Dwtauhi Ackicn | fzzsas Coriel (@ Binck ) |

4.7 4 —=)LRICEYIBEEADLET, COFRETIE. AnyConnect AdminsZ IL—7" WO 11—
X, AEFRY ND—I R DOWindows ServerlCRDP7 IVt ATEZHREN HVET, RETDEE
. Y—2ldoutside_zone& L TEREENET, < NidkAnyConnect1—H A ELHTDHNEBA > X —
TIAATHY ., XY NIT—TFAnyConnect7 5 AT NIIP7 RLAZEIY) KT HICLLE]
ICEREE 1.7z AnyConnect- Pool# 7 IO KNTY, FDMOI1—H—IDOHFE, V—ARKI1—H—
NEGERBIDV—EXYRNT—ITHIBENHYET, BEICHLT, V=&
Windows Server® AE A > X —7 T 4 AT&H Binside_zone, XY k7 —2EWindows Server®
XY RNEEBTDATDIIRNTHBDInside NetA TS TURN, R—KN7ORINEE2D0H
ABZLIR—RNATITORNIEREE N, TCP 3389& UDP 3389 TINNDSANNSRDP8T U 2 A8%
8% 8% 8AJHESAIAESIZ89



Edit Access Rule

Oirdder Tithe Action

1 - [Acnnpm:ess I Bl Ailow

" ' - S . ‘ - - . .
SourcelDastination Apglications URLs U=ars Infrugion Policy File policy Lagging

SOURCE DESTENATION
vk T Matweiwks + Poaks T Forwa * Mle=arsrkn g PertaProtecol ™
E outside_zone 5) AnyConneci-Pool M E inside_zona 5 nsiche_Met ‘:} ROP-TCP

5, RDF-UDF

— & e
soowOsgam @ ) (5 0 So
_ - o w

[Users] 223> T, ¥ )L—7AnyConnect AdminsAFBilE h, COTIL—7LHADI1—HF
Windows ServerN ORDP7 V7 AN HFAENhET, +ie5&2 UYL, [JL—T12T =20 )Y
UL, ZEITBRIIN—T20UYOLT, OKZEVIYOILES, B2OI1—HFETAFoT4
TAVY—REBIRTEF T,



Tithe Action

Sourcel/Dastination Apglications URLs Inrugion pﬁ’li(’-‘p‘“ Fila ﬂ':l"l:\ln Lagging

AC RDP Accoss

AVAILABLE USERS

T Fitar

ey

I LaAB-AD | Account Dperobors ~
2t LaB-aD | Administrators

A LAD-al ' Allowesd RODE Password Replication Group

_15 LAE-AD '\ AnyConnacy Lyers -

= -

Create naw ldentty Realm

Show Diagram {:-_1'.

L& CONTROLLING ACCESS FOR USERS AND USER GROUPS

IF you configure dentity policies wo establish user idenlity based on source 1P
Bdress, wou Gan Contndl SLCe5S DESed ON ST NBme oF USEar group
membarship, By controling access based on usar identity, you can apply the
approgriate access camrobs whether the user changes warkstations or obtains &
different address through DHCP. If you base rules on group membership, user
nabwiore access changes as users change roles in yaur crganization, maving
fram ane group 1o another.

BYBATa>vEERLUES, [OKZVUYILET,

Tithe

Action

AC RDP Accoss

SourcelDastination Apgplications URLs Lksars Intrusion Palicy

AVAILABLE USERS +

I, Log-a0 ) AnyConnect Admins

Show Diagram -::._-".

File policy

- Logging

i CONTROLLING ACCESS FOR USERS AND USER GROUPS

IF you configure Mentity policies o establish uger identity based on scurce [P
addrass, you can contnol ACCess Dased On uSar Name of usar group
mesmBaiship. By contmaling access based an user idenlity, wou can apply the
approgriate access camrols whether the user changes warkstations or obiains a
different address through DHCP. I you base rules on group membership, user
rebwork access changes as users change roles in your crganization, maving
fram one group 1o another.

SMEBIZIBUT, e8ICT70EAL—ILEZERLET, COERETIE. AnyConnect Users?' )L —



7RO I—HHWindows ServerlCHTTPZ7 9 EATE D KSIZ, BIOTIEAIN—IHFERET N
x99,

Cirgder Tithe Action

2z~ AC HTTP Access | B Alowe

Sourcad Destination Apglications URLs Lr=ars Intrusion F‘{Hil:-'p‘n File 5}|:|Ii|:-||n Lagging

SOURCE DESTRMATION
Tonak + Hatwesvks + ok + Ferwn + hlgmartsrien + Perta/Proteent +
kg ouside_zone 53 AnyConnect-Pool g inside_zone 5 insicke_Poet 5 HTTP

L
Show Diagram () ) (

Y]
E

Edit Access Rule

Oircder Tithe Action
e

Source/Destinaticn  Applicaiions URLs  Users  Inrusion H:Hi-:,rn File pculiu:-.-n Logging

AVAILABLE LM5ERS + Ji CONTROLLING ACGESS FOR USERS AND USER GROUPS

IF you confgure identily policies w establish user idenlity basad on source IP
address, you can control RoCess Based an USEr NEME OF USar group
memiBaiship. By contraling ascass basad on usar identily, you can apply the
approgriate access cantrals whether the user changes warkstamons of abtains &
different address through DHCP. I you base rules on group membership, uses
nebwiork access changes as users change roles in youwr crganization, maving
fram ane group 1o another.

B, Lad-aAD % AnyConnect Usors

Y
Show Diagram () ) q

ey
E

6.7V EAIN—IDOHREZHERL, RICRTKISIC, HLND[Pending Changes]RE>Z DY &



LEY,

alvalne e Device Mansan E L 5= == @ @ I:_E'_.i" @, : admin
CISCD - Raritaring Paldin DiEicta Dinican: FTD=3 - = - Adminisirains

& Security Policies

0 — ) 551 Secnmhon + & denlity — Sy it = ] BT G Irerusion

1 AL RO Access ﬁl oulside_tvs ArsConmect= Pl T raida_sorm eiibe_Pirt [ T ARY Argilprne
RIiF- L08R
Al
o2 AGHTTI Actess = outskla_Eirm AryCormect-Posl ¥ inaida_oim Weskde Pt HTT ArsyCre
Al
Dolandl Action Ao Comol (Y etk -

TEEZHEDZEL., [SI<SERIZIVYILET,

Pending Changes

ﬂ- Last Deployment Completed Successiully

2B Apr 2020 01:35 PM. See Deployment Hisbory
Deployed Version (28 Apr 2020 01:35 PM) Pending Version @ LEGED Resoved | Added | Editec
) Access Rule Added: AC HTTP Access S
= users[@].name; AnyConnect Users
- logFiles: false
- eventloghction: LOG_HONE
= ruleld: 26B435457
- name: AC HTTP Access
sourcelones:
- purtside zone
destinationfones:
- iriside zone
sourceNatworks:
= AryLonnect-Pool
gestinationNetworks:
= Inside_Het
gestinationPorts:
= HITP
wsers[8] . identitySouroe:
= LAB-A0
W
) Access Rule Added: AC RDP Access
MORE ACTIONS ™ CAMCEL DEPLOY MOW w

ST, BRENERCHBELTVRANESHERELET,

Final Configuration



AAA FRTE

show running-configuration aaa-server

aaa-server LAB-AD protocol ldap realm-id 7 aaa-server LAB-AD host win2016.example.com server-
port 389 ldap-base-dn DC=example,DC=com ldap-scope subtree ldap-login-password ***** Jdap-login-
dn ftd.admin@example.com server-type auto-detect

AnyConnect® §&E

> show running-config webvpn
webvpn
enable outside
http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client
enable
x-content-type-options
X-Xss-protection
content-security-policy
anyconnect image disk0:/anyconnpkgs/anyconnect-linux64-4.7.03052-webdeploy-k9.pkg 1
anyconnect image disk0:/anyconnpkgs/anyconnect-win-4.7.03052-webdeploy-k9.pkg 2
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable

> show running-config tunnel-group
tunnel-group General type remote-access
tunnel-group General general-attributes
address-pool AnyConnect-Pool
authentication-server-group LAB-AD
tunnel-group General webvpn-attributes
group-alias General enable

> show running-config group-policy
group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value DfltGrpPolicy|splitAcl
webvpn
anyconnect ssl dtls none

> show running-config ssl
ssl trust-point FTD-3-Manual outside

AnyConnectic K3 #EREF V7 EAO> NO—=ILRY > —)L— I O



’;'E' Cisco AnyConnect Secure Mobility Client —

VPN
Contacting ftd3.example.com.

ftd 3.example. com Connect

!’S‘ Cisco AnyConnect | ftd3.example.com

Group: General i

Username: | it.admin

Password: | s*ss=sss|

(84 Cancel

!'5:' Cisco AnyConnect Secure Mobility Client — X

Connected to ftd3.example. com.

ftd3.example.com E  Disconnect

00:00:14 IPv4

a0

1 —%IT Adminl&. Windows ServerlCRDP7 7 2 AT& % ' )L— 7 AnyConnect AdminsiCE L T
WETH, HTTPICT IV EATEEFEA. COH—/N—ICX LU TRDPE K UFirefoxtzy >3 %z
<&, COI—Y—RERDPEATOARY—N—ICT IV EATEET,




Windows Secunty

Enter your credentials
These credentials will be used to connect to win 2006 eamplecam,

!E'l E
! Remote DE:Skt-DP Ltser name
¢/ Connection o)
A Password
AN 216 o oo Damain:

Username:  None speofied

R h ¢ credertials
Yo will b askad for credentiaby when you connec [ Romember my crede

- & Problem oading page *

“— L ] @ @ win2016.example.com g noDO&x =

The sereer at win2016.example.com is taking too long to respond.

# The zite could be temporarily unavailable or too busy. Try again in a
few maorments.

* |f you are unable to load any pages, check your computer’s network
COnnection,

o |f your camputer or netwark is pratected by a firewall or praxy,
make sure that Firefox is permitted to access the Web, ‘

HTTP7 VA% HSE. ROP7VERZEH B WVWI )L—7AnyConnect UsersiICB T 5T AN 1—
HTOJA 2 LESE, POCAROAVRA-NLRIS=I)L—IHNFBUNTHRD L ZBAETEETT

o




abe Decbton Connpctann

-
=0

E Remote Desktop
Connection

@ FEemaote Desktop can’t connect to the remote computer for ane of thess reasons:

1) Remote access to the server i not enabled
Computer: win201E.mmmple.com r 2) The rereate computer is turned off
1) The rerote computes is nat available on the netwark

Make sure the remote computér is iumed on and connected to the netwark, and that remote

You vl be asked for credentials when you connect, accass ic enahled,

@ Shom Optic.. Comet || beb | [ox ][ ree

115 Windaws Server Pl 3F Options

<« & & @ & winZ016.examplecom e 0 i in @ & & =

BR Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

NS7INa—b
CoTH., REAFEEICHELTVRHAESHERALET.
FINy Y

COFINY T, LDAPRRILICEETDRBEENS TN 1—FT 12T FBHIC. ZHCLITE
TTEET, debugldap 2552 AL F T,

I—%DOF7otLAANA—LRIV—OBBEE NS TN 1—FT 120092 EHIZ, system
support firewall-engine-debugZclishTRT L, RZ 74 v INFHEFHFTELE7OY I h
PEHZHRTEET,

LDAPF/NY J OB

[53] Session Start
[53] New request Session, context 0x00002bl1dl13f4bbf0, reqType = Authentication
[53] Fiber started
[53] Creating LDAP context with uri=ldap://192.168.1.1:389
[53] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[53] supportedLDAPVersion: value = 3
[53] supportedLDAPVersion: value = 2
[53] LDAP server 192.168.1.1 is Active directory
[53] Binding as ftd.admin@example.com
[53] Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
[53] LDAP Search:
Base DN = [DC=example,DC=com]
Filter = [sAMAccountName=it.admin]



Scope = [SUBTREE]
[53] User DN = [CN=IT Admin,CN=Users,DC=example, DC=com]
[53] Talking to Active Directory server 192.168.1.1
[53] Reading password policy for it.admin, dn:CN=IT Admin,CN=Users,DC=example, DC=com
[53] Read bad password count 6
[53] Binding as it.admin
[53] Performing Simple authentication for it.admin to 192.168.1.1
[53] Processing LDAP response for user it.admin
[53] Message (it.admin):
[53] Authentication successful for it.admin to 192.168.1.1
[53] Retrieved User Attributes:
[53] objectClass: value = top
[53] objectClass: value = person
[53] objectClass: value = organizationalPerson
[53] objectClass: value = user
[53] cn: value = IT Admin
[53] sn: value = Admin
[53] givenName: value = IT
[53] distinguishedName: value = CN=IT Admin,CN=Users, DC=example, DC=com
[53] instanceType: value = 4
[53] whenCreated: value = 20200421025811.0%
[53] whenChanged: value = 20200421204622.07Z
[53] displayName: value = IT Admin
[53] uSNCreated: value = 25896
[53] memberOf: value = CN=AnyConnect Admins,CN=Users,DC=example, DC=com
[53] uSNChanged: value = 26119
[53] name: value = IT Admin
[53] objectGUID: value = &...J..0..2w...C
[53] userAccountControl: value = 512
[53] badPwdCount: value = 6
[53] codePage: value = 0
[53] countryCode: value = 0
[53] badPasswordTime: value = 132320354378176394
[53] lastLogoff: value = 0
[53] lastLogon: value = 0
[53] pwdLastSet: value = 132319114917186142
[53] primaryGroupID: value = 513
[53] objectSid: value = ............. {I...;..... J.
[53] accountExpires: value = 9223372036854775807
[53] logonCount: value = 0
[53] sAMAccountName: value = it.admin
[53] sAMAccountType: value = 805306368
[53] userPrincipalName: value = it.admin@example.com
[53] objectCategory: value = CN=Person, CN=Schema, CN=Configuration,DC=example, DC=com
[53] dSCorePropagationData: value = 16010101000000.02
[53] lastLogonTimestamp: value = 132319755825875876

[53] Fiber exit Tx=515 bytes Rx=2659 bytes,

[53]

status=1

Session End

LDAPH—/NE DEHRERIUTE R

[-2147483611
[-2147483611
[-2147483611
[-2147483611
[-2147483611
[-2147483611
[-2147483611

]
]
]
]
]
]
]
[-2147483611]

Session Start

New request Session, context 0x00007f9e65ccdc40, regType = Authentication
Fiber started

Creating LDAP context with uri=ldap://171.16.1.1:389
ldap://172.16.1.1:389,

Unable to read rootDSE. Can't contact LDAP server.

Connect to LDAP server: status = Failed

Fiber exit Tx=0 bytes Rx=0 bytes, status=-2

Session End



BENEYV1-23>

MW—T AT ZEHEEL., FIDALDAPH —NH S ISEZZEITAE2HALET,
. LDAPSE = STARTTLSZEA T 255k, SSLNY RIS INERBIZETTEDRSIC

 ELWIL—HFCAREHEN GRHENTVWA L 2R LK,
CEULWVIPPRLAER—RMAERAEATVWR L ZBRABLET., FANBZHEATRIEER
. DNSA'EULWIP7 RLACHERTED L ZHABLEXT

Binding Login DN and/or Password Incorrect

[-2147483615] Session Start

[-2147483615] New request Session, context 0x00007f9e65ccdc40, regType = Authentication
[-2147483615] Fiber started

[-2147483615] Creating LDAP context with uri=ldap://192.168.1.1:389

[-2147483615] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[-2147483615] defaultNamingContext: value = DC=example,DC=com

[-2147483615] supportedLDAPVersion: value = 3

[-2147483615] supportedLDAPVersion: value = 2

[-2147483615] LDAP server 192.168.1.1 is Active directory

[-2147483615] supportedSASLMechanisms: value = GSSAPI

[-2147483615] supportedSASLMechanisms: value = GSS-SPNEGO

[-2147483615] supportedSASLMechanisms: value = EXTERNAL

[-2147483615] supportedSASLMechanisms: value = DIGEST-MD5

[-2147483615] Binding as ftd.admin@example.com

[-2147483615] Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
[-2147483615] Simple authentication for ftd.admin@example.com returned code (49) Invalid
credentials

[-2147483615] Failed to bind as administrator returned code (-1) Can't contact LDAP server
[-2147483615] Fiber exit Tx=186 bytes Rx=744 bytes, status=-2

[-2147483615] Session End

EZZASNBBREOVADNEOT AV NAD— RFBUICREEATVWAS ZEZHELERT

[} (_n'rj: AD-U- /\Tldp exeﬁﬁﬁﬁ L/TEWI)T%*?O

TADY NFIdpZERL TEREIC/NA

VRTEBCLZHERIZDICE. ROFIEZRTLERT,
1. ADY—/N—TWin+RZ# L, Idp.exeZREL &Y,
Run >
= Type the name of a program, folder, document, or Internet
=l il . . .
= resource, and Windows will open it for you.
QFIEFI. ldp.exe st

Cancel Browse...

2. [ > (ERIZEOVYILET, RICRTLSIC



£ Ldp - O X

Browse View Options Utilities Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Ctrl+M
Save
Save As

Exit

NUM

3. —/N\—I(Clocalhost& B ER—KZHEL. "OKL 29U YOULET,

Connect X

server: | RREaT

Port: 389 [ ] connectionless

[]ssL
I oK Cancel

4. [RightlBIC ik, EEARBULECEERTITEFAMNMEKRRENET., "Ef>TNIO R %
PUYOLET, RICTTLSIC




A7 |dap://win2016.example.com/DC=example, DC=com — [ >

ICﬂ-nnE::tiun Browse View Options Utilities Help

Connect... id = Idap_open(“localhost”, 389}, A
_ _Establlshed I:EII'II'I_EI:‘tiEII'I to localhost.

Bind... Ctrl+BJ Retrieving base DSA information...

Disconnect Getting 1 entries:

Dn: (RootDSE)
configurationMamingContext:

LE 2ol CH=Configuraticn, DC=example, DC=com;

Save curregntTime: 5/1/2020 4:16:55 PM Eastern Daylight
Time;

Save As

defautNamingContext: DC=example DC=com;
] dnzHostMame: win2015. example. com;
Exit demainCentrellerFunctionality: 7 = { WINZ018 ),
domainFunctionality: 7 = { WINZ016 J;
deZerviceMame: CH=NTDS
seftings, CH=WINZ018 CH=5ervers, CH=Default-
First-Site-
Mame, CH=5ites, CH=Configuration DC=example DC=
COom,
forestFunctionality: 7 = [ WINZ018 J;
highestCommittedUSM: 13410,
izGlobalCatalegReady: TRUE;
izsynchronized: TRUE;
IHanServiceNames pxamnle comowin?016

5. TRZNA2 R, ZBRL, F4ALIKNY- PHAOMOIA—H-RBENAD—RZEELX
9, [OK|Z20UYILET,

Bind X
Lser: ftd. admin @example.com
Password: TIIII1L
Domair:

Bind type
(") Bind as currently logged on user

[ ) Bind with credentials

) Advanced (DIGEST)

Encrypt traffic after bind

Advanced Cancel oK I

NA 2 RAERIIT S &, IdpldDOMAIN\username & L TAuthenticated& R RENE T,




£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

T2 040 113056 1.4 2755;
1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2305;

supportedl DAPPolicies (20} MaxPoolThreads;
MaxPercentDirSyncReguests, MaxDatagramRecy;
MaxReceiveBuffer; InitRecvTimeout;
MaxConnections; MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=zages; MaxtueryDuration;
MaxDirSyncDuration;, MaxTempTableSize;
MaxResultsetSize; MinFesultSets,
MaxResultSetzPerConn; MaxNotificationPerConn,
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiBemoryLimitPercent;

suppertedl DAPYersion (2): 3; 2;

supportedSASLMechanizms (4); GSSAPL GS5-
SPNEGOD; EXTERMAL, DIGEST-MDS,

res = ldap_simple_bind_s({ld, "ftd. admini@example.conT,
<unavailable=}); f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

Ready

BHEI—YERLENAT—RZEALTINARLEDIETDE, ADLSIBIZT—ARE
LEXY,



£7 |da pffw

Connection

in2016.example.com/DC=example, DC=com — [ X

Browse View Options Utilities Help

Ready

MaxRezultSetSize, MinResultSets,
MaxResultSetzsPerConn; MaxNotificationPerConn,
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55
SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

LDAPHY—NHFI1—YRBERODHIBDeFTEREV

[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
Base D
Filter
Scope
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]

Session Start

New request Session, context 0x00007f9e65ccdc40, regType = Authentication
Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
supportedlLDAPVersion: value = 3

supportedlLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
LDAP Search:

N = [dc=example,dc=com]
= [samaccountname=it.admi]
= [SUBTREE]

Search result parsing returned failure status

Talking to Active Directory server 192.168.1.1

Reading password policy for it.admi, dn:

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
Fiber exit Tx=456 bytes Rx=1082 bytes, status=-1

Session End

ZZASNBHREADAFIDICLDRRTI—HERETED L Z2MIAELEXT, ChiF,

ldp.exe TE X

TTEFRT,

INAY RAEZBERETLES, RICRT &S IC[View] > [Tree] cBBL £,




£ ldap:/fwin2016.example.com/DC=example,DC=com

Connection Browse | View | Options  Utilities  Help

Ctrl+T

Enterprise Configuration

" Status Bar

Set Font...

laxPooThreads;

ztg; MaxDatagramRecyv,
»wTimeout,

nidleTime; MaxPageSize,
=, MaxQueryDuration;

MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;

supportedLDAPYersion (2): 3; 2

supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;

res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
<ynavailable=), # v.3
Authenticated as: "EXAMPLE\ftd. admin’.

2. FIDICREENTVWAXR—ADNZIEEL., [OK|Z27 VY L&Y,

Tree View

BaseDN: | DC=example,DC =EDITII

Cancel

3.[Base DN|Zz&5oUY UL, RICRT KRS [Search]Z2F Y ILET,




A7 |dap://win2016.example.com/DC=example, DC=com — [ >

Connection Browse View Options  Utilities  Help

2} DC=example, DC=com cipalzs, DC=example DC=com, A

search Ctri+5]  11D2BSAADOCO4FTOFE0S:CN
Virtual List View -example, DC=com,

110257 C400C04FDE80SCD:C
Delete Ctrl+D -example, DC=com;
Modify Ctrl+ M 1101 ADEDOOCOLFDEDSCD:C

=gxample DC=com;
Modify DN Ctrl+R 110 ADEDOOCO4FDEDSCDC

i Jle, DC=com;

SITED Ctr-A 1 1D1444B00CO4FDTDE2A-0
Compare ;, DC=example, DC=com;

10 ADEDODC4FDEDSCDC
Advanced > ample,DC=com:

31101 ADEDOOCOLFDEDSCD:C
Copy DN g, DC=com;
Copy Chrl+C 0 3:43:5% PM Eastern Daylight
Select all 2:41:57 PM Eastern Daylight
Clear output Ctrl+MN

Create a new document

4FNYTICRENTVBOERAUAR—ADB, 742, AI—7OEZEELET, CZOHT
ik, ROERERLET,

- [Base DN] : dc=example,dc=com
- [Filter] : samaccountname=it.admi
AO—T7 Ty —



A7 |dap://win2016.example.com/DC=example, DC=com — [ >

Connection  Browse View Options  Utilities  Help

C b % Mo=example DC=com; e

' ' 381101 ADEDOOCO4FDEDSCD.C

|DC=example, DC=com;

Base DM: | DC=example,DC=com « | 13881101 ADEDOOCO4FDEDSCD:C

ample, DC=com;

021101 AA4BOOCO4FDTDEIA:D

Scope lers, DC=example DC=com;
5881101 ADEDOOCO4FDEDSCD.C

I:::I Base ID One Leve! rexample, DC=com;

6231101 ADEDOOCO4FDEDECDC

Attributes: | objectClass;name;description;canonicalMame ~ mple, DC=com;

[020 3:43:59 PM Eastern Daylight

Filter: sAMAccountMName =it.admi w

Ot =) Cl
ptions I un I - }20 2:41:57 PM Eastern Daylight

l1'|'|'|'\.|I

=*hearching...

iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admi”®, attrList, 0, &m=sg)
Geﬁing 0 entries:

Ready

Idpl&. samaccountname=it.admi® 1—H 7 H > k"X —ADN dc=example,dc=comI_FFE L
BZVWES, OTNVZERDHFERT,

IE L L\'samaccountname=it.adminZ£FA L THRETIDE, BERNFEBZVYET, ldplk, X—2A
DN dc=example,dc=com®D FIC1D2DIT MU ZRDH, TEOI1—HODNZHEAIOLET,



A7 |dap://win2016.example.com/DC=example, DC=com — [ >
Connection  Browse View Options  Utilities  Help
B sooTTDTADEDOOCO4FDEDSCDC
sEarch |DC=example, DC=com:
381101 ADEDOOCO4FDEDSCDC
Base DMN: | DC=example,DC=com ample, DC=com,
021101 AA4BOOCO4FDTDEIA:D
Filter: sAMAccountMame =it,admin lers,DC=example, DC=com;
e 5881101 ADEDOOCO4FDEDSCD.C
Scope rexample, DC=com;
Opase  Oonelevel |@ subtree I 6821101 ADEDOOCO4FDEDSCD:C
mple,DC=com;
Attributes: | objectClass;name;description;canonicalName | 1020 3:43:59 PM Eastern Daylight
120 2:41:57 PM Eastern Daylight
Options I Run I Close
=*hearching...
iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admin®, attrList, 0, &m=g)
Getting 1 entries:
Dn: CH=IT Admin,CH=Users,DC=example,DC=com
canonicalMame: example.com/Users/T Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;
User;
W
Ready

A—YED/NAT— RFELLZEV

[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
Base D
Filter
Scope
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]

Session Start

New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: ldap://192.168.1.1:389, status = Successful

supportedlLDAPVersion: value = 3

supportedlLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
LDAP Search:

N = [dc=example,dc=com]
= [samaccountname=it.admin]
= [SUBTREE]
User DN = [CN=IT Admin,CN=Users,DC=example, DC=com]

Talking to Active Directory server 192.168.1.1
Reading password policy for it.admin,
Read bad password count 0

Binding as it.admin

Performing Simple authentication for it.admin to 192.168.1.1

dn:CN=IT Admin,CN=Users, DC=example, DC=com




[-2147483613] Simple authentication for it.admin returned code (49) Invalid credentials
[-2147483613] Message (it.admin): 80090308: LdapErr: DSID-0C09042A, comment:
AcceptSecurityContext error, data 52e, v3839

[-2147483613] Invalid password for it.admin

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1

[-2147483613] Session End

EZZOSNBBREI-FONAT— RFEYICHREE N, HIRFArYATVEWS EZEFELEXT
o Login DNEFERIC, FTIDRRI—HYDIL T2 v )LZFERAL TADICRLTNSA Y REZRITLE
o cONAY RE, ADFEILIA—HBENAT—ROIVLFUI VY I) 2B TED & 2R
TRLEHIC, IpTERITTEER T, IdpOFIEE., "OTADNONA Ry 923> TN
AD—RHFELLBV] 923 200WThdE (IWE'C’/‘TRE#L'CL\i'Q'O TSI,
Microsofth —/XO A R "RE1—T7 OOV ZHFEL T, BENBEREZFAND N TEET,

AAAD T A N

test aaa-server N> RZFEATHE, FIDASKBENDI—HRE/NAD—RZFEAL LFRID
MAZIZIL—RTEET, chiF, BEFLEFRAOERRZTANTDEHICEATERT
o N~ Rlitest aaa-server authentication [AAA-server] host [AD IP/hostname] ¥,

> show running-configuration aaa-server
aaa-server LAB-AD protocol ldap

realm-id 7
aaa-server LAB-AD host win2016.example.com
server-port 389

ldap-base-dn DC=example, DC=com

ldap-scope subtree

ldap-login-password *****

ldap-login-dn ftd.admin@example.com
server-type auto-detect

> test aaa-server authentication LAB-AD host win2016.example.com

Username: it.admin

Password: ****xxkkx

INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

KTy N ®2TF¥

NT Y I\=\’—1’7T'\7(.1 ADH—NNNDEEFREM ZHZD T D OICFERATEERT, LDAPNT Y
NRAFTDA SEFBENTERENBWVWEERE, L—TFTAVTOBEEZRL TVDAEMEN BN X
EE

MAELDAPRZ 7 1Y V@RI F YT F ¥ ZRIIRLET,

> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known via "connected", distance 0, metric 0 (connected, via interface)
Routing Descriptor Blocks:
* directly connected, via inside
Route metric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389

> show capture



capture AD type raw-data interface inside [Capturing - 0 bytes]
match tcp any host 192.168.1.1 eg ldap

> test aaa-server authentication LAB-AD host win201l6.example.com username it.admin password
* ok ok ok ok x

INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

> show capture
capture AD type raw-data interface inside [Capturing - 10905 bytes]
match tcp any host 192.168.1.1 eg ldap

> show capture AD

54 packets captured

1: 23:02:16.770712 192.168.1.17.61960 > 192.168.1.1.389: S 3681912834:3681912834(0) win
32768 <mss 1460,nop,nop, timestamp 1061373057 0>

2: 23:02:16.772009 192.168.1.1.389 > 192.168.1.17.61960: S 491521506:491521506(0) ack
3681912835 win 8192 <mss 1460,nop,nop, timestamp 762393884 1061373057>

3: 23:02:16.772039 192.168.1.17.61960 > 192.168.1.1.389: . ack 491521507 win 32768
<nop,nop, timestamp 1061373058 762393884>

4: 23:02:16.772482 192.168.1.17.61960 > 192.168.1.1.389: P 3681912835:3681912980(145)
ack 491521507 win 32768 <nop,nop, timestamp 1061373059 0>

5: 23:02:16.772924 192.168.1.1.389 > 192.168.1.17.61960: P 491521507:491522141(634) ack
3681912980 win 65160 <nop,nop,timestamp 762393885 1061373059>

6: 23:02:16.772955 192.168.1.17.61960 > 192.168.1.1.389: . ack 491522141 win 32768
<nop,nop, timestamp 1061373059 762393885>

7: 23:02:16.773428 192.168.1.17.61960 > 192.168.1.1.389: P 3681912980:3681913024 (44)
ack 491522141 win 32768 <nop,nop,timestamp 1061373060 0>

8: 23:02:16.775030 192.168.1.1.389 > 192.168.1.17.61960: P 491522141:491522163(22) ack
3681913024 win 65116 <nop,nop,timestamp 762393887 1061373060>

9: 23:02:16.775075 192.168.1.17.61960 > 192.168.1.1.389: . ack 491522163 win 32768

<nop,nop, timestamp 1061373061 762393887>
[...]
54 packets shown
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Event WViewer

| Desktop app

Lettings >

= Wiew event logs

2. [Windows Logs]|ZERIL . [Security]z V)Y VULET, RICRITELSIC, I—HF—OFHhD >
N % T[Audit Failure]Z2# 3% L, [Failure Information]Z L £,



[&] Event Viswer
File Action View Help
& nim B
[4] Event Viewer [Local) Security  Mun wvadable
b L ]
A2 '.'u'indn-.-.:L Keywords Date and Tiene Source Event 1D Task C. ]
. Application =, Audit Succeds 30172020 4:45:25 PM Micros... #5314 Logolf
:1 Audit Failure 51/2030 4:45:25 PM Micros— 'L Loge
Audit Success 30100000 £:45:25 P Micras... 250 Logon
1._| S]Wbun 1d5: FElicras S54% | mnon .
__ [ Forwerded Events Event 4525, Mitrosoft Windows security auditing, x
» L5 Applicstions and Services Lo
174 Subscriptions Genersl  Dietails
fccount For Which Logon Failed:
ity B MULL 510
focoumt Domain:
Failure filen — =
Failure Reasore The specified user account has expired. |
3 LES
Sub Status: ]
Frocess Infanmaticn:
Log Marne Security
Sournce: Microsoft Windows security  Logged: 31,2020 44525 F
Event ID: 4525 Task Category: Logon
Lewel: Informatian Emywards Audit Failure
User: HA Computer: win2MB.eample.
DpCode Infa
Meee Informnaticn:  Evert Log Online Help
€ »
< »

Qpen Saved Log
Create Custom View...
Irvgranit Custom Yigw..
Clear Leg..,

Filter Currerit Log...
Properties

Find...

Save All Events As...
Attach a Task To this Log...
View

FRefresh

Help

iﬂ[ﬂ

4523, Microsoft Windows security auditing.

Event Properties

Attach Task To This Event...
Copy

Save Selectad Events,..
Refresh

Help

BEONE S

An account failed to log on.

Subject:

Security ID:SYSTEM
Account Name:WIN2016$
Account Domain:EXAMPLE
Logon ID:0x3E7

Logon Type:3

Account For Which Logon Failed:
Security ID:NULL SID

Account Name:it.admin

Account Domain:EXAMPLE

Failure Information:

Failure Reason:The specified user account has expired.

Status:0xC0000193
Sub Status:0x0

Process Information:
Caller Process ID:0x25c

Caller Process Name:C:\Windows\System32\lsass.exe

Network Information:

Workstation Name:WIN2016

Source Network Address:192.168.1.17
Source Port:56321
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