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* Active Directory ( AD )
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Center(FMC) T&E¥ ¢ % AnyConnect” Z 4 7 > N M Active Directory(AD)FREEZERET D FEIC D
WTHBALET,
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WindowsH—/N\Tld, 1—HIDZETFT AR TR EHICISERDPASBRIBEE N TVET., CORE
HARTR, 3001 —YHT7HOURE2DDTIN—THERENET,

A—=YTHhO2

« FTD Admin:FTD% Active Directoryy—/NIZNNA 2 RFBD12ODFAL IO NUTAHD N E
LTERAETIhET,

c ITEEE . 1—H—IDZRILHICERAETNBZITANEBRBETHV N

e TANI—YH : I—YIDZRILEHICERAETNBZTANI—TFTHIU N,

TgJIN—=7"

« AnyConnectBE % : 1—HIDERTEHICITEEEN BMITZTANITIL—T, ZOTI
—7°I&. Windows Serverlc Xl ¥ 2RDP7 VAN A ZERFEET,

« AnyConnect1—% : 1—HIDERTLEHICTANI—YFHFEMENDZTANTIL—T,
DI IN—71Z&. Windows ServerNDHTTP7 7 EA#ELA BV EE A,

1]

Active Directory M & E

FTDTADRRELE I —HIDZBELICRET S I, WS DA DEABETT,

ZhhS OFMIFEITNT, FMCTEREZITS BICMicrosofth —/NTHERELIFIRETDHEN H V)
T3, IRERFRAOESY T,

* [Domain Name] :

chEFY—NORXLETT, COOAVT74F1L—232H4 RTIE., example.com# R X
12&TY,

« B—/NIP/IFQDN7 RL A:

MicrosoftH —/NICEZET B EOICERAETNBIPT RL AL IEFQDN, FODNZEA T3 5EE
. FODNZ BRI D -OHICDNSH—/NZEFMCB KV FTDATERET A HEN HVY ET,

CcOAV714F21L—232H4A RTR, COfEIFEwin2016.example.com ( 192.168.1. 1l iR &
ns) Ty,

o B—N\R—kK:

LDAPH —E RN EATER—K~, F72)LNTlt. LDAPEH & I'STARTTLSELDAPIZTCPAR—
h389% M L. LDAP over SSL(LDAPS)IZTCPK— h636%&EAL £ 7,

« JL—KCA:

LDAPSE Iz (& STARTTLSZ A %355, LDAPSTHEATAHSSLAIAZENERICEATSIL—H
CANBETY,

s FALOKNUID—HYEENAD—R:
chik., LDAPH—NICNA RU, A—YZ&FEEL, A—HFETIN—TZ2RERITBLHIC



FMCEFTDICKR 2 THERENDTAHIURNTT,
COEMDOEDIC, FTDAIMINE WS BEIOT AT NFERENET,
« R=RAETIN—TDHEHBIHE(DN):

AR—ADNIFMCO BB R T, FTDIkActive DirectorylC L TI1—HORBRREBIAZHHBTELS
ICERLET,

B, J)L—7DNIE. FMCH Active Directorylc I—HIDO T I —THRE%BFHB T 2B Z1E
TIHDHBRTY,

CcOAV74F2L—232HARTE, IL—K RX A example.comM X—ADNE &KV )L —
7DNELTHEAETNE T,

EEL, EREREDESIE. LDAPKEBROAR—ADNEY I —7DNEFERATH AN ELTVE
EE

EERE., ROLDAPREBAHYET,
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EEEN, MarketingfBB RN (OU)AD I—HFAR—ADNERIETED LD ICTIHNEN H D15
&k, JL—b(example.com)ICERETE XY,

EEL, 2hiZ&k > TFinancefBEM(OU)D T DUser £ O 4 TEET, chlk, 1—Y®
KNI —KHSHHEY, Finance, Marketing, & &UResearchiCBBHITZEHTT,
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EE
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s
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|

A—HHEGEEFAEND, TLEEI—HICADBRICESVWAEERAZHAZ2EV) Y TS, FTDR
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IT Admin

Test User

example.com
AnyConnect
Admins

= AnyConnect Users

LDAPAX—ADNE Y )L—7DNDIRE

1. Active Directory Users and ComputersZ B & £ 3,



Best match

- Active Directory Users and Computers
" Desktop app

settings

82, Edit local users and groups
¥ Change User Account Contral settings
8 User Accounts I

B Select users who can use remote desktop

H
{5
L7
[
]
H



mailto:ftd.admin@example.com.

2. Connection® T~ T, ConnectZiERL£7,

53 Ldp - O
Ercrwse View Options Utilities Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Cirl+M
Save
Save As

Exit

NUM

3. H—/N\—DlocalhostB KB ER— N EIEL, OKZVUY I LET,



Connect o

server: | BRI

Port: 389 Connectionless
551

QK Cancel

4. AEIOFIZIE, BEAEBICITONECEZRITFAMERRENE T, Connection >
BindDEICEEHL £,

L2 |dap://win2016.example.com/DC=example, DC=com — L] et

ICﬂ-nnE::tiun Browse View Options Utilities Help

Established connection to localhost.
Bind... Ctrl+E] Retrieving base DSA information...
Getting 1 entries:

Di ct
seenne Dn: {RootDSE)
configurationNamingContext:
et S CH=Configuraticn, DC=example, DC=com,
Save currentfTime: SM1/2020 4:18:55 PM Eastern Daylight
Time;
Save As

defautNamingContext: DC=example DC=com;
] dnsHostMame: winZ016.example.com;
Exit domainControllerFunctionality: 7 = { WINZ018 ),
doemainFunctionality: 7 = { WINZ201E ),
deServiceMame: CHN=NTDS
settings, CH=WINZ018, CN=5ervers, Ch=Default-
First-Site-
Mame, CH=5ites, CH=Configuration DC=example DC=
COm,
forestFunclionality: 7 = [ WINZ01E J;
highestCommittedUSH: 13410,
izGlobalCatalogReady: TRUE;
izzvnchronized: TRUE,

iHanServiceName: examnle com win?0168




5. Simple BindZ®ERL, F4LIOKNU- PHOU N I—H—ENAT—REZEBELE T, [OK]
Z20UYOLET,

Bind >

ftd. admin@example.com

Domain:

Bind type
() Bind as currently logged on user

" ) Bind with credentials

() Advanced (DIGEST)

Encrypt traffic after bind

Advanced Cancel

NAY RFEEICITD NS &, Idplcl&kAuthenticated as: DOMAIN\username& R RENE T,



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help
T2 040 113056 1.4 2755;
1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2305;

supportedl DAPPolicies (20} MaxPoolThreads;
MaxPercentDirSyncReguests, MaxDatagramRecy;
MaxReceiveBuffer; InitRecvTimeout;
MaxConnections; MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=zages; MaxtueryDuration;
MaxDirSyncDuration;, MaxTempTableSize;
MaxResultsetSize; MinFesultSets,
MaxResultSetzPerConn; MaxNotificationPerConn,
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiBemoryLimitPercent;

suppertedl DAPYersion (2): 3; 2;

supportedSASLMechanizms (4); GSSAPL GS5-
SPNEGOD; EXTERMAL, DIGEST-MDS,

res = ldap_simple_bind_s({ld, "ftd. admini@example.conT,
<unavailable=}); f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

Ready

BB —YERLENAT—RZEALTINARLEDETDE, RICRI2DOOIT—HH
£LET,



Connection

£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Browse View Options Utilities Help

Ready

MaxRezultSetSize, MinResultSets,
MaxResultSetzsPerConn; MaxNotificationPerConn,
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55
SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

LDAPH—N\A"I—HEZROF5shizl

<#root>

[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]

Base DN = [dc=example,dc=com]

Filter
Scope
[-2147483612]

Search result

[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]

Session Start

New request Session, context 0x00007f9%9e65ccdc40, reqType = Authentication

Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: Tdap://192.168.1.1:389, status = Successful
supportedLDAPVersion: value = 3

supportedLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1

LDAP Search:

= [samaccountname=it.admi]

[SUBTREE]

parsing returned failure status

Talking to Active Directory server 192.168.1.1

Reading password policy for it.admi, dn:

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1




[-2147483612] Fiber exit Tx=456 bytes Rx=1082 bytes, status=-1

[-2147483612] Session End

EZZOSNDMBREE  ADNFIDICLZDBRETI—HERDODISND 2B LET, ChilE

ldp.exe CERITTEET,

1LHRORSICERBICNA Y REnER, "RR,>TVU—, KLFET—BFLET,

L2 |dap:/fwin2016.example.com/DC=example, DC=com
Connection  Browse I View IDptin:uns. Utilities  Help

— O e

Tree

Ctrl+T

Enterprize Configuration

«  Status Bar

Set Font...

laxPocThreads,

ztz; MaxDatagramRecy,
wTimeout,

nidleTime; MaxPageSize;
5. MaxueryDuration;

MaxDirSyncDuration;, MaxTempTableSize;
MaxResultSetSize; MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;

supportedLDAPYersion (2): 3; 2;

supportedSASLMechanisms (4} GSSAPL GS5-
SPNEGO; EXTERNAL, DIGEST-MDS,

res = ldap_simple_bind_s(ld, "ftd. admini@example.con,
zunavailable=); #f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

2. FIDTHREENTVAXR—ADNZEEL., OKZIZVU Y IL&ET,

Tree View

BaseDN [Eﬂ:wmwl

Cancel

B.RXR—ADNZHIVYIL, BEZIVVYILET,




£3 Idap://win2016.example.com/DC= example,DC=com

Connection Browse View Options Utilities Help

- O X

0] DC=example, DC=com Search CtrleS

Virtual List View

Delete Ctrl+D
Modify Ctrl+=M
Meodify DN Ctrl+R
Add child Ctrl+A
Compare

Advanced

Copy DN

Copy Ctrl+C
Select all

Clear output Ctri+N

Create a new document

cipals, DC=example, DC=com;
11D2B94AA00C04F7IFS05:CN
=gxample, DC=com;
=110297C400C04FDEDSCD:C
igxample DC=com;
A1D1ADEDOOCO4FDEDSCD:C
=gxample DC=com;
J1D1ADEDOOCO4FDEDSCD:C
abe DC=com;
A1D1AA4BO0CO4FDTDEIAD
3.DC=example, DC=com;

1101 ADEDOOCO4FDEDSCDC
ample DC=com;
M1D1ADEDOOCO4FDEDSCD:C
e DC=com;

0 3:43:55 PM Eastern Daylight

2:41:57 PM Eastern Dayiight

(sl

4. FINY JIZERkR"END DO ER UBase DN, Filter, & & UFScopeDBZEBEEL £,

COBITIE, ROKSICBYET,

+ NX— _ADN:dc=example,dc=com
« 74 J)L& : samaccountname=it.admi
« A7 BTV —



£2 Idap://win2016.example.com/DC=example,DC=com - O X
Connection Browse View Options Utilities Help

Search X JC=example,DC=com; X
8811D1ADEDOOCO4FDEDSCDC
\DC=gxample DCxcom;
8811D1ADEDOOCO4FDEDSCDC
ample DC=com;
D211D1A44B00C04FDTDE3AD
jers, DC=example DC=com;
58811D1ADEDOOCO4FDEDSCD:C
rgxample, DC=com;
68811D1ADEDOOCO4FDEDSCD:C
mple.DC=com;

1020 3:43:59 PM Eastern Dayfight

)20 2:41:57 PM Eastern Daylght

idap_search_s(id, "DC=example DCxcom™, 2,

"sAlMAccountName=i.admi”, attrList, 0, &msg)
Gefting 0 enlries:

Ready

X —ADN dc=example,dc=com® T I[ZsAMAccountname itadmiZ# 21— 7 Ho 2 M A B Wiz
. ldplFOT MU ZEZBRELET,

IE U WsAMAccountname it.adminZ AL ZBIOEIT TR, BRI BERNIRRENE T, ldpEX
— ADN dc=example,dc=comD FTD1D2ND I M) ZRDF, TOI1—HYDNEHEAILET,



57 |dap://win2016.example.com/DC=example,DC=com — [ >
Connection Browse View Options Utilities Help
soe1 TDTADEDOOCO4FDEDOCDC
== |DC=example, DC=com;
281101 ADEDOOCO4FDEDSCD:.C
Base DN: | DC=example,DC=com + || Bmple,DC=com;
021101 AA4B00C04FDTDE3A0
Filter: sAMAccountMame =it admin ~ || lers,DC=example, DC=com;
5531101 ADEDOOCO4FDEDSCD.C
“iliz remample, DC=com;
Ogase (OoOnelevel |@® Subtree 6881101 ADEDOOCO4FDEDSCD:C
mple, DC=com;
Attributes: | objectClass;name;description;canonicalName | [020 3:43:58 PM Eastern Daylight
120 2:41:57 PM Eastern Daylight
Options Run I Close
=Erearching...
ldap_search_s(ld, "DC=example, DC=com”, 2,
"sAMAccountMame=it.admin”, attrList, 0, &m=sg)
Getting 1 entries:
Dn: CH=IT Admin,CN=Users,DC=example,C=com
canonicalMame: example.comiUsersdT Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;
user;
W
Ready

A—HYEBONAT—RAELLEL

<tfroot>

[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
Base D
Filter
Scope
[-2147483613]

Session Start

New request Session, context 0x00007f9%9e65ccdc40, reqType = Authentication
Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: Tdap://192.168.1.1:389, status = Successful
supportedLDAPVersion: value = 3

supportedLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
LDAP Search:

N [dc=example,dc=com]

[samaccountname=it.admin]

[SUBTREE]

User DN = [CN=IT Admin,CN=Users,DC=example,DC=com]

[-2147483613] Talking to Active Directory server 192.168.1.1




[-2147483613] Reading password policy for it.admin, dn:CN=IT Admin,CN=Users,DC=example,DC=com
[-2147483613] Read bad password count O

[-2147483613] Binding as it.admin

[-2147483613] Performing Simple authentication for it.admin to 192.168.1.1

[-2147483613]

Sinple authentication for it.admn returned code (49) Invalid credentials

[-2147483613] Message (it.admin): 80090308: LdapErr: DSID-0C09042A, comment: AcceptSecurityContext erro
[-2147483613]

Invalid password for it.admn

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1
[-2147483613] Session End

EZASNBBRAE: I——/NAD—RANBHUICERE N, VPRI TVWEW &2
mlLET, O A4 DNERKIC, FIDRI—YOLF> v )L ZEHAL TADICKT S /N1 R
BEITLET,

CONA2 REE, ADARUIA—YBENAT—ROILFUI V) ZREBTED L ZHRAT
EHICIpTRITIBDCEETEERT, IdpOFIEEGE. "OT 4 DNELFE/NAT— f\O)/\'f/T
AVTNFELLBV, O3V 2ZRLTSEEL,

T, BENBEENRERRZEFE TS LHIZ. Microsoftt—/YDEvent Viewer(J Z R TE E
9,

AAAD T A B

test aaa-server N> RZEMFATR E, BENDI—HRENAT—REFERHLEZFTDA S OFREE
HATZEIAL—NTEET, ChiF, BERELEFRIEOARZTANTDEHICFERATEERT
o AN RIE, test aaa-server authentication [AAA-server] host [AD IP/hostname]T ¥ .

<tfroot>

> show running-configuration aaa-server

aaa-server LAB-AD protocol Tldap
realm-id 7

aaa-server

LAB- AD
host
wi n2016. exanpl e. com

server-port 389

Tdap-base-dn DC=example,DC=com
Tdap-scope subtree
Tdap-Togin-password #%*%%%*
Tdap-Togin-dn ftd.admin@example.com
server-type auto-detect

> test aaa-server authentication

LAB- AD



host
wi n2016. exanpl e. com

Username: it.admin

PaSSWOI"d: LX R X X R XX

INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

NTYRFYTF ¥

NTYRFYTFviE., ADY—N\OEEAREMZHTIDLHICEATEET, LDAPNT Y
NRAFTDA SEBEENTERENBWVWERRE., L—TA1VTOBEEEZRL TVDAEMEN BN X
EE

XY 7F vk, WEBOLDAPRS 74 v 0&RLTVET,

> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known via "connected", distance 0, metric O (connected, via interface)
Routing Descriptor Blocks:
* directly connected, via inside
Route metric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389
> show capture

capture AD type raw-data interface inside [Capturing - 0 bytes]
match tcp any host 192.168.1.1 eq ldap

> test aaa-server authentication LAB-AD host win2016.example.com username it.admin password ¥

INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

> show capture

capture AD type raw-data interface inside [Capturing - 10905 bytes]

match tcp any host 192.168.1.1 eq ldap

> show capture AD

54 packets captured

1: 23:02:16.770712 192.168.1.17.61960 > 192.168.1.1.389: 3681912834:3681912834(0) win 32768

2: 23:02:16.772009 192.168.1.1.389 > 192.168.1.17.61960: 491521506:491521506(0) ack 36819128
3: 23:02:16.772039 192.168.1.17.61960 > 192.168.1.1.389: . ack 491521507 win 32768 <nop,nop,ti
4: 23:02:16.772482 192.168.1.17.61960 > 192.168.1.1.389: 3681912835:3681912980(145) ack 4915
5: 23:02:16.772924 192.168.1.1.389 > 192.168.1.17.61960: 491521507:491522141(634) ack 368191
6: 23:02:16.772955 192.168.1.17.61960 > 192.168.1.1.389: . ack 491522141 win 32768 <nop,nop,ti
7: 23:02:16.773428 192.168.1.17.61960 > 192.168.1.1.389: 3681912980:3681913024(44) ack 49152
8: 23:02:16.775030 192.168.1.1.389 > 192.168.1.17.61960: 491522141:491522163(22) ack 3681913
9: 23:02:16.775075 192.168.1.17.61960 > 192.168.1.1.389: . ack 491522163 win 32768 <nop,nop,ti

[...]

54 packets shown
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Best match

Event Viewer
Deskiop app

Lettings

Yiew event logs
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