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Add Local User
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Choose the type of internal certificate you want to create

Upload Certificate and Key

Create a certificate from existing files.
PEM and DER files are supported.

Self-Signed Certificate

O,

*
.1,.

Create a new certificate that is signed
by the device.
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Add Internal Certificate

Mame

Anyconnect_Certificate

SERVER CERTIFICATE [USER AGENT)

Paste certificate, or choose file: UPLOAD CERTIFICATE The supporied formats are: PEM, DER
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Connection and Client Configuration

Specify how to authenticate remote users and the AnyConnect clients they can use to connect to the
inside network.

Connection Profile Name

This name is configured as a conneclion aligs, it can be usad (o connect o the VPN gatewsy

Anyconnect

Group Alias Group URL
Anyconnect

Add Group Alias Add Group LIRL

RICRTRSIC, BAFARXNZERLET, COHA RTR, O—NIILRAZEALET,



Primary ldentity Source

Authentication Type

AAA Only Client Certificate Only AAA and Client Certificate

Primary Identity Source for User Authentication allback Local Identity Source

LocalldentitySource M

Strip Identity Source server from username

Strip Group from Username

Secondary ldentity Source

Secondary Identity Source for User Authentication

Please Select Identity Source v

@ Advanced

Authorization Server Accounting Server
Please select v Please select

ROVWThAZRBIRLET Anyconnect_Pool RICRTATZTIN



Client Address Pool Assignment

IPv4 Address Pool IPv6 Address Pool
Endpoints are provided an address from this poo Endpoints are provided an address from this poo
+ +

'1_; Anyconnect_Pool

DHCP Servers
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Remote User Experience

A group policy is a collection of user-oriented session attributes which are assigned to client when a
VPN connection is established. Select or create a Group Policy object.

View Group Policy

0 owar ___________________oOf

Create new Group Policy
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Corporate Resources (Split Tunneling)
IPv4 Split Tunneling IPvE Split Tunneling

Allow specified traffic over tunnel b Allowy all traffic over tunnel e

IPvd Split Tunneling Networks

'] FDM_Local_Network
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Global Settings

g S FTELDH NS a0 e L1 g LIS ek

Certificate of Device ldentity Qutside Interface

Anyconnect_Certificate W outside (GigabitEthernetd/0) v

Fully-qualified Domain Name for the Outside Interface

Access Control for VPN Traffic

1L Ao U

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
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NAT Exempt

Inside Networks

Inside Interfaces

4
4

[i] inside (GigabitEthernet0/1)
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[ FOM_Local_Network
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AnyConnect Package

Packages

Windows: anyconnect-win-4.7.04056-webdeploy-k9.pkg
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VPN
Contacting 172.16.100, 10,

172.16.100.10 Connect

2 @

{:E'Is-' Cisco AnyConnect | 172.16.100.10 X

o

Group: Anyconnect hd

Username: | Anyconnect_User

Password: | ssssss=s

Ok Cancel

FDM 6.5.00 R Tlk. FDM GUIZER L TAnyconnect 1—H'2ER T2 FEEH Y EEBA, K
—DOF7>arik, CLIZS L TAnyconnect 1—HZE_RX$SH_&ETT, FDMGUIOCLIO> Y
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ALET, show vpn-sessiondb anyconnect.
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Device: firepower —_— e

«+ CLI Console

» show vpn-sessiondb anyconnect
Session Type: AnyConnect

Username : Anyconnect_User Index 19

Assigned IP : 192.168.19.1 Public IP 172.16.168.15

Protocol : AnyConnect-Parent S5L-Tunnel
License : AnyConnect Premium

o

Encryption : AnyConnect-Parent: (1)mone 5SSL-Tunmel: (1)AES-GCM-256

Hashing : AnyConnect-Parent: (1)mone 5SL-Tunmel: (1)SHA3B4

Bytes Tx : 15532 Bytes Rx : 2354

Group Policy : DfltGrpPolicy Tunnel Group : Anyconnect

Login Time : 11:43:28 UTC Thu Apr 16 2828
Duration : Bh:81m:12s

Inactivity : ©h:08m:88s

VLAN Mapping : N/A VLAN

Audt Ses= ID : SE0R0EE000813008520844d48

Security Grp : none Tunnel Zone

BUON> RZCLINSEERITTERT,

> show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Anyconnect_User Index : 15

Assigned IP : 192.168.19.1 Public IP : 172.16.100.15
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 38830 Bytes Rx 1 172

Group Policy : Df1tGrpPolicy Tunnel Group : Anyconnect
Login Time : 01:08:10 UTC Thu Apr 9 2020

Duration : Oh:00m:53s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN ! none

Audt Sess ID : 000000000000f0005e8e757a
Security Grp : none Tunnel Zone : 0
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https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
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