TN—=TRIV—IVEVITDISEREE I T A
& 14 % A L 7=SSL Anyconnect® 5% &

&

BE

IR &N

EH
FRIZIR—F B
ERE

ASA

ISE

NP | 7 Rl N
EESHESFTVA
BELBEWS 1) F1
BELEVWSF) A2
BELEWVWSFUFAS
ETF7

BE

CORFIXRNTR, BEOITIL—TRID—AOI—HIVE T DHIZ, Cisco Identity
Services Engine(ISE) % f£ | L TSecure Sockets Layer(SSL)AnyconnectZ &ET D HEICDOWVWT
FHBALET,

E# : Cisco TACI>>Z7. Amanda Nava

Bl SRAF

=24
ROEBICET HBI HDENHERENET,
- AnyConnectt ¥ 1 7EEUT A VAT NN—=23247

. Cisco ISE 2.4
. Cisco ASA /N\—> 3> 9.8 LAR&.

FRAITHAR—FK B
CORFIAIXMNOAREFE, ROV TRIITFTEN—RITITFTON=23aVICETVWTVET,
VT RIITN—D 398 AN BB T AEREEF 1T 1 T 754 T A(ASA)5506

- Microsoft Windows 10 64E' Y k E®AnyConnecttF¥ 1 7EEVUFTF 1 OZA4 T~
4.2.00096,



-ISENN—232 24,
CORFIXVNOERE. REDFARELCHAZITNARACETVWTERENELEZ, DR
FIAXRNTEATEZINTOTNA ARG, B (F7FIN ) REOREASBELTVET
o BEEBPORY ND—IUTR., FEOANVRIEL>TRIDAREMI H2EEZ +OoEEL T
ZEW,

RUE

COBITIE, Anyconnect1—Hlk, BHICISU TCisco ISEICK 2> THRED T IL—TR) > —I(C
BYXTosndhd, ROVIEIUAXZ1—HIS N RN ITIN—T%BRITZAF7>3a il
TEEERLET,

ASA

aaa-server

aaa-server | SE_AAA protocol radius
aaa-server | SE_AAA (Qutside) host 10.31.124.82
key ciscol23

AnyConnect

webvpn

enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-4.7.01076-webdepl oy-k9. pkg 1
anyconnect enable

tunnel - group Def aul t WEBVPNG oup general -attri butes
addr ess- pool Renote_users
aut henti cati on-server-group | SE_AAA

group-policy DfltG pPolicy attributes

banner val ue ###YOU DON T HAVE AUTHORI ZATI ON TO ACCESS ANY | NTERNAL RESOURCESH##
vpn-si mul t aneous-1 ogins 0

vpn-tunnel - protocol ssl-client

group- pol i cy RADI US- USERS i nt er nal

group- pol i cy RADI US-USERS attri butes

banner val ue YOU ARE CONNECTED TO ### RADI US USER AUTHENTI CATI ON###
vpn-si mul t aneous-1 ogins 3

vpn-tunnel - protocol ssl-client

split-tunnel -network-1ist value SPLIT_ACL

group- pol i cy RADI US- ADM N i nt er nal

group-policy RADIUS-ADM N attri butes

banner val ue YOU ARE CONNECTED TO ###RADI US ADM N AUTHENTI CATI ON ###
vpn-si mul t aneous-1 ogi ns 3

vpn-tunnel - protocol ssl-client

split-tunnel -network-1ist none

¥ COREFITIE. ISEREZMEAL THEAnyconnect T—HICT I —TRI—%E|V) H
THIENTEERT, A HICR I RWITIN—TZBRIZDA723aFzViesH, 1—
H[& DefaultWEBVPNGroup tunnel-group & DfltGrpPolicy lC i E NFE T, FRANREL,



ISERRREISBETOZABM (TIN—TRIVI— ) FREDE, I—HFRIRWTDTIL—TICE
WETSNET, 1-FEIS AR BAE NTOVEVBETE, COI—HE
DfltGrpPolicylC % V) £ 9. VPNRBHTERIZDTIL—TRI—0VI1—SZ2EHETS 2
& (2. DfltGrpPolicy”' JL—7 M T (Zvpn-simultaneous-logins 0Z&ETE £ 3,

ISE

ATY 71 ASAZISEIZEMUL FT,

CDOF|EZERITTSIZIE. [Administration] > [Network Resources] > [Network Devices]ic BB U &
L

';ll"':lo" Identity Services Engine Home + Context Visibility + Operations ¢ Palicy = Administration » Work Centers

b Systemn ¢ Mentity Management =~ Network Resources ¥ Denice Portal Management  peGnd Serdces ® Feed Senice  # Threat Ceninc NAC

+ Metwork Desices  Network Device Groups  Mebwork Device Profiles  Exfemnal RADIUS Seners RADIUS Server Sequences  MAC Managers  Exdernal MOM  » Location Serdces
—

o
Nitwork Diices | ASH
MNetwork Denices : ! et Y
Network Devices
Default Devica

* Mame |ASAv ]
Device Securily Setlings s S—

Drescription

Faddress  +| *IP: [ 10.31.124.85 AE *

* Devace Prefile | 255 Ciseo | = 63

Model Hame
Saoftware Version

* Metwork Device Group

Location |All Locations: % | | SetTo Default
IPSEC Mo | | SetTo Dafsult
Device Type [4)] Device Types | [ Set To Defaukt

= RADILS Authentication Settings

RAMMUS UDP Settings
Protocol  RADHUS '

* Shared Secret | gisgo123 Hide

Use Second Shared Secrat [] &

Show

CoA Part | 1700 | |_5et To Default

ATYT2IDIN—T%2ERLE T,

ROFET, F1—HYZELVI1I—HYICEERFRZTATF T4 T1TIN—T%2E&ELET,
[Administration] > [Groups] > [User Identity Groups]ic BEI L £



Engine Home + Cont

» System |~ Identity Management ¥ Network Resources  » Dievice Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric NAC

» Identities  Growps  External ldentity Sources  Identity Source Sequences  » Settings
—

Identity Groups User Identity Groups > RADIUS_ANYCONNECT_ADMIN
Identity Grou
8 5) y Sroup
— - “Mame | RADIUS_ANYCONNECT
B

Endpoint Identity Groups Description
User Identity Groups
=

Member Users

Users Selected 0 | Total 1 48 55 L

4 hdt ~ | odete - Show %
Status Email Username ~  First Name Last Name

[ m@ enabled 4 usarl

ATV A—HETFAFUTATAIIN—TICEERFIET,

11— ZEPRIDTIL—T7(CBEERITE T, [Administration] > [Identities] > [Users]ic BB L £ 7

» Operations + Pal ~ Administration

» System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric NAC

Groups  Extemal Identity Sources  Identity Source Sequences  » Settings

isas ° Network Access Users
Latest Manual Network Scan Results / Edir <k add [ change Status +  @2import @ Bxport + HDekte - @y Duphcate
Status Name = | Description First Name Last Hame Email Address User Identity Groups Admin
m] Enabled 9 userl | F NECT
1 meEnabled g user2 YCONNECT_USER
[0 @ enabled 2 user3

ATYT4:R)—tY NOERK

ZUEOTT, I (TXTOFNAARRAT ) ICRTRSICFHLVARDS —EY NEEEZELE T,
[Policy] > [Policy sets]ic BEIL £ ¥,

Policy Sets ~ Profiling  Posture  Client Provisicning  * Policy Elements

Policy Sets

@ Status  Palicy Set Name Description Conditions. Allewed Protocols / Server Sequence  Hits  Actions  View
@ Detault Network Access PR I 21 Fo P
©  Detaut Default policy set Default Network Access v+ 0 o >

ATV 75 ARV —ZERLET,
DINL—T BT R2BEUNERETHL VAR —ZERLET,



Poicy Sets | Profling  Posture  Clisnt Prodsioning  » Palicy Elements

Policy Sets = New Policy Set 1 [ Rese

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits.

@  NewPolicy Set 1 G DEVICE Device Type EQUALS ANl Device Types Detault Netwerk Access PR 7

¥ Authentication Policy (1}
¥ Authonization Palicy - Local Exceptions.
* Authorization Pelicy - Global Exceptions

w Awthorization Policy (3)

Results
o Status  Rule Name Conditions Profiles Security Groups Hits  Actions
G DEVICE Devies Typs EQUALS All Deviee Types
v ©  ISE_CLASS_ADMIN AND + sedect fom list - - 7 [+
I A IdontityGroup Name EQUALS Usor Identity Groups RADIUS_ANYCONNECT I
DEVICE Device Type EQUALS Al Device Ty
7 @  1sE_CLASS_USER AND = b kol o + e " - 9 &
I M IdentityGroup Name EQUALS User dentilty Groupe RADILS_ANYCONNECT USER I
@ Default # DanyAccess + t - & B o3
Conditions Studio
Library Editor
Se 1 :_). o
DEVICE-Device Type
S0 @FERECLOL? =
Equals . All Device Types T
B svop_is_Regstered ) =
) Identity Group-Mame
i Catalyst_Swiich_Local \Web_Autheniicab
= o Myst_Swilch_Local_ieb_ '@ AND | A
' v Equals ~ « User Identity Groups:RADIUS_ANYCONNECT i
B compliance_unknown_Devices @
E Compliani_Devices 3] Hew AND O
‘B eapuscrane @ Set tols not Duplicate
tE eapmis @
E Guist_Flow @
E mac_in_san @
B newonm_access_Authentication_Passed (D
B won_cisco_Profied_Fhones )
E Hon_Compliant_Devices )]
B switch_Local_Web_suthentication @
e . . -~

< ©

ATY76:FA7O07 7 AN EHEBLET,

RADIUSZFEAL THLVRAZO7 7ML ZEKL FF ., Class<Group-policy-ASA>E M KT
*Access Type:ACCESS_ACCEPT.



Results
Status  Rule Name Caonditions Profiles Security Groups
Search
E  DEVICE Devico Type EQUALS Al Device Types
/  ©  ise_cLass_apmin AND Salect from list - Seleet fiom kst
s EQUALS User identity ¥ HECT Croate a New Autharizabion Profily
& DEVICE Desice Type EQUALS All Dewice Types
7/ © ise_class user AND Salsct bom list . Select from list
M dentityGroup Name EQUALS Uiser identity Groups:RADIUS_ANYCONNECT USER
@  Defaut = DenyAccess. . Selest fiom kst

" Addd Wew Standard Profie
Authorization Profile

TN e e e —

Metwork Davica Profile 2% Omen | =| @

Service Template [
Track Movernart [

[Passive idertity Tracking [

b Coenion Tasks

This should be the Group-policy name

= Advanced Attributes Settings .

%

ATV HAUTO77AIIOREEHEIELET,

3

Hits  Actions

-
&

- [




‘2'.';‘.';!-,'.' Identity Services Engine Home » Context Visibility v Operations ~ Policy + Administration v Work Centers

Policy Sets  Profiling  Posture  Client Provisioning = Paolicy Elements

Dictionaries  » Conditions  ~ Results
<]

+ Authentication Authorization Profile

*Name | CLASS_25_RADIUS_ADMIN |

= Authorization

Description |

Authonzation Eromes "
| ] Access Type | AccESS_ACCEPT -]

Downloadable ACLs

Profili MNetwork Device Profile b Cisco | » | B
» Profiling
. Senice Template [

osture

Track Movement [

» Client Provisionin
9 Passive Identity Tracking [

P Common Tasks

» Advanced Attributes Settings

[Radius:Class 2| =[rADUS-ADMIV i

=

¥ Attributes Details

Access Type = ACCESS_ACCEFT
Class = RADIUS-ADMIN

=

F AORICRENTWVWAESIC, REICHVET, Access_Accept, Class—[25].
RADIUS-ADMINEE I —7 RV —OEFTT (ZEARE ) o

RORIE, BREOABZRLTVET, ABLARVS—tY NCHFTARV—HFEEL, ThEHQ
H[conditions] £ 2 3 > TRAEZIDINL—7"IC—FKL . [Inthe profilelzo > 3> TASAICEREL
EIN=TRI—=2FEALET,



Identity Services Engine

Home + Administration + Work Contors License Waming &

els  Profiing  Postwie  Client Provisionir olicy Elements

Policy Sets = New Policy Set 1 m E
Stalus  Policy Set Name Description Conditions Allowed Protocals / Server Sequence  Hits
@  MewPoicy St 1 ] DEVICE Devico Type EQUALS AN Dimico Types Default Notwark Accoss w4

¥ Authentication Policy (1)
¥ Autharization Policy - Local Exceptions
* Authorization Policy - Global Exceptions.

“ Authorization Policy (3)

Results.

Status  Rule Name Conditions Frofiles Security Groups Hits  Actions.

;s @ AND + &
UALS !
B o
o] ANE ot + o
-
® + - 8 -4

NREHITlE, classEMICEIISERREZNL T, FAnyconnect 1—HIZT I —FTRU>—
E%Ub)éféc_tb‘féi?o

NZ7)L21—b

REERNEZET/INY T D12/ debug radiusTd, AAAZ O AEASAT O+ AMORADIUSEREEE
RERVFEAERNBEOFMENIRTENET,

debug radi us

ES51DDERZY —)LIE, testaaa-serverIN> RTT, T, BANACCEPTEDE /=&
REFUSEDT., B ( ZOHITIE "class) B ) "RIEZ7OCATRBENLL ES D HHER
nEI,

test aaa-server authentication

EXBESFVF

LERDEES Tusertld. ISERREIZHE > TRADIUS-ADMINT IL—7RIUS—ICEBUTWVWETH,
test aaa-server® & *debug radiusZER{T T NIFRETEE T, BRITIMVEN HBDTZEART
LET,

ASAv# debug radi us
ASAv#t est aaa-server authentication | SE_AAA host 10.31.124.82 usernanme userl password *****
INFO Attenpting Authentication test to IP address (10.31.124.82) (timeout: 12 seconds)

RADIUS packet decode (authentication request)

Raw packet data (length = 84).....

01 le 00 54 ac b6 7c e5 58 22 35 5e 8e 7c 48 73 | LT..] . X"5". | Hs
04 9f 8c 74 01 07 75 73 65 72 31 02 12 ad 19 1c | .t..userl.....
40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f 04 06 Oa | @C..F.5.Ro...
1f 7c 55 05 06 00 00 00 06 3d 06 00 00 00 05 1la |




15 00 00 00 09 01 of 63 6f 61 2d 70 75 73 68 3d
74 72 75 65

Par sed packet data.....

Radi us: Code = 1 (0x01)

Radi us: ldentifier = 30 (Ox1E)

Radi us: Length = 84 (0x0054)

Radi us: Vector: ACB67CE55822355E8E7C4873049F8C74
Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

75 73 65 72 31

Radi us: Type = 2 (0x02) User-Password

Radi us: Length = 18 (0x12)

Radi us: Value (String) =

ad 19 1c 40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f
Radi us: Type = 4 (0x04) NAS-I| P- Address

Radi us: Length = 6 (0x06)

Radi us: Val ue (1P Address) = 10.31.124.85 (0x0A1F7C55)

Radi us: Type = 5 (0x05) NAS- Port
Radi us: Length = 6 (0x06)
Radi us: Val ue (Hex) = 0x6
Radi us: Type = 61 (0x3D) NAS- Port-Type
Radi us: Length = 6 (0x06)
Radi us: Val ue (Hex) = 0x5
Radi us: Type = 26 (0x1A) Vendor- Specific
Radi us: Length = 21 (0x15)
Radi us: Vendor 1D = 9 (0x00000009)
Radi us: Type = 1 (0x01) Cisco-AV-pair
Radi us: Length = 15 (0xOF)
Radi us: Value (String) =
63 6f 61 2d 70 75 73 68 3d 74 72 75 65
send pkt 10.31.124.82/1645
rip 0x00007f 03b419f b08 state 7 id 30
rad_vrfy() : response nmessage verified
rip 0x00007f 03b419f b08

chall _state '

state 0Ox7

reqaut h:

ac b6 7c e5 58 22 35 5e 8e 7c 48 73 04 9f 8c 74

i nfo 0x00007f 03b419f c48
session_id 0x80000007
request _id Oxle
user 'userl
response '***
app O
reason O
skey 'ciscol23'
sip 10.31.124.82
type 1

RADIUS packet decode (response)

Raw packet data (length = 188).....

02 1e 00 bc 9e 5f 7c db ad 63 87 d8 cl1 bb 03 41
37 3d 7a 35 01 07 75 73 65 72 31 18 43 52 65 61
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37
63 35 32 52 71 51 47 52 72 70 36 5a 35 66 4e 4a
65 4a 39 76 4c 54 6a 73 58 75 65 59 35 4a 70 75
70 44 45 61 35 36 34 66 52 4f 44 57 78 34 19 Oe
52 41 44 49 55 53 2d 41 44 4d 49 4e 19 50 43 41

....... coa- push=

userl

.@C. ..F.5.R0

coa- push=true

7=z5. . user 1. CRea
ut hSessi on: 0alf7
c52RgQGRr p625f NJ
eJIVLTj sXueY5Jpu
pDEa564f RODWk4. .
RADI US- ADM N. PCA



43 53 3a 30 61 31 66 37 63 35 32 52 71 51 47 52
72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54 6a 73
58 75 65 59 35 4a 70 75 70 44 45 61 35 36 34 66
52 4f 44 57 78 34 3a 69 73 65 61 6d 79 32 34 2f
33 37 39 35 35 36 37 34 35 2f 33 31

CS: 0alf 7c52RqQGR
rp6z5f NJeJOvLTj s
XueY5JpupDEa564f
RODW4: i searmy24/
379556745/ 31

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 30 (Ox1E)

Radi us: Length = 188 (0x00BC)

Radi us: Vector: 9E5F7CDBAD6387D8C1BB0341373D7A35

Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

75 73 65 72 31 userl
Radi us: Type = 24 (0x18) State

Radi us: Length = 67 (0x43)

Radi us: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61
31 66 37 63 35 32 52 71 51 47 52 72 70 36 5a 35
66 4e 4a 65 4a 39 76 4c 54 6a 73 58 75 65 59 35
4a 70 75 70 44 45 61 35 36 34 66 52 4f 44 57 78
34

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 14 (0xO0E)

Radi us: Value (String) =

52 41 44 49 55 53 2d 41 44 4d 49 4e | RADIUS-ADMIN
Radius: Type = 25 (0x19) Class

Radi us: Length = 80 (0x50)

Radi us: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 52 71 51
47 52 72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54
6a 73 58 75 65 59 35 4a 70 75 70 44 45 61 35 36
34 66 52 4f 44 57 78 34 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 31
rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT. normal term nation

RADI US_DELETE

renove_req 0x00007f 03b419f b08 sessi on 0x80000007 id 30
free_rip 0x00007f 03b419f b08

radi us: send queue enpty

INFO: Authentication Successful

user1A"Anyconnecti2 I TR T HBRICHET DN ESH ZRRITBZES1D20FEEL T,
show vpn-sessiondb anyconnect Y > RZEAL T, ISEVSABMICL>TEI)HTSshEY
N—=TRI—ZHFELET,

Reaut hSessi on: Oa
1f 7¢52RqQGRr p6Z5
f NJeJ9vLTj sXueY5
JpupDEa564f RODW
4

CACS: 0alf 7¢52RqQ
GRr p6Z5f NJeJOvLT
j sXueY5JpupDEa56
4f RODW«4: i seamy?2
4/ 379556745/ 31

ASAv# show vpn-sessiondb anyconnect Session Type: AnyConnect Username : userl | ndex
1 28

Assigned IP : 10.100.2.1 Public I P : 10.100.1.3

Pr ot ocol : AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM 256 DTLS-Tunnel: (1)AES256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx : 15604 Byt es Rx : 28706

Group Policy : RADIUS-ADMIN Tunnel Group : DefaultWEBVPNGroup

Login Tinme : 04:14: 45 UTC Wed Jun 3 2020

Dur ati on : 0Oh: 01m 29s

Inactivity : 0Oh: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: 0a6401010001c0005ed723b5
Security G p : none



BELEVSFU 1
Anyconnect TRREEA KB L, ISEAREJECTTRETDHE, 1—H—AF1—H—IDJIL—T(C

BEATSNhTVWR L ZBRITIMBENHDD, NADT—RFELLK BV L EZEBRITIHLE
&) EF, [Operations] > [Live logs] > [Details]icBEIL £F,

RADIUS packet decode (response)

Raw packet data (length = 20).....

03 21 00 14 dd 74 bb 43 8f 0Oa 40 fe d8 92 de 7a | .!'...t.C.@...z
27 66 15 be | *f..

Par sed packet data.....

Radi us: Code = 3 (0x03)

Radi us: ldentifier = 33 (0x21)

Radi us: Length = 20 (0x0014)

Radi us: Vector: DD74BB438FOA40FED892DE7A276615BE
rad_procpkt: REJECT

RADI US_DELETE

renove_req 0x00007f 03b419f b08 sessi on 0x80000009 id 33
free_rip 0x00007f 03b419f b08

radi us: send queue enpty

ERROR: Authentication Rejected: AAA failure
aluil dentity Services Engine

. Steps
Overview
11001 Received RADIUS Access-Request
Event 5400 Authentication failed
11017 RADIUS created a new session
Username userl 1117 Generated a new session ID
Endpoint Id 15049  Evaluating Policy Group

15008  Evaluating Senice Selection Policy

EndpointBroly 15048 Queried PIP - DEVICE Device Type

Authentication Policy New Policy Set 1 >> Default 15041 Evaluating ldentity Policy
22072 Selected identity source sequence - All_User_ID_Stores
Authorization Policy New Policy Set 1 == Default
15013 Selected Identity Source - Internal Users
Authorization Result DenyAccess 24210 Looking up User in Internal Users I0Store - user1
24212 Found User in Internal Users |DStore
22037 Authentication Passed
15036  Evaluating Authorization Policy
Authentication Details i § . .
15048  Queried PIP - DEVICE Device Type

15048  Queried PIP - Network Access. Userlame

Source Timestamp 2020-06-02 23:22:53.577
15048  Queried PIP - IdentityGroup.Name
i i )-06-02 23:22:53 577 - A -
sz e U B 15016  Selected Authorization Profile - DenyAccess
Policy Server iseamy?24 15039 Rejected per authorization profile
11003  Returned RADIUS Access-Reject
Event 5400 Authentication failed
Failure Reason 15039 Rejected per authorization profile

¥ 2oflTE, usert@1—Y—IDYVIIL—TICBEERITSNTVERRBA. LEAN DT,
DenyAccess7 7> 3 ERAL T, $HILWRU S —1Y MO T ODefault Authentication
and Authorization/RU>—ICEY KUET, 72 KNOERBR)S—TCZOT7oVar%s
PermitAccessicZE L. 1—HIDTIIL—7HFBEEMFShTWEVWI—YICRIAZHFTT
BENTEET,

BELEVSFUA2



Anyconnect TRREEARBAL ., 77 # )L NORBAR D 2 — A PermitAccessDIFE . RN Z T AN
ShEY, EL, classE%ERadiushBFICRRENBEVWI&H, I—HEDtGrpPolicy B E &
1. vpn-simultaneous-logins 04 REA TEEMICEIILELRATL £,

RADIUS packet decode (response)

Raw packet data (length = 174).....

02 24 00 ae 5f Of bc bl 65 53 64 71 la a3 bd 88
7c fe 44 eb 01 07 75 73 65 72 31 18 43 52 65 61
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37
63 35 32 32 39 54 68 33 47 68 6d 44 54 49 35 71
37 48 46 45 30 7a 6f 74 65 34 6a 37 50 76 69 4b
5a 35 77 71 6b 78 6¢c 50 39 33 42 6¢ 4a 6f 19 50
43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78
6c 50 39 33 42 6¢ 4a 6f 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37

.$.._...eSdq. ..

| .D...userl. CRea
ut hSessi on: Oalf 7
¢5229Th3GhnDTI 5q
7HFEOzot e4j 7Pvi K
Z5wgkx!| P93Bl Jo. P
CACS: 0alf 7¢5229T
h3GhnDTI 5q7HFEOz
ot e4j 7Pvi KZ5wgkx
| P93Bl Jo: i seany?2
4/ 379556745/ 37

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 36 (0x24)

Radi us: Length = 174 (0xO00AE)

Radi us: Vector: 5FOFBCB1655364711AA3BD887CFE44EB

Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

75 73 65 72 31 userl
Radi us: Type = 24 (0x18) State

Radi us: Length = 67 (0x43)

Radi us: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61
31 66 37 63 35 32 32 39 54 68 33 47 68 6d 44 54
49 35 71 37 48 46 45 30 7a 6f 74 65 34 6a 37 50
76 69 4b 5a 35 77 71 6b 78 6¢c 50 39 33 42 6¢ 4a
6f

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 80 (0x50)

Radi us: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78
6c 50 39 33 42 6¢ 4a 6f 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37
rad_procpkt: ACCEPT

RADI US_ACCESS_ACCEPT: nornal term nation

RADI US_DELETE

renove_req 0x00007f 03b419f b08 sessi on 0x8000000b id 36
free_rip 0x00007f 03b419f b08

radi us: send queue enpty

INFO: Authentication Successful

ASAv#

Reaut hSessi on: Oa
1f 7¢5229Th3GhnDT
| 5q7HFEOZ ot e4j 7P
vi KZ5wgkx! P93BI J
0

CACS: 0alf 7¢5229T
h3GhnDTI 5q7HFEOZz
ot e4j 7Pvi KZ5wgkx
| P93Bl Jo: i seany?2
4/ 379556745/ 37

vpn-simultaneous-logins 04" 1'"ICEEE hzi5E, HAOILCRITLSICI—HFHFERLET,

ASAv# show vpn-sessi ondb anyconnect Session Type: AnyConnect Username : userl | ndex
41
Assigned IP : 10.100.2.1 Public IP : 10.100.1.3

Pr ot ocol . AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel



Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)AES-CGCM 256 DITLS-Tunnel: (1) AES256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS- Tunnel: (1)SHAl

Bytes Tx : 15448 Byt es Rx : 15528

Group Policy : DfltGrpPolicy Tunnel Group : DefaultWEBVPNGroup

Login Tine : 18:43:39 UTC Wed Jun 3 2020

Dur ati on : Oh: 01m 40s

Inactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess I D : 0a640101000290005ed7ef 5b
Security G p : none

Ciggo AnyConmect

YO DON'T HAVE AUTHORIZATION TOr ACCESS ANY INTERMAL
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ASAv# sh vpn-sessiondb anyconnect

Sessi on Type: AnyConnect

Username : userl I ndex : 29

Assigned IP : 10.100.2.1 Public IP : 10.100.1.3

Pr ot ocol . AnyConnect - Par ent SSL- Tunnel

Li cense . AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM 256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 15592 Byt es Rx )

Group Policy : RADIUS-USERS Tunnel G oup : Defaul t WEBVPNG oup
Logi n Tine : 04:36:50 UTC Wed Jun 3 2020

Dur ati on : Oh: 00m 20s

Inactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none



Audt Sess ID: 0a6401010001d0005ed728e2
Security G p : none
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