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. Cisco 10S 12.x:SSL VPN#EEE(X, 12XDITXNTDAX—=DICHEETNTVET, COA X—
. 1240)TTHEY, 2BLEE1D20EFIVFTASA 2 A(SSLVPN)ZHEEXT,
advsecurityk9, adventerprisek97 &),

. Cisco 10S 15.0 : ABIDO/N—2 32 Tldk, 10, 25, L1001 —HEHKZAEICTEIL—X
ICLIC7 7 AN A2V ARN—ILTDHBENHV) EXT, Rightto Use*Z 1 2 AE15.0(1)M4T
REREEThELLE

. Cisco 10S 15.1 : ABIDO/N—2 32 Tlk, 10, 25, L1001 —HERZFITITDIL—XIC
LIC77AINEA2AN—ILTBDHBENHVET, RighttoUse*T 4 > Ak, 15.1(1)T2,
15.1(2)T2. 151(3)T. BLT151AMITREE hEL 1

. Cisco I0S 15.2 : X TM15.2/N\—2 3 2 TSSLVPNMRIight to Use*Z 1 £ AN R#ftE h &
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- Cisco 10S 15.3L4F& - AR /N—2 3 > TlERightto Use*Z 1 2 A RMHEhTVWET,
15.3(3)MEABE T Ik, securityk9F ¥ /O —N\NY T—2 27— MU & IZSSLVPN#EEE % £
TEZET
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oA AZWEUVLANEREE D &, FHMEZ A 2 ANFEMICBEY ET, 60BER. <O
T4 ARBHRSAEAILBYET, chSOTAEARBEICETVTHY), Mgz
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I0SIL—ZA Y RI> RTAnyConnectZ R ETBIHRINDATY Tk, A4V ANELLKA A
N=IlEh (ZEITBHES)., BB >TVWBRELEMRBIDETT, EN—23>054
EOAQEHMBIZOVWTE, IO 32054 ABHRESRL TS EE W, show
license ©SSL_VPNZ 1 2> A &securityk9Z A 2 ANDEES5EVARNT I AR, I—RETS
YRTA—LON—DIVICEK2>TEBYET, N—232 T4 AICEARERL, EULAIC
BETH2HENHY., 142 AN [Active]lE RTRENE T,

ATY T2 L—RADAnyConnecttF 1 FPEEVF A IFATFT O NNYT—20
Fy7O0—REAAM=L

AnyConnectf X—Z ZVPNICT Y 7Z7O—RF2ICEFE. AYRIVRIZ2OOBEBHNHYET, £
9. AnyConnectA\ Y RI > RIZAnyConnectf X—I AN BETRDARL—FT 1A VT AT ALER
FEREZFITENET, LA, Windows7 4T NTREAY RIY RICWindows/\Y T —
SEAVARN=ILTIHXENHY), Linux64EY NISA T MTlLinux64EY KXY T—S %
AVAN=INTBRENFHYVET, RIC, AYRIVRICAVAM=)LE nfzAnyConnectf X—
Dk, BERBICEBBNICOSAT ORI VLY 1ENET, 1O TERTD I -,
Web R—ZIIASIFAT 2 NEZT2AO—RTE, AY RIY ROAnyConnect/\Y 75— 489
FATRIDVICA VAN =ILENRTVR RV EFHLVEEGERE., RPI1I—YET7Y7IL—R
TEET,

AnyConnect/\Y 7 —2 &, AV 7 NI 7RV O— ROWebH 14 ~DAnyConnecttz¥ 1

TEEUTAODZAT U RNEODIIVHASAFTEERY, FRAUELEAT IV REZHHYET

FoANYRIVRICAVAR=WLTINYT—DICR@E, ARL—TFTAVIATLEAY RTY

ROBAPKG)DFZRILNFFIFSNET, AnyConnect/NY T —TBBRE, ROARL—FT 125
SATFATTYNTF—ATHERATEET, Windows, Mac OS X, Linux (32EY K ), 8KV
Linux 64E' Y RN, Linux®iZaE, 32EY NEGAEY NOEDONY T—I BB ETEZELTL
EEW, EARL—TFTAVIDATATR, BRZFTITHILHIC, AY RIZ RIZEDE/NY

T—OBAVARN—LNTRIRENFHYET,

AnyConnect/\Y o —> %2R0 O—RUL7%ES, TFTP, FTP, SCPELEEFETOMO AT a2 %
FEAL TcopyAN REFEAL T, L—RDT7ZY21ICT7Y7O—RTEEXRT, UTHA—HIT
CB

copy tftp: flash:/webvpn/

Address or name of remote host []? 192.168.100.100

Source filename []? anyconnect-win-3.1.08009-k9.pkg

Destination filename [/webvpn/anyconnect-win-3.1.08009-k9.pkg]?
Accessing tftp://192.168.100.100/anyconnect-win-3.1.08009-k9.pkg. ..

Loading anyconnect-win-3.1.08009-k9.pkg from 192.168.100.100 (via GigabitEthernetO) :
rrrrrrrrrrrnd

[OK - 37997096 bytes]

37997096 bytes copied in 117.644 secs (322984 bytes/sec)

AnyConnectAf X— & )—ZND 7Y 1ICAE—LEE, OV RZAUDASA VAR =LY
BPUENFHYET, A VAN —IIIOAN RORRIZD—TABSZEETD L. BEHO


https://software.cisco.com/download/navigator.html?mdfid=283000185&i=rm

AnyConnect/N\Y T —2Z A2V ARN—=)ITEEXT, CchiZkY, L—ZHNEBDIZAT>NANR
L—F AT ATLDOAY RIVRELTHETEDLSIZHKYET, AnyConnect/NY T—
BAVARN=ILTBE, HRIICAnyConnect/N\Y = N IE—&E nish 2 HE,
AnyConnect/\ ¥ o —= £ flash:/webvpn/T4 L N U ICBEBL £ T,

crypto vpn anyconnect flash:/webvpn/anyconnect-win-3.1.08009-k9.pkg sequence 1

SSLVPN Package SSL-VPN-Client (seq:1): installed successfully

152(MNTRYBIZI ) —RENLO—RON—23 2 TR, PKGZAAN—I)LTHON RIF
BTERZYEXT,

webvpn install svc flash:/webvpn/anyconnect-win-3.1.08009-k9.pkg sequence 1

ATY T3IRSAF—ARTF L HCBEIABROER

SSLEERABEF—AVT7TARTIF ¥ (PKNETF O RIIIAEERETHHEEERETIES
. REBAE OB A (CIERivest-Shamir-Adleman(RSA)F —RFTHFYETT, DI RIFRSAF—
RT7ZERL, BCEEPKEIAEOERKICEAENE T, 2048EY NOEZ 21T AZFEAL
TLKEEZV, CNRBESBETREHYELBAN, EF21UT1Z8{LL. AnyConnect7 51472 KX
DOENDEHEEMESHILHICERATRERATDITRAEFEAITHI_LE2HEBHOLET, Fi-
F—BEBELELEICEHTSNSREERNF—IRILEFERATHCEE2BHOLET, F—04%
M|k, show crypto key mypubkey rsa_1¥ > R CHRRTEE T,

X RSAF—ZIVAR—KMARICTACECHEETD EFIUTALOURINFZVED
T7ALRNDIVAR—BPRAICF—ZRETDEZHRLET, CORFIXURT
&, RSAF—ZIVAR—NAIREIC TR EEICEETDIVAVICDOVTHALET, PKIK
TORSAF—DREF, 2ZRLTSEE L,

crypto key generate rsa label SSLVPN_KEYPAIR modulus 2048

The name for the keys will be: SSLVPN_KEYPAIR

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 3 seconds)

show crypto key mypubkey rsa SSLVPN_KEYPAIR

% Key palr was generated at: 14:01:34 EDT May 21 2015

Key name: SSLVPN_KEYPATIR

Key type: RSA KEYS

Storage Device: not specified

Usage: General Purpose Key

Key is not exportable.

Key Data:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C4C7D6 F9533CD3 A5489D5A 4DC3BAE7 6831E832 7326E322 CBECC41C 8395A5F7
4613AF70 827F581E 57F72074 FD803EEA 693EBACC 0OEE5CA65 5D1875C2 2F19A432
84188F61 4E282EC3 D30AE4C9 1F2766EF 48269FE2 OClAECAA 81511386 1BA6709C
7C5A2A40 2FBB3035 04E3770B 01155368 C4A5B488 D38F425C 23E430ED 80A8E2BD
E713860E F654695B C1780ED6 398096BC 55D410DB ECCOE2D9 2621E1AB A418986D


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-deploy-rsa-pki.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-deploy-rsa-pki.html

39F241FE 798EF862 9DS5EAEEB 5B06D73B E769F613 OFCE2585 ESE6DFF3 2E48D007
3443AD87 0E66C2B1 4EOCB6E9 81569DF2 DBOFE9F1 1ASE737F 617DC68B 42B78A8B
952CD997 78B96CE6 CB623328 C2CS5FFD6 18C5DA2C 2EAFA936 5C866DE8 5184D2D3
6D020301 0001

RSAF—ARTZHAEEICERENES, I—FZDBEHRERSAF—RT7ZFHAL TPKINS ARNRA
VRERETIMVENBYET, YT I VRMNEOHERCN)E., I—H A AnyConnect7— K™
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LET, RETEDYELAN, CNICELLKANTDE, QA VBICTOV T IR REND
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F LRI E>TERESNE-BCERIPEZFEAITZIOTREEL, Y—RN—F 1
CAICK > TRITENLAPELFEHATEEXRT, ChilE, CORFIXNTHIATIER
NDEBDHEPKIDBAEEROER)TITAET,

crypto pki trustpoint SSLVPN_CERT
enrollment selfsigned

subject-name CN=fdenofa-SSLVPN.cisco.com
rsakeypair SSLVPN_KEYPAIR

RSARNRA D MNELKEZE iR, )L—REcryptopkienroll AN REEHAL TAIAEE
A RITEIVENFHNVET, cOTOLATE, DUTILEBESRIPTRLABEDHONT XA—Z
ZUVSDOPEETEET, LEL, ChIESETREHYELA, SEHEOERIE, show crypto
pki certificates IV > R TR TE X7,

crypto pki enroll SSLVPN_CERT

% Include the router serial number in the subject name? [yes/no]: no
% Include an IP address in the subject name? [no]: no
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created
show crypto pki certificates SSLVPN_CERT

Router Self-Signed Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: General Purpose
Issuer:
hostname=fdenofa-892.fdenofa.lab
cn=fdenofa-SSLVPN.cisco.com
Subject:
Name: fdenofa-892.fdenofa.lab
hostname=fdenofa-892.fdenofa.lab
cn=fdenofa-SSLVPN.cisco.com
Validity Date:
start date: 18:54:04 EDT Mar 30 2015
end date: 20:00:00 EDT Dec 31 2019
Associated Trustpoints: SSLVPN_CERT
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AEBORREE, A, FHIOUTA VT AAAN Y —NZFERATEERITN., COBITEO—NILEER
NMEAEIhET, chesNIIY RiF, I—4FVPNUSERZER L. SSLVPN_AAAE LS EHI
DAAARREEY) ANEER L E T,


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-cert-enroll-pki.html

aaa new-model
aaa authentication login SSLVPN_AAA local
username VPNUSER password TACO

ATYVTS: VAT MFERIDIFRLAT=LEARTVY RN RILTFT O
AUANDESR

AnyConnect7 ZA T NTATEANIPT RLAZEBITAICIE., O—HIIPPRLAT—IL%E
RTBDYBENHVYET, RAEAnyConnect 7 SA 7 NERDBRABZHR—RNTBIDIC+5KEK
BTN EBRELTLEEL,

77 )L NTE, AnyConnectiE 7L N FRIE—RTEMELET, 2FY., 954T7 NI
ICEPTERENERNT T4V IRBMNRIBATEGEIAET, ChFBERERELLLEVE
., POEAOMO—ILVAMACLIZREL T, FURIBHTEEITIHENf HBDNTT
IVIEERTEET, HOACLEREFRKIC. HZREBROBERNKdenyll & > THRKWEdenyAN
BIZBYET, LENF>T, REBOR., NRINLTIBVENF HBDIRNT T4V IICH/LT
permitX ZFRET D EETTT,

ip local pool SSLVPN_POOL 192.168.10.1 192.168.10.10
access-list 1 permit 192.168.0.0 0.0.255.255

FIE6 : RET>VTL—M2E—T A ANVT)EKRET S

FAFTZVIOVIIVE—RNT7 OV EAVPNOZE M EIRMOSWVEREZAEICTD, ATV
ROBRIDIRET IVEAA > BZ—T I A A%ZVPNEY>a T EICEBMLULET, DVTITZ /O
—lk, FAFIVIBEIYTE, NORILNOBINICRIDBZAFTIVINT T RAR—UH
REBEEMAET, DVTIRMORA U XA—T I A ALRKICHETEZ O, NORILDFTIOT4
I3 EF<ICQ0S, 77AT A=), I—HZEDEM., BrTZOMOEFI T 1Y
—bERAEYR—KNTBDLED, VE—RNTIOLAOEMBZREBANTEETT,

interface Loopback0
ip address 172.16.1.1 255.255.255.255

|
interface Virtual-Template 1
ip unnumbered LoopbackO

ATYT 7: WebVPN 7— KNI I A OFRE

WebVPNT*— R J I A&, AnyConnectAY RI RTHEAETNBIPTRLAER—KN, BRTY
FAT U MIERRENDSSLES{LT I IV ALEPKEIBEZEEZTDENTT, T7/FIKT
., =RV IAEAREINTOREFTLLTIOVALZYR—KNLET, K, IL—32D
Cisco IOS/N—2 a2V ICKk2TERYFET,

webvpn gateway SSLVPN_GATEWAY
ip address 209.165.201.1 port 443
http-redirect port 80
ssl trustpoint SSLVPN_CERT
inservice

ATYT8WebVPNIVTHXFANET =T RV S —DORE


http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gtIPSctm.html#wp1080079

WebVPNIVTFHFARNET I —TR)Z —&, AnyConnectZ7 54 7> NERRICERE N2 EMD
NFX—BZEVLKIDEBLE T, EXNBEAnyConnectiRENHBE. AVTFANFEIZ,
AnyConnectlicERE N2 F 72O ITIN—TR) > —2FOHITLEHICERENBIXH XA
ELUTHBELET, LEL, OVFFANEFEAL T, WebVPNRAT' T Y2 aR—-D &
WebVPNZEZ E SICHARIAAXTEET, ERENLERIVI—TIL—TTlF.
SSLVPN_AAAD A RNA, I—YNFEITHAAAR ANE L TEREENE T, functions sve-
enabled Y > Ri&, 1—%N 7 S IHEHTWebVPN [+ TZ%& < AnyConnect SSL VPN ClientlZ
BHETEDLSICTRIRETT, RRIC, BMOSVCOAN Y Ri&k, SVCELLETICBETS/NZ
X—R%EE&LE T, svcaddress-poolld. SSLVPN_POOLANDT RLARZEIVZAT > NCEH
FTRDESICT—RNIIAIZERLUET, svesplitincludeld, EEBTEZLEACLIZEIZAT L
YNRRILARUS—%EZEZL., svcdns-serverld RX A BRRICEAETNhBDNSH—/S%EL
FT, CORETR, IXTODNSYVIUNEBEENEDNSH—NICEFEET, VIU—IS
BETZEENETRLARK, RST7A4VYINF RN RILENLTEGBENBIDNESHEEELET

o

webvpn context SSLVPN_CONTEXT
virtual-template 1

aaa authentication list SSLVPN_AAA
gateway SSLVPN_GATEWAY inservice
policy group SSLVPN_POLICY functions svc-enabled svc address-pool "SSLVPN_POOL" netmask
255.255.255.0 svc split include acl 1 svc dns-server primary 8.8.8.8
default-group-policy SSLVPN_POLICY

ATYT(AFT>arV)YIF4FN7A7 7141 ILOKE

ASAL IER7xV), CiscoIOSICIE, BEEN VZATNTA7 7ML EERTDOEXETESD
GUIM 2 BR—T I A ANEHZIAENTVWEH A, AnyConnectV ZA 7 N7O7 74, AX
R7OV7O77AMNIF4 2 &2ERAL TS ICHERMEBETDIHLEN B ET,

E>/ N : anyconnect-profileeditor-win-3.1.03103-k9.exe Z ¥R L £ 7,

LW=BIC7O0774)2RAETEDICE. ROFIEEZEITLET,

. ftpititpEFEAL TIOST7 S Y227y 7O—RLETD,
LTFYZ7O—RULEZTO77AIILNEZHBETSHICE. ROOAX REFEALET,

crypto vpn annyconnect profile SSLVPN_PROFILE flash:test-profile.xml

BB :15.2(1)Tk V) BIDCisco I0S/N—2 3 > Tl&. webvpn import svc profile
<profile_name> flash:<profile.xml|>

BAVTFHFARDTT, Z7O77ANZZDOAVTHFANIVVFTBRICE., AOONY RERE
ALET,

webvpn context SSLVPN_CONTEXT
policy group SSLVPN_POLICY
svc profile SSLVPN_PROFILE

F:Z0EVDIDTHEASND IV ROFMIC OV T, Command Lookup Tool (&
BI1—YEH)ZFRALTLEETL,



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/anyconnect-profile-editor.html#ID-1430-0000000c
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
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URL:
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@ Installation - Mozilla Firefox E@g

B3 & https//200.165.201 1/CACHE favebrpn fste/ Lindesx html

il AnyConnect Secure Mobility Client

CISCO
r§_ WebLaunch Attemnpting to use Java for Installation
Sun Java applet has started. This could take up to G0
Platform seconds. Please wait...
" Detection
EEEEEEEEEEER
- Java Detection

Diownload

A2VARN=IATETTBE. AnyConnectld BEINIZWebVPNT — R VI ANOEHRZATLET
o T—RIVIANBEZAINTZ-HICECERALATEEAL VD120, ERORITHICE



BOAAZTBEENRRENET, BEZHRITIZICRK., ChoNBETHY) ., AR hILEN
HYERT, ChSDAHABNEBESZORIDICE, BRRESCNhDECERABEN V4T KT
SUDEETEDAAZTARNTICAZAR=ILENATVS A, Y—RN—FT (ARSI EAZTH
TWBHEE, FBABCAAEN EETEIARAEARNTICRFEENTLVIMREN HET,

-

tﬁ.' Cisco AnyConnect Secure Mobility Client = 28

Contacting 209, 165,201.1.
209,165,201.1

_onneck

XD

A Security Warning: Untrusted VPN Server
Certificate!

Cisco AnyConnect Secure Mebility Client ‘

anyConneck cannok wverify the YPH server: 209, 165.201.1

Certificate does not match the server name.
Certificate is from an untrusted source,

Connecking ko this server may result in a severe security compromise!
Securiby Risks Explained

Mosk users do nok connect to untrusted YPM servers unless the reason
Far the error condition is known,

Conneck Anyway ] [ Cancel Connection ]

BHENZdI—>3a>&2%T7T0LES, AnyConnectDETRICHBDRETA I &2 IVIJYILET
o BRICEIZIFHMABBIRTENET, COR—=DTR, JIL—TRUS—BEDATUY K
R ZIACLY SEBL EEGHRABEREL—NOFHERTTEET,
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f§ Cisco AnyConnect Secure Mobility Client
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Statistics | Route Dekails | Fireweall | Message Histary

o=

nt

Connection Information
State:
Tunnel Mode (TP
Tunnel Mode {IPwa):
Curation:

Address Information
Client (IPvd4):
Client (IPvE):
Server:

Bytes
Sent:

Received:

Frames

Connected
Split Inchude
Crop All Traffic
00:01:06

192,168,10.2
Mok Ayvailable
209,.165,201.1

Reset

] ’ Expork Stats. ..




.
£ Cisco AnyConnect Secure Mobility Client =] )

'Lll's',':!._;' AnyConnect Secure-Mobility Iient

Preferences | Statistics | Foute Details Message History

Route Details

Mon-5ecured Routes (TPwd)
0.0.0.0/0

Secured Routes (TPwd)
192,163.0.0/16

R, BEFRICLZDERNBERTIA74F1L -2V 0BRERLET,

crypto pki trustpoint SSLVPN_TP_SELFSIGNED

enrollment selfsigned

serial-number

subject-name cn=892_SELF_SIGNED_CERT

revocation-check none

rsakeypair SELF_SIGNED_RSA

1

crypto vpn anyconnect flash:/webvpn/anyconnect-win-3.1.08009-k9.pkg sequence 1

crypto vpn anyconnect profile SSLVPN_PROFILE flash:test-profile.xml ! access-list 1 permit
192.168.0.0 0.0.255.255 ! ip local pool SSLVPN_POOL 192.168.10.1 192.168.10.10 ! webvpn gateway
SSLVPN_GATEWAY ip address 209.165.201.1 port 443 ssl trustpoint SSLVPN_TP_SELFSIGNED inservice !
webvpn context SSLVPN_CONTEXT virtual-template 1
aaa authentication list SSLVPN_AAA
gateway SSLVPN_GATEWAY

! ssl authenticate verify all inservice ! policy group SSLVPN_POLICY functions svc-enabled svc
address-pool "SSLVPN_POOL" netmask 255.255.255.0 svc split include acl 1 svc dns-server primary
8.8.8.8

svc profile SSLVPN_PROFILE default-group-policy SSLVPN_POLICY



NZ7ILZa—b

ZoTH, BEORS TN I—FA VI ERATERBRERLET.

AnyConnectiZEfiDEIBE NS TN 1—FT 4TI FBBRICFIVIITER—RWBEIAR—FU N
V28 HYERT,

COTSATY NGTABERTIBBEN 5B, WebVPNS — K7 I A TIES n -6

ENBUNTHD ZENBETT, show crypto pki certificate 2 #1792 &, L—REDTANT
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%t L TAnyConnect PKGZRET B N EHXTT, LEXWEF, WindowsV 547> MCIE
Windows PKGA"#E T, Linux 32EY MO Z 4 72 MZELinux 32EY RPKGHAZETT,
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Cisco IOSIZIF, EENDEKBO KNS TN 1—FT 1V JICERATE D& EE Eixdebug webvpnF
T2avHFBHYET, RIC, EEZELHHITRICdebug webvpn aaa. debug wevpn tunnel, & &
U'show webvpn sessionh S EKE N HHZRLET,

fdenofa-892#show debugging

WebVPN Subsystem:
WebVPN AAA debugging is on
WebVPN tunnel debugging is on

WebVPN Tunnel Events debugging is on

WebVPN Tunnel Errors debugging is on

*May
*May

26 20:11:06.381: WV-AAA: Nas Port ID set to 64.102.157.2.
26 20:11:06.381: WV-AAA: AAA authentication request sent for user: "VPNUSER"AAA returned

status: 2 for session 37

*May
*May

26 20:11:06.381: WV-AAA: AAA Authentication Passed!
26 20:11:06.381: WV-AAA: User "VPNUSER" has logged in from "64.102.157.2" to gateway

"SSLVPN_GATEWAY"

*May
*May
*May
*May
SSLV
*May
*May
rout
*May
crea
*May
*May
*May
*May
*May

context "SSLVPN_CONTEXT"
26 20:11:12.265:
26 20:11:12.265:
26 20:11:12.265: [WV-TUNL-EVT]:[8A3AE410] CSTP Version recd , using 1
26 20:11:12.265: [WV-TUNL-EVT]:[8A3AE410] Allocating IP 192.168.10.9 from address-pool
PN_POOL
26 20:11:12.265: [WV-TUNL-EVT]:[8A3AE410] Using new allocated IP 192.168.10.9 255.255.255.0
26 20:11:12.265: Inserting static route: 192.168.10.9 255.255.255.255 Virtual-Access2 to
ing table
26 20:11:12.265: [WV-TUNL-EVT]:[8A3AE410] Full Tunnel CONNECT request processed, HTTP reply
ted
26 20:11:12.265: HTTP/1.1 200 OK
26 20:11:12.265: Server: Cisco IOS SSLVPN
26 20:11:12.265: X-CSTP-Version: 1
26 20:11:12.265: X-CSTP-Address: 192.168.10.9
26 20:11:12.269: X-CSTP-Netmask: 255.255.255.0



*May 26 20:11:12.269: X-CSTP-Keep: false

*May 26 20:11:12.269: X-CSTP-DNS: 8.8.8.8

*May 26 20:11:12.269: X-CSTP-Lease-Duration: 43200

*May 26 20:11:12.269: X-CSTP-MTU: 1280

*May 26 20:11:12.269: X-CSTP-Split-Include: 192.168.0.0/255.255.0.0

*May 26 20:11:12.269: X-CSTP-DPD: 300

*May 26 20:11:12.269: X-CSTP-Disconnected-Timeout: 2100

*May 26 20:11:12.269: X-CSTP-Idle-Timeout: 2100

*May 26 20:11:12.269: X-CSTP-Session-Timeout: 0

*May 26 20:11:12.269: X-CSTP-Keepalive: 30

*May 26 20:11:12.269: X-DTLS-Session-ID:
85939A3FE33ABAESF02F8594D56DEDE389F6FB3CO9EEC4D211EB71C0820DF8DCS8

*May 26 20:11:12.269: X-DTLS-Port: 443

*May 26 20:11:12.269: X-DTLS-Header-Pad-Length: 3

*May 26 20:11:12.269: X-DTLS-CipherSuite: AES256-SHA

*May 26 20:11:12.269: X-DTLS-DPD: 300

*May 26 20:11:12.269: X-DTLS-KeepAlive: 30

*May 26 20:11:12.269:

*May 26 20:11:12.269:

*May 26 20:11:12.269:

*May 26 20:11:12.269: [WV-TUNL-EVT]:[8A3AE410] For User VPNUSER, DPD timer started for 300
seconds

*May 26 20:11:12.273: [WV-TUNL-EVT]:[8A3AE410] CSTP Control, Recvd a Reqg Cntl Frame (User
VPNUSER, IP 192.168.10.9)

Severity ERROR, Type CLOSE_ERROR

Text: reinitiate tunnel to negotiate a different MTU

*May 26 20:11:12.273: [WV-TUNL-EVT]:[8A3AE410] CSTP Control, Recvd Close Error Frame
*May 26 20:11:14.105:

*May 26 20:11:14.105:

*May 26 20:11:14.105: [WV-TUNL-EVT]:[8A3AE690] CSTP Version recd , using 1

*May 26 20:11:14.109: [WV-TUNL-EVT]:[8A3AE690] Tunnel Client reconnecting removing existing tunl
ctx

*May 26 20:11:14.109: [WV-TUNL-EVT]:[8A3AE410] Closing Tunnel Context 0x8A3AE410 for Session
0x8A3C2EF8 and User VPNUSER

*May 26 20:11:14.109: [WV-TUNL-EVT]: [8A3AE690] Reusing IP 192.168.10.9 255.255.255.0
*May 26 20:11:14.109: 1Inserting static route: 192.168.10.9 255.255.255.255 Virtual-Access2 to
routing table

*May 26 20:11:14.109: [WV-TUNL-EVT]:[8A3AE690] Full Tunnel CONNECT request processed, HTTP reply
created

*May 26 20:11:14.109: HTTP/1.1 200 OK

*May 26 20:11:14.109: Server: Cisco IOS SSLVPN

*May 26 20:11:14.109: X-CSTP-Version: 1

*May 26 20:11:14.109: X-CSTP-Address: 192.168.10.9

*May 26 20:11:14.109: X-CSTP-Netmask: 255.255.255.0

*May 26 20:11:14.109: X-CSTP-Keep: false

*May 26 20:11:14.109: X-CSTP-DNS: 8.8.8.8

*May 26 20:11:14.113: X-CSTP-Lease-Duration: 43200

*May 26 20:11:14.113: X-CSTP-MTU: 1199

*May 26 20:11:14.113: X-CSTP-Split-Include: 192.168.0.0/255.255.0.0

*May 26 20:11:14.113: X-CSTP-DPD: 300

*May 26 20:11:14.113: X-CSTP-Disconnected-Timeout: 2100

*May 26 20:11:14.113: X-CSTP-Idle-Timeout: 2100

*May 26 20:11:14.113: X-CSTP-Session-Timeout: 0

*May 26 20:11:14.113: X-CSTP-Keepalive: 30

*May 26 20:11:14.113: X-DTLS-Session-ID:
22E54D9F1F6344BCB5BB30BC8BB3737907795E6F3C3665CDD294CBBA1DA4ADOCF

*May 26 20:11:14.113: X-DTLS-Port: 443

*May 26 20:11:14.113: X-DTLS-Header-Pad-Length: 3

*May 26 20:11:14.113: X-DTLS-CipherSuite: AES256-SHA

*May 26 20:11:14.113: X-DTLS-DPD: 300

*May 26 20:11:14.113: X-DTLS-KeepAlive: 30

*May 26 20:11:14.113:

*May 26 20:11:14.113:

*May 26 20:11:14.113:



*May 26 20:11:14.113: [WV-TUNL-EVT]:[8A3AE690] For User VPNUSER, DPD timer started for 300
seconds

fdenofa-892#show webvpn session user VPNUSER context SSLVPN_CONTEXT

Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 3.1.08009

Username : VPNUSER Num Connection : 5

Public IP : 64.102.157.2 VRF Name : None

Context : SSLVPN_CONTEXT Policy Group : SSLVPN_POLICY
Last-Used : 00:00:00 Created : *16:11:06.381 EDT Tue May 26 2015
Session Timeout : Disabled Idle Timeout : 2100

DNS primary serve : 8.8.8.8

DPD GW Timeout : 300 DPD CL Timeout : 300

Address Pool : SSLVPN_POOL MTU Size : 1199

Rekey Time : 3600 Rekey Method

Lease Duration : 43200

Tunnel IP : 192.168.10.9 Netmask : 255.255.255.0
Rx IP Packets : 0 Tx IP Packets : 42

CSTP Started : 00:00:13 Last-Received : 00:00:00

CSTP DPD-Reqg sent : 0 Virtual Access : 2
Msie-ProxyServer : None Msie-PxyPolicy : Disabled
Msie-Exception :

Split Include : ACL 1

Client Ports : 17462 17463 17464 17465 17471
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/content/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html
/content/en/us/support/docs/routers/3800-series-integrated-services-routers/110608-ssl-ios-00.html
https://www.cisco.com/c/ja_jp/support/index.html
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