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Logging: Off
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AT O—220 947 RNEOBEZREBETSD ETHY, VPN ZFEALT
OpenDNS A*H—/N RO RIIEBEBETIIE, FZ—F VPN AY RI> RT access-list 2T 3
CENTEXRITDEREET., CcEIELHERNIILRENREFELZERTT, TOXSHE
A IR WVBE . access-list A" OpenDNS /N7 VY UH—NHFEEHTLSD E ZAIC access-list A
OpenDNS N7 U Y OH—=NHFEFENTVEY, FLEEPEREETIFEAIZENTEET D
BEATTEVECAILEATEIENTEFRT,
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208.67.222.222 &2 TIRTOBEK VPN NV XL EE>TRIY, O—3I29 954TF>
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ci scoasa# sh run access-li split
access-list split standard permt host 2.2.2.2

ci scoasa# sh run group-policy

group-policy G oupPolicy-QpenDNS interna
group-policy G oupPolicy-OpenDNS attributes
Wi ns-server none

dns-server value 1.1.1.1
vpn-tunnel - protocol ssl-client

split-tunnel -policy excludespecified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco. com

addr ess- pool s val ue acpool

webvpn

anyconnect profiles value AnyConnect type user
ci scoasa#

VPN R>ZRJLHDS OpenDNS RS 74 Y VZBRVT TV

Z DBlIE 5 EIBR access-list T OpenDNS UV IIL/N PRLAZFERALE T, L_O)"“*L.J:‘J‘C
208 67.222.222 ICE 2 TINTODEFEIFE VPN R XIILOAHTE Y, O—Z2T 954 7F
EE{tEh, RESNIERETRELES,

ci scoasa# sh run access-li split
access-list split standard permt host 208.67.222.222

ci scoasa# sh run group-policy

group-policy G oupPolicy-QpenDNS interna
group-policy G oupPolicy-OpenDNS attributes
Wi ns-server none

dns-server value 1.1.1.1
vpn-tunnel - protocol ssl-client

split-tunnel -policy excludespecified
split-tunnel -network-1ist value split

def aul t-domai n val ue ci sco. com

addr ess- pool s val ue acpool

webvpn

anyconnect profiles value AnyConnect type user
ci scoasa#



COBIEAEE 192.168.1.024 YT ZY ND IO DD EIERERATRLEENDTT, COREICK™
T.O—=22T 0547 MNEEERBSLE N, REEThIRET 208.67.222.222 ADODKNZ 7
AYVINFRVRILTEE ThBEVOTERELET,

ci scoasa# sh run access-li split
access-list split standard permt 192.168.1.0 255.255.255.0

ci scoasa# sh run group-policy

group-policy G oupPolicy-QpenDNS interna
group-policy G oupPolicy-OpenDNS attributes
Wi ns-server none

dns-server value 1.1.1.1
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco. com

addr ess- pool s val ue acpool

webvpn

anyconnect profiles value AnyConnect type user
ci scoasa#

Note: Split-tunnel-all-dns nmust be disabled in all of the scenarios

TR

VPN AFr#gfichdeE, O—I2T 94T RN IDAX=JICRT RS ICRBEE N, BS
LENTRIBEN BV KT

Umbrella Roaming Client  (2.0.154)

O Protected

Ei Encrypted
Lzst Connacted: less than a minute ago
Logging: Un
Client Name: AMIRODRI-WS03
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