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AnyConnect ¥ 17 EEVT A VATV NERETDFAEICODVTHBALET,
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- Microsoft Windows OS : AnyConnect-win-<version>-k9.pkg
- Macintosh ( MAC ) OS : AnyConnect-macosx-i386-<version>-k9.pkg
- Linux OS : AnyConnect-linux-<version>-k9.pkg
FATRIAR—F>b
CORFIXVRNOEBERE. ROVIRIITEN—RIITON-2IVICETVTVET,
-ASA/N—2329.3(2)
- ASDM /N—=3 2 7.3(1)101

- AnyConnect /N\—2 32 3.1

CORFIXVNOERE, FEOZRRELHZTNAARACETVWTEREhELEZ, COR
FAXKTEATZIIXNTOTFNAAG, B (F7 2N ) REOKREL SEBEBLTVWERT
o MNRODRY ND—UNEBRBHRTHRHEICR. EORSBOANURIZDVTE, TOEEN
FECOVTHRICEBELTE<KLENHBYET,

BREHA

CORFIXNTIE, AnyConnect 754 7> REREL, A7UY K I\/Z'J/ﬁ"ciﬁxm_
I5EHIC. ASDM Z4r L T Cisco AnyConnect 52 EV 1 ' — RZFERAT B HE%Z. [EZE
FUSHBALET,

ATUYRNRNII R T, BEORNTZTAVIODREN RV TTEIREN DT VAT
FEHENET, chiF, BERICITAT ORI TERENBDITINTORNT 714 Y I5 VPN
ENLTEEEND S FUAERFERYET, AnyConnect REV A H—REFERATZE, T7
# )L N Tk ASA T Tunnel-all #EBE&hFET. ATVY NNV TRERICERETBHEN
HYVET, CNICDOVTR, CORFIXNDORZRETD I a2 THULLKEALET,

DEREFIE. 10.10.10.024 HTZY N (ASADERIZHD LANYTRYN)DRS T4
’EVPN ROZRILBHRHTEEL, 94T RIS UDPSOMBORNT 74V JRRINTIHHBEDA
VE—ZY NEBRBRHTEHEETDICEEZANELTVET,

AnyConnect D Z 1 2> A1E#

Cisco AnyConnect E¥ 17 EEUT A4 V54T MDA AIZETBIRIDFTHRAD >
DERIZRLET,

- AnyConnect ¥ 17 EEVUT A VSAT NS ROCBEEREICKHELZS A 2 AZHER
%Z&F., TAnyConnect t* 17 EEUT A 9SATNOBEE, SAtHEA. XV OS -
D)—RA 310 ZSRLTLEE,

. AnyConnect Apex 8 &KV Plus D5 4 > AQOFMIC DWTIE, FCisco AnyConnect FiE 7
1Ry ZBZRLTLEZV,

P73 BRCENSAIINELEOEINOT A AEHICDOWVWTIE., TIP Phone 8 KUTE/NA
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JL VPN ##tC ASA SA AN VERER, #25BLTLEEL,

C ZTlE. ASA T Cisco AnyConnect ¥ 17 EEVUT A VAT NERETDHEICDOV
THBALET,

XY BMND—IR
ROER., CORFIXYNOHTEAETNZ NROSERLTVET,

Split Tunnel Traffiz

Internet -@ 10.10.10.0/24

= T -
Anyconnest VPN user I
AS5A Firevrall

ASDM AnyConnect 1% 1 ¥'— K

AnyConnect E¥ 17 EEUT 1 54T > NOREICIE. AnyConnect :ED 1 H'— RZFEH
TEET, K£ICEDHEIZ, AnyConnect VA TN NYT—DHFASATFPATIA—=ILDT S
VOAFRERTAARVICT Y 7O—RENTVDR L ZRAELET,

BED 4 —REFEAL T AnyConnect EF¥ 17 EEUT A VAT RNERETHDLHIC. R
DFIEZRITLET,

1.ASDM IO /4> L, BEVAY—RZREEBL T, DX\ (Next) ]| 2OV Y ILET,

S REESONPRETRSTRILYIVS] S . . . 0 . R |
Filg Yew Taocls | Wizesds | Wonoew Halp

Cewico e #PM Wizank : | | Site-to-site WO Wizsrd.
Boadd [iCesi= g Hioh SeailEeilite and Soslabi il W ozard., | Anplannact ¥ Wizaed., Eos
Frit: Unified Communication Wizsrd.. Clientless S5 VRN Wizeed.,
E% ASCM ldzetiny Certificate Wizard.. | Pse: (INEw) Remote Access WPH Wizarc..
Packet Canture Wizard., gt Kame: CogaAsA-4
AT Nesion @302 Doz Uptima: 0d 16k 15m S8
AL Yersion £ Doz Tyse: ARA S%AS
Firgwea| Hodz: Ruubed Curibesl Mo Singlke
E~wiasinsnt Shatis: d 0K Taita' Flazh a192 ME

2.[## 707 7 4 )LA ( Connection Profile Name ) | ICE##7O7 74L& %Z AL,
[VPN7 O t2AA>B2—7 I 4A (VPNAccess Interface ) ] ROY 77X I X_1—H5
VPN Z# T34 X —T7 T4 AZBRLT, DR\ (Next) ] 2OV Y ILET,


http://www.cisco.com/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/115920-asa-license-ip-phone-mobile-vpn-00.html

[B] AnyConnect VPN Connection Setup Wizard ﬁ

Steps Connection Profile Identification

1. Infroduction This step alloas vou to configure 3 Connection Profile Mame and the Interface the remote access users will

. WP ions,
2. Connection Profile | **5° for connections

Identification
Connection Profile Mame:  SSLClient

2. WPN Fromook
l 4. Client Images

5. Authentication Meth

WPM Access Interface: _n:utsi:le =

EFIATVTYNLAY(SSL) Z2BRICTREHIC, [SSL|FIVIRYIVALFIVY
EANET, TNA AAER., EETESZIH—RN—T 1 ORERF/ (CA) IC& 2> THIT
EN/-FEEAE ( Verisign, Entrust & & ) X EHCBRIAAEBICTIENTEXRT, FEAEN
FTTICASAICAVARN=ILENTVRIFE, ROV IRV XZ1—HSERTEET,
X COFIRER., BHE WD 2 —NAOIIAETT, ASAICHRES AR =ILEhTV
DAHEN L, BCEBERIAAELZERITILEN HD5EF. [BEE (Manage )20
YIOLERT, U—RN—FT 1 ORIAEZA AN =T LEHIC, ATDD ASA 8.x
WebVPN THEATZIH—RN—FT 4 ROAX—QIIRELZFEHTA AN —IFTBZHREHD
ER TR TIVDFIEZEITLET,

[H anyConnect VPN Connection Setup Wizard ﬂ
Stanes PN Frotocols
1. Introduction AnyConrnect can use aither the IPsec or SSL protocol 1o protect the data traffic, Please select which protocol

5. Connection Frofile o protocols you would lke this conrection profile to support.

Tdertification -
v |SSL
3. ¥PN Protocols )
| 4 client Irmages IP=ac

5, Autrenbcation Meth o B T TR

Device cartificats identifies thie ASA W the remote access clients, Cartain AmiConnect

8. Client Address foatures (always-0n, IPsec/IKEYZ) reguire that valid device certificate be availsble on
Agsignmant the ASA.
7. Metwork Mams
Resolution Servers Device Cartificate: |— More — - | Manage. ..
g3, MAT Exempt
mn B ™ ek ek

J[Bf0 (Add)]ZOUYHILET,

[E AnyConnect VPN Connection Setup Wizard &
- 1
Sty (I Manage Identity Certificates 28
1. ol
3, Iesued To Issued By Expiry Date hesociated Trustponts  Ussge  Public Key Type Add
Shiores Dietai ke

3.

| Celete
S' r'ﬁ ore

I = In=tal

Eind: & O[] match case

7.



/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html

5[NZARNKRA> NE (Trustpoint Name )] 7 4 —J)L RICET A B ZADL, FHLVWTF A
FT 4T AHEAENIEM ( Add a new identity certificate ) | A 7> a KRR E2OIUY D
LEd., F/VA AIC Rivest-Shamir-Addleman ( RSA ) F—ART7HAEELBVBE K. [FR
(New )1 ZOVYIOLTFHF—RTEZERLET,

Add Identity Certificate [ 33 |

Trustpaoint Mame: SelfsignedCer

Import the identity certificate from a file (PKICS12 format with Certificate(s)+Private Key:

Decryption Passphrase:

File to Import From:;

Browese, ..
@) Add 3 new identity certificate:
Key Pair: <Default-RSa-Key= - | Shonwy... | | e,
Certificate Subject DM:  |CM=anyconnect.cisco.com | Select...

Generate self-signed certificate

Act as local certificate authority and issue dynarmic certificates to TLS-Prowxy

| Acvanced...

’ add Certificate ] | izancel | | Help |

6.[F7 AL KNDF—RT7EZZMMA (Use default key pairname ) | A 7> a> R &2 I) Y
993D, [FLLVF—RTHE%Z AN (Enter new key pairname ) | A7 a>REx> &0

YOULTHLLVRRZADLET, F—0OH A XZEIRL, [T <ERK ( Generate Now ) ]
20UV OULERT,



Add Key Pair o

kKey Type: (@) RSA [ ECDSA

Mame: () Use default key pair name

ﬂ Enter new key pair name: |sslcert

Size: 2048 A
Usage: (@) General purpose [ Special
Generate Mow | | Cancel | | Help |

7.RSA F—RTHFERENTZS, TOF—ZBIRL ., [(BESEBIAHAEDERK ( Generate self-

signed certificate ) | F T Y 9RY YV AEAICLET, [EAEH IV N

DN ( Certificate Subject DN )] 7 1 =)L RICEHODH TSI I RNRX LB (DN) ZAH

L. [REBBEMIE N ( Add Certificate ) ] 20 )Y OV LE T,

@ Add Identity Certificate e o

Trustpoint Name: SelfsignedCert

() Irport the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):
Decryption Passphrase:
File to Import Fram: Browse, .,

(@) add & new identity certificate:

Key Pair: s=lcert T_I Show. .. J l Mlenis. . ‘

Certificate Subject OM:  |[(Ch=anyconnect.cisco.com

isenerate self-signed certificate

] act as local certificate authority and issue dynarmic certificates to TLS-Proxy

l Advanced...

’ Add Certificate ] I Cancel ‘ I Help ‘

8. BEANRTLES, [OKl. [OK]. DR (Next) ] QIEICZUY I LET,



[ AnyConnect VPN Connection Setup Wizard |

-~

Public Ca Enrollment

8. Gatyour Clsoo ASA security sppliance up and rumning quickly with an SSL Advantage digital certificate from
| o Enfrust, Entrust offers Cisoo customers a special promotional price for certificates and frial certificates for testing,

| Ervoll 454 SSL certificate with Entrust

LIsing a previowsly saved certificate signing request, enroll with Enfrust,

] Ok || cocel || Hep

9.PCEEE7ZY>1hS AnyConnect V5A T NAX—=2 ( .pkg 774 ) ZIEMT D
EWHIZ, [BEM(Add)] &2 Uy OLFEYT, [7F5YS1NDSHE (Browse Flash )1 &9 1) v
JUTTZVIIARTATHAEAX=DEMTDH, [7Y7O—K (Upload )] &2T Y
JULTRARNID VD SEEAX—TJZEMLET,

T LN R EEE PP LR

5. Authentication Meth & add & F.eplsa:e|- DEEI;e| + |~l-

St2 [ Manage Identity Certificates X

7 lzsued To lssued By Expiry Date  Associsted Trustpoits  Usage  Public Key Type Add
hostname... (hosthame... |16:39:40 M... |SelfsignedCart 4 (2042 hits) Shma Detalls

3. I

| . Delete

5 Trestal
E-I".Ij: | xj wcj |_] Matl:h Case

7

|

6. Client address " —
Assignment B Add AnyConnect Client Image M

7. Hetwork Mame
Resolution Servers| | AmiZonnect Image: | Browse Flash. .. §
g, MAT Exempt [ Upload... |

9. AnyConnect Client
Deployrment

Regular expression to match user-agent ¥

10, Summary i | [ cancel Help |

(£} Browse Flash ——— . _— M

Folders Files

- log FileMarne
g crypg:u_arc_h:%e ahyconnect-win-2,1.05152-k3.pkg
-] coredumpin :

g m;np a5a932-zmp-k8.bin

e b B I T B

Date ...

— |

127
-k9.pkg 38,042,...| D102/,
C 01024,

44 A

anyconnect-win-3,1,.06073

10. A X=JHEMENTZS, (RN (Next)]1Z2OUYILET,



e ﬂdd| & Replace| i | Delete| + | + |

Image Regular expression to match user-agent

‘diskO: /anyconnect-win-3, 1.06073-k9.nk q

You can download AnyConnect Client packages from Cisco by searching 'AnyConnect YPN Client' or click
here,

’ < Back ” Mext = ] ’ Cancel ” Help l

M. I—HFIERFEL. FA. BRETHITAVT (AAA) =N TIIL—T2H L TET
TEET, 1— NI TICREETNTVWSDESE. [A—HJ) (LOCAL )] ZZEIRL., R
AN(Next)]ZOUYOLET, F: 20Tk, O—HIBIAFrREENTVET, =
hik, ASAOO—AH) 11— F—EXR—AFRBIALCEHENDEERLET,

(B AnyConnect VPN Connection Setup Wizard

Sheps Authentication Mathods

1. Inrocucton Thiz step l2ts you specify the location of the authentication server,

2. conneckion Erofile Yo can click on the "New.,. " button o creale a new server group,

Identificaton . -
Afs Servar Group: (LOCA M.,
3. ¥PM Frotwcolks - -

4, Client Images

5. Authentication Local Uger Databasa Detalls

Methods cistn
6. Client Adcress User to be Addad
e L Lzarname: Userl [MﬂT
7. Netwark Hame :
Resolution Servers Password: nan =z
3, NAT Exempt Confirm Password: | eess
9, snyCornect Client
Deployrent
10, Surmmary
< Back ][ Ment = ] [ Cancel ” Help

12VPN IZA T2 ROT RLAT—IFIREENTVRZEN HYVET, ITIEREENT
WBEBEE. ThZROYIHAIXZ1I—HISEBRLET, FEFESNTVERVES
(&, iR (New )] 20V Y ILTHLULKRELET, BTLES, [OK|ZVUYILE
9o



13.

14.

15.

R RN B R RLEE R )

4. Client Images /1P v4 Address Pool [ IP v6 Address Pool |

3. Authentication Meth Addrass Poal: | --- Select--- Mew. ..

6. Client Address Details of fEy Add IPvé Pool |ﬂ
Assignment

7. Netwaork Name Mame: S5L-Pool

Resolution Servers

3. NAT Exermpt Starting IP Address: 10.10.11.1 (=]

3. AnyConnect Client Ending IF Address: 10.10.11.20 D
Ceploy ment
10, Sumrmary Subnet Mask: 255.255.255.0] -

| Ok, I Cancel I _ Help I

RXLSZR—LATAL(DNS) H—/NEDNZDNS] 71— RE[RXAA
( Domain Name )] 7 4 —JL RIZHEEICABL, DRN (Next) ] ZOVYILET,

Steps Metwork Mama Resoltion Servars
1. Introduction This step lets you specify how comain names are resolved for the remote user when accessing the intemal
2. Canrection Profilz HEGTELS
Tdentification
DMS Servers:  |10.10.10.23
3, VPN Protocols

WINS Servers:
f 4, Client Images 2 re

5. suthentication Mety | DOMaEN Name: | Cisco.com

CDIFIAOBERIE, ASADERICHDHE (FEIFLAN) TRV RELTREZ
T3 10.10.10.0/24 XY RO —9A®D VPN BHOF OV EAZ4BIBETT, V54
FUORERZEHTZY NOBORNRS 74 YTk, BARY ND—9F RLAZTH
(NAT ) A SEBRATIHEN BV ET,

[RY RD—OF RLAZ#HA SVPNRNZ 7 1Y JZBRI ( Exempt VPN traffic from
network address translation ) | FI Y VRY VAZFICLT, BRAICHEAET NS LANS
FOWAN A R—TIAAZHRELET,

2. Connection Profila

Identification |+ Exempt PN traffic from network address translation:
3. ¥PM Protocols Inside Interface ks the interface directly connected to your internal network.
4, Client Images Inside Interface: | Inside v

5. authentication Mathe
Local Network is the network address(es) of the Internal network that client

6. Client Addrass £an access. |
Assignment Local Metwork: — any 0

7. Metwork Mame
Fesolution Servers

8. NAT Exempt
9. AnyConnect Client

The traffic between AnyConnect client and Internal network will be exempt
from network address ranslation.

BRATZBENHZO—-HNILERY ND—JZBRLET,



[ Browse Local Network | ——

% 4dd ~ [ Edit [f Delete | Q, Where Used @ Not Used

Filter: Filter [Clear
Ll |
Marne IP Address MNetrmask Description Object NAT aAddr...

2ssesszssol |
af outsid... 10,106.44.0 295.255.255.0
----- =f 10.0.0.0 10.0.0.0 255.0.0.0

. gﬁ, 10.1.2... 10.1.232.192 295.295.295...
= IPv4 Network Object Groups
(a8 ANY
i fuff OBI_L...
:.: Interfaces
Bl Inside
ﬂ Dumm

Selected Local Metwark
Local Metwork -= ] Inside-network /24

ok || cancel

5. Authentcation Math
Lacal Metwork is the network address(es) of the intermal retwork: that client

6. Client Addrass Fan A '

fAssignment Local Metwork:  |10.10.10.0/24 ()

7. Retwaork Mame
Reasolulion Servers
The traffic betwesn aryConrect client and nternal netwark will be exermpt

B. NAT Exempt from retwork address translation.
9, AnyConnect Client
Deploy mernt
10, Summay
= Back | | Diest = Caricel | | Help

16. (XN (Next)]. RN (Next)]. [FE7 (Finish) |DIEIZO VY O LET,
T, AnyConnect VATV ROBRENTTLELE, LEL, BREVAY—RZFERALT
AnyConnect Z88ETd &, X7UY MR ZNRD D —=HFFT7 )L NT TTunnel-ally ([CERES
nNET, BEORSZ T4V IETERN RV TTBICE, RTUYRNRKRRUZTEEHETD
REHNBI)ET,



E:ATUVY RN RV INFBREETNATOVEBWEES, ATUY NN RILRDD—EFTT
ZI DT I —T7R) 2 — ( DiltGrpPolicy ) /J‘b%ﬁfﬁk‘c‘f NET (F7#) BT Tunnelall

ICEREEND ), chld, IFAT RN VPN ZEN L TERENDEITNTORNT T 1Y
T (Web NDKRZTAVIZBEE )N RURILENLTEBEIBEZBRLET,

ASAWAN ( FL@BAZBYIPTRLABTORNZ T4 YIDOINITAT NI TORNE
T 'BINANALET, Thik. Microsoft Windows < <> T® route print A > RO K H TR
RTEET,

Split-tunnel 5

ATVYRNRIRUDTR, BELLTIBEN HDHTRXYNEEFRANDRNT 74 v O%E
BETDLOICHERTEDHETT, ChiClE, COBEEICEENITShZ 7oA NO-)
JAKN (ACL) DRENEENET. COACL TEBENEYTXY NELEFFRANDORNS 74
VIO, 94T MMIASOR U ZILENLTEESLEN, ChsOH7ZY MDIIL—KE
PCIN—TFT42T0F7—=TINICAVAR=ILENET,

Tunnel-all B2E A S Split-tunnel BREICETITBICIE, XDFIEIZHENET,

1. [R%%E ( Configuration ) ]>['JE— K7 2 tAVPN ( Remote Access VPN ) 1> [FIL—T"R1)
< — ( Group Policies ) ] BB L £7,

| -u|m|-'£_'§ Cmﬂ:l,raﬂ:ln“:_, rariteeig | [ o Save (G =afrech ﬂa.ack o ) Foiwar | ;P Hal
Dawice List o B = alu o e Ca=laln P e e o =
P and '[] n=lem @ Coonart

rdaraga VP geoup cnlces A VRN grous B a mallkeeioe of user-ariected authoeeatos attrbotetsoe rars st may Be smred memsl
Fird: a0 il et = refzrenced by P corrscbion profikes andoss acooonrs

Bl 17,005 130.234

- = 100511 Tr erifores Acthortation atrbobes from an LDGP sarees g0 muss uss an L0ER atte bute: mag.

5l 10.105.+4.20 F 2o - [ Cait| T Delzte B Assign
cu] 10, 106,44, 100
S W (0 ) R I B o - PT—
] Tepe Lrnaling Probocn
Rmnbe.ﬂ.m:ess‘n‘ﬁﬂ 5 & )
F lrodaciior - GroupFaley ==t fmemal  lsakeles |
=] 3 HEmen s (et acnsss CrfthzroPolicy Sysham Detaulf) Irternal b d o 2seh iz ks 12hp jpeec

3.l { Armi_ormzct Cormcchon -rodikes
2 AreConnzct CustomizstionLocalz
[ u'n_-'!’m'u ot Ci=r Frofils
- I AreComzct Ciem Sothare

H ;Er nairic &ocess Tolckes
1 JM-

2. [#mEE (Edit)1Zo2UYoL, FES—2a>Yy)—zEAL T[54 ( Advanced ) ] > [A
ZUY RNRRUYT (Split Tunneling ) 1 ICBBILE T, [RJ>— (Policy ) | 923>
O [#& (Inherit) | FIVYIRYIREAZIZLT, ROVTEIUAZI—=HS [LLTD
ZYRND—=DUARNERNYZR Y ( Tunnel Network List Below ) ] Z3&IRL £,

[ Edit Internal Group Palicy: GroupPolicy_SSLClient

F Y -
-Zeneral The WPM client makes split tunneling decisions on the basis of 3 network list that can be specifie
~SErvers
: Ad“% DMNS Mames: V| Inkerit
—Browser Proxy Send All DNS Lookups Through Tunnel: [V Inherit Yes Mo
+H-AryConnect Client
[ IPsec({lKEv1) Client
Palicy ! |Inkherit  Tunnel Metwork List Below
Metwark List: V| Inkerit




. [RYNT—TUUAN (Network List ) 1 20232 ® [#& (Inherit) ] FIY IRY DRAZEF
ZICLT, [BE® (Manage )| Z22UY oL, 94T NI TIOEARATBIHUEDHS LAN
XY RND—V%IBETS ACL ZBIRLET,

: T —
etk List | 11orert | reize_acoess_in o METEGE.. |

Fresssirny hir Luthon b sl up splil esdoson ir ieb Secunly prosies,
Sl up Salit Eschasian 1or Wb Ssourily. |

4. [EE#ACL ( Standard ACL ) ]. [0 ( Add )]. [ACL®3E& ( Add ACL )]. [ACLE ( ACL
Name )] DJEIC O VY O LET,

~—General dKES S
Sarvers
S} advanced [E) ACL Manager
T — DS s
----- Split Tunnelin
~Browser Prowy Send Standard ACL | Extended ACL
[#-ArmwConnect Client _
HHIPsec(IKEv1) Client % acd - W et @oclet=| 4 4| $ WM -
Paolicy Mo Address &ction Description
= #
(B Add ACL u
Prassi
[:5 " ACL Mame: Split-aCL|
oK, Cancel He
| | [ e

5.[&H (Add)]Z2U Yo LTIL—ILEBMLET,

[ AL Mandyer

Standard ACL | Extended m:L|

% add - B Edit [ Delete |+ & | & B2 @ - |

Mo Address Action Description

Split-ACL

(5] Add ACE

action: (@) Permit () Deny

Address:

MAsrrintinm:

6.[OK|Z20UYILET,



Edit Internal Grcas Poliog Sooup Aol 5500 sl _i?-
i f 3 -
el Tra= PP bl aceps sl ew Ay e we e e s T vl e bl e ecnls D e by s g B prope cicamsises 0 Yooy arn tel=ork Dol 7o ke
EREL]
= -atanoed ol
JE U I3 TS hames |1kt

—Browne Foges

Hrarwtmnme € koot Sord 210ME L3 apz Throue s Toarel: 3 1ort ez )
H-Frascill2ul) Clernt
Cd Ihewit  Turel Hebwork Lk Selow
Tk LER: It Sakall

Frmze g thie by mossbup sk eshmor B cish Seor by prosies

At S Fheaan B deid Bai i

Interespl DHEPE Lonfgaration Message froms Mcrmaalt DRseds

7. [Applyl 20 V)Y O LET,

| Menags

EHiEehad&, SplitACL ICEFENDHTRY NELERKRARNDIL—KHFIZATRIZ OO
—T AT T=7ILICEME NET, Microsoft WindowsN <> Tlk, Zh#% route print IY¥ > R
DHATHERETERT, CNSOIL—RMDRIVARNKY TR, 94T NIPT=LYTRY K

ASDIPFPRLA(BE,. H7XYNOBHDOIPFRLA)TY,

C.\ User s\ adm n>route print
| Pv4 Route Table

Active Routes:

Net wor k Destination Netrmask Gateway Interface Metric

0.0.0.0 0.0.0.0 10.106.44.1 10.106.44.243 261

10.10.10.0 255.255.255.0 10.10.11.2 10.10.11.1 2

!'! This is the split tunnel route

10. 106. 44. 0 255.255.255.0 On-link 10. 106. 44. 243 261
172.16.21.1 255.255.255.255 On-link 10.106.44.243 6

!'! This is the route for the ASA Public IP Address

MAC OS Y>> Tk, netstat-r AN RZABDLTPCIL—FT 1097 —TILERRLET,

$ netstat -r

Routi ng tabl es

I nternet:

Destinati on Gateway Flags Refs Use Netif Expire

default hsrp-64-103-236-1. UGSc 34 0 enl

10.10.10/24 10.10.11.2 UGSc 0 44 utunl

!'! This is the split tunnel route

10.10.11.2/32 local host UGSc 1 0 |00
172.16.21.1/32 hsrp-64-103-236-1. UGSc 1 0 enl

!! This is the route for the ASA Public IP Address
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Web BEAREZERATBICE. V747> NI 0OT ZJHI(C https://<ASA's FQDN> £ 7= (&
<ASA's IP>URL ZA LT WebVPN R—Z)IR—DZRRLET,

3 : Internet Explorer ( |IE ) ZEA 32 35F&F. Java ZEFHINICEATIREICK > TV
FhiE, 12AR=IDOBEAEN ActiveX ZNLTRTLET, HOIRXTOTZIHT
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B LS 172.16.21.1 /CACHE ste/1/indexhtm

nmie = :
clSco AnyConnect Secure Mobility Client

'1} WebLaunch

Platform
" Detection

- Java Detection

Attempting to use Java for Installation

Sun Java applet has started. This could take up to 60
seconds. Please wail...

| Help | | Download |

AR RF7OTONRA

A RTOVEROFEZFERATZICE, ROFIBEICHEVET,

1. 2A0O Web 4 hH S AnyConnect V54T RDAX—D&AIDO—RLET, &
DO—RTBDAA—DHRELLSEIRTSICIE, Cisco AnyConnect X217 EEUT 4 J
FAT RO Web R—DZSBLTILKEZV, COR=JICEFOO0—-RIVIONFHBYE

To ZFIVVO—RR=DICBEHL, BYIEN—2320ZFRUET, "Fullinstallation
package - Windows / Standalone installer (ISO); Z#&EL T<EEW, F:ISO/ VAR
—Z 4 X—< ( anyconnect-win-3.1.06073-pre-deploy-k9.iso . E ) A IV O—RENET

2. WinRar £t 7-Zip Z@#FBL TISO/NY T—DABEHH L F T,

. |
“ anyconnect-win-31.070™ T
! Eurn disc image |
T-Zip L Qpen archive
[&f Edlit with Notepad++ Open archive
Cpen with ¥ Extract files..
Share with - Extract Here

il -

Extract to "anvoonnect-win-3. L0702 1-pra-deplov-ksy"

3. BN HHE iS5, Setup.exe 77 1L ERITL, Cisco AnyConnect 2¥17 EEVUTF
1 DFATF 2 NERRBEA2AN LT IRBENHDED1—ILEBRLET,

EN VPN QOEBMEREZIBETSICIE. TCisco ASA 5500 Series Configuration Guide
using the CLI, 8.4 and 8.61 @ "Configuring AnyConnect VPN Client Connections; 25 &

LTLEEW,



https://www.cisco.com/go/anyconnect
https://www.cisco.com/go/anyconnect
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/vpn_anyconnect.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/vpn_anyconnect.html

CLI TOEE

ZZTlk, 3#E TIC Cisco AnyConnect ¥ 17 EEUT A Y54 TFT > Khd CLI

LEY,

ASA Version 9.3(2)

|

host nane Peer ASA- 29

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
ip local pool SSL-Pool 10.10.11.1-10.10.11.20 mask 255.255.255.0
|

interface G gabitEthernet0/0

namei f outsi de

security-level 0O

ip address 172.16.21.1 255.255.255.0

|

interface G gabitEthernet0/1

namei f inside

security-level 100

ip address 10.10. 10.1 255. 255.255.0

|

boot system di sk0:/asa932-snp-k8. bin

ftp node passive

obj ect network NETWORK OBJ_10.10.10.0_24
subnet 10.10.10.0 255. 255.255.0

obj ect network NETWORK OBJ_10.10.11.0_27
subnet 10.10.11.0 255. 255. 255. 224

access-list all extended permt ip any any
! ***********Split ACL configuration***********

access-list Split-ACL standard permit 10.10.10.0 255.255.255.0
no pager

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

nu inside 1500

nu dnz 1500

no failover

icnp unreachable rate-linmt 1 burst-size 1
asdm i nage di sk0:/asdm 721. bi n

no asdm hi story enabl e

arp tineout 14400

no arp permt-nonconnected

! Kok ok ko ko k ok ok ok ok Ak NAT exemptlon Conflguratlon kok ok ok ko ko ok ok ok ok ok ok ok Ak
' This will exempt traffic from Local LAN(s) to the
| Remote LAN(s) from getting NATted on any dynamic NAT rule.

RE D P % R

nat (inside,outside) source static NETWORK OBJ 10.10.10.0_24 NETWORK OBJ 10.10.10.0_24

destination static NETWORK OBJ_10.10.11.0_27 NETWORK OBJ 10.10.11.0_27 no-proxy-arp

route-lookup

access-group all in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.21.2 1

timeout xlate 3:00:00

ti meout pat-xlate 0:00: 30

ti meout conn 1:00:00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00:02

ti meout sunrpc 0:10:00 h323 0:05: 00 h225 1:00: 00 ngcp 0:05: 00 ngycp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout sip-provisional-nedia 0:02:00 uauth 0:05:00 absol ute



ti meout tcp-proxy-reassenbly 0:01: 00

ti meout floating-conn 0:00: 00

dynamni c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL

aaa aut hentication ssh consol e LOCAL

http server enable

http 0.0.0.0 0.0.0.0 outside

no snnp-server
no snnp-server

| ocati on
cont act

IrxxggdAkxx Trustpoint for Selfsigned certificate***xxtxkis
!Genarate the key pair and then configure the trustpoint

!Enroll the trustpoint genarate the self-signed certificate

crypto ca trustpoint SelfsignedCert

enrollment self

subject-name CN=anyconnect.cisco.com

keypair sslcert
crl configure

crypto ca trustpool policy
crypto ca certificate chain Sel fsignedCert
certificate 4748e654

308202f 0
0500303a
636f 6d31
170d3135
311d301b
19301706
06092a86
55a975ec
ed327ech
7877042b
75930f d9
5a084cf 0
53d17d9of
03a5e788
19f 99ab7
300d0609
c09ea8da
64df b267
daf 46e34
f2a674el
4f 9d9bda
900a72a4
3f e4b836
b2371eed
quit

308201d8
311d301b
19301706
30343032
06035504
092a8648
4886f 70d
alf 2133f
286594bc
b6980dc7
888f 92b8
403267a6
4c28a3fd
94678f 4d
c2bedb68
22864886
314900e7
5le8af 22
bd9of d20a
8b5d651f
Tae2f 750
22c2b70d
6bd213d4
23b16359

tel net tinmeout 5
ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e timeout O
managenent - access i nsi de
t hr eat - det ecti on basi c-t hreat
threat-detection statistics access-Iist

no threat-detection statistics tcp-intercept
ssl server-version tlsvl-only
ssl encryption des-shal 3des-shal aes128-shal aes256-shal

| x*x*xxx* Bind the certificate to the outside interface******x**

a0030201
06035504
092a8648
32313534
03131461
86f 70d01
01010105
0a2c3960
29291d8f
ccaa39c8
of 424f d7
23c18f a4
609891f 7
7f 273516
6d182b82
f70d0101
5f a36947
0a6a8378
bacf 86el
760b7e8b
313c6b76
111e1d92
a6356a6¢c
bala5541

02020447
03131461
86f 70d01
30375al7
6e79636f
0902160a
00038201
0da670f 8
15140bad
c34164d9
277e8f 9e
f ca9463f
3550c991
c471285f
7ecf 39d5
05050003
c0bc1778
5ee6a734
3fac8165
f 853822¢c
f 8d00bf 5
62f 90476
2b020191
ed719680

48e65430
6e79636f
0902160a
0d323530
6e6e6563
50656572
0f 003082
bcb6dad7
d33bc492
e2ddeeal
15422b40
aa76057a
6lef 0de8
4e23422e
1314c87b
82010100
d132a360
b74e686¢C
f c94f e00
7b875f 91
1f 74cc65
6611b88d
bf 4c8e3d
ee49abe8

ssl trust-point SelfsignedCert outside

0d06092a
6e6e6563
50656572
33333032
742e6369
4153412d
010a0282
ef ef e50a
02f 5301e
3cOb5bad
071ca02a
b07e4b19
67b6c7eb
6061f 1e7
ffddff6e8
d598clc7
0f 635e71
6d983dde
4c2eb983
50113dfd
7c079a2c
f f 58debb
dd7bdd8b

864886f 7
742e6369
4153412d
31353430
73636f 2e
32393082
010100f 6
482db3a9
f615e7cd
5a57ec4b
2a73cf 23
c534c0bb
97¢c3bff 7
186bbf 9c
8231d302
le4d8a71l
400e592d
54677465
1f c4ae60
f 68933a2
8cce91b0
f daa6a80
8cc35f 0b

0d010105
73636f 2e
3239301e
375a303a
636f 6d31
0122300d
al125d0do
7c6db7c4
a72b60e0
d77ddb3c
28d14c93
096626a7
c9f 9de34
cf 51laa36
03010001
6cb43296
b27e29b1l
7bf 8f e41
55ea3928
c52f e8d9
a8cdd833
6f e9f 206
9ad8852e

| ¥*x*x*x*Configure the Anyconnect Image and enable Anyconnect***

webvpn

enable outside



anyconnect image diskO:/anyconnect-win-3.1.06073-k9.pkg 1
anyconnect enable
tunnel-group-list enable

I*xxxxAAGroup Policy configuration****#xxx%
!'Tunnel protocol, Spit tunnel policy, Split
!ACL, etc. can be configured.

group-policy GroupPolicy SSLClient internal
group-policy GroupPolicy_ SSLClient attributes
wins-server none

dns-server value 10.10.10.23
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Split-ACL
default-domain value Cisco.com

usernane User1l password PfeNk7qp9b4LbLV5 encrypted
usernane cisco password 3USUcOPFU MCO4Jk encrypted privilege 15

I ***4AAttTynnel -Group (Connection Profile) Configuraiton***#**
tunnel-group SSLClient type remote-access
tunnel-group SSLClient general-attributes
address-pool SSL-Pool
default-group-policy GroupPolicy SSLClient
tunnel-group SSLClient webvpn-attributes
group-alias SSLClient enable

1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
paraneters

nmessage-1 ength maxi mum client auto
nmessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

inspect ftp

i nspect sip

i nspect xdntp

1

servi ce-policy global _policy global

Crypt ochecksum 8d492b10911d1a8f bcc93aa4405930a0
: end

o
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@ Cisco ASDM 7.2 for ASA - 10.106.44.162
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% add [J pelete & Connect

2.[RTT7 14 )28 (FiterBy )| A7 23> aERTDEVPNDRATET A1) RNEBTE
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[B Session Details =
Session Details |

Group Polcy hssigred [P acdress Frotocol Login Time Byms Tx
Corection Prafilz Fubilic TP address Encrypton Duration Bytes Ry

L0 GroupPolicy _S50Clen 10,10,11,1 AnyComnec-Farent SEL-Tunel, 16:58:56 UTG ,,, 11472 Chid0rm:00s
SELC et 172.16.21.1 AnyConneck-Farent: {1nome S, Ohe2dm:0%s 20633

LsErnama Inactiviby

DemElls | 4oL

Local sdd-, / Subnzt Maesk / Protocol / Poes Pyless T o
Feamote Addr, § Subret Mask fProtocol / Fort Beybess R

I Ay S, e Turnel [0 14,1 5o -
Fuhilic P! 172.16.21.1 1Ma

Hashirg: none

TCP Src Port 57823

TCP et Fart 443

Authentication Moda: userPasswond

Idle Tima DQut; 30 Minukes

Idle TO Left: 9 Minues

Cliert 05 Typa: Windows

Cliert Type: AnyCorrect

Client Ve Creoo AnyZonnact WEH agent .

I Type Ercrypion  Ofer

4. CLI | show vpn-sessiondb anyconnect X RZA DL TEY S 3> OFMEHREZNEL
7,

# show vpn-sessiondb anyconnect

Sessi on Type : AnyConnect

Usernane : cisco Index : 14

Assigned IP : 10.10.11.1 Public IP: 172.16.21.1
Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel
Li cense : AnyConnect Prem um



Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DILS-Tunnel: (1)DES
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l
Bytes Tx : 11472 Bytes Rx : 39712

G oup Policy : GroupPolicy SSLClient Tunnel Group : SSLClient

Login Time : 16:58:56 UTC Mon Apr 6 2015

Duration : Oh:49m 54s

Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none

MOTAINEFT AV EERALTRRERVIACZENTERT,

# show vpn-sessiondb detail anyconnect filter name cisco
Sessi on Type: AnyConnect Detail ed

Usernane : cisco Index : 19

Assigned IP: 10.10.11.1 Public IP : 10.106.44.243

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DILS-Tunnel: (1)DES
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l
Bytes Tx : 11036 Bytes Rx : 4977

Pkts Tx : 8 Pkts Rx : 60

Pkts Tx Drop : 0 Pkts Rx Drop : O

G oup Policy : GroupPolicy SSLClient Tunnel G oup : SSLClient

Login Time © 20:33:34 UTC Mon Apr 6 2015

Duration : Oh:01m 19s

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel ID: 19.1

Public I P : 10.106. 44. 243

Encryption : none Hashing : none

TCP Src Port : 58311 TCP Dst Port : 443

Aut h Mode : user Password

Idle Time Qut: 30 Mnutes Idle TO Left : 29 M nutes
Cient OS: Wndows

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 772

Pkts Tx : 4 Pkts Rx : 1

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID: 19.2

Assigned IP : 10.10.11.1 Public IP : 10.106.44. 243
Encryption : 3DES Hashing : SHA1l

Encapsul ation: TLSv1.0 TCP Src Port : 58315

TCP Dst Port : 443 Auth Mode : userPassword

Idle Tine Qut: 30 Mnutes lIdle TO Left : 29 M nutes
Client OS : Wndows

Client Type : SSL VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 190

Pkts Tx : 4 Pkts Rx : 2

Pkts Tx Drop : 0 Pkts Rx Drop : O

DTLS-Tunnel:
Tunnel ID: 19.3



Assigned IP : 10.10.11.1 Public IP : 10.106.44. 243
Encryption : DES Hashing : SHA1l

Encapsul ation: DTLSv1.0 UDP Src Port : 58269

UDP Dst Port : 443 Auth Mbde : userPassword

Idle Tine Qut: 30 Mnutes lIdle TO Left : 30 M nutes
Client OS : Wndows

Client Type : DTLS VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.06073
Bytes Tx : O Bytes Rx : 4150

Pkts Tx : 0 Pkts Rx : 59

Pkts Tx Drop : O Pkts Rx Drop : O

NZ7L21—h
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2. WinRar 712 7-Zip Z#AL TISO/NY T—2DABRZEHHE LT,

amyconnect-win-3 1070 e L
Burn dise image |

T-Zip * Qpen archive

|._lf Editwath Motepad++ Open archive

Dpen with b Extract files...

Extract Here
Extract to "anyoonnect-win-3. L0702 1-pra-deploy-ks,"

Share with 4

(52 -

J.NBNfHHENLT AT ZSRBLET,

4. Setup.exe 7 7 1 JLZ3£17 L. [Anyconnect Diagnostic And Reporting Tool] @ & Zi#IR L £

ER
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Cisco DART 3.1.05170 e

Bundle Creation Op

Select "Default" to include the typical log files and diagnostic infarmation in
the bundle. Select "Custom" o choose the list of log files and diagnostic
infarmation to be included in the bundle.

(® Default (Bundle will be saved to Desktop])

. CLstom

Clear logs after DART finshes

5ET7T9%E, DARTINRILD zip 77 AN OSA T RTFRONY ZICREESAFET, <D
NRILE, SSBDIDMDIEDIZTACICEFAXA—ILTEETEET (TACOT—REF—T
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