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ISE Posture Agent Profile Settings = New Profile

Posture Agent Profile Settings
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PRA refransmission time 120 Sacs
Discovery host | |
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AT Y 7 7 : AnyConnect D ERE

valid value is required

COBRKET, IXTOFT7UT5—3> (AnyConnect) &, IXTHOEZ 1—)L ( VPN,
NAM, B8LTRAF ¥ )OT7O77AIURERE, REBAEB>TVWET, cTNAVREE

TLEY,

1. [Policy] > [Results] > [Client Provisioning] > [Resources] £ #& L., AnyConnect 5% E & i& il

LEY,

2. BHZEREL, AV TZAT A ED1—)LE, AnyConnect DI XTOMXEED 1—)L

(VPN, NAM, RAF ¥ ) 2ZRLET,

3. [Profile Selection] Tld, FEZ 1 —J)LICH U THIICERELEZZ7O7 7ML ERBIRLET,



I.:‘ Althanteation IE: Auhonzalon 14 Prafiling E-“ Pogiine = Cliant Pravisianing I.—‘, Triag1Sae +ig Palicy Elamants
Dicticnaries Condilions |_ Result
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Description Value

* Compliance Module | AnyConnectCampliancehModuleWindows 3.6.0«

AmyConnect Module Selection
ISE Posture |+
WPH [+]
Metwork Access Manager []
Wik Security [
ASA Posture [
Slarl Before Logon [
Diagrostic and Reparting Tasl [

Profile Selection
*ISE Posiure | [SEPosture -
WPH | VFN-Profils -
Metwork Accass Manager | NAM-Frofile v
Wi Security | -
Custamear Feedback | -

4. VPN ED1—=)LiEk, HOITXTOEDI—IINELKBETD-HICHEATYT, VPN ED
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AZFERRIZTS, VPN AOBRBT7O77AINEZRETHAREMENI HYET, chs5D
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Client Provisioning Policy

Lelime the Cliand Frovisioning Pedcy fo detsrming what wsers will recaivg upon login and usar session infalion
Far Agerd Canfiguratan: varsion of agant, agard profile, agent compliance maduls, andior sgent cestomzabon packags:
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DZ5AT7N7AEDIZOT =&, EOTFT7VT—=23a>spfo0SA4F N7V 1Eh
PHLERELET, CCTHREICHLDIOR, FIE7 TERULEREZEIRRE. 120l
NDHhTT, CODRSICTDE, V974787023 -_2TICIVAAMLINENDTNTO
Microsoft Windows T2 R7R4 > Nk, AnyConnect [REZ TN THDEZ 1—I)LETOT7AI%E
AVWVTERALET,

FR:RBU7O77414)

VAT 7O aZ JAORA AT 7ML EERTIHEN BVET, COBEEKX
D77 # )L M ® [Client Provisioning Portal] ZEH L £ 9,

o m
cisco  Identity Services Engine

fo» Home  Operations |*  Folicy | GuesiAccess | *  administration | =

&) Aurtzngication | &) Autharization 4] Profiling [F®y Poatura [ef Client Provisioning |z) TrustSe: i Policy Elemens
Qichananas Caondilions | Raes LR

Results Authomization Frofiles = GuestProvisioning
Authorization Profile
( £ =
- Ame | GuestProvisioning
P et i
Description
L ;;—'\.;ﬂ.!\d'.‘h’.l.'ﬂ!'l#l" i
* | Autbonzotion *fceoss Type I.ﬁ.f CESS ACCEPT -
- Autheeization Frofies
i Sanice Tamplate []
{Gh Blaciho:_Wreless_fccess
gl Cisco JP_Phores
{gh DenyAccess
i GuestProvisioning
(G LimtedAccess * Comman Tasks
Mgl Péon e, JP_Fhones Web Redirection (CWA, MDM, NSP, CFF)
fag PermtAccess
* [ Downiondabie ACLS
* [ Ininc Posture Node Proflies Cliem Provissoning (Posture) | | ACL | GuestRedirect | e | Clisnt Provisioning Portal |
1 Frofiing

cO7O7 740, 1—Y&7O0EDaZ->J0kEHIC. 77 %)L M0 [Client Provisioning
Portal] ICB&HINICURALIORNLET, COR—ZIIE, V547>~ 7O0EZ3a =T R
D= (FIE8 THEREhL—) ) 2FHEL Y. BATOT7 7 1)Lk, FIE10 THREL R
ML—ILOBERELTERENET,

GuestRedirect 727+ X > hO—J)L UAKM (ACL) &, WLC L TEZEhTWS ACL D&EHI
T9, COACLIFE, EORNT T4V IRISEICURALINTEIAERELET, HMAICOWV
Tk, "TRAA Y FEKY Identity Services Engine ZfFEA L =R Web SRAIDEREH, #SHL
TLEEEL,

i, EERI—FICRENBERY NT—0 PUO+EA (DACL) ZRHT S, ESICHIOERATS
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A774)EHY) ET (LimitedAccess EFFNTWLS ),
ATY710: BUIIL—=)

CheIRTR, RO 4 DOFEIL—IIICHEEEIET,

L e Engina #» Home Operalions|¥  Poliey| ¥  GuestAreess|¥  Admanistration | v

[ &) Authentication [«4) Profiling [ Fosture |5 Client Frovisioning |5 Trustsec & Policy Elaments

i ) Authorization

Authorization Policy

Dipfini thi: Autharization Palicy by configunng miles based on idenlity groups and'or other conditons, Drag and drop rulis o changs the arder
Far Policy Export ga bo Administiration = System = Backup & Reslore = Policy Export Page

First Matched Rule Applies -

» Exceplions (0}

Saus Rule Mams Ganditions (identity groups and oher conddions) Paimissions

Compliant Fadius: Called-Station-ID COMTAINS seoure_access o t ParmilAccess
SessionPostureStatus EQUALS Compliant

MonCompliant Fadius:Called-Station-ID COMTAINS sacure_access t LimitedAccess
SezsionPosureStatus EQUALS MonCompliant

Linkniowm Radius:Called-Station-ID COMTAINS sacure_access t GuestProvisioning
Seszion:PostureSiatus EQUALS Unknown

Provisioning Radius:Called-Station-10 SOMTAIMS provisioning t GuesiProvisioning

Session:PostureStatus EQUALS Unknown

FFOEEDIZ_ T SSIDICEKRTDIE, TCASTAOEDIZI0EHIC, TF7FILEND
[Client Provisioning Portal] ICU X A4 L 2 & & T ( Provisioning EVWSZRIDIL—IL )
Secure_access SSID IZ#E#THE, RAF Y ED1—IASOLAR—KNZISENZIHFE>TV
BWEEILE, €570 a -9kl UAAL Y MENET (Unknown EVSBRETD
L=IL)e ITVRRAVNNIELICERTDE, TIL T OEANFFTENET ( Compliant & L
SHEFMDIL—I ) ITZVRRADMFERERREENDE, XY RNT—T TOEANFIRE 1
%9 ( NonCompliant EVWSZFIDIL—IL ),

TR

7OE23”=>27 SSID EDEENITFZITV., FEO Web R—IADT IV EAZEITIS L,
[Client Provisioning Portall IC XA LY h&EhFE T,

WI@DM: Security Check [ +]

(' [~ https:/fisel 3. eample.com:3443/ portal/PortalSetup.action?portal=199d160 -5 ede-11 64 - bOOS-005055 bE 20 8session]d =043 e TE 500000 o
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CI1SCO Client Provisioning Portal

Device Security Check
Your computer raquiras sacurity software to be installed bafore you can conmadt to the network.

Start

AnyConnect ' REHENBZVDOT, 1 AN —ILTBDRIICKHOBSNET,



Device Security Check

Your computer requires security software to be installed before you can connect to the netwark.

Unable to detect AnyConnect Posture Agent

— + This is my first time here

1. You must install AnyConnect to check your device before
-accessing the network. Click here to download and install:
AnyConnect:

2. After installation, AnyConnect will automatically scan your
device before allowing you access to the network,

3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave AnyConnect running so it will automatically scan
your device and connect you faster next time you access this
netwaork.

< You have 4 minutes to install and for the compliance
g checkto complete

+ Remind me what to do next

AVARN=I 7OtA£4k%EHE TS Network Setup Assistant E VS NRELZ TS r—3

UNFAIO—RENET, chld. /N—2 32 1.2 O Network Setup Assistant & IFE7% 2T
WBZEIDFELTLSEEL,



'Anyt:omm&cm Client loader

The AnyConnect Downloader i analyzing this computer, =
Please wait...

Device Security Check
Your computer requires security softwars

rM:hmdc Setup Assistant

-\

S,

Network Setup Assistant

Running AnyConnect Downloader...
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certain other cownbres,

FTXTOEZ1—)L (VPN, NAM, RAF ¥ ) F, 1 AR—)ILENTREENET, PCZB
BEBTILENBYET,

AnyConnect Secure Mobility Client Downloader
@ ‘mmmmmmmm -
I‘l"'\-\.

Device securty Check

Your computer requires security software

Network Setup Assistant

: You must restart the system for the configuration changes to take
effect for
AnyConnect Network Access Manager 4.0.00048

Do you want to restart your computer new?
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AnyConnect IFBEB T2 & BEWICEITE . NAM & secure_access SSID & O BEE(T 1T &
(BREBAO7O77ANIEL)RATLET, VWPNZ7OATJ7AUFELLKAVARN=)LEN
TWBHCEICHFHFBLTLKEZW (VPNOI K asav2 ),

Cisco AnyConnect | secure_access =) 9 Cisco AnyConnect Secure Mobility Client o | ®|[=]
Flease enter vour usermname and password for the
network: secure_acoess
Username: |
Password:
|| show Password
[ ok || cancel

FRRE&IC. AnyConnect FEHZX V> O—RL., RIAZRFTITBDRAF Y IL—IIEX U O—
RUET,



i

@ Cisco AnyConnect Secure Mobility Client = = ”é]

W PN

Ready to connect.

asavd Connect

6 Network:

Connected (10.221.0. 250)

SecCure_aCCess

'Lg System Scam:
Checking requirement 1 of 1.

Lo ] | 10%

CORBETE, FETVEAHRYI HDAEMENHY) KT (ISE £ T Unknown FBRREIL—ILA &
RENET ) AT—2AVHERTHE, TOENRATFY ED 1)L THREEIET,



('Y Cisco AnyConnect Secure Mobility Client = =R

; @ VPN

Ready to connect.

asava

Network:
Connected (10.221.0.250)

SeCUure_acCess

System Scam:
Compliant.
Metwork access allowed.

HMEER TEET (FileRequirement I &H4ZEELTVET ),

1) Ciseo AnyConnect Secure Mobility Client

'::','5:":';,' AnyConnect Secure-Mobility Client

SVysle °a

Preferences | Statistics | Security Products | Scan Summary

Updates Shabus
Required
1 8 FleRequrement Daone

XY E—TUBEICE, ROKS ICHEMABFIENrKRRENET,

9:18: 38 AM The AnyConnect Downl oader is perform ng update checks...
9:18: 38 AM Checking for profile updates...
9:18: 38 AM Checki ng for product updates...



9:18: 38 AM Checking for customni zation updates...

9:18: 38 AM Performing any required updates. ..

9: 18: 38 AM The AnyConnect Downl oader updates have been conpl et ed.
9: 18: 38 AM Update conpl ete.

9:18: 38 AM Scanni ng system . ..

9:18: 40 AM Checking requirenent 1 of 1.

9:18: 40 AM Updating network settings ...

9:18: 48 AM Conpl i ant.
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Posture More Detail Assessment

Teme Range Frorm 1171672004 120000 AM to 11/16/2014 052848 AM

Genarated Ak S0L4-11-16 0% I8 48 404

Client Details
Usernamae;

Mac Address:

IP address:

Sassion ID:

Client Operating System:
Client NAC Agent:

PRA Enfarcement:

Confiz

PRA Grace Time:

PRA Interval:

PRA Action:

User Agreement Status:
System Mame;

System Domain:

System User:

Usear Domaln:

Ay Installed:

AS Installed:

Posture Report
Posture Status:
Logged Af:

Fosture Pelicy Details

Policy Manme

File FileRequirement  Mandatory

NZ7L21-F

clsco
CO:4A8:00:15:6A:DC

10.221,0.250

0a3a4785000002a354685ea2

Windows 7 Ultimate 64-bit

AnyConnect Posture Agent for Windows 4.0.00048
0

Recetved a posture report from an endpoint

0

0

MiA

HNotEnabled

ADMIN-FC

na

admin

admin-PC

Windows Defender;6.1.7600.16385:1.147.1924.0:04/16/201 3;

Compliant
2014-11-16 09:23:25,873

Enforcament Statu  Passed Failed

file-condition

1249

Skipped Conditions

REDECS, COREICHIDBENORNT TN 1T 1V I0BREBYEEA,

P
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//www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
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