@R L TTF &\ AnyConnect VPN BEE-IP 7 #
>, ASA 8LT CUCM

=PA

C
5=
ASA @O VPN EFES A ADHER

B H IR CUCM & & H#E &R CUCM

ASA © —i& ) 75 78

ASA THERTBIAE

ASATOVAR—BRB LT CUCM A VR—RADRZARKRA 2 NEEAE
ASA [FEEEE - RSAFIFHEDHR Y IC ECDSA B ERFPAEERLET
P EFE1—YORIMADOABT—IRK—A

ASA ffEAE & VPN EFEHVANETOIRHAE/N\NYS 1 0RBE

SHA1 /\Y < 1 Q&SR

IPEFE I 74F21L—232 T77A4IN0FI>O0—R
NY>1QFI—R

VPN O—RNS>S 5L 1P ESE

CSD & IP EE

ASA OY

ASA DTNV T

DAP JL—I)L

DfltGrpPolicy £ E TN T IL—T"H S O k& (E
HR—hEhBBESHR

CUCM M —fi%BY 75 S 78

P EFEICBEAE ©A L VPN 5RE

Al BAEFREE 5 &

RARNIDFIVYD

TMORS TN aA—F142T

ASA TERTZOJT TNV Y

P EFEOY

ASA OV ¢ 1P EFEOYV QOBEES O RBE

ASA OY

sFEOY

PC /R— REEN D R /N>

VPN BHTEHRENLRETO IP EFSZEOLEE

ASA SSL FFRRE QO FE#

B=

H+
&

1

{

V2

Nia




COERICIPERETCHEZMRRIDFEZRRENATVETLSICVPNS— NIV IA(ERATS
BRUEFEY—/V& L THEMAT S Cisco Unified Communications Manager ( CUCM ) I[C###:9 %
e all Cisco BISEEXFIVT A TTZAT VA (ASA) VT NIITERTBDEDHIC
Secure Sockets Layer ( SSL) 7’0 K~2JL ( Cisco AnyConnect 2217 EEUT A V54T >
N)ZERTD (ASA),

VPN &5 & O AnyConnect DEREFICEL TR, CchsSOXEZZRLUTTE LN

- IP Phone Z{#fA 9% SSLVPN b > X)L DR EH

. SFBAEEREr# A L 1= AnyConnect VPN Phone D& Efl

BRELA

IPEFEZFEHALTSSLVPN 2B T2HIIC, ASA AL CUCM OXEEEHIR/N—a3a A0
AnyConnect 24 22 AICET D ROVBEHAFBLEhTWA L Z2RAELET,

ASA £® VPN BEES 1 2 AOTHRE

VPN BFEZ 1 22 Ald ASA O#eEZBRICLET, AnyConnect (IP BFEHN ES A ICEFREL
) LIELTREAR IR EER T SICE. AnyConnect Premium SSL A4 2 AZFI Y ILE
I, FHMICOWTE, TIPPhone 8 LRV E/NAJ)L VPN #E#HlC ASASA B AN VERER
ZZRBRLTLSEETY,

ASA T, show versioncommand Y > RZFEAL T, HeENBIICBE>TVWBILAESHZEFI
VIOLET, F4AECABIRRASAV)—RAICK>TERVYET,

-ASA U1J—2RX8.0x: T4t AAIE AnyConnect for Linksys Phone T3,

-ASA V1 —RX82x LB : T4 > A& F AnyConnect for Cisco VPN Phone T3,

ASADI—ZA80xDEHDOHIFZZICHY) ET:


http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080bf2402.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml

ASA5505( confi g)# show ver

Ci sco Adaptive Security Appliance Software Version 8.0(5)
Devi ce Manager Version 7.0(2)

<sni p>

Li censed features for this platform

VPN Peers : 10

VWebVPN Peers : 2

AnyConnect for Linksys phone : Disabled

<sni p>

This platformhas a Base |icense.

ASA U —RAB2X BRVOETNLUEDI-HDHIEZZICHVYET:

ASA5520- C(confi g) # show ver

Ci sco Adaptive Security Appliance Software Version 9.1(1)
Devi ce Manager Version 7.1(1)

<sni p>

Li censed features for this platform

AnyConnect Prem um Peers : 2 perpetua

AnyConnect Essentials : Disabl ed perpetua

AnyConnect for Ci sco VPN Phone . Disabl ed per pet ua
<sni p>

This platform has an ASA 5520 VPN Plus |icense.

Wi $IR CUCM LR &SR CUCM

VPN EFHEZRATSICE. CUCM OKREBWEFIRN-2a>ZzRRATILENF S XTI,

CUCM OXRE#EFIRN—>3 2 Z2EATRHERE. ROKISEELTEE L,

P EFEOEFIVFTAREN T TV TEXTATORBSLEEMIITEILSICEEES L
FJ. ChillF VPN BFEREICIDIBESHMIEENET,

A VKR=NIVAR—NEBRTVPN OFHET I AR—RNTEXE A,

- [VPN Profile], [VPN Gateway]. [VPN Group]. & & T [VPN Feature Configuration] ® &3 T
YIIRY DANRTENTE A,

¥ CUCM OXBEBBESRN—a Ty TIL—RTDE, SOVYTRNIITOXKE



BMEBIRN—232CT7YTIL—RUEY, TOFHRAVAN—ILNZRITLEY TELL
BYERT,

ASA O —iRH X BB

F:show X REDDOMZERTRTZ10HIC CiscoCLIZFTAH (BEEI—HDH)
FRATEEXY, debug ANV RZEFEAHTSEIICE S Debug AN R CiscoRF I X b
EELBERZESRIDIVLEN HBYVET,

=
D

ASA TERTAHRIHE

ASA Tld, HEE® SSLAIHE., Y—R/N—7T 1 SSLAHAE., SLVVAMII RA—RIAHEZE
FRATEERT., COIXNTHIPEFE ASABEDOEREFEZRELET,

EATEDDE 12O IDAERILITTT, Chik, BAEZ—TIAALC 1 DOAHAEELAE
WETBZENTERVEDHTT,

HB—RN—T 4 SSLAIAENZER. ASAICTFI—22HhZAVAMN—ILT, HEELHEL
IL—KNIAEZEOXRT,

ASA TV AR—BMB LT CUCM 1 R—NRADNFARRAL > NEEAR

SSLRXOAYI—23a2HICASA NS IPERICRTRENDIAHERF. ASANSITIAR—KLT
. CUCM AV R—KTRBBENFHYNET, IPEFIEHEEATVEZA2—T7IT14AICEN)
HTSNERNTARRAURNZFIVILT, ASANSIVAR—NTRDAHAEZHALET,

showrunssl DN REFEAL T, TVAR—NTBRNRTANRASA N (FIHE ) ZHFELET
o EFMAICOVTIE. TEEEAZEHErZFEAL 7= AnyConnect VPN Phone DEEEHI, #S B L TL
EEV,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://cway.cisco.com/go/sa/
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

A NDOUEDASAICY—R N—FT 1 FAIAEZRHAIZEE. & IDAAZZEASANSTIY
AR=KUL, RICEF VPN EHELTCUCM ICA 2V R—KTRBBENHVNET,

ASA BREEE hiz RSAGIFAEDOARY IC ECDSA ECRAIABERLEY

CORBARETDEE, HLLETFIIERRFLFVEF/IEFERAEZERL ZVWHELRE
NBENTEELBA, CORBARETDEECIICAOTAVLETEREZTH > TTE L

ASA5520- C(confi g) # show ver

Ci sco Adaptive Security Appliance Software Version 9.1(1)
Devi ce Manager Version 7.1(1)

<sni p>

Li censed features for this platform

AnyConnect Prem um Peers : 2 perpetua

AnyConnect Essentials : Disabl ed perpetua

AnyConnect for G sco VPN Phone . Disabl ed per pet ua
<sni p>

This platformhas an ASA 5520 VPN Pl us |icense.

N—=232 941 B&V Th LUBETIE, HAH—7BSM@BEE SSLTLS Db ICHR—KE
NET, HFLLEBFETFIORS BEHMBETEESR SSLVPN 9547 M ASA ICEHKT S
EE, FAN—TBEAAM—RNEZROSI—rEh, ASARHBETEAX—T T4 AN RSA
R=ADKNTZARNRA D NTERETCNDBETER, FEAA—TIAHEEED SSLVPN IS4 T >
RERLET, ASANBECEBL SSLIAEZRTICLE, BEEN ssIEBEIV U RICEKLT
NETRIEEALN—NE2RBRK BENHDIH<EDHIC, EEZXE, RSANTARNRKRAY NTER
EENBDAVE—TIAADEDIZRSAR—ADES L FTZXIASI—REhdLSIC, BEE
FZOON RERTTEXT:

ssl cipher tlsvl. 2 custom "AES256- SHA: AES128- SHA: DHE- RSA- AES256- SHA: DHE- RSA- AES128- SHA"

Cisco /Y% ID CSCuu02848 NEEIZKL 2T, BEBEVLREREILEASNET, HRNRE AH
ERRBICFEAECINEY, BCEBRLAZBRIRESNELAABSNI B VRLEGTFERAENET,

BEENLEVTAT> MES RSAEHRIEGT  ECREHAEEW M5 O REEA & 7
RSAR=EEB{LEYT RSAIHEZERA RSAHCERAHEZMEA RSALHEBEZMEA RS
LET LET LET L:

RSAESZEAL RSABSZFALET RSABESZEAL RS
E3X] E3X]


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848

ECREEBSHELEY (F EREABMULET ECIAHEZFEALET ECHIBAEZMFEAL EC

h) ECEESZEALEY E3) %
ECHEEZFERALE EC

3—
WA OESE T RSASIFAE%#FH ECIBHE#EALEY ECEIEAEZ#fEAL EC
LET ECHEESZFERALET =3 x
RSA RS %ZEAL ECEBZFERALE EC

£9 )

IP BEI1—YORERADOARBT—ER—A

IP Phone 1—H'ZFRRET B OICHE T—EXR—RAZFEHATEE T, Lightweight Directory
Access Protocol ( LDAP ) &7zl Remote Authentication Dial In User Service ( RADIUS ) D&k S
7;7':”\:')11‘1 VPN EE:HEJ— ﬂ@wuniEL-—ﬁFH?é tb‘fé*?o

ASA SIEAE L VPN BREGSEVANEGTCOXAEB/\YS10RE

ASASSLAZVR—T7IARAICEIVETSNFAIAEZSA V> O0—RL T CUCM RO ERE VPN
BEAASEELTT7Y7TO—RIDUEN BB EICEBLTLKEZV, RIBICL>TE., ASA
POSRRENBDIOIAAED/\v> 21 &, CUCM B —NHFERLTOA 7 1F21L—>32 T7
AIBHATVPNERICTYZ1TD/N\Y 2 AN —HLEBVEENH)ET,

RENTTLES, IPEFEE ASABO VPN EHREZTAMNLTLSEEY, BEHICRIILEVE
Gk, ASASEBREN/\v 21L&, IPEFETHREENTVR/N\Y D AN —HITEIHNESH ZHER
x99,

1.ASAASERENZEF2F7 NV 1 FIDdVXAL1(SHAT) NV 1 &2ERLET,

2.CUCMAS IPEFEI>74F21L—>3>2 77402872 O0—-RIBICE. TFTP 24
ALZET,

3.N\YS 1k, 16 E¥A S Base 64 IC, £hiE, Baseb64 'S 16 EHICTFI—RLET,

SHA1 /\Y 2 1 OHERR

ASA &, IPBENfERETIhTVE A2 Z—T7 T4 A LT ssltrustpoint Y RZFEAL TEA



ENEABEEERTLET, COIBEEEFIVITIICRK, 750 (ZnfiTtiE
Firefox ) ZBWN T, EFEZERT S URL (group-url ) ZABNLET,

é @ttp::_-’_-'1[].198.15.14[1-+CECDE+-'In:gn::n.html?fcan:lhan:ln:l:l

ﬁ} Page Info - https://10.198.16.140/+CSCOE+/logon.htmi?fcadbadd=1

General Media  Permissions  Security

| = B2 ]

Website Identity
Website:

Verified by

10.198.16.140
Owner: This website does not supply ownership information.
ASA Temporary Self Signed Certificate

Certificate Viewer"ASA Temporary Self Signed Certificate”

View Certificate

General: Details

Could not verify this certificate for unknown reasons.

Issued To

Common Mame (CH)
Organization (O]
Organizational Unit (OU]

Senal Mumber

Issued By

Common Mame (CM)

| Organization (0]
Organizational Unit (OU)
Validity

Iszued On
Expires On

SHAL Fingerprint
MD5 Fingeff

ASA Termporary Self Signed Certificate
«Mot Part Of Certificates

«<Mot Part Of Certificates

DF:F2:C4:50

ASA Temporary Self Signed Certificate
ASA Temporary Self S5igned Certificate
<MNot Part Of Certificate=

12/09/2012
12/07/2022

= M L] i ] W = =

PEBEI74F21L—>32 7740 D O—KR

ES:7E:81:EA:99:54:1:44:97:66:78:D0:E2:41:8C:. DF:79: 49:31:76




CUCMADAALIONTIOEAZBAIEPCHAS, EHEOBEN HDEFEO TFTP I 714¥2
L—>3> 7740 &3 0 0—RLET, XO2BEOAIO—RAENHYVET,

1. Windows @ CLI v > 3> Z@E&. tftp &-i <TFTP Server> GET SEP <Phone MAC 7 K
LR >cenfxml ARV REALTTEL,
EEDERUELSBIT—ETRICZTIMBEE, TFTP 9S4 T7 2 NBENEBRIC &5
CEEBRBITIMBENHYET,

@™ Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\pkinane>tftp 14.48.38.5 qet BAT.xtl
"tftp' is not recognized as an internal or external command,
operable program or batch file.

l\_/rl\_/ ky. » Control Panel » Programs » Programs and Features

Control Panel Home :
Uninstall or change a program

View installed updates To uninstall a program, select it from the list

“¢ Turn Windows features on or

off Cltnanize >

[-1] Windows Features | =H=] |ﬂh]

Turn Windows features on or off ©

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

T Print and Document Services =
v Remote Differential Compression
RIP Listener
Services for NFS
Simple Network Management Protocol (SNMP)
Simple TCPIP services (i.e. echo, daytime etc)
Subsystem for UNIX-based Applications
v Tablet PC Components
Telnet Client
Telnet Server

v TFTP Client

m




2.7 7 AN ER D O—RTBDDICTApd32 DERSIBTF TV r—>3a > #FRALTTEL:

< Tftpd32 by Ph. Jounin = | Bl %
Current Directory ]I::'xF'rn:ugram FileshTFTP Erowsze
Server interface | 172.16.250.100 | Shaw Dir

Titp Server  Tftp Client ] Svzlog server ]

Host [ 10.10.10.1 Port [£g
File 15EF‘EEE B4F5/E113.enf.=ml

E!ggk 1Defau|t ‘"’| | Send full path to server

Go| pu | | % Theds2 —

I.-"'_"“‘-.I 17 blocks transferred in 3 seconds
L 4 4 0 block retransmitted

oo

|"-'_-'

K

B.77ANMNE D O—RENES, XML ZB8E., vonGroup BREZ R DT TTEV, XD
BT, BREINEZHE9> 3> & certHash 2 RLUET,

<vpnG oup>

<nt u>1290</ nt u>

<f ai | Connect Ti mre>30</ f ai | Connect Ti ne>

<aut hMet hod>2</ aut hMet hod>

<pswdPer si st ent >0</ pswdPer si st ent >

<aut oNet Det ect >0</ aut oNet Det ect >

<enabl eHost | DCheck>0</ enabl eHost | DCheck>
<addr esses>

<url 1>https://10.198. 16. 140/ VPNPhone</ url| 1>
</ addr esses>

<credenti al s>

<hashAl g>0</ hashAl g>

<cert Hash1>5X6B6pl UMUSXZnj Q4kGVB3npMXY=</ cert Hash1>
</credenti al s>

</ vpnG oup>

NYy2107F—R


http://tftpd32.jounin.net/

MADNY D LEA—HITD 2B LET, 7'7'7*1'61/\1/1&16ﬁ§&ﬁ2ﬁ'6§/1_'\b¥
I XML 774 Tk Base 64 H"ERAE D12, —BZHFIIDICE—FHFOEXI,SHBED
FRCERIDILBENHYRT, TRTREEHRY — )LEEFHT%??O 120614
TRANSLATOR, BINARY T4,

4 [ HEX ] 6 [ BASEGY |
ES:7Ei81:EA:S9: 541 CL144:197:56: 78 DHEZ 41 :BCiDF:THiAS:31: SHEBERILWUSKZAjQ4kEMIZ mpMITY=

7&

A ERNYDAENA UL BHL 2 12BER. VPN BFEN ASA L XTI T— hE hi-iEk
ZEBLBEVED, ERICKBLET,

VPN O—RNZ>22TE IP BRE

BRI E iz SSLVPN & VPN EFETHR—KREhEHA, VPN EFFEE. EROHEEZR
MLUEBAN, KDYIZ, CUCM A ST Y21l o eniz/\v212ERALTH—/NERIEL
£F9, VPNO—RNSUVTORBIEHTTP UR ALV RNTHY), SEMSIEROIAER
RIATIBENHDED, IZ—DNEELET, VPNO—RNZI 2T IT5—0ERICER
DEEIBEODHNFHYET,

- BREMAY - N\EZEETD O, ERICERCEEANMDMM 2LV, &ZEHICKRBLEYL
£

CBREBOOJTICRADESIBAY E—INEERAEFIAET,

<vpnG oup>

<nt u>1290</ nt u>

<f ai | Connect Ti nre>30</f ai | Connect Ti ne>
<aut hMet hod>2</ aut hMet hod>

<pswdPer si st ent >0</ pswdPer si st ent >



<aut oNet Det ect >0</ aut oNet Det ect >

<enabl eHost | DCheck>0</ enabl eHost | DCheck>

<addr esses>

<url 1>https://10.198. 16. 140/ VPNPhone</ url| 1>

</ addr esses>

<credenti al s>

<hashAl g>0</ hashAl g>

<cert Hash1>5X6B6pl WMJSXZnj AkGVB3npMXY=</ cert Hash1>
</credential s>

</ vpnG oup>

CSD & IP B

IRTE, IP EFEIE Cisco Secure Desktop (CSD ) Z#HR—KL TWAEWE®H, CSD A tunnel-
group IR L TEEIFE ASARTIO—NILICBRICE>TVBEERFRERNS 1ThhErH A,

B ASA ICEMIC 55 CSDAHBIALESH, BEFRLTTELV, ASACLI T showrun
webvpn Y RZ AHL TTFE LN

ASA5510- F# show run webvpn
webvpn
enabl e outside
csd i mage di sk0:/csd_3. 6. 6210- k9. pkg
csd enabl e
anyconnect image di sk0:/anyconnect-w n-3.1.00495-k9. pkg 1
anyconnect enable
ASA5510- F#

CSD R % IP Phone ##HGOBICF IV OIS LHIC. ASAOOTHLFNYITZFIYILTT
=L,

ASA OY

ASA5510- F# show run webvpn
webvpn
enabl e outside
csd i mage di sk0:/csd_3.6.6210- k9. pkg
csd enabl e
anyconnect image di sk0:/anyconnect-w n-3.1.00495-k9. pkg 1
anyconnect enable
ASA5510- F#

ASA F/Xv Y



debug webvpn anyconnect 255

<sni p>

Tunnel G oup: VPNPhone, Client Cert Auth Success
WebVPN: CSD data not sent fromclient
http_renove_aut h_handl e(): handl e 24 not found
<sni p>

3: AnyConnect 1—H D EERT&E O KE VWEfETIE. Cisco &T7/YY 7 webvpn
anyconnect ZEMIC LBAVWCEZHRLET, COHAGFIP T RLATRYALZEN
TERVESD, REOEBNIERENDAESENI BV ET,

ASAN—232 828RV Th UBRTRE., NRIL TIL—7"0 webvpn BHED T THLUEITE
L csd ZBERALTTELN:

tunnel - group VPNPhone webvpn-attributes
authentication certificate

group-url https://asab5520-c. ci sco. conl VPNPhone enabl e
wi t hout - csd

BEIO/N—23 20O ASA TlE, ChATEBAh 2, EE—OREEAN CSD 25 0O0—/V)LIC
mYICFTBHETLE,

Cisco Adaptive Security Device Manager (ASDM ) T, cOfITRIKSIC, BEQEFELET OV
FAILDCSD ZEMICTBDENTEET,



F
Add AnyConnect Connection Profile L

- Basc 7| Enable the display of Radus Reject-Message on the logn screen when authentication is rejected
= ﬂduan:ed
i General || Enable the display of Securld messages on the login screen
L-Client Addressing
+-Authentication Connection Aiases
£ Secondary Authentical | This £51 VB access method wil present a list of alases configured for all connection profiles. You must enable the
~-Authorization Lagin Page Setting in the main panel to complete the configuration.
1 .ﬂuacnuntng I 3
| B odete i indi table.) @
*Aﬂdlﬁ =lete| (The table is indine edi 3 o
| Alas Enabled
Group URLs

This 551 VPN access method will automatically select the connection profile, without the nesd for user selection.
& Add| (@ Delete| (The table is indine editable.) @

URL Enabled

https: jasa5520-¢. cisco. com/VPNPhone

o

Do not run Cisco Secure Desktop {C50) on dient machine when using group URLs defined above to acoess H:IE
ASA. (If a dient connects using a connection alias, this setting is ignored.] i

FE:CSD ZHTIEOICTIL—7 URL ZHRBICBVEITEALTTEL,

DAP JL—JL

FEAEDERATIE. IPEFEN ASA ILERENDLETTELS, SEETFBZRZAITOII Y

( Microsoft, Linux, Mac OS ) &E/N1 )L 7/N4 A ( Android, iOS ) &E#EffichET, TDL
O, A1V FTOEARIZ— (DAP) L= OBRFORENFRONBDENKLIHYF
T, cDII—I)LTIF., K. DfltAccessPolicy ® T M Default Action AMEHEDFELEICHKZ > TVWET

o

CHDLRSEIBEIE. VPNEBFAHDBIO DAP L—IILEERLETT. BEONSX—2%, BEHET
O774)LOE5BFEAL, SH<BEZRE LTTEL:



Policy Mame: _'-TP'hPhune

Description:
Selection Criteria
Define the AAA and endpoint attributes used to select this access policy. A palicy is used when a user’s authorization attributes match

below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/for by expanding the
spedfy the logical expression text.

ACL Priority: [0

:Usar has ANY of the following AAA Attributes values.., and the following endpoint attributes are satisfied.
AAA Attribute  Operation/Value Add | |EndpontiD Name /Operation,Value
Edit
[Dalete

[Ty Add AAA Attribute

Advanced i
AAA Attribute Type: Cisco
~Accessfauthorization Policy A
Confiqure arcessauthorizatl
group-policy hierarchy. The
that are not specified in DAR

[7] Group Palicy: = | |GroupPdlicy VPNPhone

[] Assigned IPv4 Address: | =

Action i Metwork ACL Fil [ ] Assigned IPv6 Address: | =

[¥] Connection Profile:

Action: (@) Continue
' [C] username:

Specify the message that] | [ Usemame2: =

[ 5CEP Required: |= true
Liser Message:
¥

IP EESA D DAP KUY —&ER LA > 1B EE. ASA IC DftAccessPolicy R & kB L 7

BRARTENET,

%ASA- 6- 716038: Group <Dflt G pPolicy> User <CP-7962G SEP8CB64F576113> I P

<172.16. 250. 9> Aut hentication: successful, Session Type: WebVPN

YASA- 7- 734003: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Session

Attribute aaa.cisco.grouppolicy = G oupPolicy_VPNPhone

<sni p>

YASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16. 250.9,

Connection AnyConnect: The followi ng DAP records were selected for this

connection: DfltAccessPolicy

YASA- 5- 734002: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Connection
terminated by the following DAP records: DfltAccessPolicy

T2 a2 h [Continue] ICEREE N IPEFEZAD DAP R —&ERL EHEEE

. EiTE



£9,

YASA- 7- 746012: user-identity: Add |IP-User mapping 10.10.10.10 -

LOCAL\ CP- 7962G- SEP8CB64F576113 Succeeded - VPN user

%ASA- 4- 722051: G oup <G oupPol i cy_VPNPhone> User <CP-7962G SEP8CB64F576113> | P
<172.16. 250. 9> Address <10.10.10. 10> assigned to session

%ASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9, Connection
AnyConnect: The foll owing DAP records were selected for this connection: VPNPhone

DflitGrpPolicy = EDMD T IL—7"H S O kEE

%< M54, DftGrpPolicy EHOA T a>zEFALTEY N7 Y TEhET, F7FIKNT
. CNSORER., IPEFETHEATNE group-policy HTCFETIEREEE AN > EBAIC. IPE
BtyviaviliEREhEd,

DfltGrpPolicy A S #fEE N B A ICEEICHETINIXA—RRFROEBY T,

- group-lock
- vpn-tunnel-protocol
- vpn-simultaneous-logins

- vpn-filter

DfitGrpPolicy & & U GroupPolicy VPNPhone TZ DEREHFIHN H D EREL TTFE LN

group-policy DfltG pPolicy attributes
vpn-si nul t aneous-1ogins 0
vpn-tunnel -protocol ikevl ikev2 |2tp-ipsec ssl-clientless
group-1 ock val ue Def aul t VEBVPNG oup

vpn-filter value NO TRAFFIC

group-policy G oupPolicy VPNPhone attributes
W ns-server none

dns-server val ue 10.198.29.20

def aul t - domai n val ue ci sco.com



4tk GroupPolicy_ VPNPhone @ T TEHTRKIIC RE S H > 2 E | IP Phone IZ#EH O
ICEHRINTZEHFL ET DtGrpPolicy A 5D/INTZX—R %&,

ChEBFTZREHIC, FHTIIN—TTEELELTRIEEZRE LTTFELW:

group- policy G oupPolicy_VPNPhone interna
group-policy G oupPolicy_ VPNPhone attributes
Wi Nns- server none

dns-server val ue 10.198. 29. 20

vpn-si mul t aneous-1ogins 3
vpn-tunnel - protocol ssl-client

group- | ock val ue VPNPhone

vpn-filter none

def aul t - domai n val ue ci sco. com

DfitGrpPolicy ® 77 # )L NMEZ#F2 T % (Z1k. show run all group-policy X > RZFERALE T,
ROBIT, HHDEVZRARLET,

ASA5510- F# show run group-policy DfltG pPolicy
group-policy DfltG pPolicy attributes
dns-server val ue 10.198.29.20 10.198. 29. 21
vpn-tunnel -protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless
def aul t - domai n val ue ci sco. com
ASA5510- F#

ASA5510- F# sh run all group-policy DfltG pPolicy
group-policy DfltG pPolicy interna

group-policy DfltG pPolicy attributes

banner none

Wi Ns- server none

dns-server value 10.198.29.20 10.198. 29. 21

dhcp- net wor k- scope none

vpn- access-hours none

vpn-si mul t aneous-1 ogi ns 3

vpn-idle-ti meout 30

vpn-idle-timeout alert-interval 1

vpn- sessi on-ti meout none

vpn-session-timeout alert-interval 1

vpn-filter none

i pv6-vpn-filter none

vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

ASDM ZHTEMZ#HAL &= group-policy DH O ZLLTICRLET,
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BR—RMENIBELR

Kren the conmection

7962G IPEFEELT77—ALAJI T N—>232 911 TFTARNE /= AnyConnect VPN EFF I, &
5 5 % Advanced Encryption Standard ( AES ) T&% % AES256-SHA & AES128-SHA @ 2 DD RE
FEROIKEYR—RNLET, ELVEESH ASA THRE ShiBzxVEHEE, #HiE ASAOJICR

FRIIC, EBEIFT:

YASA- 7- 725010: Devi ce supports the followi ng 2 cipher(s).

%ASA- 7- 725011: Cipher[1] : RC4-SHA

%ASA- 7- 725011: Cipher[2] : DES- CBC3- SHA

%ASA- 7- 725008: SSL client outside:172.16.250. 9/ 52684 proposes the follow ng

2 cipher(s).

%ASA- 7- 725011: Cipher[1] : AES256- SHA

%ASA- 7- 725011: Cipher[2] : AES128- SHA

YASA- 7- 725014: SSL |lib error. Function: SSL3_GET_CLI ENT_HELLO Reason: no
shared ci pher

ASAICEMIC BAELVWESHAHEINESHER TS =HIC showrun ZFXTH ssl AHL,

ssl AN RZRLTTF=ELN:

ASA5510- F# show run all ssl

ss|l server-version any

ssl client-version any

ssl encryption rc4-shal aes128-shal aes256-shal 3des-shal
ssl trust-point SSL outside



ASA5510- F#

ASA5510- F# show ssl

Accept connections using SSLv2, SSLv3 or TLSvl and negotiate to SSLv3 or TLSv1l
Start connections using SSLv3 and negotiate to SSLv3 or TLSvl

Enabl ed ci pher order: rc4-shal aes128-shal aes256-shal 3des-shal

Di sabl ed ci phers: des-shal rc4-md5 dhe-aes128-shal dhe-aes256-shal nul |l -shal
SSL trust-points:

outside interface: SSL

Certificate authentication is not enabled

ASA5510- F#

CUCM 0 — iy 7> R jE

IP BEFICEAE hiz L VPN BRE

CUCM LTV 74F1L—>3>(T—hD7I4, =7, 8§FXCTO774) ) ZHERL
25, HBEFE7O77A)LAD VPN REZEALET,

1. [Device] > [Device Settings] > [Common Phone Profile] ICBEBL £ T,



EN————— |
Device - | Application = User Management =  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Seftings 3 Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
=oftkey Template

Phone Services i

SIP Profile

Commen Device Configuration

Common Phone Profile

2. VPN E#Z A DL E T,

Common Phone Profile Configuration

Q Save x[llelete Copy %i Reset g Apply Config |:|'} Add New

VPN Information

VPN Group Phone -
WEM Profile Fhone -

3. Device > Phone NN FES—RNEEFRECCOTO7 74N 2E) T NhETHER

L



wreg v | Device » | Appicafion » User Management + Bulk Administration + Help «
- T} ot Foiws (TSI RRTTH Back To Find/List
Galekeeper
soafl. Gataway
il [3
Phone
MAC BCBE4F576113
Trunk :
Desg Buto 1000
y Remote Destination -
Devi Default » View Details
Device Settings LA | . )
Com = None = ~ View Details
Fhone Button Template® Standard 79626 SCCP r
Softkey Template Mlalter Bhapee -
$ Common Phone Profile® Standard Common Fhone Pru;TiE} -
REEAERERE 5 &

IP EFEQIASREAIZRET B FEICE. Manufacturer Installed Certificate ( MIC ) £&O—AJL
TEMEEHE (LSC) O 2BEN DYV ET, RRICKELEAT> a3 &2BIRTBICE, TEHEH
£V % # A L = AnyConnect VPN Phone DERESI, £ BL T EEV,

AAEFRAZRETSEEIC, CUCM Y —NASFIAE (L—HMCA) ZIVAR—KNLT,
ASAICAVR—KLET,

1.CUCM IcOJ 14> L&,
2. [Unified OS Administration] > [Security] > [Certificate Management] [CEEL £7,

3. Certificate Authority Proxy Function ( CAPF ) F (& Cisco_Manufacturing_CA Z#H L £ 9,
AEBAED R A 71d MIC £/2I& LSC ISR ZFERAL A ESHICK>TEABYET,

4. 774)00—H) AVE1—-RICHEIO—-RLET,

77ANMFE T O—RENANE, CLIICED ASAANOOT (2D ASDM [ CARREEE L TH
FVEAEZ A R—BMLET,


http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

Certificate List (1 - 21 of 21)

Find Certificate List where File Name v begins with [ Find |[ clear Filer || 4 ”?
Cartificate Name Cartificate Typa .PEM File

tomcat certs tomcat.pem
ipsec certs peeC, peiT)
tomcat-trust trust-certs CUCHMBS pem
ipsec-trust trust-certs CUCMES. pam
caliianzgs sets Calizuzazy
CAPF certs CAPE.permn |
TS cens TWS.pam

allManager-trust trust-certs EISCD Manutacturing Eﬁ._gem I
CallManager-trust trust-certs CAP-BTP-001.pam
CallManager-trust trust-certs Cisco Root CA 2048.pem
CallManager-trust trust-certs CAPF-18cfl46e.pem
CallManager-trust trust-certs CAP-RTP-002, pem

T7#A)ILKNTE, VPN ZHR—KNIBIXNTOEFHRICMC HFHSHPUHO—RENTVET
o 7960 B KV 7940 EFIIDEFHICE MIC 'NHELBEWVWESH, LSC 2L2ICBERITDLHD
BRIBAZARN—IFIENBETT,

B #T D Cisco IP Phone ( 8811, 8841, 8851, 8861 ) (Clk. #L WHRIET SHA2 CAICK>TE
BENIMICARENEELTVET,

.CUCM NX—>3>105(1) &, HLVW SHA2SIFREZEATHY ., CchEZFEBELET,

- BB CUCMN—2 32 Z2RTI25H8,. ILLWRER CARIREZS V2 O—RL, R
DVWIThAZRTIBDBENBYET,

EFEHN LSC ZHIE IR 1OIC CAPF ZE-> TRAITE D LSICT B 120, FLBAE%Z CAPF
FEREICTY7O0—-RLET,

EFEHAN SIP 5061 D7=HIC MIC ZFE>TRIALTEDLSICTRHEEF, fIAEER
CallManager ERICT7 Y 7O—RL&E T,

BB BRECUCM TIHHN—2 3 UARITENTVWRIHER., SHA2CAZEETA1-oH
2DV T )Y ILET,

X AOTE. LSCOA >V AK— AW&LMmEﬁﬁ?éltﬁﬁﬁbi?oil
ik, CUCM LJi%aTLS?%%nG)mE'C LSC #HR—KLETF, MICII—RNIEBHERE
ENBAREMN HBD 0, TLSE &v%mﬁmﬁmrmméﬁﬁ?baoL E%E“*
THIHEEF. BEROEETIT>TLEETVY, MICHEREEhEZES. PAOR—I0E
FEEVEH A


http://www.cisco.com/security/pki/certs/cmca2.cer

F7AINT, EFEIC LSCHEMMAETNTVSRHEIE. SHEEIZ MICHEMIAETNATVS D
ED#L%%K<\m£Tﬁmﬁﬁﬁéh¥?o%ﬁ%[MB&JﬁC#ﬁ&ﬁihTV%%

&, FEET LSC AfERAETNhET, EFEEIC LSC A KAIAETNATVEVA, MIC FEAIAET N
‘CL\%%AM\ Faall T MIC h‘@ﬂiéni?o

3 FIEAEFTINIESIE. ASA A S SSL
TRIUENHDC tLE%bT<Eév

AAEEZTIVAR—RLT, CUCM IZA 2V R—b

RANIDFIVYS

ABAEOR A MILAO—#E (CN ) FEFEMDL S VPNEHRTASA ICERTDEEICEAET
% URL ( group-url ) E—B L& VEEFE. CUCM LEORARNIDFIYVOZEMZTSAH. ASA
EDFDOURL E—H TS ASANDIIAEEFERALET,

C DR, ASA O SSLEAEHEN DA I RA— REBAEDH S, SSLAAEICE O
SAN ( Subject Alternative Name ) ' EFEN TV R HE, FLF URLATLEBHRX A F
(FQDN ) DRDYIZ IP P KL AZEAL TERE h - BECAETT,

Zhik, SIFAZEO CNAEEEASTELEISELTVWS URL E—HLEBEVEED IP EFEOY
DFITI,

1231: NOT 07:07: 32.445560 VPNC. DNS has wi | dcard, starting checks...

1232: ERR 07:07: 32. 446239 VPNC. Ceneric third |l evel wildcards are not all owed,
st oppi ng checks on host=(test.vpn.com and dns=(*.vpn.con

1233: NOT 07:07: 32. 446993 VPNC. hostI D not found in subjectAltNanes

1234: NOT 07:07:32.447703 VPNC. hostID not found in subject name

1235: ERR 07:07: 32. 448306 VPNC: host| DCheck failed!!

RAND Z&EMIC T2EHICEALEEE>VPN>VPN 7O774)LIZ CUCM %, FE4Y—K
FIVvIOA2LTTELN



MTLU™®

—Tunnel Parameters

1290

Fail to Connect® =g

| Enable Host ID Check

TOMONZ TN 2A—F142Y

ASA TERATAOTETFTINvY

ASA TR, ChSOTFNYJEOJEZRMIILTNZ TN 1-FT A TERATEES,

1231: NOT 07:07:
1232: ERR 07:07:

st oppi ng checks

1233: NOT 07:07:
1234: NOT 07:07:
1235: ERR 07:07:

32.
32.

on

32.
32.
32.

445560 VPNC:. DNS has wi | dcard, starting checks. ..

446239 VPNC. Ceneric third level wldcards are not all owed,
host =(test.vpn.com) and dns=(*.vpn.com

446993 VPNC: host| D not found in subjectAltNanes

447703 VPNC: hostI D not found in subject name

448306 VPNC. host| DCheck failed!!

3E: AnyConnect 1—HOFERE O KE VWEfE T, Cisco &F/YY ¥ webvpnh
anyconnect ZEMIC LBEVWCEZHERLET, cOEIFIP T RLATRYRALZEN
TERBRVWEYS, RENBEBNfrEKENDAEENS B ET,

P BFEO Y

BREOJICTIOEATRICE,. Web 7O AMEZBEMICLET, cucM IicOJ1>L T,
[Device] > [Phone] > [Phone Configuration] ICBEBILET, —DEEZEMICTS IP EFEZRL
T. Web PO E2AAOEYa>&RLET, IPEFICKRELREZEHALET,



system + CallHouting ~ Media Resources +  Advanced Featurez + Device + A

Phone Configuration

Q Save x Delete Copy % Re=set £ Apphy Config EB; Add New

|—Prm:luct Specific Configuration Layout— e s
D Settings
| I cobied J

COFLVMEEZEATEEHICH—ERAZEMILTERT L2z Y NLES, T75OYTIP
BEOJICTIOEATEEY, TOHTZXYNOTIVEAEN FEEhEZOE1—XHSE
HEOIPT7RLAZERALET, OV OJICTE, 52000774 %2FTYOLT
TEWVW, COS5DDT7TFAINNEFHRI_K>TLEEEETND LD, IXNTOT7AINEFIVYD
LTRHELBRERIVBENF HGYVET,

Illllllll CUHSOIE LOgS
CISCO

Cisco Unified IP Phone CP-7962G ( SEPSCB64F576113 )

Device Information

Network Configuration : '
/FS/cache/logl81

Network Statistics /FS/cache/logl82
3 /ES/cache/logl78
/FS/cache/logl79
Access /FS/cache/logl80

Ethernet Information

MNetwork

Device Logs

Console Logs

ASAO7 & P BEOJ OBENTOBE



ROBIE, ASA & IPEFELNSOOT ZBENTZHEERLTVET, COHITIE, ASA LD
SEBRED/N\Y D ANEFEEOO 74F21L—>320 J7A4ILNAOEREND/\VvS1E—HLT
WEBA., ik, ASA LOIRENBIOREICEEBRASNIELEOHTT,

ASA O%

Y%ASA- 7- 725012: Devi ce chooses ci pher : AES128-SHA for the SSL session with

client outside:172.16.250.9/50091

YASA- 7- 725014: SSL |lib error. Function: SSL3_READ BYTES Reason: tlsvl alert
unknown ca

YASA- 6- 725006: Device failed SSL handshake with client outside:172.16.250.9/50091

BEOJ

902: NOT 10:19:27.155936 VPNC. ssl _state chb: TLSvl: SSL connect: before/connect
initialization
903: NOT 10:19:27.162212 VPNC. ssl _state ch: TLSvl: SSL_connect: unknown state
904: NOT 10:19:27.361610 VPNC: ssl _state ch: TLSvl: SSL connect: SSLv3 read server hello A
905: NOT 10:19: 27.364687 VPNC. cert_vfy cb: depth:1 of 1, subject:
</ CN=10. 198. 16. 140/ unst ruct ur edNanme=10. 198. 16. 140>
906: NOT 10:19:27.365344 VPNC:. cert_vfy cb: depth:1 of 1, pre_err: 18 (self signed certificate)
907: NOT 10:19:27.368304 VPNC:. cert_vfy_cb: peer cert saved: /tnp/leaf.crt
908: NOT 10:19:27.375718 SECD: Leaf cert hash = 1289B8A7AA9FFD84865E38939F3466A61B5608FC
909: ERR 10:19:27.376752 SECD: ERCR secLoadFile: file not found </tnp/issuer.crt>
910: ERR 10:19:27.377361 SECD: Unable to open file /tnp/issuer.crt
911: ERR 10:19:27.420205 VPNC: VPN cert chain verification failed, issuer certificate not found
and | eaf not trusted
912: ERR 10:19:27.421467 VPNC. ssl _state ch: TLSvl: wite: alert: fatal:
unknown CA
913: ERR 10:19:27.422295 VPNC. alert _err: SSL wite alert: code 48, unknown CA
914: ERR 10:19:27.423201 VPNC. create_ssl _connection: SSL connect ret -1 error 1
915: ERR 10:19:27.423820 VPNC: SSL: SSL_connect: SSL_ERROR SSL (error 1)
916: ERR 10:19: 27. 424541 VPNC. SSL: SSL _connect: error:14090086: SSL
routines: SSL3_GET_SERVER CERTI FI CATE: certificate verify failed
917: ERR 10:19: 27. 425156 VPNC:. create_ssl_connection: SSL setup failure
918: ERR 10:19: 27.426473 VPNC. do_| ogin: create_ssl_connection failed
919: NOT 10:19: 27.427334 VPNC:. vpn_stop: de-activating vpn
920: NOT 10:19:27.428156 VPNC: vpn_set_auto: auto -> auto
921: NOT 10:19: 27.428653 VPNC. vpn_set_active: activated -> de-activated
922: NOT 10:19: 27.429187 VPNC. set_login_state: LOGA N 1 (TRYING --> 3 (FAILED)
923: NOT 10:19:27.429716 VPNC. set_login_state: VPNC : 1 (Loggingln) --> 3
(Logi nFai | ed)
924: NOT 10:19:27.430297 VPNC:. vpnc_send_notify: notify type: 1 [LoginFail ed]
925: NOT 10:19:27.430812 VPNC:. vpnc_send_notify: notify code: 37
[Ssl Al ertSrvrCert]
926: NOT 10:19:27.431331 VPNC:. vpnc_send_notify: notify desc: [alert: Unknown
CA (server cert)]



927: NOT 10:19:27.431841 VPNC:. vpnc_send_notify: sending signal 28 w value 13 to
pid 14
928: ERR 10:19: 27. 432467 VPNC:. protocol _handler: login failed

PC R— NBBEA D A/N>

OAVE1— 22 EFBICERERIZCENTEET, EFHONYITL—2RHICARSYF R
—KABYVET,

LRI 2 kD ICBEMEHREL T, CUCM EO PCR—RMANODANZBMICL., BZEEZEH
LET, EFEAET7L—LOOE—Z PCICEEGLBDET, ﬁﬂﬁd)t&)d)l\77'f‘y77&'$
YIF ¥ §BLEHIEET— RT Wireshark ZFEHAL TT&E LY,

system = CallRouting = Media Resources +  Advanced Featurez = Device v A

Phone Configuration

B Save x Delete Copy % Heset £ Apply Config EEE Add New

|—Pru|:luct Specific Configuration Layout— T i (U e

e Settings

Span to PC Port™ Enabled -

VPN @HTERENIZRETO IP BERENEE

IP BFEA" AnyConnect BRI TR Y ND—UAEA SEHEE NEZRET, VPN RELZETED Y
EVWSHBZLLSKZWTERT., FAEFE TELVL TIHN, VKON DBRREEZHRRDIZDLEN HY)
£7,

CUCM ATRHELZEZMATAS, TOXREZEFEMICEALET, MLLVREZEFTHRICT

V2193003 D2N0DFTS a3 (Apply Config, Reset, Restart) A"&HVET, 3 DFNT

OF7Za>H VPN t%éﬂ%aﬁs&v“ ASA B DERZMRLE T, AASEZRAIEAET AT
%aiaAtiﬁEJE’JLET%ﬁéhiio WEE. Al BRETHITA42Y (AAA) ZFERALTY
3Bk, VLT "/'HL@E)UJ?’J‘E’??E&?@“O



System * CallRouting = Media Resources *  Advanced Features - | [Device + | Application «

Phone Configuration CT1 Route Point

Gatekeeper
Save Delete . o
LB x r. : Gateway
1) oTatus: Keaay
| U Phone

EIPEBFNVE-—NMICFETZHSE. A DHCP H—NAS IPT7 RLAZZITES
DHF—MNTT., IPEFETCUCM A SHFHLWVWREZZETAICIE., LD TFTP H—N
ICERITIBEN HYVET, BEWE. CUCMA TFTP H—NZHRRTWLWEXT,

BfEcnicOd274F21L—2320 J74N 22 ETHICE. TFTIPH—/NDOIP 7 RL AN EFHE
BOZXYRND)—UOREATELKEYRTYTEAhTVWREZRABLET., BIROLHIC,
DHCP H—N\A5F7> 3> 150 Z2ERATHH. FETEREHO TFTP ZRELET, <D
TFTP H—/NICI& AnyConnect Y 2 a3V BHTT IV ELATEE T,

IPEFEANAO—NI DHCP H—N\AS TFTP H—NZZELTVWSDHN, TOT RLANELLK
WBEE, RETFTPY—NA7>2a> 2 EAL T, DHCP Y=/ 5E#EE D TFTP H—/\
DIPPRLAZLEZIDBZENTEET, COFIETER. RETFTPHY—NNOBERAEEH
BALE Y,

1. [Settings] > [Network Configuration] > [IPv4 Configuration] (&L £ 9,

2. [fX% TFTP ( Alternate TFTP ) | A7’ a3 ICAo2O—-I)LL&ET,

. EFEMTRETFTIP H—NZFEATHEER. [Yes] V7T RNF—ZHLET, ThIUNDE
Bk, [Nl V7 hF—%HLET, A72aoFOvIEchnTVREBEEE,. **#Z2HLT
Oy JZ@BRLET,

4.Save V7 hF—ZHLET,

5. [TFTP Server 11 A7 > 3a>TRE TFTP Y—NZBHAL £ T,

Web 72 IHELREFRAZ I —TEEAT XA XY E—JZBREL T, BFEHAELL

BHREZEL VR EZBIBELET., BENAELLEYRTYTERTVREEE. ROKLS
BRYE—IDNFRRENETT,



NI Status Messages

Cisco Cisco Unified IP Phone CP-7962G ( SEPS8CB64F576113 )

Device Logs
11:09:29 Trust List Updated

11:09:29 SEPSCB64F576113.cnf.xml.sgn
11:09:37 Trust List Updated
11:09:38 SEPSCB64F576113.cnf.xml.sgn
11:11:24 Trust List Updated
11:11:24 SEPSCB64F576113.cnf.xml sgn
08:21:45 Trust List Updated
08:21:45 SEPSCB64F576113.cnf.xml.sgn
08:22:02 Trust List Updated
08:22:02 SEPSCB64F576113.cnf.xml.sgn

Console Logs
Core Dumps

Status Messages

Debug Display

BEEEA TFTP =N\ S5BEREZETERVEEE, TFTIPIS— XY E—IHNRRENET

o



Status Messages

Cisco Unified IP Phone CP-7962G ( SEPSCB64F578B2C))

11:51:10 Trust List Update Failed

11:51:10 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn
11:53:09 Trust List Update Failed

11:54:10 Trust List Update Failed

11:54:10 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:54:31 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:55:18 Trust List Update Failed

11:535:39 TFTP Timeout : SEPSCB64F378B2C.cnf.xml.sgn
11:58:00 Trust List Update Failed

11:58:00 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn

ASA SSL FEEAR O ERH

AnyConnect VPN BFEED Y R 7Y 7 IFIEL<#EEL TLWB A, ASA SSL SEEFAE DO HARA A D L)
TELEHBEIC. INTOIPEFEEXA A NIBEL T, LV SSLIAAEEZSHEKICEA
TRMERFHV)EEA, VPN IFERENIRET, HILVIAEZEMTRENTEET,

IDSEBEODRDVYICASADI—N CASEAEZTITVAR—RMNELERZFAR—NLTH S, EHF
TRUARA— (CA) 25| EHREFEATHHEEE. CUCM ADIHEZZETAIMHEN HYE
A, Chit, SIAEEFHHETEDLHTY, L. DIEHERFEALTVESRERE. XOF
JEA REBIZEVYET, T50HEVE, ASAE IPEFERBO/N\Y S 1EN—BLEVES, BEN
BEFEMTEEINEEA,

1.ASA L OIRAEZEHFLE T,
M :FMICOVWTIE, TASA8x: ASDM Z#fFHAL = SSLEIBHEREHEA A=), #
SRLULTLKEEVY, BORFARNRA NZERL T, IXTOH VPN IP EFFICIAEEE



http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00809fcf91.shtml

A9 % E T, ssltrustpoint <name> outside IV RZFEAL T OF L VIEHEZERAL
BOWTLEEV,
FUWAEAEZ TV AR—KMLET,

.EFE VPN EREAIAEE L THLUVWIAIAEZEZ CUCM ICA 2 R—BML&E T,
F:EU CN OFIEAE%EZF7Y 7O—RKR¥S CSCuh19734 # L ®WEL X IR VPN EEHOT
WIEARZERL TBVWTTEV

. CUCM @ [VPN Gateway Configuration] [CBEL T, HIL WAIAEZEALET., _NhT,
ROBEOAAENFEETR LB ET, HRNB> TVWBIHEE XK ASA IZEA
ENTLWEVLHL VRS,

. COFLVEREZ IPEFEICEMALE T, [Apply Config] > [Reset] > [Restart] B8 L T,
VPN RV ZIBEHTHLUVEREZEZ IPEFRICEALET., IXTOIP EFAH VPN £H
TEHENTEY, ThELASP U RIIBEHTTFTP H—NICEETEEB CEZRRELET

o

TFTP ZFERALTAT—RA XY =& 74F1L—>32 T7AINEFIYIL
IPEBAEHECNLO 74F2L -3 T7AI)NEZRFELEIEZH#RELET,

ASATHLWSSL RZARKRA M ZERAL T, AVIAZZEEMART,

¥: ASASSLEIAEN T TICHIRYIN T, IP BFEH AnyConnect BRI TEHKTE R VEBE
&, BE(HFLWASATIBAE/\YV> 14 E ) ZIPERICTYSZ1TEERY, FETIP
BEAOTFTPZNTVUY U IPFPRLAICERELTIPEFBNI TCHSBERERETED X
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