J)E—N P21t AVPN O ASA IKEV2 F/\v &
ODZTIN>a—Fa0T
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>

&
C.
&
i}

s
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FHTRAR—F b
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>FUF

debug XY~ R

ASA DEXTE
XMLZ7Z7A4)

TNy J OJ L5

b RIDOHERR
AnyConnect

ISAKMP

IPSec

B E SR

A
_H'.

e

el

B=

D RFIXKNTIE. Internet Key Exchange Version 2 ( IKEv2 ) % Cisco AnyConnect EE1)
T4 OZATRTHERALTVWSEEIC, CiscolBREEX1UTA FTZA4AF A (ASA) T
DTNV TZEDRSICEBIBNICOVWTHALET, iz, BEOTFT/NY J1T2 ASARE
CEMIZHECEIZERERHLLET,

CORFIXYNTIE, ASAICVPN RO RIIABUESNIERICNT T4V D ZEDLSICET
BIAILDODVTEHALT, IPSec ® IKE DEXHF LT TVWELE A,

IR &4

B

IKEV2 DXNT Y RREBIZOVWTOHEBAI HBD N HERENET, FHEICOVTEE, FIKEV2 ©
NTY "RBEZFTORI LRIV FNY Ty 2ZRLTLSEE,



/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

FERAFDIAVR—FT b
ZORFIXYNOBERIE. ROYTRTITEN—RIITON—DIAVILET<EDNTT,

CAVB—RY N F—HN—T 3 2 (IKEV2)

. Cisco BB X1 UTa FTSAT A (ASA)N—2 32 84 BARE
AKENEHIEE, BENDTARREILHDTF/NAACEIVTHERENEENTT, CORFIXY
NTHEATEIZINTOFNA AR, B (F7#4I)N ) BREODRELNSEBLTVERT, &HEF
NDERY ND—VTHEEZFTSHEES, ANV ROFECODVTTAICEBBRLESATEELTLE
=L,

FxEE

Cisco Technical Assistance Center ( TAC ) Tl&. IPsec VPN N R OREILICEEN H>TH.
OXR > RABESHETEDBEZRETEH-HIC, IKE X IPSec OF/N\NY TN Rz BEICHEH
LTLVWET,

k]

debug AN R

debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127
debug aggregate-auth xm 5

ASA DOFTE

CDOASARETRELTROELRTHY), HNBY—NZEALFEA.

interface Ethernet0/1

nanei f outside

security-level 0O

i p address 10.0.0.1 255.255.255.0

ip local pool webvpnl 10.2.2.1-10.2.2.10

crypto ipsec ikev2 ipsec-proposal 3des

protocol esp encryption aes-256 aes 3des des

protocol esp integrity sha-1

crypto dynani c-map dynmap 1000 set ikev2 ipsec-proposal 3des
crypto map crymap 10000 i psec-i saknp dynami ¢ dynnap

crypto map crymap interface outside

crypto ca trustpoint Anu-ikev2
enrol | ment self
crl configure

crypto ikev2 policy 10
encryption aes-192



integrity sha

group 2

prf sha

lifetine seconds 86400

crypto i kev2 enable outside client-services port 443
crypto i kev2 renote-access trustpoint Anu-ikev2

ssl encryption 3des-shal aes128-shal aes256-shal des-shal
ssl trust-point Anu-ikev2 outside

webvpn
enabl e outsi de
anyconnect image di sk0:/anyconnect-w n-3.0.1047-k9. pkg 1
anyconnect profiles Anyconnect-ikev2 di sk0:/anyconnect -i kev2. xni
anyconnect enabl e
tunnel -group-1ist enable

group-policy ASA-1KEV2 interna

group-policy ASA-1KEV2 attributes

Wi ns-server none

dns-server none

vpn-tunnel - protocol ikev2

def aul t - donai n none

webvpn

anyconnect nodul es val ue dart

anyconnect profiles val ue Anyconnect-i kev2 type user

user nane Anu password | AuoFgF7KnB3DOW encrypted privil ege 15

tunnel - group ASA-1KEV2 type renpte-access
tunnel - group ASA-1KEV2 general -attributes
addr ess- pool webvpnl

def aul t - group- pol i cy ASA-I|KEV2
tunnel - group ASA-1KEV2 webvpn-attri butes
group-alias ASA-1KEV2 enabl e

XMLZ7A)

<ServerList>
<Host Entry>
<Host Nane>Anu- | KEV2</ Host Nane>
<Host Addr ess>10. 0. 0. 1</ Host Addr ess>
<User Gr oup>ASA- | KEV2</ User G oup>
<Pri mar yPr ot ocol >l Psec</ Pri mar yPr ot ocol >
</ Host Entry>
</ ServerLi st>

EXMLOIZAT N 7A7 74O UserGroup DERIE, ASADK RN TIL—7
NEZFERUTHIMLENHYET, BLUTHEVESIE, Tnvalid Host Entry. Please re-
enter; EVWSITT— XY tE—IH AnyConnect 754 TV MCRRENET,

FNNy T OT EHHA

3¥: Diagnostic and Reporting Tool ( DART ) A5 OOV G EHMBEARTHDHEEN 2L, C
DHITFEERTH S-S, BED DART DOV FEBLTVWET,



H—NX XAy E— 0B



ASABNDVZATRAS IKESAINIT XY E—JZRELET,

RO 1 HOXY =D IKE_SAINIT RRTT, CchsOXYyE—TRESETZILIVXLDES
DSATURASESELEIKESAINIT XY E—JIC@IROT A =)L RACENTVET,

1. ISAKMP AY & — - SPIN—>3 21759

2. SAi1 - IKE DRERNFYR—KNITBESHTILIV XA

3. KEi - 3#{=fl> DH 2BF—01E

4. N-BERAOFA



ASA &
IKE_INIT Xy t—> #8520, WELET, ASARAEERITLET,
1. BEAA—NEREQH
BELEEOASEBIRLET,

2. BH50O DH MEF—EHELET,
3.ZMDIKE_SAFHNDINTHF—%
BHTDENTED SKEYID &
ZFELET, BEOITXNTO

XY tE—0OAY X —H

et h, RifehEzd, TO
EEICEREAEF—B LT
TEHOREL, SKEYID »5
BHEh, AOLSICHSNhTVET,

SK e - 51t SK_a - 525ESK_d - CHILD_SAs

DO F s F —BEEBHRD

EBEHOLEHIC

EBHL, EASK e & SK a &

FRICECELZICFAEENET,
BEI>714F1L—>3>

crypto i kev2 policy 10
encryption aes-192 integrity
sha group 2 prf sha lifetine
seconds 86400

crypto i kev2 enabl e outside






ASA (& IKE_SA_INIT REEDISEX Y £—D BERLE T,
CONTY MR EENET,
1. ISAKMP AY & — - SPIN—>3 2755
2. SAr1 - IKE OSBRI BRI BESLTILIVX A
3. KEr - I[&Z&l DH 2ABF—01E
4. N-BEROFVR



ASA " IKE_SA_INIT REEDISEX Y =T ZIABELE T, N T IKE_SAINIT REAZTTLEL I,



DFREEE, EAP ZFRAL TITHhET, EAPOXY E—IRMTE., BE—0 EAP FRALA R TAFTF

?o

D9SATRNCIDIRAO—RAEENTVTE
AUTH RA O—RAEBFEFATVEVEEE,
D95AT RN IDZESEEODAMBENT
WEWZeZRLET, F/NYIT TR, AUTH
RAO—REFEISAT U RDSEEEND
IKELAUTHNT Y NICEH Y ER-A. 94T MOKBRIIE,
EAP XA EEICIThNEBICD &K,
AUTHARAO—REZEELET, ASA N
IRFBAE AR & H
THHEF. EAPRAO—R%E
XvtE—T 4 CHEL, EEA®D
SUEEA #4655 D IKE_AUTH 33T
ZTTTBHET. SAr2, TSi, &LV
TSrOEEEEHLET,
IKE_AUTH ORERI/NT Y MCIE, RAEERTVET,

1. ISAKMP A Y & — -

SPUN—2 3754



2.IDi- V24T MERELEV
NI TIL—T DR,
IKE_AUTH R0 &4 D
XY tE—0DRA7 ID_KEY_ID @
IDi R4 O— RTRBEETDHEHN
HYVET, nlF.
DZAFTN7A7 74K
TJIN—TBTEFICREETATVD D,
BIEI ) EEEFRRERIC,

DSAT NN BREIBNTTAILD
IIN—T7TE%ZFvv>1LTVWBHBEIC
HELET, ASAK
N>XxI JI—78 & IKE IDi
RAO—RORBZEZ—HEELS L
LET. mUICHIIL I
IPsec VPN AL & hi-&.
DAT > NEI—FHNRBEEES N
IN=TBB(IIN—"TITAVTR) %
FvYva1LET, <cOIIL—T
Bk, I—YHFFLELLE
FRTIN—T 2RI HIC,
ROEHEHAITO
IDi R4 O— R T4
ENET, EAPRRREN VT4 7> N7A7 74
TEEFLEETRRENTVT,
7’07 7 4 JLIZ <IKEldentity> B3
FEEFNTVWEVEERE.
94T NEEEXFS
*$AnyConnectClient$* %z
A ID_GROUP 247 M
IDiRAO—RZEEFELET,
3.CERTREQ- 72472 ~&.
BEEOSVIIRED
ASAZERLTVWET, FHHE
ERRAO—REE, EEAH
ZERAOHAEZAFTS
PBENFHZHEEIC. RBOBIC
BEHSNBDEENHYET., FAHASBEX
RAO—RE., 7Oty HIC
COEDIAEN B2 H
ESHZHETDLD.,
[Cert encodindg] 7 1 —)L ROKRE
ICRkVWAEBENET, CDHEE,
EBELLIAIA#EO VT I
THRIITZEDAAENF 70y
ICHBIDPDESHZRBETREDHIC,
[Certification Authority]



71—l RAIRE
TENET, ChiF, AAEDFI—2THHDHEENHYET,
BETEZXT,

4. CFG - CFG_REQUEST/

CFG_REPLY Tl&. IKE
IVRRAMNEFEALT, ET
DEHREZERTEET, CFG_REQUEST RE
RA4AO—ROEMHAEORTHEL

BEk., TOEM

COVWTOHBELT
ERAB_ENTEET, CFG_REPLY
RERAMO—RFZOME, £
FLWEZRSCENBYWET, T,
MLLWEMZEML T,
BERLEEDZEOBVEENF HYVET,
ERAEIE., BRELEV

BENRENEBEE

FThoszZEBRLET, COLIBTFNY I TR,
9254 TF> MY CFG_REQUEST
TRhRURILBREZER

LE¥rd, ASAE

EAP AT L =& ICE T,

chIZEL, MURILEE
BHZEELET,

5. SAi2 - SAi2 &, IKEv1 ®
TI—AR2OKRSVAT7F3—L YD
THICELIL = SA ZBBLET,

6. TSi H KRV TSr- HEMAIE
BERORS T4y ELIRICIE.
BeS{tEniNT 7 1Y U ZEiE
BrUOZETHEHIC, REME
IWEROEETERED
T RLANEFNREFNEENT
WET, ZRLAEHEE,
ZTOEBEZRRETDIINTORNT T4V D
FRORDVTENDZEZEBELET, Ifthe
FIBRAICZFANS WD HEE,

BL TSRAO—RZZEIRL

F£9,
DSAT N ITIN—TRAAICRETS
PBEN SHBDEME AnyConnect
ZJ7O77A4IN 77A4ILNICREENATVET,
“EE7O7 7 14 ILERE:

<Server Li st >
<Host Entry>

<Host Nanme>Anu- | KEV2
</ Host Nanme>

<Host Address>10.0.0. 1



</ Host Addr ess>

<User G oup>ASA- | KEV2
</ User G oup>
<Pri mar yPr ot ocol >| Psec
</ Pri maryPr ot ocol >
</ Host Entry>
</ ServerList>

ASA [F IKE_AUTH XY £—IANDOREZERL., 77472 NINLTEEZFRLT 2 120 D EfHZ 1






ASARIZATURASIA—H ILTFUIVYIEZERTZEHIC, AUTHRAO—RZEFLET. A
TUNIEETRELRBRETT, CchilkY, 94T NEASAH—/NZRAETEXT,
ASA ICIFILRMRRII AR OEAZFLEL TVD L, EAPRAO—RZEXYE—J 4 ICREL, REA
FBZHEHLET, LEN2T, SO 3BEORAMO—REFNYITILHYELA,
EAP NTY RICERAEBENRTVET,
1.Code (d—K) : request- COO—RR@EFA—tEFTFAT—RIZK>TETIZEFEIET,
2.id:1-1D &, ERAND EAP REDBREICKRIEET, T, fElF. EAPRBORIO/NT Y K~
ICBYWET. chEASANSITTAT U NIEEFEN, EAP RBIFEBRENET,
3.Length: 150 - EAP N7 Y ROERZIZIE. O—RK, ID. R&E, EAP F—RNEEFIET,
4. EAP ¥—24&

770X T—=232@, AEABFAREVS, SAEFI—HAEETNTVRBEICRET D AN
VEBIERBTARMNBIREVF—ASTENATVIEEIHY T,



V24T R, BREEVSHTEAP ERIZISELET,
EAP NT Y NCRRRAEENRTVET,
1.Code (OJ— K ) : response - cD1— RiE, EAP ERANOBEZEELTETHFA—E2FTF1T5—24
2.id:1-1D k. BERAD EAP BENDBEICRIEET, T, HlE1TF, Chid, ASA(F—
o <@ EAP 5% E "configauthty 4 7' Tinity IC&WET. 9547 M EAP Rz 4] H
3.Length: 252 - EAP /N7y hOREI(CIE, O— K, ID, R&, EAP F—XNFEENET,
4. EAP F—2&
ASARFCOREZESILL, AT RNEFIONTY N ( BRVEEHE ) TAUTHARAO—REZE
inity EAP &NT Y MICEENTVBREDTT,



chik, ASANOZATURNIEELE2EFEBNDERTT,

EAP NTY RICERAEBENRTVET,
1.Code (d—K) : request- COO—RE@EFA—tEFTAT—RIZK>TETIZEFEIET,
2.id:2-1D &, BERAND EAP REDBREICKRIEET, T, fElF. EAPXREBO2FBEO/NT Y

requesty IV ET, ASAWR, V94T NN I—HYREIL T Y I EEETDIELDICER

3. Length: 457 - EAP X7y ROEZ(CIk. O—K. ID. E&. EAP F—&HFE2EnET,
4. EAP ¥—24&

ENCR R4 O— R:

CcORAO—REFESKEh, TOOATOVREMRAMO—RELTERMENET,



DFAT >V MY EAP ORAO—RNFH BB D IKEAUTH BERIXY -2 REEFELET,

EAP NTY RICERAEBENRTVET,
1.Code ( Jd— K ) : response- CH1— Rk, EAP ERADBEZELTETHA—E2F15—4&
2.id:2- 1D k. BERAD EAP BENDBEICRIEET, T, HE2TF, Chid, ASA(F—

3.Length: 420 - EAP N7y hORE(ZIE, O—RK, ID, R&, EAP F—RNFEENET,
4. EAP F—24&

ASAN CDIEERELET. V74T NE, A—YHILTFUIYILEZALTEIRSICERLTL
CONTY NMZRIA—HFHNFADLIEILT OO Y IFEERATVET,



ASA IR TIFEB D EAP EREERLET,
EAP NT Y RICERAEBENRTVET,
1.Code (d—K) : request- COO—RR@EA—tEFTAT—RIZK>TETIZEFEIET,
2.id:3-1D lF, EBRADEAP BEOBEIC/IEET, CCOT. EIE EAPXBOIBED/NT V|
completes ICB&VWET, ASARREZZEFEL. EAPREATTLET,
3.Length: 4235 -EAP X7 Y hORE I, J— R, ID, RE, EAP F—ZANEENET,
4. EAP ¥—24&
ENCR R4 O— R:
CcORAO—REFESKEh, TOOAVTOVREMRAMO—RELTERMENET,






DZA4TNEIEAPRAO—REZECREAUNTY NEEELET,
EAP NTY RICERAEBENRTVET,
1.Code ( d— K ) : response- CH1— Rk, EAP ERADKBEELTETHA—EF15—4&
2.id:3-1D &, ERAND EAP REDREICK’RIEET, T, BFE3TT, hld, ASA(F—
o T, ASARIVZATURDSRENTY NZ2ZELET, <D Tconfig-authy X4 7l "a
ZHEEEFAELET,
3.Length: 173 -EAP N7 Y ROREICIE, J—R, ID, RE, EAP F—2NEFENET,
4. EAP T*—#&

ASANCONTY NZREBLET, TD
AUTHARAO—RZZEEFELET. ASA
RONTY RTROZRIL TIN—T%iEE
ITREFEETVET, chix, 95478
AUET IDIi RA4 O— RTER

LTWET, ASARRISATURDLS
RENTY RN ZZELET, O



Fconfig-auty 24 7°l& Tacky T9., <hliF.
CDISET, ASA N BIICIEE

L 7= EAP Tcompletes XY t£—>®
ZEE®IELET,
BOEI>74¥aL—>3a>

<ServerList>
<Host Entry>

<Host Nane>Anu- | KEV2
</ Host Name>

<Host Addr ess>10.0.0. 1
</ Host Addr ess>

<User G oup>ASA- | KEV2
</ User Gr oup>
<Pri mar yPr ot ocol >| Psec
</ Pri maryPr ot ocol >
</ Host Entry>
</ Server Li st>

T EAP XA HRINLEL =,
EAP NT Y MICEIRAEENTVET,

1. Code: success - — ® 11— RiF
EAP BREAR DT T RIC
F—tE T4 T—ZNFETICEELET,
HRAFRNZRELET. <hlE,
ET7NFA—tT1T—XIC
EEICRIEhikCE%z
~LET,

2.id:3-ID I&. EAP [5&®D
EREODBEICRIBET,
C_T, {ElF3TYT, i,
ASA (F—tE>FT 15 —5& ) HFLLEHEE
LEERANORETHDLZE
~LEYT, XBO3I LY S
BONTY NARIHL .,
EAP A B Th
LEL L,

3.Length: 4 -EAP NTY RO
k&I, d—R, ID, k<,
EAP F—&NFEFNET,

4. EAP 7—24&

EAP XA RRIIL ==, 954 T M AUTHARAO— REZET IKE_AUTH RERINT Y N EIXEL



EAP BRI EEEEhTWD, Fki&

DAT N 7O77AILTRBENRTEY),

7'07 7 4 )LIZ <IKEldentity> & A"
BEENTVEWEER, 94T N

& E X F% *$AnyConnectClient$*

ZET ID_GROUP 24 7'M IDIiRAAO—REZEEFELET,
ASANCDOXYE—DHMEBLET,
BEd>71F¥1L—>3>

<ServerList>
<Host Entry>

<Host Nanme>Anu- | KEV2
</ Host Name>

<Host Addr ess>10.0.0. 1
</ Host Addr ess>

<User G oup>ASA- | KEV2
</ User Gr oup>
<Pri mar yPr ot ocol >I Psec
</ Pri maryPr ot ocol >
</ Host Ent ry>
</ ServerLi st>



ASA [&, SA, TSI, BRT TSr ORAO—RZET IKE AUTH REXY E—DZERLET,
IKE_AUTH QISERINT Y MCE, RAEENRTVET,

1. ISAKMP AY & — -SPIN—=23 2759

2. AUTHRAO—R - BRU LFEAFRAAFEEND

3.CFG - CFG_REQUEST/CFG_REPLY IC& V), IKELY RRA Y MNAET DEHREERTEER T,
DHRELTERDCENTEET, CFG_REPLY RERAMO—RE, TOfE, £LEHL LVEZ
BWEEEHYET, ERAG. FREALZVEMENI REIIZBEERE. ThZEELEXT. ASA G

4.8Ar2-SAR2 M IKEVI D7 I—X2 NIV AT #4—L Y NIBEFHKRD SA ZFRBLET,

5. TSi & TSr- REAERFRMORNZ 71V IDOELIRIIE, BSLENIENT T4 Y VEEES
BENTVET, COTFRLAERER, BERITEGAN COHEERNTHRIINTORNT T 1Y
ZRRERE—O TSRAO—RZZEVERLET,

ENCR R4 O—R:
CORAO—REESLEA, ZTOOADTOYREMRAO—RELTEMEIAET,






ASAE, 9BONTY NIZHTAR{LENEZZ O IKE AUTH REXY E—DZEEFELE T, IKE_AUTH 3












EREEF1UT PYSI—232 (SA) F—ER—AAAY, AF—RAlF REGISTERED (73,
ODEERZE, W<OHDOBREZITV., Y RETHRE (DPD) BEDHEZRELET,






N> X OFERE

AnyConnect

show vpn-sessiondb detail anyconnect X~ RO B OBl ZERICRLET,

Sessi on Type:

User nane
Assigned I P
Pr ot ocol

Li cense
Encryption
Bytes Tx
Pkts Tx

Pkts Tx Drop :
G oup Policy :

Login Tinme
Duration

Inactivity
NAC Resul t

VLAN Mappi ng :

| KEv2 Tunnel s:

AnyConnect Detail ed

Anu
10.2.2.1

| KEv2 | PsecOver Nat T AnyConnect - Par ent
AnyConnect

AES192 AES256

0
0
0

ASA- | KEV2

22:06: 24 UTC Mon Apr

Oh: 02m 26s
Oh: 00m 00s
Unknown

N A

1

| PsecOver Nat T Tunnels: 1
AnyConnect - Parent Tunnels: 1

AnyConnect - Par ent :

Tunnel ID

Public IP

Encryption

Idle Tine Qut:

Cient Type
dient Ver 3.
| KEv2:

Tunnel ID

UDP Src Port

Rem Aut h Mbde:
Loc Auth Mbde:

Encryption

PRF
Filter Nane
Adient CS

| PsecOver Nat T:
Tunnel ID
Local Addr

Rekey Int (T):

2.1
192.168.1.1
none

30 M nutes
AnyConnect
0. 1047

2.2
25171
user Passwor d

rsaCertificate

AES192
86400 Seconds
SHAL

W ndows

2.3
0.0.0.0/0.0.0.0/0/0

Prem um

| ndex
Public IP

Hashi ng
Byt es Rx
Pkts Rx

Pkts Rx Drop :
G oup :

Tunnel

22 2013

VLAN

Aut h Mode

Idle TO Left

UDP Dst

Hashi ng

Rekey Left(T):

D'H G oup

Port

2
192.168.1.1

none SHA1 SHAl
11192

171

0

ASA- | KEV2

none

user Passwor d
27 M nutes

4500

SHAL
86254 Seconds
1



Renot e Addr
Encryption
Encapsul ati on:
Rekey Int (T):
Rekey Int (D):

10. 2. 2. 1/ 255. 255. 255. 255/ 0/ 0

AES256 Hashi ng : SHA1
Tunnel

28800 Seconds
4608000 K- Bytes

Rekey Left(T): 28654 Seconds
Rekey Left(D): 4607990 K-Bytes

Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Bytes Tx 0 Byt es Rx : 11192

Pkts Tx 0 Pkts Rx » 171

NAC:

Reval Int (T): O Seconds Reval Left(T): 0 Seconds
SQInt (T) 0 Seconds EoU Age(T) 146 Seconds
Hold Left (T): O Seconds Post ure Token:

Redirect URL :

ISAKMP

show crypto ikev2sa X > ROHHHIZRICRLET,

Sessi on Type: AnyConnect Detail ed

User nane © Anu I ndex D2
Assigned IP 10.2.2.1 Public IP 192.168.1.1
Pr ot ocol | KEv2 | PsecOver Nat T AnyConnect - Par ent
Li cense AnyConnect Premi um
Encryption AES192 AES256 Hashi ng none SHA1 SHA1l
Bytes Tx 0 Byt es Rx 11192
Pkts Tx 0 Pkts Rx » 171
Pkts Tx Drop : O Pkts Rx Drop : O
Goup Policy : ASA-IKEV2 Tunnel G oup : ASA-IKEV2
Login Time 22:06: 24 UTC Mon Apr 22 2013
Dur ati on Oh: 02m 26s
Inactivity Oh: 00m 00s
NAC Resul t : Unknown
VLAN Mapping : NA VLAN none
| KEv2 Tunnels: 1
| PsecOver Nat T Tunnels: 1
AnyConnect - Parent Tunnels: 1
AnyConnect - Par ent :
Tunnel 1D 2.1
Public IP 192.168.1.1
Encryption none Aut h Mode user Passwor d
Idle Tine Qut: 30 M nutes Idle TO Left 27 M nutes
Cient Type AnyConnect
Client Ver 3. 0. 1047
| KEv2:
Tunnel 1D 2.2
UDP Src Port 25171 UDP Dst Port 4500
Rem Aut h Mbde: userPassword
Loc Auth Mdde: rsaCertificate
Encryption AES192 Hashi ng : SHA1
Rekey Int (T): 86400 Seconds Rekey Left(T): 86254 Seconds
PRF © SHA1 D'H G oup 1
Filter Name
Client OS W ndows
| PsecOver Nat T:
Tunnel 1D 2.3
Local Addr 0.0.0.0/0.0.0.0/0/0
Renot e Addr 10. 2. 2. 1/ 255. 255. 255. 255/ 0/ 0

Encryption

AES256

Hashi ng

SHA1



Encapsul ati on: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 28654 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4607990 K-Bytes
Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Bytes Tx 0 Byt es Rx : 11192

Pkts Tx 0 Pkts Rx » 171

NAC:

Reval Int (T): O Seconds Reval Left(T): 0 Seconds
SQInt (T) : 0 Seconds EoU Age(T) : 146 Seconds
Hold Left (T): O Seconds Post ure Token:

Redirect URL :
show crypto ikev2 sa detail AX > ROHHFIZRICRLUET,

ASA- | KEV2# show crypto ikev2 sa detail
| KEv2 SAs:
Session-id: 2, Status:UP-ACTIVE, IKE count:1, CH LD count:1

Tunnel -i d Local Renot e St at us Rol e
55182129 10. 0. 0. 1/ 4500 192.168. 1.1/ 25171 READY RESPONDER

Encr: AES-CBC, keysize: 192, Hash: SHA96, DH Grp:1, Auth sign: RSA, Auth verify:

Li fel/ Active Tine: 86400/98 sec

Session-id: 2

Status Description: Negotiation done

Local spi: FC696330E6B94D7F Rermote spi: 58AFF71141BA436B
Local id: hostnanme=ASA-| KEV2

Renote id: *$AnyConnect d i ent $*

Local req nmess id: O Renmote req ness id: 9

Local next mess id: O Rermote next ness id: 9

Local req queued: O Rermote req queued: 9 Local w ndow:
1 Rermot e wi ndow. 1

DPD configured for 10 seconds, retry 2
NAT-T is detected outside
Assi gned host addr: 10.2.2.1
Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535
renote selector 10.2.2.1/0 - 10.2.2.1/65535
ESP spi in/out: 0x30b848a4/0x77ee5348
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conp: | PCOVP_NONE, node tunne

IPSec

show crypto ipsecsa N> ROEHHIZRIZRLET,

ASA- | KEV2# show crypto ikev2 sa detail
| KEv2 SAs:
Session-id: 2, Status:UP-ACTIVE, IKE count:1, CH LD count:1

Tunnel -i d Local Renot e St at us Rol e
55182129 10. 0. 0. 1/ 4500 192.168. 1.1/ 25171 READY RESPONDER

Encr: AES-CBC, keysize: 192, Hash: SHA96, DH Gp:1, Auth sign: RSA, Auth verify:

Li fel/ Active Tine: 86400/98 sec
Session-id: 2
Status Description: Negotiation done



Local spi: FC696330E6B94D7F Renot e spi: 58AFF71141BA436B
Local id: hostnane=ASA- | KEV2
Renmote id: *$AnyConnect d i ent $*

Local req ness id: O Rermote req nmess id: 9

Local next mess id: O Renmot e next mess id: 9

Local req queued: O Renot e req queued: 9 Local w ndow:
1 Renot e wi ndow. 1

DPD configured for 10 seconds, retry 2
NAT-T is detected outside
Assigned host addr: 10.2.2.1
Child sa: local selector 0.0.0.0/0 - 255.255. 255. 255/ 65535
renote selector 10.2.2.1/0 - 10.2.2.1/65535
ESP spi in/out: 0x30b848a4/0x77ee5348
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conp: | PCOVP_NONE, node tunne

EEH

- RFC 4306, Internet Key Exchange (IKEv2 ) Z’O0 M)

. RFC 3748, HARWRERREEZ'O0RJL (EAP)

- RFC 5996, Internet Key Exchange Protocol Version 2 ( IKEv2 )
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