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ip local pool poold 172.16.2.100-172.16.2.199 mask 255.255.255.0
ipv6e local pool pool6 fcfe:2222::64/64 128
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interface V1an90

nameif outside

security-level 0

ip address 203.0.113.2 255.255.255.0
ipv6 address 2001:db8:90::2/64
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interface Vl1anl02

nameif inside

security-level 100

ip address 192.168.102.2 255.255.255.0
ipv6 address fcfe:102::2/64
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ipvé route outside ::/0 2001:db8:90::5
route outside 0.0.0.0 0.0.0.0 203.0.113.5 1

DAT 2 RNTORIADLEDHIC, ASAICETATFUTATARAAEN BDETT, TOKRS A
EZOERPAVR—MOFEFCORFIXNORKATTY, ROEDIBMORFIX N
OHFICERICROIBENTEEXT,

[c/len/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-
3rdpartyvendorcert.html

RROBERRRODEISICEYET,


/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html

crypto ca trustpoint testCA
keypair testCA
crl configure

crypto ca certificate chain testCaA
certificate ca 00
30820312 308201fa a0030201 02020100 30040609 2a864886 £7040101 05050030

quit
certificate 04
3082032c 30820214 a0030201 02020104 30040609 2a864886 f£7040101 05050030

quit
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ssl trust-point testCA
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webvpn

enable outside

anyconnect image disk0O:/anyconnect-win-3.1.00495-k9.pkg 1
anyconnect profiles asa9-ssl-ipv4dv6 disk0:/asa9-ssl-ipv4v6.xml
anyconnect enable

COERHITIE, 72N JIL—7" RS — ( DtGrpPolicy ) R, IPv4 & IPv6 D7 RL A
7=, DNSH—NNBHR(IVFATURNITY21END ), BLROTAT7AIUFBREETIT
WET, CCTRESICZLKDEMUNRETEERT, A7>3a>7T, EBDI—HF0otYy MK
LTEBDIN—T RI—2ERXRTEXT,

X : Tgateway-fqdny BHEE/N—2329.0TH L SEME ., DNSTREE N TV BASAD
FODNZE&LET, 7547 MNEZ DO FQDN Z# ASAASEHEL., IPv4 XY ND—2 & IPv6
XY RND—OLOBTOO—IVJICEALET,

group-policy DfltGrpPolicy attributes

dns-server value 10.48.66.195

vpn-tunnel-protocol ssl-client

gateway-fgdn value asa9.example.net

address-pools value pool4d

ipv6-address-pools value pool6

webvpn

anyconnect profiles value asa9-ssl-ipv4dv6 type user
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tunnel-group Defaul tWEBVPNGroup webvpn-attributes
authentication certificate
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[Network (Client) Acccess] > [AnyConnect Client Profile] )

Profile Name asaf-ssl-ipvdvh [ -
| AnyConnect VPN Profile :

Profile Usage

Enter a device file path for an xml file, ie. diskl:fac_profile. The file will be automatically
created if it does not exist,

Profile Location disk(:fasa9-ssl-ipyvdwb.xmil | Browse Flash... |
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Group Policy | <Unassigneds / :!
Enable 'Always On VPN for selected group
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Cancel |
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<?xml version="1.0" encoding="UTF-8"?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">

<ClientInitialization>

</ClientInitialization>
<ServerList>
<HostEntry>

</HostEntry> </ServerList>
</AnyConnectProfile>
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Connection Infarmation
Late:
Turnel Mode (IPv4): Tunnel All Traffic
Tunnel Made (IPvE): Tunnel All Traffic
Duration: 00:10:24

Address Information
Client (TPv4):
Clignt (T

2001:088:90:0:0:0:0:2

Frames

@D v

Connected to asad.example.net.

2289, example.net

. ASA T, CLI »*5 Tshow vpn-sessiondb anyconnecty; HA® "PublicIPy ZF I YOV LET
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asa9# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Nanashi no Gombei Index : 45

Assigned IP : 172.16.2.101 Public IP : 192.0.2.95

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAL
Bytes Tx : 13138 Bytes Rx : 22656

Group Policy : DfltGrpPolicy Tunnel Group : DefaultWEBVPNGroup

Login Time : 11:14:29 UTC Fri Oct 12 2012

Duration : 1lh:45m:14s



Inactivity : 0h:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

Username : Uno Who Index : 48

Assigned IP : 172.16.2.100 Public IP : 2001:db8:91::7

Assigned IPv6: fcfe:2222::64

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAL
Bytes Tx : 11068 Bytes Rx : 10355

Group Policy : DfltGrpPolicy Tunnel Group : Defaul tWEBVPNGroup

Login Time : 12:55:45 UTC Fri Oct 12 2012

Duration : Oh:03m:58s

Inactivity : 0h:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none
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