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Anyconnect

POST / HTTP/11

Host: asav.cisco.com

User-Agent: AnyConnect Windows 5.L.1.42

Accept: */*

Accept-Encoding: identity

X-Transcend-Version: 1

X-Aggregate-Auth: 1

Connection: close

Content-Length: 812

Content-Type: application/x-www-form-urlencoded

<¥xml version="1.0" encoding="UTF-8"%>

<config-suth client="vpn" type="init” aggregate-auth-version="2">

<wversion who="vpn">61142</version>

<device-id>win</device-id>

<mac-address-list>

<mac-address public-interface="true">00-50-56-bd-c3-bi</mac-address></ mac-address-list>
<group-access>httpa://asav.cisco.coms</ /group-access>

</jconfig-auth>

$8L Session Close
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I—9HFZOVARDSHOERTOT77 AN EERTZD L, BIOPOSTREARTENET,
COBE. RICRTELSI, VFATNEERENLBERTOT7 7ML ERRI DO,

Secure Gateway

HTTP/11 200 OK

Content-Type: text/xml; charset=utf-8
Transfer-Encoding: chunked
Cache-Control: no-store

Pragma: no-cache

Connection: Keep-Alive

Date: Thu, 05 Sep 2024 04:45:24 GMT
X-Aggregate-Auth: 1

<¥xml version="1.0" encoding="UTF-4"7>

=config-auth elient="vpn" type="auth-request” version="2">
<aggregate-mith=

<opaque is-for="gg">
<tunnel-group>Accounts_TG</tunnel-group:
<group-aliassAccounts</group-aliass
<config-hash>1725611216623</config-hash>

< opagque>

<auth id="main">

<title>Login</title>

<messagesPlease enter your username and password.</messages
<banner></banner>

<farms

<input type="text” name="username"” label="Username:"></input>
<input type="password" name="password” label="Password:"></input>
<select name="group_list" label="GROUP:">

<option selected="true">A s</opti
<option>Sales</option>

<fselect>

=fform:

<fauths

<feonfig-auths

S5 Session Close
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881 Session Resumption —J 35L Session Resumption

POST [ HTTP/11 N

Host: asav.cisco.com

User-Agent: AnyConnect Windows 5.1.1.42

Accept: */* HTTP/11200 OK

Accept-Encoding: identity Content-Type: text/xml; charset=utf-8

X-Transcend-Version: 1 Transfer-Encoding: chunked

X-Aggregate-Auth: 1 Cache-Control: no-store

Connection: close Pragma: no-cache

Content-Length: 1074 Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded Date: Thu, 05 Sep 2024 04:45:28 GMT
X-Aggregate-Auth: 1

<¥xml version="L0" encoding="UTF-§">

<config-auth client="vpn® type="init" aggregate-auth-version="2">

<version whos"vpn®»5.1.142< version>

<device-idswin</device-ids

<mac-wddress-list>

<mac-wddress public-interface="true>00-50-56-bd-c3-ba</mac-address> < /mac-address-list>
<group-select>Sales</group-select>

<capabilities></capabilities>

<jconfig-auth>

=¥xml version="1.0" encoding="UTF-8"7>

<config-auth client="vpn" type="auth-request” aggregate-auth-version="z">
<opaque is-for="ag">

<tunnel-group>Sales_TG</tunnel-group>
<group-alias>8ales</group-alias>
<config-hash>1725511216623</config-hash>

</opaque>

<auth ids"main">

<title> Login</title>

¢ =message>Please enter your username and password. </ messages
<banner></banner>

=farms>

<input type="text” name="username"” label="Username:"></input>
<input type="password” name="password” label="Pazsword:"></input>
<select name="group_list" label="GROUP:">
<gption>Accounts</option>

<option selected="true">8ales< /option>

</zelect>

= (forms

| <fauth>

<feonfig-auths
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3. Authentication Status:id = 'success'@authZ2Z&EIZLK 2 TRENET,
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Anyeonnect

£6L Session Resumption

POST [ HTTP/11 Host: asav.cisco.com
A A

Secure Gatewny

$81 Sesion Resumption

Us: 1 di 81142
Accept: */* —
X-Transcend-Version: 1 BITTF/Ad 05 OF
X-Aggregate-Auth: 1 Content-Type: text/xmb charset=utf-a
Content-Length: 984 Transfer-Encoding: chunked
Content-Ty, AT Fr— Aad Cache-Control: no-store

Pragma: no-cache
<Fxml versions"1L0" encoding="UTF-87» Connection: Keep-Alive
<config-auth dient="vpn" type="auth-reply” aggregat e-auth-version="2"> <version Date: This, 06 Sep 2024 0445234 GMT
who="vpn"s5.1 Laz< version> <device-id ._>wine/deviee-id> X-Aggregate-Auth: 1

<mac-address-lst=

<muac-address public-interfsces"true">00-50-56- bud: c3-bd< /mac-addresss> </mac-address.list>
<sesabon-tokens < fsesslon-tokens

cression-id>/sessionsid»

<opaque i-for="sg">

<tunnel-group>Sales_TG«/tunnel-group>

<group-alins>Sales</group-aling

<config-hashe-17ess11216623< config-hash=</opaque:>

<Txml version="L0" encoding="UTF 87>

<config-auth client="vpn® type="complete” nggregate-nuth-version="s"

<session-id>-2069331968</sension-id>
sl L

8108 BOECTEEFss DA aAOCBED:

3@ zaA < neaion
<auth id="suceess™s
<banners.</banners

<message id="0" parami="" parama="">< messges

<auths . <fauths

cunmcrd:-n.wo-cfmmwd:- <capabiliviess

cusernamesciseo< fusernames-</auths <erypro-supportedsssl-dhe</erypto-supporteds
<group-select>Sales</group-selvct> </eapabilities>

<fconfig-auths

83L Bession Close

s

<config cent="vpn® type="private®s

<vpn-hase-configs

<base-package-uri= (CACHE ste,/2< base-package-uri>

<aerver-cert-hasho s 109 ASCI DTN FDTSES 1869 28 FAFFED ECEDF < fserver-cert -hash>
</vpn-base-config=

<opaque is-for="vpn-client"><service- profil
<ServiceProfiles rev="10"> <Profile service-types"user">

<FileName>«/FileNames

<FileExtensionzxml</FileExtensions

<Directory></Directory> <DeployDirectorys</DeployDirectory>

«[eseription>AnyConnect VPN Profile</Description:
<DownleadRemoveEmpiy=falee</DownloadRemoveEmpty=

«/Profile=

</ServiceProfiless

< service-profile-manifests

<vpn-client-pkg-versions

<phgversionss, 11424 pkgversions

< wpn-client-pkg-versions

<vpn-core-manifest>

VP Pev="LO"

<file version="5.11.42" id="VPNCore" is_core="yes" type="mai* action="Install® oe="win:10.0.10240%>
<urisbinaries/daco-seeure-cllent-win-s L1.42-core-vpn-webd eploy-ke.mal < /ur>
<display-namesCiseo Secure CHent - AnyConnect VPN</display-name:>

</ files

«file versions="s.10.42" id
<file version="5. 114" <ffile=

«file version="5.1142" ISEFosture” «/file>

<file version="s.1.042" id="gina"—. </fle>

<file verslon="s1L142" id="NVM".. </file>

«<file verslon="5.1142" id="Umbrella"_ </file>

file version="5.11.42" id="NAM"... < filex>

cfile versions"s 114867 id="ZTA" «/filex

<fvpn=

< fwpn-core-manifests

</opagque>

<vpn-profile-manifests

<VpI rey="L0">

<file type="profile" service-type="uscr'>
<urixfCACHE st/ profiles,/nsav.oml< furi>

<hash type="sha1"-ssEsiAAsDE21AZA2BDa1aFs17DABTO EF2Bes2 a9 hashs
< file=

<fvpn>

< fvpn-profile- manifest=

cvpn-customization-manifest>

</files

< fwpns

< fwpn-language-manifest >

< feonfigs

«eonfig-auth>

ifeats

“DART".....</filex

S8 Seasion Close
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Anyconnect Secure Cateway

[ New ] SSL Session-2 | Ne'w | 851 Session-2

GET [CACHE/stc/profiles/asav.xm] HTTP,/11

Host: asav.cisco.com E—

User-Agent: AnyConnect Downloader Windows 5.1.1.42 HTTP/11 200 OK

Accept: */* Content-Type: text/xml

Cookie: webvpn=12A3F3@-2069351968...... Content-Length: 2816 Cache-
— Control: max-age=6000

Connection: Keep-Alive
Date: Thu, 05 Sep 2024 04:46:55 GMT

<ServerList>
<HostEntry=
<HostName>ASAv</HostName>

<HostAddress>asav.cisco.com</HostAddress>
<(HostEntry>
</BerverList>
<[AnyConnectProfile>

S5L Session-2 Close ¥ SSL Session-2 Close

VPNA D> O—4
5. CSTP#E#:

AnyConnectld, EF 17 F v RILZRIUTHEHDHREDATY 77& L TCONNECTREZETT
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Anyconnect Secure Catewny

[ Mew ] 851 Session-3 ————3¥{| New | 551 Session-3
CONNECT [CSCOSSLC/ tunnel HTTR/L1
Host: anav.cisco.com S
User-Agent: Cisco AnyConnect VPN Agent for Windows 5.1.1.42
Cookie: webvpn=12A3F3@- 2065331968 HTTP{11 200 OK Server: ASA (5.15(4)42)
K-CETP-Version: 1 X-CBTP-Version: 2
X-CSTP-Hostname: DESKTOP-PMHSETS X-CETP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.
X-CSTP-MTU: 1309 X-CETP-Address: 192.168.33.1
K-C3TP-Address-Type: IPve,IPv4 H-CETP-Netmask: 255.255.255.0
X-CSTP-Local-Address-[P4: 10.106.69.69 H-CETP-Hostname: asaz.ciscoxys
X-CSTP-Base-MTU: 1500 X-CETP-DNS: 64.104.128.236
X-CSTP-Remote-Address-TPa: 10.106.61.16 X-CETP-DNS: 72.163.128.140
X-CETP-Full-1Pvé-Capability: true X-CETP-Lease- Duration: 1209600
X-DTLS-Master-Secret: 113386812F86CB6ESF ... X-CSTP-Session-Timeout: none
X-DTLS-CipherSuite: DHE-REA-AES286-GCM- SHARR4:DHE-REA-AES 1S 6-SHASE: ..., X-CBTP-Seasion-Timeout-Alert-Interval: 60
X-DTLS12-CipherSuite: ECDHE-RSA-AES256-G0M-SHA284:ECDHE-ECDEA-ARS256-COM-8HAR4: | X-CETP-Session-Timeout- Remaining: none
X-DTLS-Accept-Encoding: lze X-C8TP-1dle-Timeoat: 1800
X-DTLS-Header-Pad-Length: o X-CBTP-Disconnected-Timeout: 1800
X-CETP-Accept-Encoding: lzs,deflate K-CETP-Default-Domain: elseo.com
X-C8TP-Protocal: ight (c) 2004 Ci Inc. X-CSTP-3plit-Include: 10.106.45.0/255.255.255.0

X-CETP-Keep: true
X-CETP-Tunnel-All-DNS: false
X-CSTP-DPD: 30 X-CSTP-Kespalive: 20
X-CSTP-MSIE-Proxy-Lockdown: true
X-CETP-Smarteard-Removal- Disconnect: true
X-DTLS-Session-ID; 0E66CF1T67BDCEIESTETEIFDIC 4
X-DTLS-Port: 443
X-DTLS-Eeepalive: 20
X-DTLS-DPD: 30
X-CETP-MTU: 1398
K-DTLS-MTU: 1390
X-DTLS12-Cipherfuite: ECDHE-ECDSA-AES256-GCM-SHA3 84
X-CSTP-Routing-Filtering-Ignore: false
X-CSTP-Quarantine: false
X-CSTP-Disable-Always-On-VPN: false
X-CETP-Client-Bypass-Protocol: false
X-CSTP-TCP-Keepalive: true
X-CETP-Poat-Auth-XML:
<config-auth client="vpn" type="compleie” aggregate-auth-versjon="2">
<pession-id>-2069331968< seanion-id>
<pengion-token>12A3F3@- 2069331968 @08LA...< pession-token>
<guth id="success">
<message id="0" param1="" paramz=""></message>
</outh:=
<capabilities>
<eryplo-supportedssl-dhes/erypro-supported:
</capabilities>
<config client="vpn" type="private»
<vpn-base-config>
<base-package-urix/CACHE stcf2 </base-package-uri>
<gerver-cert-hash>£2D920A2C81D. < server-cert-hash>
< /vpn-basc-config>
«</config>
<eonfig-auths

Anyconnect VA enabled with DTLS
bt only TLS seszion has been
established so far

TLS Encrypted Data —————3 TLS Encrypted Data

CSTP#E#%
6. DTLS/\>> R T4 Y

DTLSN\Y RZIA VR RDELSICTHNET, CONNECTAXRY NDOBICIZA T e —N
ETRUEARBEID O, COREREBNERETITOAET,

9Z4F> b

X-DTLS-Master-Secret:DTLSN AZ—>—OL Y RN, 94T MK 2>TERES N, H—N
EHEEhET, COF—IF., EF1T7HDTLSEYS IV EEUTIEHICEETT,

X-DTLS-CipherSuite : 75 A F7 > R THR—FENTVBDTLSESAAI—RMDU AN, 754
ToRNOBS{LEEZTRLET,

H—\

X-DTLS-Session-ID : 95 AT MY EARATRIEHICH—NICK2TEVY) HTESNBDTLSEY S
AVID, chicky), Yy a>r ol BREAET,



X-DTLS-CipherSuite : 754 F7 > MY SIRBENEVARD SH—NHBRTIESALA—K,
ChIZRY, HEEENfEBRMOHIBESEAERNZEERATE N RIEENET,
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Anyconnect Secure Gateway
TLS Encrypted Data —————3| TLS Encrypted Data
DTLS Negotiation ~——————3DTLS Negotiation

DTLS Client Hello ]

DTLS Client Hello Verify Request
[Contains Server Generated Cookie ]

——

DTLS Client Hello
[with Server Generated Cookie]

— DTLS Server Hello

le— - DTLS Change Cipher Spec,
Encrypted Handshake Message

DTLS Change Cipher Spec, | —
Encrypted Handshake Message

DTLS Encrypted Data ~————3 DTLS Encrypted Data

DTLS/\>> R T4
6.1. DTLSAR—hk070OvY Y

DTLSAR— KA 7OY o9& niBEe. £LEEF2175—KNJ I A4HDTLS Client Hello/NT Y kA
DISEICKBMU =54, AnyConnectld R ASEIOBHET TREHBBEHNBENY VAT E2ETLET
(1B OEBEDNSHEKRKIGHET ),

CNSORITHNFRETSBE, AnyConnectld, 7I—A5.TEF1T7T— KNI IAHSRE nIX-
CSTP-MTUETIEEE hi=RBENDTLS MTUZAnyConnectRET7 A 7R ICEBRALET, <D
MTUIE, MABTIICEAE N ZMTUX-DTLS-MTU)E E BB B 1o, RETEATROBREN BET
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Anyconnect Secure Gateway
TLS Encrypted Data &3 TLS Encrypted Data
DTLS Negotiation j¢——————————3IDTLS Negotiation

DTLS Client Hello jip{

Client Hello #1- tsec - —0

Client Hello #2 - t+1 sec —Q
Client Hello #3 - t+2sec —Q

Client Hello #4 - t+4sec - —0
Client Hello #5 - t+8sec - —0

Client Hello #6 - t+16sec e S

Anyconnect VA Reconfiguration in
case of different TLS and DTLS MTU.
VA is reconfigured with TLS MTU

TLS Encrypted Data e TLS Encrypted Data
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