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LNOARITF 4 TREIEE. AMP7SAR—=KNIZDIRIZK2T, AOATHNBUEDOH T
JLICERAEhET,

FIE

AT Y 71 Threat Grid 7 75 A TV A€ Y RPY 7L TRELET (ELEHRAThTLELRA
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¥ 7°0— R(Upload New Certificate)] & BIRL £ 9

ATY 742 . HHICKRTIENDTHFARNRY JAICFHAE L WIS T HHEF—EZPEMERXTIE
— L. [Add Certificate] 2R L E T,

AT Y 7'4.3:Threat Grid UI'COperations ZiZR L . )X O & H TActivateZ &R L TReconfigure z



BRULET,

ATYTEAMPT ZAR—RKNI T RFINAADERUIT, [HE]%EIRL., [(RRET Y R1Z2&
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AT Y 7°6:[Threat Grid Configuration Details] T, [Edit|Z#IRULET,

AT Y 7T [Threat Grid Hostname]lZ, Threat Grid7 7’2 A T2 AD I ) —2 A2 B —T T4 AD
FQODNZAHL X T,

AT Y 7'8:Threat Grid SSLEEBRE T, Threat Grid7 7' SA TV AR IV —2 AR —T I A AD
AAEZEBMLET. (ATOXESR)

Threat Grid7 7S A T ADI ) =2 A Z3—T T4 AQIIABEECRETY
AT Y 7°8.1:Threat GridE¥UIT, [Configuration]ZiZ3iR L, [SSL]1ZBIRL =7,
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TE2BZAAETF T — > HROOT_CA certificate > Sub_CA Certificate >

Threat_Grid_Clean_Interface certificate;J X, RICTRTKDIZ, TFARNT 7 AINZERT S 24
ENfFHYEY,

9:[Threat Grid API KeyThreat Grid API]Threat GridAPI

API

.'E".F:'l KE.?. EFEFEFERERETAAEFET R T AR EA TR ER 'ﬂ' FE

Disable APl Key @ | True m Unset |
Can Download Sample | True m Unset |
Content Via API @

X : Threat Grid 1 —H'—0OTF7HJ > RNERE T, [Disable APl Key]/\Z X—& K [True]lCERE
ENTVEVIEZRABLET,

ATY710: IXNTOEENETLES, [Save]ZBIRULET,
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AT Y 7 14:Threat GridE¥EUIT, [Configuration]Z &R L, [CA Certificates]ZiZIRL £,
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FHEREhEHA

1:[AMP Private Cloud Device Admin Ul] > [Integrations] > [Threat Grid][Test Connection]Threat Grid Connection test
successful!

Threat Grid Configuration Details Edit
Hostname 1 Jcisco.com
API Key - 1 S — @
O mreat Grid ssL certificate [ ey —— ]
Issuer subca_tga_clean
Subject | Jcisco.com

Validity 2020-11-24 00:00:00 UTC = 2021-11-23 23:59:59 UTC



tus = Integrations = Support -

® Threat Grid Connection test
successful!
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Dashboard  Analysis~  OQutbreak Control~  Management~  Accounts ~

File Analysis

Search by SHA-256. File name, IP. Keywords._ ‘ Q H £ Submit File l [ = ‘ @ ]

There are no File Analyses to view

ATYTIAMPT S 4 X— K937 ROV Y—)L ®[Analysis] > [File Analysis]#* 5 FEITEFE h
277 AN HThreat Grid7 75 A T ATRBRME N, AIT7 DL KR— KA Threat Grid7 754 7
VALK OITREND 2 HIELET,

alrar]n Al\/”:) f('ﬂ,r Encr‘)cn’ﬂ'q A ? armando garcia v~
cisco - I o ' :
Dashboard  Analysis~  Outbreak Control~  Management~  Accounts -~ Search
@ File has been uploaded for analysis
File Analysis
Search by SHA-256, File name, IP, Keywords... ‘ Q [ 2. Submit File l B ‘ ® l
There are no File Analyses to view
ol AMP for Endpoints A (7 amandogarciav
Dashboard  Analysis~  OQutbreak Control~  Management~  Accounts - Search
File Analysis
Search by SHA-256, File name, IP, Keywords Q | s Submit File || =] ‘ @ |
P glogg.exe ( e30%fdd...0c2c3d25 ) 2021-01-31 06:16:55 UTC Report | _24
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2
EII_I|I



BOThreat Grid 7 7S ATV AICA VAR =ILEhTWVWB L Z2RRBLET.
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ATCEEENECEZERTDEDTREHYEFETA. AMPTSAR—=KNITIRFNAA
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NETH, Threat Grid7 7S A TV AN S REZFEThE B A,
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T. AMPT—3R—ADOY TN OT A ARSI IAVEERERN)H—TFTBLEHICETLE
Lo COTANDEBNE, Threat Grid7 7S A4 7 2 AN >=050H > T AAT7 2B HT
ZBOAMPT ZAR—KNIZIRFNAAOAPBEICETIERZRMBIDETLE
o RENEETOEAZRNUAH—TS71=8IZ, Cisco internal makemalware.exe7 7°1) 7 —
AVTRILDVITEMBT AN 7AIZLEL 2o # : malware3-
419d23483.exeSHA256:8d3bbc795bb47447984bf2842d3a0119bac0d79a15a59686951e1f7
cS5aacc995

IR REMBECINIITEBTAN I ZALEFRR—2 30 FB B HBELE
th.

AMP7'SAR—=RNISIRF—ER—ADY >V TI EREFOHER

AMPThreat GridThreat GridAMP100>=95AMPThreat Grid>=95AMP

il AND far Endr ints A ? armando garcia
cisco MV 1APOINLS . !

Dashboard  Analysis - Outbreak Control - Management ~ Accounts -

File Analysis

¥  malware3-8d3bbc795.exe ( Bd3bbe79.. 5aacc995 ) 2021-01-31 06:16:50 UTC

Fingerprint (SHA-256) 8d3bbc79...5aacc995
File name malware3-8d3bbc 795, exe
Threat Score 100

Name Score
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HUTIWILR—NEROATR, 77ANEFBHTEGLEBE T FAILSMTRASIET
RICETFHIANUR

. ThreatGrid7 7S A 7 ATAOAT>=95E X — &g 7TIICH LT, AMPT 54
R—=KNDZIRF/INAADT 7 A )Li/data/poked/poked.loglc T MU A BIMENET,

. /data/poked/poked.logld. Jm#D>=954% > 7 )L AT N Threat Grid7 7’2 A TV AIZ&K 2T
RBtEnicR, AMP7SAXR—KNITIRFNAATHERENET,

- AMP7'Z 4 RX—=K2Z7 RDdb_protect 7—ZXR—RAIZIF, B TIOBREOHENf REFE
nET, COBEREFEAL T, Threat Grid7 7S A 7 AN AOAT ZRRLEET, Y27
ILORDHITHBIDNESH ERABTERT,

BT LNLR—RE>=0BRATHFAMPT ZAR—KNIZORAVI=ILOT 7 A NG TREE
ndEaR. XOFIEZEHALET,

AT Y T1SSHRBEHTAMP' SAR—KNIZIRFNARIZOATA > LET,

ATY 72 Y27 )OI KN AHdata/poked/poked.logic®H B Z E ZFEFRLE T,

Threat Grid 7 7S AT 2 AN 5>=050H > ) A AT &2ZEL E ENFNBVWAMPT' 54 R—K7D
27 RFINA AD/data/poked/T 1 LU N ZRRT B &, poked.log7 7 1 IA'S AT LATHER
ENRTVWEVWCEZRLED,

AMP7' ZAR—=KNIZIRFT/INA AN Threat Grid7 7’54 7 > AHD SPOKEZZ [FE > TLW &L
B4, RICRTKSIC, /data/poked/poked.log7 7 A LA T4 LI KNVICROA Y EE A,

[root@fireamp ~]# ls /data/poked/
poked_error.log

[ root@gfireamp ~|#

BHIN>=95Y > ) AT 2 Z{EL & D/data/poked/FA LI KNUDVARNE, 77 A4ILHHE
BEhizleEzRLTVET,

ROOY TN EZTE 2 12&IC>=95A07,

Threat Grid7 7S AT 2V AL & 2 TREE NBPOKEN S DH 2 T ILIERIE. poked.log7 7 1)L
NTREBTEET,

ATY 73 H2TIISHA256ZERAL T NN RZEETL, AMPTZAXR—=KNIZIRFN
AADT—ER—ANSHREVREZIEL T,

nysql -e "select hex(fingerprint), disposition_id fromprotect. binaries where fingerprint=0x

B

BT U Threat Grid 7 72 A TV AT Y 7O— RENBHIICH O TINOA S ZRET 120



DTF—EIR—AVIVE, RICRTELSICEREZRELEL A,

[ ot@fireamp ~]# mysql -e "select hex{fingerprint), disposition_id from protect.binaries where fingerprint=0x8d3bbc705bbA7447984bF2842d3a0119bactd79a15a50686051e1F Tc5aacco05;"”

[r !.Af mp ~]#

Threat Grid 7 7S AT VAL S LAR—RNERDATZ2ZELEETHYH O TINOF 1 AR a %
MBTRZTF—EIR—AVTIVIIG, EBENHDERBENDZTF1 AR 33O TSI ERLE
9,

RSTNS1—F 42

B70ELATR, ZASNDEENTRACINDARMS BV ET, CORFIXZ RO DE
'C(.i BE MO EEBEOVWS DA ZEY EFTVET,

AMP7 A R—=KNDZIRFINA AT, RANFESD, FIAEFTARNEhTVE
\, APIF—=HFTARERTVWEVLEVWSEWENFRFIEID

AEIR

HEXYtE— : Threat Grid7/R A M A BT T, Threat Grid SSL Certificate could not be tested,
Threat Grid API key could not be tested, is received in the AMP Private Cloud device after is
selected in Integrations > Threat Grid.

Connect Threat Grid Appliance to AMP for Endpoints Appliance

Threat Grid Connection test failed.

« Threat Grid host is invalid.
» Threat Grid SSL Certificate could not be tested.
Threat Grid APl key could not be tested.

FHEODZRY ND—OLRIIIZEEN HY)ET,
HEARFE

cAMPZ ZAR—=KNIZIORFNARDAYV =N AR =T T4 AN Threat Grid7 754 T
ADI)—= AV B—TIAAICEETED L EERLET,

cAMPT S AR—=RKNIZ I RFINA AN Threat Grid 7 TS A TV AD I )= A2 B —T T4
ADFQDNZ R TED 2B LET,

cAMPT ZAR—=RNIZIRFNAAREThreat Grid7 7S ATV ADZRY NDO—O)NAIZT 4
RV TFNA AN BN EZBERLET,

Threat Grid APIAMP

AEIR



B2E XY +E—2 ; Threat Grid ConnectionT A RARBL E L =, Threat Grid APINEX T,
HRE1> BRI Y RITEHEDTARNREZ ZBIRL EEICAMPT S AXR—=KNI 57 RFINA
ZEETNET,

Connect Threat Grid Appliance to AMP for Endpoints Appliance

Threat Grid Connection test failed.

AMPThreat GridAPI
HERFE

. Threat Grid7 72 A 72 A1— DT HI > RNE&ET. [Disable APl Key]/\Z X—& A
[True]lcBEEThTW RV L Z2BRLET,
- Disable APl Key/N\ZX—Z RO LS ICRET D HBEN H V) ET, FalseF fzlEUnset,

API
Pl Key  Fwdddddddsddsdsddbdiddihed < g
e AP| Key @ True Unse
- dimHe True Unse
| '.:' n

cAMPZ' S AR—=KNI T REBR—ZITHREE N izThreat Grid APIF—7#", Threat Grid7
TOAT VAN I—HYRETEUAPIF—THDEZHRELET,
. IEL WThreat Grid APIF—AAMP7’ S A XR—=KN I T I RFNAAF—ER—AICREETNT
WBAESHZERLET,

AMPZ' ZAR—=KNIZIORFNAADII RZA DS, AMPTINA ATREE N TWVWARE

M Threat Grid APIF—Z R TEE T, SSHEHTAMPZ' ZAXR—KNIZIJRFNAAICOTA
LU, XOOX > REZEITLTHEDThreat Grid 1 —HAPIF—ZHREBLE T,

nysql -e "select tg_api_key, tg_login, api_client_id fromdb_snbe. busi nesses;"
Zhik, Threat Grid7 724 7 > AAPIF—HDAMPT ZAR—KNIZI0 RFNAADT—ENX
—ARDELVWIKNUTY,

[F'H'hdhr"ﬂamp ]# mysgql -e “"select tg_api_key, tg_login, api_client_id from db_smbe.businesses;"
Fmmm———— T et e
| tg api 1-|_'... r login | api client id

---------------------------- o T

| mirtlif: _nn'l-m | argarci2_samples-user | dedc23c64d3e36034bb7 ||
¥-- . T T e T TR
IrJLtIF_H':I.rLdM[.. -]#

HEODEDATY T TEThreat Grid I—HEANAMPT S AR—KNIT I RFINAATEERES
nNTVWEA2ELTE, Threat Grid APIF—AELKBEBAThTUVWHNIE, Threat Grid1—H%H&



FAMPT— 2R —ZADtg_login/N\Z X —XTEBENET,
—hi, Threat Grid APIF—ODAMPTF—ZXR—ANE> LI NJTT,

[root@fireamp ~]# mysgql -e "select tg_api_key, tg_login, api_client_id from db_smbe.businesses;"
T e T

| tg api key | tg login | api client_id

e e e e R et e
| thisisanwrongapikey | NULL | dedc23c6ddie3saiabb?
o o dm +

-t
I
—+
I

[ root@fireamp ~]#

tg_loginNULLThreat GridAMPThreat Grid

BT WAOAT>=05BAMPT A R—KNI T I RFINAATEBENEIN, ¥
PTIOERCELERShERA

AEAR

LAR—=RBKRT>=050H > FIIAAT7E, Y7 INDOEER ICThreat Grid 7 7’5 A T AL S 1E
BILZESNETITHS, AMPTSAR—KNITIRFNAATRE Y TIINOBREICEEEREB S 1
TFtH A

HERFE

. B> 7’ JLSHA256# /data/poked/poked.logD ABTH B H/EE. AMPTTAR—KNIFIR
FINAATHERELET,

SHA2567/"/data/poked/poked.loglc ® % FZEld. ROIAN> RZETL T, AMPTF—2X—ANR
NHEEOH T IIBEEZERELET,

nysql -e "select hex(fingerprint), disposition_id from protect. binaries where fingerprint=0x
. [BE]> [AMP7'SAXR—KNISTRKENDEE]T,. ELWVAMPTSAR—KNISTRKEE/N
AT—RAThreat Grid7 7’2 A T ABBR—RIICEME N EZRRBLET.
AMPZ ZA4R—KNI T REEBR—-Z)L,

Step 2: Threat Grid Portal Setup
1. Go to the Threat Grid Appliance Portal.
2. Navigate to the Manage AMP for Endpoints Integration page on the Threat Grid appliance.
3. Add the Service URL, User, and Password from the section below.
Details

Service URL https://dupdateamp3.argarci2-lab.com/

User disposition_update_user

Password & ewz2ss_____JviPK 2

Threat Grid 7 7’24 F7 > AV —=I)LiR—Z ),



IIC|II5ICI|(;I Threat Grid Submit Sample Dashboard Samples Advanced Search Reports Indicators Administration -

Disposition Update Syndication Service

Service URL User Password Action(s)

e | oo
o Lo

e

EaEEa

https://dupdateamp3.argarciZ-lak disposition_update_user ewz3 EE:JYTPK

- AMP7'Z 4 R— K257 RF /N4 ADDisposition Update ServicefEBAE IZE & L 7=CAAN",
CAREEAE D Threat Grid 7 7’2 A TV ABBR—RIINICA VAN —)|Eehil &t z2RBLET

ROFITIE, AMPZ S 4 XR—KT 57 RF/NA ADDisposition Update ServiceillBAE DR E F
I —2I&Root_CA > Sub_CA > Disposition_Update_ServicefEFARTT. L =5 2 T, RootCAL
Sub_CAlk., Threat Grid7 7’24 7 2 ADOCASEHAE LA VAN —ILTBULENF HYET,

AMPZ7 ZANR—KNI T REER—Z) OFLAKE,
'Icllls' élcl,' AMP for F.I‘ldp OINLS  Private Cloud Administration Portal . Support M Announcements  ?Help @ Logout
# | Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ - e -

© Sanity Check Failing

Certificate Authorities are used by your Private Cloud device to verify SSL certificates and connections.

Add Certificate Authority
a Certificate (click to collapse)
Issuer rootca_vpc
< Download
Subject rootca_vpc
Validity 2020-11-15 00:00:00 UTC - 2025-11-14 23:59:59 UTC
n Certificate (click to collapse)
Issuer rootca_vpc
& Download
Subject subca-dus
Validity 2020-12-05 12:01:00 UTC - 2023-12-0512:01:00 UTC

Threat Grid



afra]n, - - i i
Mk Threat Grid Apphance Home Cenfiguration Status  Operations  Suppert

Configuration e CA Certificates

Authentication Details Validity
CA Cenrtificates Subject: CN=roctca_vpc 2020-11-1
Issuer: CM=rootca_vpc Valid for alr
Change Password Fingerprint: 66:BF:EB:63:36:9F :AC:E9:39: AD: 76: A4 :0E : GA:57:B1:45:B9:FD: Ad: FD:63: 7E: SA: 11:FF : 47 : AA: CC:1E: FF:F2
Clustering SuH - -03-0
Iss for ab
Date and Time Fin
Email
SuH -03-2
Integrations Issi for ab
Fin
License
Sul -07-2
Network Issy for ov
Fin
MNetwork Exit
Sul -03-0
NFS Issy for ab
" Fil
Notifications N r
Subject: CN=subca-dus 2020-12-0

Issuer: CN=rootca_vpc Valid for alr
Fingerprint: 51:D5:74:90A:6C:44: 4B:1A:F9:45:93:CB:B6: 7C: 3A:EB: 7B:BB:BD:04:51:4D:79: BE: D4:23:35:92:C0:17:9D:5C

Add Certificate Lookup Certificate

disposition_update_user = = sssssssssssssssoossss ﬂ

https://dupdateamp3.argarci2-lak | Hisposition_update_user | ew236| IxJYfPK |
dienncitinn nindate n1ear 000 sssssssssssssssssses m

AMPZ' S A R—ND T RTFINA AT, fEX&Threat Grid SSLAIARICH T2
&

AEAR

EEXY+t—2 ;. TThreat Grid SSL certificate is invalidy AXAMP7' S AXR—K I 5 RFNA A
TE{E& 1. [Integrations] > [Threat Grid] T[Test Connection] KRR > ZiBIRL R ICZFEEhET

o

Threat Grid Connection test failed.

« [hreat Grid S50 Certificate is invalid.
« Threat Grid AP key could not be tested.

WRFIE :

- Threat Grid7 7 Z ATV AD D )= AV B —T IAAICA VAN =)L ENAIAENf
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Threat Grid Configuration Details Edit

Hostname 1 fcisco.com
APl Key @Ry | sssssssssssnnnsasssasannes @
il \
n Threat Grid SSL Certificate :
= Test Connection
Issuer subca_tga_clean
Subject 1 kisco.com
Validity 2020-11-24 00:00:00 UTC - 2021-11-23 23:59:59 UTC
& y

AMPZ' ZAR—KNIZIRFINAAIZAVARN=ILENTVWBEEDThreat Grid 7 7544 7 > A
FEEAE . RDBAIICH V) £, /optfire/etc/sslithreat_grid.crt IC 7 VAL T EE VY,
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Configuration e Upload SSL certificate for PANDEM

Authentication Certl fic ate (PEM)

= R e P

hvc NAQ ELBQADggE BAKXZB ol DWacWYSVO)(SH WrQIMULAMNAESOZIXNkuByGBvvhj

CA Certificates p

Change Password JkgjjU9xKrke5LCr+trWnr+gjZlc4ecVCmEBFXBWUtr8BjHcimbHUbZIVLYpEWDxO
Clustering
Date and Time HMS37fv44R9CIr4pjuz0be61HS4wo5PATUYPtO1Dy0dHIa42zE3pH4X3D9r2QY Yd
Cl6KJpevCJzFyoQW3ahTZoxrdF1115wO3XcH41Q= -
Email ek END CERTIFICATE----- 4
Eiicgrstiona Prlvate Key (PEM}
ezt wzrassZJpsoszRthminmPpNZzhq|w3cc90ASaRSXeU+4c+HmUknahEHJ Nng -
Network IJbkA4UJQgWgeD4QKOj8cQKBgQCIZmRmL7H7d 1avaPzbEIAOKYnlgIXsBKDCHjYo
g+HONxIdI8zUSHYFab9LO361thYO+0OBwd3EGhhQ2u7CeinFp8Y7mQugQNFThHIZO
Network Exit
NFS
+1dT8zhA3a %] aby9q2/y alPFaMOIXGe
Notifications nY2D9IwNsni5uk 1IHL2SojLtVx8BYqw98wluuBOmgZZVNprSparsyw== -
————— END RSA PRIVATE KEY----- 4

SSH
public key derived from private key does not match

Add Certificate ‘ Cancel |

SSL

MBEF—ASTIVAR—RNENLERRAF—N, AIASCRECNATLVILRAF—E—BLEEA




HERFE -

CMEF—NIAAENOLNRAF—E—BITRIHNESHZRRALET,
MEBEF—NAABEAOLHAF—E—HIZHE, TOIFALLREBRRZRALUTH2LEN BV
T COTHTR, EDP1F7AOMBF—LARBTOLAF—HFRUETHIH ESH 2R
IRETTTDTT,

AT Y7 1:0penSSLY — /)L ZFERAL T, MEF—OED 1ISALIARBICRES N TVWSLEF
—ZHRLET,

openssl x509 -noout -nodulus -in

$ openssl x589 -noout -in certificate.cert | openssl md5
(stdin)= d41d8cd98{@0b204e9800998ecf8427e
$

$
$ openssl rsa -noout -in private-key.key | openssl md5
(stdin)= d41d8cd98f0Bb204e9800998ect8427e

BEXY -2 BEBEF—CHPEMIDTUOYFEBEIRTVERTY
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Configuration e Upload SSL certificate for PANDEM

Authentication Certificate (PEM)

CA Certificates MIIDTJCCAjagAWIBAGIIER 1 youlOY/MwDQYJKoZIhveNAQELBQAWGIEYMBYGA1UE
AWWwPC3ViY2FfdGdhX 2NsZWFuMB4XDTIWMTEyNDAWMDAWMFoXDTIXMTEyMzIzNT
k1

Clustering OVowSTEbMBKGA1UEChMSQ21zY 28gU3IzdGVtcywg SW5SIMSowKAYDVQQDEYFre2Vj

Change Password

Date and Time

Email NIgQT03qqfX7Zh5wKY4BrTWxOpNBodUclOKxzODPWYZqUUjpeKcjyUkj2L6fY 0OV

Integrations
g Private Key (PEM)

License wZfa8sZ Jp30zivJRtvBioPnwmPpNZzhqlW3cC90ASaRSXeU+4c+HmUknahEHJNNB =
T 1JbkA4UJIQgWgeD4QKOj8cOQKBgQCIZmRmL7H7d1avaPzbEIAOKYnlglXsBKDCHjYo
g+HONxIdIBzUSHYFab9LO361thYO+0Bwd3EGhbQ2u7CeinFp8Y 7mQuqONFTbHIZO

Network Exit

NFS /8E/D+jdT8zhA3aWNXADI8bOxXjIRE324TFAfJf7 3a59q27y7d96tCalPFaMOIXGe
nY2D9lwNsni5uk 11HL2SojLtVx8BYqwIswOuuBOmqgZZVNprSparsyws==
————— END RSA PRIVATE KEY----

Notifications

private key contains non-PEM content

Add Certificate Cancel




WMBEFXF—T7F7AIAOPEMT—2RHNHEELTVWET,
HERFE

AT Y 71:0penSSLY —/ILEFEAL T, MEBEF—NDBAEEZWIALET,

openssl rsa -check -noout -in
PEMPEM

$ openssl rsa -check -noout -in wrong-private-key.key
unable to load Private Key
148333463315776:error:89091064:PEM routines:PEM_read_bio ex:bad base64 decode:../crypto/pem/pem_lib.c:929:

¢ openssl rsa -check -noout -in correct-private-key.key
RSA key ok

OpenSSLN > ROH I RSAKey okTHEVWESIE., F—AHAOPEMTF—XICEABEN ROA 2 1
CEEERLETD,

OpenSSLOX Y RTEBEAN R D2A 21256 E. KOKSIZHBYET,

- MBF—AOPEMT—ZARELTVRIAESH ZHBLET,
MBEF—T77AINADOPEMT—RE, 64NFDITTRRENEKT, 77/ I)ILADPEMT—F % —
BETHIEITRE, T—RHFRBELTVWRLESH ZHAETEXRT, T—2HRELTVWRITE,
J77A4ILAOHDITEEILTVEEA,



$ cat wrong-private-key.key

BEGIN PRIVATE KEY
MIIEvAIBADANBgkqhkiGIWOBAQEFAASCBKYweeSiAgEAA0TBAQCY FIytwkfoUICS
D1uK9PTbKvDrShegn8/Cen9wXEUDIBNahlFiZvwZb/5FL+I1ry/POWKIMiXRhLO52
YBoogsuDTw79MoabxXYLKq1P5QRIV6tQQDNiHUoHFNS Lkoo®HBubkDtGo/PWATE
/INGBMIU/d1DDuzxfgGzedviztT90rpCbZyQP2r+56xa0KMAc3AEEK /pYA7aCv/G
P6rGkHc /ViMINTulVIWAI cLgTUXODeHL jTIcI2q/vH/ iOWeIgAv10aGuBCOeg ¢
NwOgPyY3XI8g/I 1HAG /VsM1ONHKTAEhvSks
WXZW1XhNAgMBA tUShuSCL7tABF7VpSeKXM
Uh4/VrdglTYXFI 5 7k@sCwmhKUaMACTYANnrg
fINIJto/x0azh 17ttvlvX3zwe LCEXSDXKG
mdhzCQSTBFYbM A4M7HiocsbkLjijScTFYQ
JgSwASBEgqgeH3: 1gddkl6ddAasSjQSs7sIxaf
WtVHzbVDgJ+rb' 3gQDePpxacxGRZLXfja3s
SU+TvjNWQGcUs: 18yB8ZQde1gPZrVeZoMym2
155+/LS43HBS5hcCfnZplLAMBzHY vX+HPuGHm2x0Cy51K5KsfDPa/SrbhDkxZtyBSG
1CeVLEycQ5t1xtI6giBLKNmtrQKBgQDKI+BTMrHFYDS50gP cBZyGXVhmSyHcZ0P9k
OosXngeKtpdql8Ck/H2QftFpOAFoHQxD/t1iJA6E1eK9HTVnsq9+xbCU1fRLPxeCS
Cbct1DYBwaMn8Ywp9PfZKPgu /gl IXTUWT6TALcBGtdspYDEbApVYAB91PoS@vcBn
g7LG+bcIIQKBgHFNn/ZziDtrkSz1SN6fVGPhIHCUtI+yZRuBkkz/8ohv1Rf+En+VY
90GOGBq/MEBZy 3TV+SUYFPX1509eQDDYNQToKs FpUhOQvuQ@leIGSm+E6jFApheg
QauT9x@TkVDP1bP5LFKTMG27Brzr90G95F45hrZ0gWOD+w7YdTY1GD7Z AoGASHKU
b4XoeNS1771hUg5w27gR9q+LC+8EmiHNRrNxDsnCZd7 zGFQw7MKbQDdFQdfQUwvyn
FBDKFsrLRT1rIVDGle27NakE,/QmE20AVNS 7PG3UBYx/RxhYV/60smGGsXz 10Mn+AB
SxuwKiWoARshnMsDvsTYWofml1SMwT IMmCKpbTii1ECgYB187 jesdFv2NtY1mb1pAYS
DHiErbldtVumF42Tax+fucqUrdB3LZo6F jagvPy+LBjA3VjtRYkDjOQmstvxD5j+d
V3Pg4IWaocGUSRQUIYSLorme+y]ls6Z+iNkIcPeZtWidSgP+NZalxvhtj8Xel 5660
a+10neYA41zL1225cgyFzEQ==

END PRIVATE KEY

- BBRF—ORIDDITHNSDD/\NA 7> THaEY) ., BEFEBEGIN PRIVATE KEY, REHN5D0/\
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—BEGIN PRIVATE KEY—

- BEEF—DOREDOITHNSDD/\NA T THEY) ., BFEEND PRIVATE KEY, REBHF52°0/\1
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Bl
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% cat correct-private-key.key
BEGIN PRIVATE KEY
MITEvAIBADANBgkghkiGOw@BAQEFAASCBKYwgeSiAgEAAOIBAQCYF IytwkfoUIcs
D1uK9PTbKvDrShgn8/Cen9wXEUDIBNah1FiZvwZb/5FL+I1ry,/PBWKIMiXRhL(Q52
Y@oogQsuDTw79MoabxXYLKg1P5QRIVetQQDNiHUoHFNS Lkoo®@HBubkDtGo/PWATE
/INGbMIU/d1DDuzxfegGze@viztT90rpCbhZyQP2r+sGxaOKMOc3AEgK/ pYA7aCv/G
P6rGkHc /VIMINTuWVIWAIcLgTUXODeHLjTIcI2g/vH/ iOWeIgAv10aGuBCOegVDU
NwOgPyY3XI8g7H AHAG /VsM1BNHKTAEhvSks
WXZW1XhNAgMBARA tU9huSCL7t4BF7VpSekKXM
Uhd/VrdglTYX{B 5 7k@sCwmhKUaMACTYANrg
fINIJto/x0azhe A7ttvLvX3zwe LCEXsDXK6
mdhzCQSTB+YbM4 RAM7HiocsbkLjijScTFYQ
JgSwASBEgqeH3z hgddkleddAaSjQSs7sIxat
WtVHzbVDgJl+rbS BeQDePpxacxGRZLXfja3s
SU+TvjNWQGcUsX 1 58y870d01qgPZrVeZeMym?2
155+/LS4jHBShcCfnZpL4Mez HYVK+HPUGHm£wﬂClethbePaIHrthkthvﬂHG
1CeVLEycQ5t1xtIogiBLKNmtrQKBgQDKI+BTMrHFYDS58gP cBZyGXVhmSyHcZ0P9k
OosXngeKtpdgl8Ck/H2QftFpOAFoHQxD/t1JA6E1eK9HTVnsq9+xbCULfRLPxeCS
Cbcf1DYBwaMn8Ywp9PfZKPgu/gI 3XTUWT6TALcBGtdspYDEbApVYAO91PoSBvcBn
g7LG+bcIIQKBgHFNn/ZziDtrkSz1SN6TVGPhIHCUtI+yZRuBkkz /8ohvl1Rf+En+VY
90GeGBq/MEBZy3TV+SUYFPX150Q9eQDDYNQToKsfpUh0QvuQeleIGSm+E6jFApNeg
QauT9x0TkVDP1bP5LFKkTMG27Brzr9oG95FAS5hrZ0ghW0D+w7YdTY1GD7ZA0GASHKU
b4XoeNS1771hUg5w27qR9g+LC+8EmiHNRrNxDsnCZd7 zGFQw7MKbQDdFQdFQUvyn
FBDKFsrLRT1rIVDGIe2ZNaE/QmE20AVNS7PG3UBYx/RxhYV/60smGGsXz10Mn+AB
SxuwKWoARshnMsDvsTYWofmlSMwT IMmCKpbTiiECgYBi87 jgsdFv2NtY1mb1pAYS
DHiErbldtVumF42Tax+fucgUrdB3LZo6FjagvPy+LBjA3VjtRYkDjQmstvxD5jfd
V3Pg4IWaocGUBRQUIYSL6rmw+yls67+iNkIcPeZtWidSgP+NZalxvhfj8Xel 5600
a+I0nBY41z1 122SceyFzEQ==
END PRIVATE KEY

BEXAYE—DY -BEBF—DPSLBAF—EERTEFTEA
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Configuration e Upload SSL certificate for PANDEM

Certificate (PEM)

g A TR T N M RS T E P R T 34 A R [ A L F W R T W MARME 11T N[ Ak WY S 1A W A § A ] Ty

Authentication

. AN -
ST BgkahkiGOWOBAQsFAAOCAQEASCQTIOKPKL/BATRI4eusZ642CYGUIBWY0Z2S9Kle
Change Password epjgQobaJadI3WTh7LMHuxHZP02YZJIO/QjUQ/8uLk1sG7rVESROe/EvIOVjL5nF

Clustering

whTboJukREZOyiBoQDPcSWhQe8j3FEtJIf9yfu2bthOFQQ+Lf3BU4ZPiXPVEtUUL
7FIPOkJC/33s5ZWpC80zCmdPvFgx//JbpWr1gllYVsluYg==
Email END CERTIFICATE-----

Date and Time

4

B

Integrations
9 Private Key (PEM)

License S BEGIN RSA PRIVATE KEY----- -
MIEEpAIBAAKCAQEAUCh3AUTSP91Ym/PyvHva/xKBCbLeY7+|QJGO7wm7eruX3KTLY
EE9N6gn1+2YecCmOAal1sTgTQaHVHJdCsczgz 1mGalFI6XinI8IJISi+n2NDIcNr

Network Exit XBVPvCUs5fnH2cZwKGTen/NDJhnyC5DIb1 7RLY7 Y+wxhMiyRCHH3aZ 310Mpl Tk4 X

Network

NFS

CjScIWSBFy/CDXbX27KncS4gWe91phsKXg0jo7wIDAQABACIBAFrHBEHRSVNTXY 5v
yCSwXQtfaLYpjXGGqdduaPzdiriCrCGWbbgimKeYQByGTU9VI vXAX2EAhS71zvb2

Notifications

SSH

cannot generate public key from private key

SSL

Syslog Add Certificate Cancel

MEF—T7A4IIHNOBEOPEMT—EHN S L HAF*—ZERTHDERFETEEEA,
HERFIE -

1:0penSSL

openssl rsa -check -noout -in

OpenSSLON > RO A RSAKey okTREWVWBEE. F—HNOPEMF—RICEEN RN 212
CEEEBERULET,

AT Y 72:0penSSLY — L2 AL T, BEBEF—HDSVEAF—EIIVAR—KTERHESHZ
BERLET,

openssl rsa -in

Bl REF—OIVAR—BNIERBL, REF—OITAR—BNIHEBLEL I,



$ openssl rsa -in wrong-private-key._key -pubout
unable to load Private Key
14019516152352@: error:09091064:PEM routines:PEM read bio ex:bad baseb64 decode:../crypto/pem/pem_lib.c:929:

% openssl rsa -in correct-private-key.key -pubout

writing RSA key

-----BEGIN PUBLIC KEY-----

MIIBIjANBgkghkiGOwdBAQEFAAOCAQSAMIIB CAQEAr3yMrcIH/VCHOQ5bivTe
2yrw68oY]/Pwnp/cFxFAYATWOZRYmb8GW/+RS/iNa8vzOFiiTI10YSO0dmNKKIEL
Lg®80/TKGusV2CyqtT+UESFerUEAzYh1KBxTUi5KKNBILm5A7RgPz1uHxPy TRmzC
FP3dQw7s8X4Bs3tL4s7U/Tq6Qm2ckD9q/ rBskjijNHNWBICvEWAD2gr /xj+qxpB3
P1YjNTU711SFnSHCAE1Fzg3hyA@yHCNqv7x/4j1niIAL9dGhrgQjnoFQ1DcDoD8m
N1yPIOx3C@1WeVForZmx+Dg6l+J14uljytkVeeBwOvibDNdDRyk+BIbOpLF12VtVa
TQIDAQAB

BEXAYE—Y - IS—  PEMTF—2%ETF1—RTEEEBATLE
AEIR

—ﬂ:)(‘y t—>  BWIZ— : PEMT—2X%Z7F1—RTEFEFHLATL .
AAICEBMLES>ELEE, Threat Grid7 7’ SA TV ATEEENE T,
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Configuration Upload SSL certificate for PANDEM

Authentication Sl

CA Certificates A )
BgkghkiGO9wOBAQsFAAOCAQEAsCQ1IOKPKLEATR94eueZ642CYGUfBwg02259Kle

Change Password epjgQobaJadi3WTh7LMHuUxHZPO2Y ZJIO/QJUQ/BuLk1sG/rVESROe/EvI0OVjL5NF

Clustering

Darstandilime wbTboJukREZOyiBoQDPcSWhQe8j3FEtJIf9yiv2ZbthOFQQ+Lf3BU4ZPiPVEtuUL
7FIPOKJC/33s5ZWpC80zCmdPvFgx//JbpWrigllYVs1uYg== -

Email el END CERTIFICATE----- .

Integrations parse error: PEM data could not be decoded

License Pr va Le I(e,f *PEMJ

Network waaBsZJpBUzwJRWB|0F’nwmPpNZthIWBCCBOASaRSXeU+4c+HmUknah EH.J Nn8 -

Network Exit IJbkA4UJIQgWgeD4QKOj8cQKBgQCIZmRmML7H7d1 avaPzbEIAOKYNnIgiXsBKDCHjYo
g+HONxIdI8zUSHYFab9LO361thYO+0OBwd3EGhbQ2u7CeinFp8Y7mQugQNFTbHIZO

NFS

Notifications /8E/D+jdT8zhA3aWNXADBbIxIRE324 TFAfJF73a59g27y7d96tCa 1 PFaMOIiXGe
nY2D9IwNsniSuk1IHL2SojLtVx8BYqw9BwOuuBOmqgZZVNprSparsyw== -
————— END RSA PRIVATE KEY----- A

Add Certificate | Cancel

ARET77AILAOEEOPEMT—2 L SAIAEZTFI—RTEXRE A, SIAB77M1ILAD
PEMT—ZXABIBELTWVWET,

CREAE 7 TAIILADPEMT —2 A SAIAERBZIS TEDI A ESH ZMIEL T,

AT Y 71:0penSSLY =)L Z2fERAL T, PEMF—2 7 74 )L OFEREEHRERTLET,



openssl x509 -in
PEMT—ZHFHEBEL TWBHEE, OpenSSLY — LA IAERHEO—RL LS ETHETIT—H
RELET,

Bl . FALAET7 7 AL OPEMT—RABIBL TVWD &, ARAEFHREFRAIADTELEATLI,

9 -in wrong-certificate.cert -text -noout
ertifi

P64 :PEM routines:PEM_read_bio_ex:bad base64 decode:../crypto/pem/pem_lib.c:929:

WEXYE—D : VAT MY —N\CATIARTR B XEA
AEIR

BEXYE—D BN IT— V74T NF—/NOCAGLHAE TF 4 <. [Configuration] > [CA
Certificates]ICCASIFAZ Z BIML &S5 ETB L, Threat Grid7 7 T4 7 ATEEFEENET,

o] ; ] . -
P Threat Grid Appliance Home  Configuraton  Status  Operations  Support

Configuration e CA Certificates

Authentication Certificate (PEM)

Ir2MrtEmB8vul3CzLgSnC3iFRYFIbbwiQTW/AgMBAAG|DzANMASGATUdDWQEAWIC

SRS EE T iDANBgkghkiGIWOBAQSFAAOCAQEAY3b0+QmLEORi7g3iHUSK3cGeWhCIWIF5230R

Change Password

Clustering wByBX 1YrWKICWSOmMT8K/3mscEbUvyjALFRvoGeeYLII3whoaB8ZLxysELENwW7r+5

Date and Time AtTgHWYUEdrgnnAUjQbiOIs+NUY826gpRWUH7PBYTO9K330KE8XSz08xmsQQG+oHO0
L2wj6R2hSBe7dzJzHbsp+ 1icL/w7MAUFRWKTAQ]7gEbKmYj+0Q== -

Email e END CERTIFICATE----- 4

Integrations not a client/server CA cert

License

Network Add Certificate Cancel

Network Exit

NFS

Notifications

CAZIBAE M Basic ConstraintsiiiREANCAE L TEBZBE N TVELE A, True ICRELE T,
Basic ConstraintsILsREEBEDEA CAICEREE hTWBH TSI, OpenSSLY —)L THERRLE T,
CASIFAE TTrueZ2iEEL X7,

AT Y 71:0penSSLY —)LEZFERAL T, PEMTF—2 774 ) OFIAEEHRERTLE T,

openssl x509 -in

ATY 72 AAEDRRT, EXFNIRORENEZRRLET.



Bl - Threat Grid7 7S A TV AICE 2 TZ T ANS B CAOBEARFIHE,

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:

CA:TRUE
A089v3 Key Usage:
Digital Signature, Key Agreement, Certificate

BEE1T

. ThreatGridZ7 7’SA T A - 74F1L—>3a>HAR
. Cisco AMPIR¥E T SANR—RNITSIORTITSAT VA -BREBETV_HAIL/—b
- TOZAHI YR—BME RF I X N —Cisco Systems



https://www.cisco.com/c/ja_jp/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/fireamp-private-cloud-virtual-appliance/products-configuration-examples-list.html
https://www.cisco.com/c/ja_jp/support/index.html
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