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CodeRequirement

YO com.cisco.endpoint.orbital .app

|dentifierType bundlelD

M DM & AR f—AfAfe4, |4 caf <A@ ®E %<
5@ "3Q@®MDMe " a®33f—afaf+3,i3,0af«3@P®aAAQ FEQAFEaSf3,iaf-3F35,'5@ 5@—3@ 8% C" a8
* Secure Endpoint Mac3, 3af €3, a,;a@®3,-3,'aftaf se«alpa@®ax%o;e @ aE,
o & »3 Af¥A 04 A% %A ©3,naf35f Maca,35f€3, 5,;3€ Orbitald @ ®afaf«afta,£3,'5,75,C4, 5, »3,"
- 3343, 3,3,3,Cafa,03%3,"af afhaf«a@™a i@ AP PIQP«AEHSystem
Extensionsé,’é,pé,ﬁé.f—'éﬁéf“é,Céf3é,ﬁé.f3§,1éf“é.f%é.f«é0§é®0§,<é,“é@’réQ«éo—éé%éo“"éﬁ
B 'x, @148
RemovableSystemExtensionsd,¢a, d,»3,'¢ +3€¢ 3@ Ee +3@ 393, E3€ 39,3, 3@ 3€EHro

http://www.apple.com/DTDs/PropertyList-1.0.dtd">

PayloadContent

AllowUserOverrides
AllowedSystemExtensions
DE8Y 96K 9QP

com.cisco.endpoint.svc.securityextension



com.cisco.endpoint.svc.networkextension

PayloadDescription

PayloadDisplayName

System Extensions

PayloadEnabled

Payloadldentifier

92624553-06C3-4BE0-9000-91D8A 260CC65

PayloadOrganization

Cisco Systems, Inc.

PayloadType

com.apple.system-extension-policy

PayloadUUID

92624553-06C3-4BE0-9000-91D8A 260CC65

PayloadVersion

RemovableSystemExtensions



DE8Y 96K 9QP

COM.Cisco.endpoint.sve.securityextension

com.cisco.endpoint.svc.networkextension

PayloadDescription

PayloadDisplayName

Privacy Preferences Policy Control

PayloadEnabled

Payloadldentifier

290AAF9E-D9F1-4470-B802-2468A C836142

PayloadOrganization

Cisco Systems, Inc.

PayloadType

com.apple. TCC.configuration-profile-policy

PayloadUUID

290AAF9E-D9F1-4470-B802-2468A C836142

PayloadVersion



Services

SystemPolicyAllFiles

Allowed

CodeRequirement

anchor apple generic and identifier "com.cisco.endpoint.svc" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists*/ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists*/ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists*/ and certificate
leaf[subject.OU] = DE8Y 96K 9QP)

Identifier

com.cisco.endpoint.svc

IdentifierType

bundlelD

StaticCode

Allowed



CodeRequirement

identifier ampdaemon and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists*/ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = TDNY QP7VRK

Identifier

/opt/cisco/amp/ampdaemon

IdentifierType

path

StaticCode

Allowed

CodeRequirement

anchor apple generic and identifier "com.cisco.endpoint.orbital .app" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists*/ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate |eaf[field.1.2.840.113635.100.6.1.13] /* exists*/ and certificate
leaf[subject.OU] = DE8Y 96K9QP)

Identifier

com.cisco.endpoint.orbital .app

IdentifierType

bundlelD

StaticCode



FilterDataProviderBundlel dentifier

com.cisco.endpoint.svec.networkextension

FilterDataProviderDesignatedRequirement

anchor apple generic and identifier "com.cisco.endpoint.svc.networkextension” and (certificate leaf[field.1.2.840.113635.100.6.1.9] /*
exists*/ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists*/ and
certificate leaf[subject.OU] = DE8Y 96K 9QP)

FilterGrade

firewall

FilterPackets

FilterSockets

FilterType

Plugin

PayloadDisplayName

Web Content Filter Payload

Payloadldentifier

F630E2F3-F917-47F5-93E9-343C4C787C28



PayloadOrganization

Cisco Systems, Inc.

PayloadType

com.apple.webcontent-filter

PayloadUUID

F630E2F3-F917-47F5-93E9-343C4C787C28

PayloadVersion

PluginBundlelD

com.cisco.endpoint.svc

UserDefinedName

AMP Network Extension

VendorConfig

PayloadDescription

PayloadDisplayName

Cisco Secure Endpoint Settings [DEMO]



PayloadEnabled

Payloadl dentifier

36DAAEAE-5BA2-497B-8381-D58FCB62FA 1B

PayloadOrganization

Cisco Systems, Inc.

PayloadRemoval Disallowed

PayloadScope

System

PayloadType

Configuration

PayloadUUID

36DAAEAE-5BA2-497B-8381-D58FCB62FA 1B

PayloadVersion

macOS 10.158»¥8%. @ a@®MDMe " a®3sa v«

o B «Afvaf@af«ealua, %o @aQP—a€Qa af@d, 3,,3@«3 HhaQP™a af-af«affa £3a,'a, 4,ca, ¢
- B TVAM1IE™QaQB®Appleef,d" @I P83 @ €HIQ OB AB3E,'a@«3,€3f—afaf+4,id,r



AllowNonAdminUserApprovals

AllowUserOverrides

AllowedK ernel Extensions

TDNY QP7VRK

com.cisco.amp.nke

com.cisco.amp.fileop

PayloadDescription

PayloadDisplayName

Approved Kernel Extensions

PayloadEnabled

Payloadl dentifier

A872B6D5-D67C-41FE-BE64-3DD674C43C4F

PayloadOrganization

Cisco Systems, Inc.

PayloadType



com.apple.syspolicy.kernel-extension-policy
PayloadUUID
A872B6D5-D67C-41FE-BE64-3DD674C43C4AF

PayloadVersion

x3@—a@,afta £aF-a, af af'e8«é€
éf@é.f%ﬁ,,ﬁ.f§§.f31 .14.01%z 1.16.2
Maca, 3af @3, 8,,1.143983€ a€@affa £af-3, af af e8«é€ d@«x-d@R®2APri@®anox> a@EA° Zé

1. Applicationsaf 3 £3f -8, af "a4f 5@ ®A QP @ 3% @3 € ECisco AMPE@<E,%oCisco AMP for
Endpointsd€«da%oaey 3€+3, E3Q%IH9—aQYIE,

2. 8,38f Z8f3af %odf ©3, vaf3af |af Vaaf 18 £af%af T8 £ampc1i8€@ (E/opt/cisco/ampa€p<d,%o/Applications/Cisco
AMP for Endpoints/AMP for Endpoints
Connector.app/Contents/MacOSé@«§§»éiCEéQ'é,CEéQ%éQ—é0Y§€,§fi§,£é.f-l§,_éf\é.fa/opt/cisco/an

Macd, 3af 43, 8,;3f@aflha, Af83F31.14.0 i%s7
1.16.23@®IA®ES...  3@2afta, £33, af 3f28«4€ 5@ 3@ ®IQ 3€55,53983O™aE,

a"ea"€a"€ ppllcatlons

a", a""a"€a"€ Cisco AMP for Endpoints

a", a""a"€a"€ AMP for Endpoints Connector.app
a", a”, a""a"€a"€ Contents
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Network Content
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