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AMP for Endpointsid, SFEN 7 7 AI/7OA/EF1T7/N\Yv 27T XALSHA)ICBE %A
To2—RNZ2ERTBAREMEFI HNET. XY MNIT—TJHAOERREN EDNBBEEE. Cisco
Technical Assistance Center(TAC)ICE4EL . M TF— LN FHRBE 7 7ML ETVET,
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7F7A4J)LSHA 256/\v< 1

AT Y 71:SHA 256/\Y > 1 #H15 9 % (CI&. [AMP Console] > [Dashboard] > [Events]ic BB L
=7,

AT Y 72:[Alert Event] 28R L. SHA256%Z 201 Y UL, RICRITKRSIC[Copy]ZEIRLET,

¥ JESUSMZ-H381P.clsco.com celected stub32i.exe 55 WinTrojan.Generic::61.shouvioc Madium T =1 !ﬂ| Quarantine: Successh
Connactor Info Fingerprint {SHA-256) T|ba778al8. . 2e

File Mame

File Path
File Size

Parent Fingerpeint (SHA-256)

Saarch
L Restot & View Upload Status | [ Add t
VirusTotal: (1

File Fetch
+ File Analysis

File Trajectory

Outbreak Control

Z7A4LH>7IIE—

ATYZ71TAMPOA Y —=IAS5T7 74 H > 7 )L EEEB L. [AMP Console] > [Dashboard] >
[Events]ICBEILET,

AT Y 7 2:[Alert Event]Zi®IR L. SHA256% 7 1) ¥ U L. [File Fetch] > [File Fetch] ICBEIL £ T



(RZ5®R ).

¥ JESUSM2-H381Rgisco.com deteciod stub32iexe a5 WinTrojan Generic:61 s vioe | Mediarm | .lj] [S¥] B ousrantine: Successtu 2020-04-09 10:47:44 COT
Detection T Win Trojan. Generic..61.5ti vioc
Connector Info Fingerprint (SHA-256) T|ba778al8. . 2eTbeal3
Gl File Name Dizposition: Malicious
RS Pathy Filename: h264codec exa Famo
File Size
Add to Fiter
Parent Fingerprint (SHA=256)
Parent Filename
= | Search
Anaiyze L Restot & View Upload Status | [ Add to Allswed Applications | ' File Trajectory
- — WinsTotal: [1/72) .
MuiDrop
Full Report &
File Fatch Bl Status: Abde to Felch
File Analysis
Fa Frajectony \iew in File Repository
Outbreak Control H]

Investigate in Cisco Thieat Response (&

ATYT3: 77 AABEENIETNARAZERL, RICRI RS (CFetchZ2 VY ILET(F
NAREHAVICTRILENHB).

Select a Computer to Fetch the File from X

Filename h264codec.exe

SHA-256 b9778af8.. 2e7beel3

Choose a Computer | JESUSM2-H381Pcisco.com - (FilEl

ATYT4 RHICRTELSIC, XV E—IHFRRENET,



Select a Computer to Fetch the File from b4

) You will be notified by email when the file has been uploaded to the
repository.

Filename Setup_FileViewPro_2020.exe

SHA-256 6713dd50...986def7b

Choose a Computer | jesusm2 - (File Last Accessed: 04 i

| Close |

Bo®&IZ, 7740L 280 O0—-RTEZDEZEIL, RICRTRSICEFA—IIBAN EEEhE
ED
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B¢ Reply &2Reply All £3 Forward
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( Cicco no-renlvidamn cicco com
ISCO <NO Ty (Wamp.Ccisco.com>

[Cisco AMP for Endpoints] Requested file available

Hello Jesus Martinez,

The following file you requested is now available for download:

File name: h264codec.exe

Original file name: stub32i.exe

File size: 498 KB
File SHA-256: b5778af8b57d396cdd09a48c544d6ce1 ecl 3aeb96e193dalbe0ff9912e7becd3
Hostname: JESUSM2-H381P.cisco.com

Visit here to download a password-protected zip archive containing the file.

Thank you.

Cisco AMP for Endpoints

AT ¥ 7°5[AMP Console] > [Analysis] > [File Repository]ic#BEL, 77 /) ZBRL., KICRT
&S I(C[Download]Z V1 JY I LET,



File REpOSitDW (© View All Changes

H Connector Diagnostics Feature Overview

1 by SHA-256 or file name Q Status | All v | Group | All Groups v

Type -AJI v

¥ h264codec.exe is Available Requested by Jesus Martinez V| |S2P| 2020-04-16 03:37:42 COT
Original File Name stub32iexe
Fingerprint (SHA-256) b9778af8... 2e7bee03
File Size 498 KB
Computer JESUSM2-H381Pcisco.com
IV File Trajectory Led P Device Trajectory (D View Changes l Analyze } l + Download l ‘ ¥ Remove |

AT Y 7°6:[Notification] R Y VAN RRENLES, RIZRT LS I(IC[Download|Z2 )Y IL., 77
ANEZIP77AILIZADO—RLET,

A Warmning X

You are about to download h264codec.exe

This file may be malicious and cause harm to your computer. You should only download this
file to a virtual machine that is not connected to any sensitive resources.

The file has been compressed in zip format with the password: infected

‘ Cancel | + Download

AMPO2 Y —=LASDOFS—RNA RV NFYTF¥

AT ¥ 7"1:[AMP Console] > [Dashboard] > [Events]ic BB L £7 .

ATYT2 . TI—RMRYRNEEBRL, RICRTEDICF Y IFYERBLET,

¥ JESUSMZ-H381Pcisco.com detecied stub32lexe a5 WinTrojan.Generic:61.sbxvioc Mednim |E| @ I& Quaranting. Successhl 2020-04-09 10:47:44 COT
File Detection Detection T Wiin Trojan Generic_ 61, 5bo wor
Connector Info Fingerprint [SHA-256) T ba778ar8.. 267 beeld
Commants File Name T stubd2iexe
File Path C\Usersjesusm2\Downloads\siub32i exe
File Size: 498 45 KB
Parent Fingerprint (SHA-256) T 7ib&0Eba. Tof7dfet
Parent Filename: T 7zG.exe

1 )
Anaivze o Restore Fie | X All Comparters & view Upioad Status | [ Aod to Aliowad Applications | | File Trajectory

AMPOZ YV —=)LASDARY NEEF Y TF+



AT ¥ 71:[AMP Console] > [Dashboard] > [Events]iCcBEIL £7,

AT Y 7 2:[Alert Event]Zi®#IR L. RICRT &K I(C[Device Trajectoryl 77> a >z o)y oIL&E
ED

O

¥ JESUSM2-H3B1Peisco.com detectad stub32iexe 55 WinTrojan Genere=61 st vioe Meciinam .ﬁ P. |_.- P |& Quarantine: Successful 2020-04-08 10:47:44 COT
Connector Info Fingerprint (SHA-256)
Comments File Name

File Path

Fila Size

Parent Fingerprnt (SHA-258) Ta

Parent Filenams T 720

KIZRT &SIZ, Device Trajectory®EffIlC VXA LI RENET,

Device Trajectory W Tu = I Senel Fesidtanch | Use Lagacy Desie

b B ESE &
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ATFYT3:KIZRTELSIZ, [Event Details]RY V9 AZF ¥ 7Fr LET,



Event Details
Medium
2020-04-09 10:47:43 CDT

Detected stub32i.exe, h264codec 4.1.0.0 (b9778af8._.2e7bee03
\[PE_Executable] as Win. Trojan.Generic::61.sbx vioc.

Created by 7zG.exe, 7-Zip 19.0.0.0 (2fb898ba___7bf7 4fef
J[Unknown] executing as .

The file was guarantined

Process disposition Benign.

File full path: C:\Users\jesusm2\Downloads\stub32i exe

File SHA-1: 62055a270bdc13dcaad87 1b3%fac3d15a2137225.

File MD5: 74225:740d0a0cf6837887c2017102.

File size: 510450 bytes.

Parent file SHA-1: df22612647e0404a515d48ebad400340685250de.
Parent file MD5: 04fb32e7f05c8be333125072ba007308.

Parent file size: 581632 bytes.

Parent file age: 0 seconds.

Parent process id: 24084

Detected by the SHA engines.
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ATY 74 BECHUTTICRAZO=-)IL, F+7FvEZREBLT. RICRTINTOIRY M
HlEHREmMBLET,



Event Details Event Details

Medium Z File SHA-1: 6e055a270bdc13dcaadf7 1b39fac3d 15a2137225.
= e File MD5: f74325a740d0a0cf68e37867ca017102.
d i 64coc 21.00 i
Detected stubﬂzl.exe: h264codec 4 ‘I_ 0 0 File size 510450 bytes.
b0778af8._2e7bee03)[PE_Executable] as Win.Trojan.
Generic:/61.sbx vioc. Parent file SHA-1:

) df2261264729404a51 5d48ebadd90349685250de .
Created by TzG.exe, 7-Zip 19.0.0.0 |2fb898ba.. 7bf74fef

J[Unknown] executing as . Parent file MD5: 04fb3ae7f05cBbc33312507 2ba007398.
The file was : Parent file size: 581632 bytes.
Process disposition Benign. Parent file age: O seconds.

Parent process id: 24084

File full path: C:\Users\jesusm2\Downloads\stub32i.exe Detected by the SHA engines.
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