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o BEBHRORY ND—IUTR., FEONVRIEL>TRIDAREMI HD2EEZ +OoEIEL T
ZEW,

RUE

WSAO>V—=)LicOdA4 > L&ET,

e, Cisco 5100V

Web Security Virtual Appliance
r S Version: 12.0.1-268 for Web
I i Username:  [admin |
4 Passphrase: |||||||-||| |
v i ’

aifran]rs
Copyricht © 2003-2019 Cisco Systems, Inc. All rights reserved. | Privacy Statement cisco

044> L k5. [Security Services] > [Anti-Malware and Reputation]ic B&® L £J. cotI>
AT, AMPETGERET A AT VAV ERODHBDENTEERT,

AMP#4&

[Anti-Malware Scanning Services] 27> 3> T, RICRT &S (C[Edit Global Settings]z 2 ') v U
LET,

Anti-Malware Scanning Services

DVS Engine Object Scanning Limits: | Max. Object Size: 32 MB

Sophos: | Enabled

McAfee: | Festure Key for McAfee has expired or is unavailable.
For information on enabling this feature with a new key, contact your Cisco sales representative.

% Edit Global Settings...

[Advanced] > [Advanced Settings for File Reputation| 27 3> #®R&EL T, BRI &, —ED
VSO RY=NFAT>arvFRREN, BRFYOOT—>3 0 &2BRLET,

Webroot: | Enabled
Threat Risk Threshaold: 90




= Advanced Routing Table: | Management
= Advanced Settings for File Reputation

File Reputation Server: | [ AMERICAS (cloud-sa.amp.cisce.com v

AMERICAS (cloud-sa.amp.cisco.cam)

] AMERICAS(Legacy) (cloud-sa.amp.sourcefire.com)
AMP for Endpoints Console Integration (7) | | EURDPE (cloud-sa.eu.amp.cisco.com)

SSL Communication for File Reputation: | | APIC {cloud-sa.apjc.amp.cisco.com)
Private Cloud

Server: | Port: [80

Username: |

Passphrase: |

Retype Passphrase: |
Relax Certificate Validation for Tunnel Proxy (7

Heartbeat Interval: |15 minutes
Query Timeout: ils seconds

File Reputation Client ID: | 67f3ceal-clec-497d-b5d9-72b17eabdasd

257 R&EBIRL =5, [Register Appliance with AMP for Endpoints] RE>Z UYL T,

RICRITRSIC, AMPOY—=)ILICVRALORNTRBRYTTYTHRREN, [OKRER&ED
DYy OL&ET,

Creating AMP for Endpeints Connection

Do you want to be redirected to the AMP for Endpoints console site to
complete the registration?
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RICRTRSIC, BMBAMPIL T Y ILZADL, [ATANEIVYITRIRENHYE
EE




TImir
CISCO

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolio.

Ll AMP for Endpoints

Tg Threat Grid

Threat Response

and more.__.

Use Single Sign-On

Can't access your account?

TNARABREZZTAN, V9TA4TNDEXELET, chiE, #TAYY—J)LTWSAZRD
F2DICKRIEET,



Authorize VLNW <

- Applications external to AMP for Endpoints, such as Cisco's Firepower
re vews I <

SRS : : : Management Center, can be authorized to access your business® data.
endpoint) is requesting the following authorizations:

Here an application is asking for your authorization to gain access to some
specific services. Review the requested authorizations and approve or deny the
request as appropriate.

s Device Registration

Deny the request if you don't recognize the application or you did not initiate this
request for integration from the application.

Authorization can always be revoked at a later time from the AMP for Endpoints
web console, and the application completely deregistered from the system.

WSAO>YV—=I)LICREY, BICRTESIC, [Amp for Endpoints Console Integration] 22> 3 >/ (C
FIVIONFRTRENET,

= Advanced Routing Table: | Management

= Advanced Settings for File Reputation

File Reputation Server: | [ AMERICAS (cloud-sa.amp.cisco.com) ]

Cloud Domain: |c\uud-sa.amp.ciscu.cum

AMP for Endpoints Console Integration (2] | VLNWS_ @] Dereﬁister /' SUCCEsS

FPEEZEVVY I LTEEERETACLE2TNABVTLKEETVW (ZTOVT MFRRE
CBE ). TO5LABVE, £E5—ETVOCAZETIBDHEN HYVET,

Threat GridD &4

[EF21UTF4H—EX]>[NILIVIFPELELIT—2a > 0RECEBEL. Anti-Malware
Protection Services [V O—/NILEREDHERA>ZOVYILET (RESR ),

DVS Engine Object Scanning Limits: | Max. Object Size: 32 MB
Sophos: | Enabled
McAfee: | Festure Key for McAfee has expired or is unavailable.
For information on enabling this feature with & new key, contact your Cisco sales representative.
Webroot: | Enabled
Threat Risk Threshaold: 90

% [ Edit Global Settings...

[Advanced] > [Advanced Settings for File Analysis]|z7> 3> Z#%EU TEBEAL., RICRTRSIC
BRCREEVAT 3V EERLET,

¥ Advanced Settings for File Reputation
= Advanced Settings for File Analysis

File Analysis Server: 0-1RIS(hps:f’panacea.trealgri.cu)
AMERICAS (https://panacea.threatgrid.com)

Proxy Settings:

EUROPE (https://panacea.threatgrid.eu)

Private Cloud Port: |BD

Username: |

Passphrase: |

Retype Passphrase: |

rile analysis client 10: | 02_vuvws

¢ Advanced Settings for Cache

[Submitjzo Uy UL, BEZ[Commit|Z27 )Y I LET,

T7ZATANAMPIGE ERICHEE hizBE R, TGR—RILAIT[Users] 27 DT T
WSAT/NA A Z#RELFT,



"'jl's";_lc'" Threat Grid Dashboard  Samples  Reports  Inicators  Administration ~ O, @ &  adminumontsio
Users - vrt/wsa/EC2ACF1150F 19CCEF2DB-178D3EFDBAD1 + Mew User v Feedback

Filter | |

B 484c72¢8-5321-477¢c-. WSA Device vitfwsa/ECZACF 1 150F user Active WSA

[Login|2 o)y 0gdE, BZRETBDTTTAT 2 ADERICT IV ELATEET,

ST, RENFERICHBELTVWRIAESHERRBLET.

AMPEWSADBEN R L EC ERZBRTSHICE. AMPOY—)LicOF 4> L. WSAT/NA
AZBRELET,

[BE]>[OvE1—2B®BL. [7 1)LX])ED > 3> T[Web Security Appliance] 2#8&8%& L. 7
1) R2ZHERALET

¥ Filters
Hostname | Hostname o nector GUID Group w
Operating System v Policy o
Connector Version web Internal IP | Single 1Py
Flag L1 Al External IP |
[ Web Security Appliance
Fault [moneoerEcEn Last Seen | Any Date R
Fault Severity R Definitions Last Updated | None Selected w
Isolation Status | None Selected ~
Orbital Status | None Selected ~
Sort By | Hostname v Sort Order | Ascending w

BHOWSATNA AN BREATVEIEERE., 77AMILIHIZA 7 NDEERALTELS %
MBI TEXRT,

TNAAZRRATDE, TOTNAAFBIDTIN—THERREN, BAEhLZRVZ—EFN
A AGUDZFEALTTFNAARTZZ IV RNIERRTERT,



o v = v [ - -

Hostname v Group -
Operating System Web Security Appliance Policy -oelicy
Device Version Internal IP
Install Date External IP
Device GUID 67t8ceal-cOec-497d-b6d9-72b17eabdabd Last Seen 2020-05-20 03:51:32 CDT
¥ Diagnostics (D View Changes
‘ A Move to Group... | ‘ w Delete

[PolicylEV > 3> Tk, 7/N4 AIZEAE 1B [Simple Custom Detection]d & U [Application
Control - Allowed] 25 ETE E T,

dit Policy

Name | network_policy

Description

Custom Detections - Simple . Mone e

Application Control - Allowed MNone |

WSA®[Device Trajectory] o> 3> 2Rk RITHICE., BN E 1—2X D[Device Trajectory]Z
B\ T[Device GUID]ZER T2 XENfN HVET,

ZEEF, RICRTESICURLICEREhET,

& https://fconsole.amp.cisco.com/computers/c35Sf0ES B B A0T =957 0=Td 10c508f55d /tra

|
e |

B hittps;//console.amp.cisco.com/computers/67focea0scDees4 97 d2mbd9-72h 1 TeabdasSd, t rajectony e

20910423, 41eeatel T unknown
Octboédd 164, _a26a7 9

c066ac0s._blacidac
57 Mica

20002674, dcdOBE ¢

Threat Grid Tk, LEWMEIFIOTT, CcOBEZTEZD 7 7AI)ICAOATHIMFVESRE. EED
BBDT77ANETYFoTENETEAN, WSATHARLLEWMEEZRETEET,



= Advanced Routing Table: | Management

File Analysis Server: | [AMERICAS (https://panacea.threatgrid.com) v |

Proxy Semtings: | [] use File Reputation Proxy

Server: | port: [80

Username: |

Passphrase: |

Retype Passphrase: ‘

rie anayss crens 10: | 02 v [

b Advanced Settings for Cache
= Threshold Settings

File Analysis Threshold Score: | () yge value from cloud service: 90

@ Enter custom value: ]
{valid range 1 through 100)
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CBYIBRTGUZIUR(FAUAFAERKI—OYN) 2 BIRLTVBCEZRBIBELET,

T TATIF—=)TTIGILAEBERBT RLANFTEhTVER L ZHRABLET,

T TFANDWHIZATMDZEXELET,

- [Users] o> a>TtHRELET,

CRBOASsBVESR. DARAOYR—NIEKL T, HBEATOBITZEZELTSEEL,


https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
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