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Cisco Secure Endpoint Mac/Linux CLI
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- linuxMI{BE : /opt/cisco/amp/bin/ampcli
- MacMIHE : /opt/cisco/amp/ampcli
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ampcli - Cisco Secure Endpoint Connector Command Line Interface
Interactive mode

Enter 'q' or Ctrl+c to Exit

[Togger] Set minimum reported log level to notice
Trying to connect...

Connected.

ampcli>
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ampcli> help

about About Cisco Secure Endpoint connector

bp Show and sync behavioral protection signatures
* See 'bp help' for more.

clamav Show and sync ClamAV definitions

definitions

* See 'clamav help' for more.
Show virus definitions

defupdate Update virus definitions
exclusions List custom exclusions
history Show event history

* See 'history help' for more.
notify Toggle notifications
policy Show policy

quarantine

List/restore quarantined file(s)
* See 'quarantine help' for more.

quit (or q) Quit ampcli interactive mode
scan Initiate/pause/stop a scan

* See 'scan help' for more.
status Get ampdaemon status

* See 'status help' for more.
sync Sync policy
verbose Toggle verbose mode

e N>R 2%+, BhE. quarantine ., clamav, & & UbptakeBM/NFX—XEZKELET,

CNSONTAXA—=RIEFE, =YD covsrizovc: BAILET,

ampcli> scan help

Supported scan parameters:

flash Perform a flash scan

full Perform a full scan

custom Perform a custom scan on a file or directory (recursive)

e.g. '...> scan custom file_or_directory_to_scan'

pause Pause a running scan

resume Resume a paused scan

cancel Cancel a running scan

Tist List scheduled scans

ampcli> history help

Supported history parameters:
Tist List history



* Listing starts at page 1. Each time 'Tist' is run we move to
the next page. Specify a page number to jump directly to
that page.

pagesize Set history page size (max: 12)

* e.g. 'ampcli> history pagesize 10'

ampcli> quarantine help
Supported quarantine parameters:
Tist List currently quarantined files
* Listing starts at page 1. Each time 'Tist' is run we move to
the next page. Specify a page number to jump directly to
that page.
restore Restore file by quarantine id
e.g. '...> quarantine restore

run 'quarantine Tist' first to find

in Tisting

ampcli> clamav help

Supported clamav parameters:
status Display engine and definition information
sync Synchronizes ClamAV definitions

ampcli> bp help

Supported bp parameters:
status Display engine and definition information
sync Synchronizes BP signatures
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e about : ARIVRADON—>23RGUIDREDEHREZRHEELET,

ampcli> about

Cisco Secure Endpoint Connector v1.16.0.123

Copyright (c) 2013-2021 Cisco Systems, Inc. All rights reserved.
This product incorporates open source software; refer to
/opt/cisco/amp/doc/acknowledgement.txt for details.

[ 22b608b3-b20e-4bd3-8b53-def824acce8a ]

s bp(CDAT>AVIEE, LinuxARXRIZN—23 212200 TOXRMBRATEERT (MacTR
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ampcli> bp status
Behavioral Protection is not enabled

- BERBEBUCITRE, IVDY, E—R, LTI ZF v FHRAIKRTES
£ I

ampcli> bp status

APDE Engine Version: 3.1.0.0

BP Mode: Protect

BP Signature Serial Number: 8071

BP Signature Last Loaded: 2023-05-02 05:44:09 PM

- sync I BMERE I ZF vy ZRBLET
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. status:ClamavI> P VB LU ERBHRODERT

ampcli> clamav status
Definition Version: ClamAV(bytecode.cvd: 334, daily.cvd: 26893, main.cvd: 62)
Definitions Published: bytecode.cvd: 22 Feb 2023 16-33 -0500
daily.cvd: 01 May 2023 03-22 -0400
main.cvd: 16 Sep 2021 08-32 -0400
Definitions Last Updated: 2023-05-01 04:01:55 PM
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c gt — ARV ZOREOKRAZRTLET,
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ampcli> exclusions

Exclusions:
Path /home
Path /mnt/hgfs

Regular Expression /var/log/.*\.log

* R
- history list : ARITRTITAET1OEE (AF¥ v, BEEE)ZVANLET

- history pagesize <numeric_value> : BEE 1 —OR—IH A XZRELET (&K
12) o

ampcli> history pagesize 12
Page size set to 12

c 245 (COATTIVE, MacdRIEN—23 12100 TOXRMEATEXT
(LInuxTREATETEA) ).

> jisolate stop <token> : ﬁj\ﬁﬁt‘yt/a\/a)ﬁﬁtﬁt:ﬁﬂqéﬂt NR—O>TIVRERAUB
PEtEY> a3 EELLET,

« notify: CLITOORIV ZBHOF > /F 7 2N EBERXET,

- CORER. ARIEZRIVS—TEEHMCTHIHEN HVY)ET,
- MacTlk, ChiRUIOBACEFELEE A,

ampcli> notify
Notifications set to on

ampcli> notify
Notifications set to off

* policy : ARV ZOBREDORY >—ZRRLET,



ampcTli> policy
Quarantine Behavior:
Quarantine malicious files.
Protection:
Monitor program install.
Monitor program start.
Passive on-execute mode.
Proxy: NONE
Notifications: Do not display cloud notifications.
Policy: Audit Policy for Cisco Secure Endpoint (#5755)
Last Updated: 2020-01-08 04:49 PM
Definition Version: ClamAV(bytecode.cvd: 331, daily.cvd: 25721, main.cvd: 59)
Definitions Last Updated: 2020-01-08 05:09 PM

MacdXR I Z/N—2 3 21.16.0ABBB K PLinux ARV Z/N—2 3 2 1.17.0 B OFBE . policylc &
Orbital DR 2 —AT—RANEENET,

Orbital: EnabTed

[BE]IR DS —REICK., RO2ODENBYET,

1.8 A—ERLGRIV—ICL&2THERCBYET,
2. [BY) : A—ERILBGRID—CL>TEMCEIATVET,

Macdx U Z/)N—2 3 21.21.050F ( Linux32A%\ ) DTS, policyl [dEndpoint Isolation® 7R 1) = —
AT—BANEENET,

Isolation: Enabled

IsolationZR1 < —8&EIZIE. XD2DODENHYET,

1.Enabled : T RARA 2 NODBEN R —ICK2THIICE2>TVET,
2.Disabled : T RERA NODEEE, R —ICEK 2 TEMICENTVET,

s ¥25+ -JSONFERTIARIVARAF Y ERRLET
- posture prettyprint: 7 T 47 1) > NISONFER TRAF ¥ ZHRIL E T,

ampcli> posture
{"running": true, "connected": true, "connector_version": "1.19.1.1419", "agent_uuid": "e03ecde8-laee-4

« quarantine(CDA T3V, I—MNERZFE D I—HEGHFrERATEXT, )
cqp 2z —VATALALEORBENIZEREEZ)VANLETD,

° quaranti ne restore



<quarantine_id> : MRFIAZFERAL T, BEENLET7 7ML ZERLET, chiF.
quarantine listconmand 1N > RZEHAL THRETEXT,

« quit (#7wq) - Secure Endpoint Mac/Linux &I XDOCLIZKTLET,
* RF¥Fy v

- scan flash : VAT LD T TV AIAF Y &BEITLET,

- scan full : YATLADTILAF Y Z2RITLET,

- 2%+ v HRYo<path_to_scan> —HBELETZFANKTEETFALIORNIZAF Y LET
C 2kryv-par —BERTHFORF Y Z2—RELLET,

- z2xrvip —BE—BELEEATVSIAF vy 2BRALET,

c Z2¥rvirver —BERTHOAF Y Z2IXNTFY¥oEILLET,

c Z2F ey —VATATRERITITBDATD1I—INERAAXF Y Z—ERTLET,

o status . VATALALEDARIVRODBEDAT—RAZRLET,
c 25— 2AV I INTODARITRZAT—RA, REOIARIZAT—BRA, EAT—X
ADHA, BREBENDAT—RANERERITT—7IILERRLET,

ampcli> status

Status: Connected

Mode: Normal

Scan: Ready for scan

Last Scan: 2020-01-22 03:57 PM

PoTicy: Audit Policy for Cisco Secure Endpoint (#5755)
Command-Tine: Enabled

Faults: None
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i :
Faults: 1 Critical, 1 Major
Fault IDs: 1, 3

ID 1 - Critical: The system extensions failed to Toad. Approve the system extensions in Securit
ID 3 - Major: Full Disk Access not granted. Grant access to the ampdaemon executable in Securit

ampcli> status help
Status Description Reason(s)




Initializing... | Program starting/loading. | --
| |
Provisioning... | Endpoint identity | --
| enrollment/subscription.
| |
Provisioning | Endpoint identity | Cannot reach AMP services.
failed, retrying | enrollment/subscription failed. | Missing SSL certificates.
| Connector will retry. |

Registering... | Registering endpoint identity. | --
| |
Registration | Endpoint identity registration | Cannot reach AMP services.
failed, retrying | failed. Connector will retry. | Missing SSL certificates.
| |
Connecting... | Registering with disposition | --
| service. |
| |
Connection failed, | Registration with disposition | Cannot reach AMP services.
retrying | service failed. Connector will | Missing SSL certificates.
| retry. |
| |
** Connected | Enrollment and registration --

succeeded. Connected to AMP |
services. Connector is operating |

normally.
|

Disabled | Connector 1is not operational. | AMP subscription is invalid

| | or has expired.

| |
Disconnected, | Lost connection to the disposition | Network connection to the
retrying | service after an initial | disposition service has been

| connection was established. | interrupted.

| Connector will attempt to |

| reconnect. |

| |
Offline (the | The local network has been | Cable disconnected.
network is down) | disconnected. | The network interface is

| | disabled.
| |

** indicates the current status of the Connector

MacdR 7 2Z/N—2321.16.0 BB K FLinuxAR I Z/N—23 1170 B OB 4. statuslZ i
dBE1—2 EOOritalDBENDAT—RANEENET,

Orbital: Enabled (Running)

BEAT—RALE, XDID2DENFHYEXT,

1. 8% (ETHR) : BEODOKR S —TOrbital AN BEMICE>TH Y, Orbitalty—ERAANBREI
E1—&2—TERITEhTWBEZRLET,

2. 8% (RTENTVELEA )  BEDRU S —TOrbital A" BRIICE > TWE T A, Orbitaltt
—EANBEIVEI—ZF—TRITEhTVWEWCEZTRLET,



. (BN REDRVI—THA—EZIABHCBE>TVEVWZEZRLET,

Macdx T Z/N—> 3 21.21.04F ( LinuxBA4L ) MI3FE . statusincludesliZ A E1I—2DI >
RRANDBEEOBREODAT —RANEENET,

Isolation: Isolated

BEAT—RALRE, XDID2DENFHYEXT,

1. (28] REORVS—TIYVRRAVNOSEABMHCE2>THY, IVEI—R—HFX
YRD—=OWS55BMENTVWEREZRLET,
2.k08  REORIS—TIVRRANOSBFI B >THY, OAE1I—8—HD

BEhTWEWZEZRLETD,
3. Disabled in Policy : BEDRUZ—TIY RKRA NODBABHICH >TVWAEVWZEZR
LET,

« sync —ARVREDVTIVREBHPLT, BFORUS —ZHIEL XTI,
« =& -CLIOFMOTOF /AT 2N EZAFTT,

ampcli> verbose
Verbose mode set to on

ampcli> verbose
Verbose mode set to off
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https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://docs.amp.cisco.com/en/SecureEndpoint/Secure%20Endpoint%20User%20Guide.pdf
https://docs.amp.cisco.com/en/SecureEndpoint/Secure%20Endpoint%20User%20Guide.pdf
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