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Xcode:Mac
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HULEREhi AN .
2019%12H11H

180 RS A7 — Windows

Splunk:Windows

Splunk - Linux
L< 9 !

2020%F2H12
Microsoft Windows® 77 # JL b : Windows

Websense:Windows

Microsoft SQL Server:Windows
20205%6H10

Malwarebytes - 7 4 > R7J

Microsoft Office - Windows
1IS:Windows

Symantec® Altiris - Windows
McAfee - Windowshi

HULERENEURAD -
2020%F7H15

RXA>A>2 hA—5 — Windows
Microsoft Teams - Windows

FLWURNAERE hEL L




202098 H26H
Microsoft SQL Server:Windows

2020F9H30H
Malwarebytes = 7 1 >/ R
ZOBNH=F AT - Mac

LW PEREhE LI

2021%¥3H3H
~ —&& — Windows
SCCM:Windows
X T Y D - Windows
LW A OER
20216 H30H
Microsoft Windows® 7*7 # )L b
Citrix ICAO Z AT > b
Citrix Provisioning —/\
FLVWU R DERR
202159829

Cisco Webex:Windows

92923175 — Windows

92921752 —Mac

VMware:Windows

202253 H23H
Microsoft Windows® 7*7 # )L b
Hyper-V - Windows
Microsoft Windows Defender - Windows
202256 H29H
Microsoft Windows® 7*7 # )L b
Cisco AnyConnect VPN
Cisco Webex
Microsoft OneDrive ( AHEIF1ED RS
X7 L — Windows
Citrix Provisioning—/\
FLWI R OER
20229814
Microsoft Windows® 7* 7 # )L b
Microsoft SQL Server
TrendMicro/Apex One

LW ()]

I

202210

2022%12H14H
Microsoft Windows®7* 7 # )L b
NY DT> ROZEE — Windows
FLWU R DERE
2023F4H12H
Microsoft Windows®7* 7 # )L b

Microsoft Intune

McAfee Trellix SolidCorett

Cisco Webex
MacOS A Microsoft Defender
Linuxf Microsoft Defender

2023%F5H31H



VEEAM

VMware

2023F9H27H
Cisco Webex
Microsoft OneNote
Microsoft SQL Server
Microsoft Teams

Microsoft Windows® 7 7 # )L b

Splunk
SymantecT > RRA > NMRFE

FLWYRNDER
2023%F11H22H
Microsoft Windows D 7 7 #
Citrix ICAD AT > b~
FLWVWYURNDER
2024F1H24H
LW! )" YE X EL I

FL®IC
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CORFIXYNOERIE. BEOFARELCLHDTNARICEITVWTEREhELE, COR

FAXKNTEATDIIXRNTOTNA AR, JUTB(T7FIN ) RETHERZRKLTLE

T, BEEBPORY ND—OTR., FEOANVRIEE>TRID AN HPHEZ THOEIELT
<EZEW,

TV 7 TF— NEFOHSE



el AMP for Endpoints

Dashboard  Analysis~  OQutbreak Control ¥ Management™~  Accounts v~ Sear

Cisco-Maintained Exclusions are created and

Exclusions maintained by Cisco to provide better
compatibility between the AMP for

Endpoints Connector and antivirus, security,

Show = Custom Exclusions | Cisco-Maintained Exclusions ,
| or other software. These exclusions may be

| updated with improvements and new
| exclusions may be added for new versions of
an application.

All Products Windows Mac Linux

JATINERIDVARNEEENDE, NYIIVRTRUS—DEHRHIREL, TOXENFRREIhET, VIV
RRAZ R N—RE-—RIHLTZOVARNDF IV ISV ZERTDE, EMENLRIVZ—ABBEENET, C
NhSORVD—OEER, BEICBERIS—BATREBE<BRAVANCHTZIZEETHS S, BEEOVICRRBREN
FA, El, DAOAFRETZIHRAVANE, B20I2V—-IIOBEOCEEOTHNICEFEELEEA, ABRERER
BTR, RUS—DEFHAREBILRELTVRILSICRAZ O, EIVRRANONTA—I AN EMELET,

EHHBEEIVRRAVNIK2TEBYET, IXNTOIIIUNFAVZA20HBE. TY7TTF—RE1 ~ 2)\—h

E—RNARIETDRET. hHATO-NLRROBE, NOUNFAVTA VBRI LT ICEFRIRELETD D,
WIFRUARNDNT Y2 1EnTHAS24 ~ A8RERICEMOR) S —BEFARRENTERABVWTILEZL,

EEBELTSEZEE L,

2019%8H28H

Microsoft Windows® 77 # )L N :

HiIBR -

* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\edb*.log
* CSIDL_WINDOWS \ SoftwareDistribution \7*— 2 A ~ 7\ \ Res1.logd ¥
* CSIDL_WINDOWS \ SoftwareDistribution \7*— 2 A ~ 7\ \ Res2.logd ¥

BHZVELR—ZAEY NOES1DOOBRAE. ThEAN-LET,
ROBEEDEM :
* C:\$WINDOWS. ~ BT\Sources\SetupHost.exe

BH : Windows 100EFR7OT T ALK, 7TORAARF Y OLEOICEENICKBLEL L.
N-Able Solar Winds - & :
ROBEEDIB :

* C:\Program7 7 4 JL(x86)\N-able Technologies\Windows Agent\bin\agent.exe



* C:\Program7 7 1 JL(x86)\BeAnywhere Support Express\GetSupportService_N-Central\BASupSrvc.exe
* C:\Program Files (x86)\N-able Technologies\PatchManagement\ThirdPartyPatch\ThirdPartyPatch.exe

Docker - Mac:

HUBR :

* /Users/*/Library/Containers/com.docker.docker/Data/vms/*/Docker.*
* /usr/local/bin/docker

FR:BHOTANI&Y, EFIVTAICEITRIBENEY . BRICK) KUBLERANEHEhEL I,
RDHEEDIEDN

* /Applications/Docker.app/Contents/MacOS/Docker
* /Applications/Docker.app/Contents/Resources/bin/docker

FLUERENIZ)AD

Linux DHE

* Docker— 1% %1.10.2
* Docker- XY Z1.11+
e HEY O R

.« REBAY IR
« FIRNH—FATY

20199H18H
Apple MacOST7 #J)L s :
ROBEEDIEM :

* /Applications/Time Machine.app/Contents/MacOS/Time Machine
* /System/Library/CoreServices/Spotlight.app/Contents/MacOS/Spotlight

McAfee - Mac ( XT*A T T 1RA)
RDOBBEDIED :
* /Library/McAfee/Agent/bin/CmdAgent

Cisco Jabber - Mac



HilBR -

* usr/bing/grep
* |bin/ps

Bl X1 UT10ELEETOEAR—ZADORADIEBMEEE,
R DOEEDIE
* |Applications/Cisco Jabber.app/Contents/MacOS/Cisco Jabber
9292177 -Mac
RDHEEDIEDN
* /Applications/CrashPlan.app/Contents/Library/LaunchServices/CrashPlanService.app/Contents/MacOS/CrashPlanService

JAMF#F ¥ A /Y— — Mac

HIBR

* /usr/bin/sw_vers
Bl EF1UT10RLETOCAR—ADOKRADIEINEEE,
R DOEEDIEN

* /Library/Application Support/JAMF/Jamf.app/Contents/MacOS/JamfDaemon.app/Contents/MacOS/JamfDaemon
* /ust/local/jamf/bin/jamfAgent

* /ust/local/jamf/bin/jamf

* /Library/Application Support/JAMF/Jamf.app/Contents/MacOS/JamfAgent.app/Contents/MacOS/JamfAgent

VMware Fusion - Mac ( {R28<> > )

ROBEEDE

* /Applications/VMware Fusion.app/Contents/MacOS/VMware Fusion

Xcode:Mac

ROBEEDIE

* /Applications/Xcode.app/Contents/SharedFrameworks/XCBuild.framework/Versions/A/Plugins/XCBBuildService.bundle/Co
* /Applications/Xcode.app/Contents/Developer/usr/bin/xcodebuild

180 RZ 4 7 - Windows

PREBEE



* C:\*\Users\OneDrive\ (F 1 VT 1 BILDLHICNYIATY S 1ZEM)

KNIV DRAXICAYZA4TF > b —Windows

RDOBBEDIED :
* CSIDL_PROGRAM_FILES\Citrix\ 1—H#'—7"07 7 4 )L X % —2 ¥ —\UserProfileManager.exe
* CSIDL_PROGRAM_FILES\Citrix\Virtual Desktop Agent\BrokerAgent.exe

* CSIDL_PROGRAM_FILES\Citrix\ICAService\picaSvc2.exe
* CSIDL_PROGRAM_FILES\Citrix\ICAService\CpSvc.exe

Bl CitrixORIENEFH TR, BRAZHERLTVET,
FLUERENIZIADN:

Windows

« Citrix Provisioningt—/\
« CitrixV 2V ROAXRIV X

2019%12A11H
180 RZ 4 7 - Windows
ROBEEDIBM
+ CSIDL_LOCAL_APPDATA\Microsoft\OneDrive\OneDrive.exe
Splunk:Windows
ROBEEDIBM :

* CSIDL_PROGRAM_FILE\splunkforwarder\bin\splunk-winevtlog.exe
* CSIDL_PROGRAM_FILE\splunkforwarder\bin\splunkd.exe

Splunk - Linux
ROMEEDIEM :

* /opt/splunkforwarder/bin/splunk
* /opt/splunk/bin/splunk

FLULERENIZIAD

Azure - Linux

NTZ> N -Mac



20202 A12H
Microsoft Windows® 77 # JL ~ : Windows
ROBEEDIBD :

* C:\Program Files\Cisco\Orbital\osqueryd.exe
* C:\Program Files\Cisco\Orbital\orbital-ampwin.exe

Websense:Windows
IXOKBEDIE -

o [EE® RZ A 7]:\Program Files*\Websense\

* C:\Program” 7 4 JL(x86)\Websense\Websense Endpoint\dserui.exe

* C:\Program Files\Websense\Websense I > R7R 4 > N\dserui.exe

* C:\Program7 7 4 )L (x86)\Websense\Websense Endpoint\EndPointClassifier.exe
* C:\Program7 7 4 )L (x86)\Websense\Websense Endpoint\FilterSDK\kvoop.exe

* C:\Program7” 7 1 )L (x86)\Websense\Websense L R7R 1 > M\wepsvc.exe

Microsoft SQL Server:Windows
ROBEEDIED :

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL\FTDATA\
e &(ql

2020%6 A8 10H
Malwarebytes — " 1 > R™J

BMELEE

« C:\ProgramData\MalwarebytesT> R7R4/ > RIT— T2 N\
» C:\ProgramData\Malwarebytes\MBAMService\

Microsoft Office - Windows
IXDBBEDIED
* C:\Program Files\Common Files\microsoft shared\ClickToRun\OfficeClickToRun.exe
lIS:Windows
IXDBBEDIED

* C:\Windows\SysWOW®64\inetsrv\w3wp.exe



* C:\Windows\System32\inetsrv\w3wp.exe
Symantec®Altiris - Windows
IXDEEDIED
« C:\Program Files\Altiris\Altiris T—= T 22 R\AeXNSAgent.exe
McAfee - Windowshx
IXDBEDIBN
« C:\Program Files\McAfee\Endpointtz ¥ 1 1) 7 1 i@ /S & & B {R Z\mfeatp.exe
FUSERENIZUADN

NetScout:Windows

IBM:Windows

20207 H15H

RXA >332 MO—7 - Windows

RDOBBEDIED :
* CSIDL_WINDOWS\System32\dfsr.exe
* CSIDL_WINDOWS\System32\dfsrs.exe
* CSIDL_WINDOWS\System32\dns.exe
* CSIDL_WINDOWS\System32\ntfrs.exe

Microsoft Teams - Windows

RDOBBEDIE :

* CSIDL_LOCAL_APPDATA\WMicrosoft\Teams\current\teams.exe
* CSIDL_LOCAL_APPDATAWIicrosoft\Teams\update.exe

MUWURRNFEREhELL

w77

2020%8H26H

SEMTANIKY, HHMOUU—RABAN9BA S526HICERENELL

Microsoft SQL Server:Windows



BEEMH!Z

* CSIDL_PROGRAM_FILES \ Microsoft SQL Server MSSQL.1\\ MSSQL \ Binn \ SQLServr.exe

* CSIDL_PROGRAM_FILES \ Microsoft SQL Server MSSQL.2 \\ OLAP \ Bin \ MSMDSrv.exe

* CSIDL_PROGRAM_FILES \ Microsoft SQL Server MSSQL.3 \ \ Reporting Services \L- 7R— k" —/Y—\ Bin \
ReportingServicesService.exe

ROBEEDIE :

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

2020F9H30H
Malwarebytes — " 1 > R™J
ROBEEDIEM :

* CSIDL_PROGRAM_FILES\Malwarebytes'¥ )L 77 T 7 X ZK\mbam.exe
* CSIDL_PROGRAM_FILEESX86\Malwarebytes'¥ JL 7 T 7 %K \mbam.exe

FORNH—FT 14T > —Mac

* /usr/local/dgagent
* /dgagent

FLLVURARFERENEL L
T ZINH—TF 14T > - Windows
2021%3H3H

NARI AF—FF — Windows

ROBEEDE :



* CSIDL_PROGRAM_FILEESX86\Kaspersky Lab\Kaspersky Endpoint Security for Windows\avp.exe
* CSIDL_PROGRAM_FILEESX86\Kaspersky Lab\NetworkAgent\klnagent.exe

SCCM:Windows

HUBR :

* WINDOWS\CCM\ServiceData — /NAHABEBL TVET
* Program Files\Microsoft Configuration Manager\EasySetupPayload - /NANEBL TVET

~

R >TY YU —Windows
IXOBEEDIED :

* CSIDL_PROGRAM_FILES\Symantec\L> R7R4 > N IT—2 2 Nedpa.exe

* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.4013.4013.105\Bin64\Smc.exe

* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.6608.6300.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.7061.6600.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.7385.6902.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\

* CSIDL_PROGRAM_FILES\Symantec\L > R7R4 > N T—2 T > N\brkrprcs64.exe

HLUOWUANDER

Cisco AnyConnect:Windows

Microsoft Defender ATP - Windows

202156 HA30H

Microsoft Windows® 77 # JL kb
ROBEEDIBD :

* CSIDL_WINDOWS\System32\GroupPolicy\User\registry.pol
* CSIDL_WINDOWS\System32\GroupPolicy\Machine\registry.pol

Citrix ICAP ZA T > ~
IROBEEDIED :

* CSIDL_PROGRAM_FILES\Citrix\Broker\Service\BrokerService.exe

* CSIDL_PROGRAM_FILES\Citrix\Broker\Service\HighAvailabilityService.exe
* CSIDL_PROGRAM_FILES\Citrix\ConfigSync\ConfigSyncService.exe

* CSIDL_PROGRAM_FILESX86\Citrix\ICAY Z 14 7 > ~



Citrix Provisioningt—/\
HIER :

* C:\System32\drivers\CfsDep2.sys
* C:\System32\drivers\CvhdBusP6.sys
¢ C:\System32\drivers\CVhdMp.sys

ROBEEDE :

* CSIDL_WINDOWS\System32\drivers\CfsDep2.sys

* CSIDL_WINDOWS\System32\drivers\CvhdBusP6.sys

* CSIDL_WINDOWS\System32\drivers\CVhdMp.sys

* CSIDL_PROGRAM_FILES\Citrix\\7’OE> a Z— > JH4—E A\BNTFTP.EXE

* CSIDL_PROGRAM_FILES\CitrixX\7’'AOE> 3 —> 44 —E A\PVSTSB.EXE

* CSIDL_PROGRAM_FILES\Citrix\\7"OE 2 3 — > 4% —E A\StreamService.exe
* CSIDL_PROGRAM_FILES\Citrix\7°'O0E > 3 — > &% —E A\StreamProcess.exe
* CSIDL_PROGRAM_FILES\CitrixX\7' O < 3 —> J #—E A\soapserver.exe

* CSIDL_PROGRAM_FILES\Citrix\\7°'OE > 3 Z— > 4% —E Allnventory.exe

* CSIDL_PROGRAM_FILES\CitrixX\7' O E < 3 — > J #—E A\Notifier.exe

* CSIDL_PROGRAM_FILES\CitrixX\7’O0E> a3 Z > % —E A\MgmntDaemon.exe
* CSIDL_PROGRAM_FILES\CitrixX\7’ O E'> 3 —> J#—E A\BNPXE.exe

* CSIDL_PROGRAM_FILES\CitrixX\7’O0E< a3 Z > &% —E A\BNDevice.exe

FLLUANDER
Commvault:Windows
Citrixtz v 2 3 > M a2 & — Windows

202159H29H

Cisco Webex:Windows

* CSIDL_LOCAL_APPDATA\CiscoSparkLauncher\CiscoCollabHost.exe
* CSIDL_LOCAL_APPDATA\CiscoSparkLauncher\

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_01\atmgr.exe

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_02\atmgr.exe

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_03\atmgr.exe

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_04\atmgr.exe

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_*\

22931722 - Windows

ROBEEDIE :



* CSIDL_PROGRAM_FILES\Code42\Code42Service.exe T,

1)

92921772 -Mac
ROBEEDIBM :
+ /Applications/Code42.app/Contents/Library/LaunchServices/Code42Service.app/Contents/MacOS/C
VMware:Windows
IROBEEDEN :
+ CSIDL_PROGRAM_FILEESX86\VMware\VMware DaaS Agent\service\DaaSAgent.exe
2022%3H23H
Microsoft Windows D77 # )L
IXDBEEDIEN
* C:\Windows\System32\Searchlndexer.exe
Hyper-V - Windows
IROBEEDEM :

* CSIDL_COMMON_APPDATA\WMicrosoft\Windows\Hyper-V\
* CSIDL_COMMON_DOCUMENTS\Hyper-V\MR#E/\— RF* 1 A D\

Microsoft Windows Defender - Windows
RDEEDIEDN
* *\ProgramData\Microsoft\Windows Defender Advanced Threat Protection\DataCollection\
20226 H29H
Microsoft Windows®D 77 # )L
R DHEEDIE
e *.applocker
Cisco AnyConnect VPN
RDEEDIEDN

* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco AnyConnecttz+ 1 7EE )T 1 U Z 4 7 > Macwebhelper.exe



Cisco Webex
ROBBEDIED :
* C:\Users\"\AppData\Local\WebEx\WebEx\Meetings\atmgr.exe
Microsoft OneDrive ( LBIF1END RS A7)
RDOEEDIE
* C:\Users\*\AppData\Local\Microsoff\OneDrive\OneDrive.exe
AR ZrJ [x — Windows
RDHEEDIEDN
* C:\Program Files (x86)\Tanium\Tanium End User Notification Tools\bin\end-user-notifications.exe
Citrix Provisioningt—/\
ROBBEDIE :
* CSIDL_PROGRAM_FILES\Citrix\7' O K< 3 Z > &% —E A\MgmtDaemon.com
HIBR
* CSIDL_PROGRAM_FILES\CitrixX\7"OE> a3 — > ¥/ % —E A\MgmntDaemon.com
FLWURNDOER

X1# % - Windows

Microsoft Intune - Windows

2022%F9AH14H
Microsoft Windows® 77 # JL kb
ROBEEDIB :

* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco Secure Client\

* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco Secure Client\UNacumbrellaagent.exe

* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco Secure Client\UNacumbrellaagent.exenscrypt-proxy.exe
* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco Secure Client\NVM\acnvmagent.exe

* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco Secure Client\vpnagent.exe

* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco Secure Client\acnamlogonagent.exe

* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco Secure Client\acnamagent.exe

* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco Secure Client\Ul\csc_ui.exe



CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\CMID\*\csc_cmid.exe
CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\CMPM\*\csc_pm.exe
CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\Service\*\csc_cms.exe
CSIDL_SYSTEM\appidpolicyconverter.exe

Microsoft SQL Server

V. 20192 &8 &S5 ICHR
ROBEEDIEM :

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Shared\SQLDumper.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MS*.*\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\COM\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\DTS\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\\t &\

TrendMicro/Apex One ( BANR 33T )

ROBEEDIE :

* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\CCSF\TMCCSF.exe

* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\ TmPfw.exe

* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\TmListen.exe

* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\Ntrtscan.exe

* CSIDL_PROGRAM_FILEESX86\k L > RMicro\iService\IATAS\ATASAgent.exe

* CSIDL_PROGRAM_FILEESX86\k L > RMicro\iService\iAC\ac_bin\TMiACAgentSvc.exe

* CSIDL_PROGRAM_FILEESX86\k L > RMicro\iService\IES\ESE\ESEServiceShell.exe

* CSIDL_PROGRAM_FILEESX86\ k L 22 RMicro\iService\IES\ESE\ESClient.exe

* CSIDL_PROGRAM_FILEESX86\Trend Micro\ BM\TMBMSRYV.exe

* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\ TMBMSRYV.exe

* CSIDL_PROGRAM_FILEESX86\ k L > KMicro\iService\iVP\iVPAgent.exe

* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\TmSSClient.exe

* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\LogServer.exe

* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\Temp\LogServer\LogServer.exe
* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\CCSF\module\BES\Tmsalnstance64.exe
* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\CNTAoSMgr.exe

* CSIDL_PROGRAM_FILEESX86\Trend Micro\Security Agent\PccNTMon.exe

* CSIDL_PROGRAM_FILEESX86\k L > RMicro\iService\IES\ESE\ESEFrameworkHost.exe
* CSIDL_SYSTEM\ShowMsg.exe

* CSIDL_SYSTEM\dsagent.exe

* .bkf



FLWUANDOER
Azure DevOps - Windows
2022104

10AETOE. BREOUFOATL—232TEFITIVRRAY MRECBATNERERRMNE, DAX LKA
VDARASHIBRENE T, COMVWHEKICETIFMIIOVTRE, C55F2FBLTSEEL,

2022F12H14H
Microsoft Windows® 77 # JL kb
ROBEEDIED :

* C:\Windows\System32\omadmclient.exe
* .automaticDestinations ( = U# )

NY OI> ROZE - Windows

* csc_ui.exe ( B I1—HYEH ) TExploit Prevention Global Exclusions for V5 and Script Control ([CBIEhEL
fzo

OHIBR : N7 AR RACEBEEZ BBHA

FLLWUANDER

1/)NA7J— R : Windows. Mac, Linux

McAfee Trellix SolidCore - Windows
2023%F4H12H

Microsoft Windows® 7 7 # JL ~
ROBEEDIEB :

e pf
* CSIDL_PROGRAM_FILEESX86\Cisco\Cisco Secure Client\acumbrellaagent.exe

HIBR
* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\*.log

* CSIDL_SYSTEM\CatRoot2\

CSIDL_WINDOWS\Z7'U 7 T ¥ F\


https://www.cisco.com/c/ja_jp/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/ja_jp/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html

Microsoft Intune
ROKBEDIED -

* CSIDL_PROGRAM_FILEESX86\Microsoft Intune & 2 # 5k # 48
\Microsoft. Management.Services.IntuneWindowsAgent.exe

McAfee Trellix SolidCorett

PNREBEBEE
* CSIDL_PROGRAM_FILEESX86\McAfee\iR 1) 2 —EEE T —2 T > h\engineMain.exe
Cisco Webex
ROBEEDE
* C:\Users\"\AppData\WebEx\WebexHost.exe
MacOS A Microsoft Defender
ROBBEDIED :
* /Library/Application Support/Microsoft/Defender/
LinuxAMicrosoft Defender
RDOEEDIE

* /opt/microsoft/mdatp/sbin/wdavdaemon
* /opt/microsoft/mdatp/

2023%5H31H
VEEAM
IR DEEREDIED :

+ CSIDL_PROGRAM_FILES\Common Files\Veeam\Backup and Replication\Explorers
Recovery Service\Veeam.StandBy.Service.exe

+ CSIDL_PROGRAM_FILES\Common Files\Veeam\Backup and Replication\Mount
Service\Veeam.Backup.MountService.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.BrokerService.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.CloudService.exe

* CSIDL_PROGRAM_FILES\Veeam\Backup and



Replication\Backup\Veeam.Backup.Externallnfrastructure.DbProvider.exe

» CSIDL_PROGRAM_FILEESX86\Veeam\Backup
Transport\GuestInteraction\VSS\VeeamGuestHelperCtrl.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Service.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and Replication\Backup
Catalog\Veeam.Backup.CatalogDataService.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.ManagerGCServer.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Cdp.Service.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and Replication\Console\veeam.backup.shell.exe

+ CSIDL_PROGRAM_FILEESX86\Veeam\Backup Transport\x64\VeeamAgent.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Manager.exe

+ CSIDL_WINDOWS\Veeam\Backup\VeeamDeploymentSvc.exe

* .vbm.temp

« 0.77Y b

VMware
IXDOBEEDIE :

« CSIDL_PROGRAM_FILES\#t &Files\VMware\ScannerRedirection\ftscanmgrhv.exe
 CSIDL_PROGRAM_FILEESX86\VMware\VMware Horizon View
Client\ClientService\horizon_client_service.exe

2023F9H27H
Cisco Webex
IXDBBEDIE
+ CSIDL_LOCAL_APPDATA\Programs\Cisco Spark\CiscoCollabHost.exe
Microsoft OneNote
IXDBEBEDIE
+ CSIDL_LOCAL_APPDATA\Microsoft\OneNote\*\cache\*.bin
Microsoft SQL Server
IXDREDIEN

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\MSSQL\Binn\sqglagent.exe
+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\MSSQL\Binn\MsDtsSrvr.exe



» CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Shared\sqglbrowser.exe
« CSIDL_WINDOW\Y Z A X\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\“\MSSQL\FTDATA\

« CSIDL_WINDOW\Y Z A Z\clussvc.exe

« CSIDL_WINDOW\Y Z A ZX\rhs.exe

* O.trc

» CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\MSSQL\Binn\SQLServr.exe

» CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\OLAP\Bin\MSMDSrv.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\MSSQL\Binn\SQLServr.exe

» CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\OLAP\Bin\MSMDSrv.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\MSSQL\Binn\SQLServr.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\OLAP\Bin\MSMDSrv.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

» CSIDL_PROGRAM_FILES\Microsoft SQL
Server\MSSQL*.MSSQLSERVER\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL
Server\MSAS* MSSQLSERVER\OLAP\Bin\MSMDSrv.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSRS*.MSSQLSERVER\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

+ .abf

e .ctl

.dbf

* .rdo

Microsoft Teams
IXOBEEDIBN :

+ CSIDL_LOCAL_APPDATA\WMicrosoft\Teams\current\squirrel.exe
+ CSIDL_LOCAL_APPDATA\Microsoft\TeamsMeetingAddin

Microsoft Windows®D 77 # JL b
XOBEBEDIBM :
« CSIDL_WINDOWS \ WinSxS\* \ TiWorker.exe

Splunk



IXOBBEDIED

+ CSIDL_PROGRAM_FILES\splunk\bin\splunk.exe
+ CSIDL_PROGRAM_FILES\splunk\bin\splunk*.exe

SymantecT> RRA > MNMRE
IR DEEDIB N

* CSIDL_PROGRAM_FILES\Symantec\Symantec Endpoint Protection\*\Bin64\ccSvcHst.exe
+ CSIDL_COMMON_APPDATA\Symantec\Symantec Endpoint Protection\
+ CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\*\Bin64\Smc.exe

HIIBR -

« CSIDL_WINDOWS\Temp\TMP*.tmp

+ CSIDL_WINDOWS \ Temp \ musdmys_*

« CSIDL_WINDOWS\Temp\content.zip.tmp\SymDeltaDecompressOptions.xml
+ CSIDL_WINDOWS\Temp\content.zip.tmp\*.diff

+ CSIDL_WINDOWS\Temp\content.zip.tmp\cur.scr

+ CSIDL_COMMON_APPDATA\Symantec\

#HLUWUANDER

« ZscalerP ZA T NAXRDI R
- ManageEngineL> RARA M KNFIL
s INVTYIDT—RBERRE

2023%11A22H
Microsoft Windows® 77 # )L k
IXDREDIED
+ CSIDL_PROGRAM_FILES\Cisco\Orbital\python\python.exe
Citrix ICAD Z AT > ~
IXDBEDIE

+ CSIDL_PROGRAM_FILEESX86\Citrix\ICA Client\SelfServicePlugin\SelfService.exe

« CSIDL_PROGRAM_FILEESX86\Citrix\ICAZ Z A4 7> N\EIL 7 —ERTZ T4 N\EIL7
H—ERTZT4 2 .exe

* CSIDL_PROGRAM_FILESX86\Citrix\ICA
Client\Receiver\FeatureFlag\CWAFeatureFlagUpdater.exe

« CSIDL_PROGRAM_FILEESX86\CitrixX\ICAY Z 4 7 > M\wfcrun32.exe

« CSIDL_PROGRAM_FILESX86\CitrixX\ICAZY Z 4 7 > h\Receiver\Receiver.exe



#FLUWUANDER

« 74 )\N>F 14 LANDesk
e AteraI—>I> b

20245 1H24H

Microsoft SQL Server& Azure DevOpsTld. Windows Endpoint 8.2.1 A& M BRIMLEE D ZEE |- BS
EITRNEBABAIMVETLE, BRAKEMENELATLE,

HLUWURARNAEREhEL L

« F—=UOT4v I IIN7T



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



