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"Firepower_Migration_Tool_v2.5
-6263.command"” is a script app
downloaded from the Internet.
Are you sure you want to open it?

software.cisco.com.

Open

Show Web Page

Cancel

4. A MACOER -Z—ZFIIZ2fEALT, ROV RZRITLET,

CAROLDSO-M-WGYT:~ caroldso% cd Downloads/

CAROLDSO-M-WGYT :Downloads caroldso$ chmod 7608 Firepower_Migration_Tool_vwZ.5-6263
. command

CAROLDSO-M-WGYT :Downloads caroldso$ ./Firepower_Migration_Tool_v2.5-6243.command

[75653] PyInstaller Bootloader 3.x

[75653] LOADER: executable is /Users/caroldso/Downloads/Firepower_Migration_Tool
_w2.5-46263.command

[75653] LOADER: homepath is /Users/caroldso/Downloads

[75653] LOADER: _MEIPASSZ is NULL

[75663] LOADER: archivename is fUsers/caroldso/Downloads/Firepower_Migration_Too
1 _v2.5-6263.command

[75653] LOADER: Cookie found at offset @x219AERSE

[75653] LOADER: Extracting binaries

[75653] LOADER: Executing self as child




127.8.8.1 = = [23/Nov/2021 14:49:47] "GET finline.318b58c57b4seba3d4a3?b.bundle. s
HTTR/1.1" 288 -

127.8.0.1 = = [23/Nov/2021 14:49:47] "GET fcui-font.880241lcBaaB7aa899cba.woff2 H

TTP/1.1" 2008 -

2021-11-23 14:49:47,999 [INFO | cco_leginl] > "EULA check for an user"

127.8.8.1 - = [23/Nov/2021 14:49:4B] "GET fassets/fcisco.svg HTTP/1.1" 208 -

2021-11-23 14:49:48,013 [ | 1>

127.8.8.1 = = [23/Nov/2021 14:49:4B] "GET fapifeula_check HTTP/1.1" 208 -

127.8.8.1 = - [23/Nov/2021 14:49:48] "GET fassets/icons/legin.png HTTP/1.1" 288

127.8.8.1 = - [23/Nov/2021 14:49:48] "GET fassets/images/l.png HTTR/1.1" 288 -

127.8.9.1 - - [23/Nov/2021 14:49:4B] "GET /assets/images/3.png HTTP/1.1" 208 -

127.8.8.1 - - [23/Nov/2021 14:49:48] "GET /fassets/images/2.png HTTP/1.1" 288 -

127.8.8.1 = - [23/Nov/2021 14:49:48] "GET /favicon.ico HTTP/1.1" 288 -
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“ < C 0 @O localhost:8888/#/eula

clsco Firepower Migration Tool

EMD USER LICENSE AGREEMEMNT

This is an agreemant babtvean You and Cisco Systems, Inc. or e affiliates ("Cisco™) and govemns your Use of Cisco Software.
“¥ou™ and “Youwr” means the individweal or legal entity Bcansing the Software wnder this ELLA. “Use” or “Using” means to
download, install, activale, access or otherwisa usa the Software. “Software”™ maans the Cisco computar programs and any
Upgrades made availlable to You by an Approved Source and licensed io You by Cisco. “Documentation” is the Cisco user or
trchnical manuals, 1r11|ninu materials, specifications or olther documantation applicable to the Software and made available o
You by an Approved Source, “Approved Source”™ means (i) Cisco or (i) the Cisco authorized reseller, distribulor or Systems
inbegralor from whom you acquined tha Software. “Entilement” maans the Boonse detail; incudng icensa matnc, duration, and
quanity provided ina prodoect 1D (PID) published on Cisco's price list, claim cersficate or right o use ndtification, "Upgradas”
means all updates, upgrades, bug fixes, emor comections, enhancements and other modifications to the Software and backup
copies thereol. This agreemant, any supplemantal license tarms and any specic product erms at

www.clsco com/go'softwaraterms (collectively, the "EULA") govemn Your Use of the Software.

1. Acceptance of Terms. By Using the Softwara, You agree io be bound by the terms of the ELILA. If you are entering into this
ELILA on bahalf of an antity, you represent thal you have authority (o bind that antity. If you do nol have such authority or you do
not agree o the terms of the EULA, neither you nor the entity may Use the Softeare and it may be retumed o the Approved
Source for a refund within thirty (30) days of the date you acquired the Software or Cisco product. Youwr right fo returm and
rafund applios only if you are the original end usaer liconsee of the Software

2. License, Subject 1o payrend of the applicabse bees and compliands with this ELLA, Cisco grants You a irmibed, non-exclesiag
and non-iransferable licensa lo Use object code versions of the Software and the Documentation solely for Your inbennal
operabipns and in accordance with the Enbllement and the Documentation. Cisod hoenses You the nght to Use only the
Snfhuars Yo scnbng e an Snnnsad Sooecs Linlase cantrans tn annlicoeblo law Yo s ot Broaneed Bo oo the Sofhausne nn

| hivwir rpidd the conbent of the EULA and SELUILA and agrod 1o torms listed

6. Firepower Migration Tool® O Y 14 2> R—< T, [Login with CCO|U) > o &0 Uv O LT, 2V
IINBAA DI LT ¥ )L TCisco.comF7 AT McOJA 2V LET,

3 : Cisco.com7 A7 RA B WEEIE, Cisco.comOOT A o R—STERLET, XD



F7FINNOOLTFoIYIITOTALET, I—F : admin/N AT —R
: Admin123,

Redirecting

You will be redirected to the Cisco login Please
login with your CCO credentials.

Do it later

Confinue

7V)—ABREBRLET, SO FUF TR, Cisco ASA(B.4+)T T,

€ - C ¢t @ localhost:8888/#/home

el Firepower Migration Tool

Select Source Configuration ©

Source Firewall Vendor

ISelect Source ~

Cisco ASA (8.4+)

Check Point (r75-r77)
Check Point (r80)

Palo Alto Networks (6.1+)
Fortinet (5.0+)

Cisco ASA (9.2.2+) with FPS




8. ASAICEHRTE X WEA (X, [Manual Upload]Z8IRL E£T, £k, ASANMSRTIV T4 F
1L—23arzBiEL, EBIPEOJAVOFMEANTEERT, COFUATR, FBHTY
TO—RAERTENEL L

L, & O D hcahost BIBAWNome o

i|usnrs
ClkCe

Firepower Migration Tool
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e0e ASAConfig.ctg

aiaf fhow running-config
i Saved

Serial Number: FLM2Z1E8652
Hardware: FPR4®-SH-12, S6533 MB RAM, CPU Xeon ES feries 2208 MHE,

ASA Version 9.12{2]
n

I:ru: tnane asa
enable password soooes phkdf?
[ ]

License smart

feature tier standard
(gt ]

fo Bac-address suta

interface Ethermetlsl
o el

o security-level
ne ip address

n

interface Ethernetls2
I'lﬂ!t-_if Inside

£1s manual
security=level @

ng Lp address

n

interface Ethernetls3
naseif Qutside

cis manual
security=level @

ne fip address

1 CPU (24 cores]
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bk Finepower Migration Tool

Select Target ©
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FMC LOGIN

IP Address/Hostname

10.106.52.10

Username

Password
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£ * @ O @ Fie | JUsersicaroldsofDovwnioads/pre_migration_report_asa_2021-11-23_08-41-15.htmi

clsco Pre-Migration Report

Nete: Hevi

1. Orverall Summary:

A sumimary of the supponied ASA configuration elements that can be sscoesilally migrated io Firepower Threat Defense.

Collection Method Manuzl

ASA Configumiion Name ASAConfig cfg et
ASA Version R12(2)

ASA Hovtname usa

ASA Devace Maodel FPRAK-53-12, 36533 MB RAM, CPL Xoon ES scrkea 2200 MHz, | OPL (24 cores)
Hit Coant Peature Mo

IF 514 Nbon it w

Total Extended ACE: 13

ACEs Migratable 13

St to Sate VPN Tunnch 1

Loghcal Interfaces 2

Metwenk (Hpects sl Gisvtipn o

Service Objects and Groups L]

Saaiic Roules 9

NAT Rules 4

Poolic: ACES thal are jodd outhound or ot attached Lo intorfaocs using the soooss- oomerand an i

1B.RICRIELSIC, BEICWUTASAAI 2 R—T IARAZFIDA 2R =T T4 AIIIYETL
£

{ )
. Rafresh

ASA Interface Name

Select Interface

Ethemat 152 Fl

GigabitEthernat0fo

Ethemet 173 + GlgabltEtherretdf2 4
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FMC Security Zones

' Select Security Zone ¢
_outsike .}
| inside

BEFIUTAV—2EAVE—TIARTIN—T2hEITIRLENHDHEERE. RICTRTELDS
IC[Add SZ & IG]Z V)Y UL ET,




Add SZ & IG

Securly Zonas [5Z) Interface Grawps (1G)

@ klax 48 characters for Inlerface Group name. Allowed spacial characters
. are -+

Interface Groups Type Actions

Inside ROUTED o °

Close

C.ThUADHE . ASA logical interface_sz & ASA logical interface_igt WS BHI0EF1 VT
A=AV B—TIARTN—TEZFNThERT BAuto-Create7 7> 3 ZBIRTEEXT

o



Auto-Create

Select the objects thal you want to map o ASA Interfaces

Securily Zones Interface Groups

li Cancel ::l E Aulo-Craate )

cisen  Firepower Migration Tool

Map Security Zones and Interface Groups &

{ AgdsZaws | [ Auto-Creats
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19— Z2mETZDHEER. RICRILSICBTTIIIVEBRTERT., 77 M4I)LEIPSK
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. COFETERITTEXRT,

ACP

I select all 13 entries  Selected: 13/ 13 .;

mmhwmj.l

&

Cutside_access_in_#1

Outside access in_#2
Cutside_access_in_#3
Culside_access_in_id
Outside access in_#5

Qutzside access in_ #6

MIGRATION ACTIONS

Do not migrate

RULE ACTIONS e

File Policy
IPS Policy
Log

Rule Action

outside any

F FMCIZTITIC77A4NRI)D—DBEETIHERRE., RICRTESICREETNET,
IPSAR)S—EFT7AFINRRI—IZDODVWTEREKETT,

Salect Flle Policy *

File Policy

X

ECar

Mong

OJ0ORER. BEBIL—IICHLTITSENTEERT, FMCLICTFET Bsyslogh—/\

. CORBETERTEEXT,
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Fit



Log

i ] Log at tha beginning of connection
Lo al the @nd af connection

Send connection events to;
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WO 0 L LN O L ) L L
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MEnEs, "7o>arv,> "EBHREF—OFEH, EBRL TEZADLET,

ek’ Firepower Migration Toal [ +] ﬂ'd

Optirmize, Reviesw and Vakdate Configuration

MR TN ACTIORS

Update Pre-Shared Key X

Prg=Shaned Koy IKEVZ

NBBIC, RICRTLSIC. BENOETFICH[Validate] 74 I> %22y 2 LET,



Validate

22 MEEARIIL =25, RICRT &S IC[Push Configuration]2 2 )Y I L&Y,

Validation Status

Successfully Validaled

Validation Summary (Pre-push)

13 37 14

Access Controd List Lines Maetwork Objects Port Objects
Logical interfaces Static Routes Metwork Address Translation She-to-Site VPN Tunnets

' Mote: The configuration an the target FTD device FTD (10.106.52.20) will be overwritten as part of this migration

Push I.'_:r_:-|1f||:|._.|r.5|| i




PUSHING

0% Complete

Push In progress. Refer FMT Terminal to monitor the
migration status.

WBBITHARITRIE, RRENB XY E—IHNEHRICRTENET,
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X BITICKBLU B4E1E. [Download Report]Z22 Uy o LT, BIFELKR—RNERRL
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CoTH, BENERICHBELTVANES P ERRBLET,

FMC ® &t

1. [Policies] > [Access Control] > [Access Control Policy] > [Policy Assignment]iCEE)L . i#iR

LIEFTDAADENTWVWR CEZRIABLET,
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. Cisco Bug ID CSCvz88730 - FTDAR— R F ¥ XL EBEBA 2V RX—T I ARZAT DA RZ—7T
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