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a) ASADERE :

aaa-server ISE protocol tacacs+
aaa-server ISE (internet) host 10.197.164.22
key * %k k k%

b) AAAGRE :

AAAH—NTORIEE, ADEO—AWILTF—ER—ATERENDIDARNTS—T 2 AICHL TR
TENET

T—A1: AAAH—/\BHTRIEE h/=ASARZHE

ASAL :

aaa authentication ssh console ISE LOCAL
AAAYT—/X :
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FT7 7 ) MER ;1
BRAXHHE 15

p)yAXY> REY ~
IANTEFA

BEEOEE :

Connection to 10.197.164.28 closed.

DMOUDGIL-M-N1D9:~ dmoudgils$

DMOUDGIL-M-N1D9:~ dmoudgils$

DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA _priv1@10.197.164.28
ASA priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 9 days: 11. Last login: 12:59:51 IST May 7 2020 from 10.65.81.163
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.
ciscoasa> enable

Password:

ciscoasat

ciscoasa# show curpriv

Username : enable_ 15

Current privilege level : 15

Current Mode/s : P_PRIV

ASA O

May 07 2020 12:57:26: $ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 07 2020 12:57:26: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 07 2020 12:57:26: $ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 07 2020 12:57:26: $ASA-6-605005: Login permitted from 10.65.81.163/56048 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 07 2020 12:57:30: $ASA-7-111009: User 'enable_15' executed cmd: show logging

May 07 2020 12:57:40: %$ASA-5-502103: User priv level changed: Uname: enable 15 From: 1 To: 15
May 07 2020 12:57:40: %$ASA-5-111008: User 'ASA_privl' executed the 'enable' command.
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1.SSHE Y > a > OFERFAAAT—NNZN L TEITE D
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AT—REIBEENTVELA ) ZEADTIDN, 1 Z—TINAD—READTDE (RESH
TW3EE )., MST2I1—HRlkenable 15([CB& V) FXT

May 07 2020 12:57:40: $ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15

4.AZ=TILINAT—ROTT A ) NOKHER, BEDKETAZR—TINAT—REERLE
WERY, 15TF, UTIE, W22 DHIZERLET,



enable password C!scol23 level 9

5.RB21HEZF DenableZEAL TV HE, ASATRTRENDRISTRII—H B
enable_x ( xI3 451 ) TT

May 07 2020 13:20:49: $ASA-5-502103: User priv level changed: Uname: enable_8 From: 1 To: 8

=R 2: AAAH—/NEN U TREE N =ASARRIES & UexecRF

ASALL :

aaa authentication ssh console ISE LOCAL
aaa authorization exec authentication-server

AAAY—/X :
FrofER -
a>I)7O774)L

F7 F ) MER ;1
BRAYSHE . 15

b)Y k&Y~
TRTHA

BEEORE :

DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA_priv1@10.197.164.28
ASA_priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 1 days: 8. Last login: 14:12:52 IST May 7 2020 from 10.65.81.163
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.
ciscoasa> show curpriv

Username : ASA_privl

Current privilege level : 1

Current Mode/s : P_UNPR

ciscoasa> enable

Password:

ciscoasa# show curpriv

Username : enable 15

Current privilege level : 15
Current Mode/s : P_PRIV
ASA O7:

May 07 2020 13:59:54: $ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 07 2020 13:59:54: %$ASA-6-302013: Built outbound TCP connection 75 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/49068



(10.197.164.28/49068)

May 07 2020 13:59:54: $ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 07 2020 13:59:54: %$ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 07 2020 13:59:54: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privil

May 07 2020 13:59:54: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 07 2020 13:59:54: %ASA-6-605005: Login permitted from 10.65.81.163/57671 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 07 2020 13:59:59: $ASA-5-502103: User priv level changed: Uname: enable 15 From: 1 To: 15
May 07 2020 13:59:59: %$ASA-5-111008: User 'ASA privl' executed the 'enable' command.
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DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA_priv1@10.197.164.28

ASA_priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 1 days: 7. Last login: 17:12:23 IST May 9 2020 from 10.65.81.163
Failed logins since the last login: 0. Last failed login: 17:12:21 IST May 9 2020 from
10.65.81.163

Type help or '?' for a list of available commands.

ciscoasa> show curpriv

Username : ASA_privl

Current privilege level : 1

Current Mode/s : P_UNPR

ciscoasa> enable

Password:

ciscoasa# show curpriv

Command authorization failed

ASA O

May 09 2020 17:13:05: %$ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:13:05: %$ASA-6-302013: Built outbound TCP connection 170 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/21275
(10.197.164.28/21275)

May 09 2020 17:13:05: %$ASA-6-302014: Teardown TCP connection 169 for internet:10.197.164.22/49
to identity:10.197.164.28/30256 duration 0:00:00 bytes 67 TCP Reset-I from internet

May 09 2020 17:13:05: %$ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:13:05: $ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 09 2020 17:13:05: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 09 2020 17:13:05: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 09 2020 17:13:05: %$ASA-6-605005: Login permitted from 10.65.81.163/49218 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 09 2020 17:13:05: %$ASA-6-302014: Teardown TCP connection 170 for internet:10.197.164.22/49
to identity:10.197.164.28/21275 duration 0:00:00 bytes 61 TCP Reset-I from internet

May 09 2020 17:13:05: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:13:07: %$ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:13:07: %$ASA-6-302013: Built outbound TCP connection 171 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/53081
(10.197.164.28/53081)

May 09 2020 17:13:07: $ASA-7-111009: User 'ASA privl' executed cmd: show curpriv

May 09 2020 17:13:08: %$ASA-6-302014: Teardown TCP connection 171 for internet:10.197.164.22/49
to identity:10.197.164.28/53081 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:13:08: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:13:10: %$ASA-5-502103: User priv level changed: Uname: enable 15 From: 1 To: 15
May 09 2020 17:13:10: %$ASA-5-111008: User 'ASA privl' executed the 'enable' command.

May 09 2020 17:13:12: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:13:12: $ASA-6-302013: Built outbound TCP connection 172 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/46803
(10.197.164.28/46803)

May 09 2020 17:13:12: %$ASA-6-113016: AAA credentials rejected : reason = Unspecified : server =
10.197.164.22 : user = ***** : ygser IP = 10.65.81.163

May 09 2020 17:13:12: $ASA-6-302014: Teardown TCP connection 172 for internet:10.197.164.22/49
to identity:10.197.164.28/46803 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:13:12: $ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:13:20: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:13:20: %$ASA-6-302013: Built outbound TCP connection 173 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/6934 (10.197.164.28/6934)
May 09 2020 17:13:20: %$ASA-6-113016: AAA credentials rejected : reason = Unspecified : server =
10.197.164.22 : user = ***** : ygser IP = 10.65.81.163
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TEEEOBE :

DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA_priv1@10.197.164.28

ASA_priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 1 days: 2. Last login: 16:50:42 IST May 9 2020 from 10.65.81.163
Failed logins since the last login: 5. Last failed login: 16:53:55 IST May 9 2020 from
10.65.81.163

Type help or '?' for a list of available commands.

ciscoasa> show curpriv

Username : ASA_privl

Current privilege level : 1

Current Mode/s : P_UNPR

ciscoasa> enable

Password:

ciscoasa# show curpriv

Username : enable_15

Current privilege level : 15



Current Mode/s : P_PRIV
ciscoasa# configure terminal

ASA O7:

May 09 2020 17:05:29: $ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:05:29: %$ASA-6-302013: Built outbound TCP connection 113 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/31109
(10.197.164.28/31109)

May 09 2020 17:05:29: $ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:05:29: %$ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 09 2020 17:05:29: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 09 2020 17:05:29: $ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 09 2020 17:05:29: %$ASA-6-302014: Teardown TCP connection 112 for internet:10.197.164.22/49
to identity:10.197.164.28/7703 duration 0:00:00 bytes 67 TCP Reset-I from internet

May 09 2020 17:05:29: $ASA-6-605005: Login permitted from 10.65.81.163/65524 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 09 2020 17:05:29: %$ASA-6-302014: Teardown TCP connection 113 for internet:10.197.164.22/49
to identity:10.197.164.28/31109 duration 0:00:00 bytes 61 TCP Reset-I from internet

May 09 2020 17:05:29: $ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:05:32: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:05:32: %$ASA-6-302013: Built outbound TCP connection 114 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/64339
(10.197.164.28/64339)

May 09 2020 17:05:32: $ASA-7-111009: User 'ASA_privl' executed cmd: show curpriv

May 09 2020 17:05:32: %$ASA-6-302014: Teardown TCP connection 114 for internet:10.197.164.22/49
to identity:10.197.164.28/64339 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:05:32: $ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:05:35: $ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15
May 09 2020 17:05:35: %$ASA-5-111008: User 'ASA_privl' executed the 'enable' command.

May 09 2020 17:05:37: %$ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:05:37: %$ASA-6-302013: Built outbound TCP connection 115 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/4236 (10.197.164.28/4236)
May 09 2020 17:05:37: $ASA-7-111009: User 'enable_15' executed cmd: show curpriv

May 09 2020 17:05:37: %$ASA-6-302014: Teardown TCP connection 115 for internet:10.197.164.22/49
to identity:10.197.164.28/4236 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:05:37: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:05:44: %$ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:05:44: %$ASA-6-302013: Built outbound TCP connection 116 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/27478
(10.197.164.28/27478)

May 09 2020 17:05:44: %$ASA-5-111007: Begin configuration: 10.65.81.163 reading from terminal
May 09 2020 17:05:44: $ASA-5-111008: User 'enable_15' executed the 'configure terminal' command.
May 09 2020 17:05:44: %$ASA-5-111010: User 'enable_15', running 'CLI' from IP 10.65.81.163,
executed 'configure terminal'’

¥ : TACACSZENL OV REFAINASATREE N TVREES, AAAY—NICEETE R
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T—ZZ Tl XD,

T A—=)LINY D85, 1—HYE Tenable_ 151 ALOCALTF—RZX—AIZ&E
command authorization failed



ASA O7:

$ASA-4-409023: Attempting AAA Fallback method LOCAL for Authentication request for user cisco :

Auth-server group ISE unreachable
$ASA-6-113012: AAA user authentication Successful : local database : user = cisco

$ASA-4-409023: Attempting AAA Fallback method LOCAL for Authentication request for user cisco :

Auth-server group ISE unreachable

%ASA-6-113004: AAA user authorization Successful : server = LOCAL : user = cisco
%ASA-6-113008: AAA transaction status ACCEPT : user = cisco

%ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163, Uname: cisco
$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163, Uname: cisco
$ASA-6-605005: Login permitted from 10.65.81.163/65416 to internet:10.197.164.28/ssh for user
"cisco"

$ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15

%ASA-5-111008: User 'cisco' executed the 'enable' command.

$ASA-4-409023: Attempting AAA Fallback method LOCAL for Authorization request for user enable_15

: Auth-server group ISE unreachable

$ASA-5-111007: Begin configuration: 10.65.81.163 reading from terminal

%$ASA-5-111008: User 'enable_15' executed the 'configure terminal' command.
$ASA-5-111010: User 'enable_15', running 'CLI' from IP 10.65.81.163, executed 'configure
terminal’

$ASA-4-409023: Attempting AAA Fallback method LOCAL for Authorization request for user enable_15

: Auth-server group ISE unreachable
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p)ANY> REY K~
INTEFHA

TEEEOBE :

DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA_priv1@10.197.164.28

ASA_priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 1 days: 8. Last login: 17:13:05 IST May 9 2020 from 10.65.81.163
Failed logins since the last login: 0. Last failed login: 17:12:21 IST May 9 2020 from
10.65.81.163

Type help or '?' for a list of available commands.

ciscoasa# show curpriv

Username : ASA_privl

Current privilege level : 15

Current Mode/s : P_PRIV

ciscoasa# configure terminal

ciscoasa (config) #

ASA O7:

May 09 2020 17:40:04: %$ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:40:04: $ASA-6-302013: Built outbound TCP connection 298 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/57617
(10.197.164.28/57617)

May 09 2020 17:40:04: %ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:40:04: %$ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 09 2020 17:40:04: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 09 2020 17:40:04: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 09 2020 17:40:04: %$ASA-6-605005: Login permitted from 10.65.81.163/49598 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 09 2020 17:40:04: %$ASA-6-302014: Teardown TCP connection 297 for internet:10.197.164.22/49
to identity:10.197.164.28/6083 duration 0:00:00 bytes 67 TCP Reset-I from internet

May 09 2020 17:40:04: $ASA-7-609001: Built local-host internet:139.59.219.101

May 09 2020 17:40:04: $ASA-6-302015: Built outbound UDP connection 299 for
internet:139.59.219.101/123 (139.59.219.101/123) to mgmt-gateway:192.168.100.4/123
(10.197.164.28/195)

May 09 2020 17:40:04: %$ASA-6-302014: Teardown TCP connection 298 for internet:10.197.164.22/49
to identity:10.197.164.28/57617 duration 0:00:00 bytes 61 TCP Reset-I from internet

May 09 2020 17:40:04: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:40:09: %$ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:40:09: $ASA-6-302013: Built outbound TCP connection 300 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/4799 (10.197.164.28/4799)
May 09 2020 17:40:09: %$ASA-7-111009: User 'ASA privl' executed cmd: show curpriv

May 09 2020 17:40:09: %$ASA-6-302014: Teardown TCP connection 300 for internet:10.197.164.22/49
to identity:10.197.164.28/4799 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:40:09: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:40:14: %$ASA-5-111007: Begin configuration: 10.65.81.163 reading from terminal
May 09 2020 17:40:14: %$ASA-5-111008: User 'ASA_privl' executed the 'configure terminal' command.
May 09 2020 17:40:14: %$ASA-5-111010: User 'ASA_privl', running 'CLI' from IP 10.65.81.163,
executed 'configure terminal'’
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https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-
deployment-quide/ta-p/3738365#toc-hld--1046199281

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200207-ISE-2-0-
ASA-CLI-TACACS-Authentication.pdf
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