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" The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial client deployment requires end=user administrative rights. The Cisco AnyConnect
VPN Client suppons IPsec (IKEv2) tunael as well as S5L wnnel with Datagram Transpon Layer Security (DTLS) wnneling options.
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% m:::(eur:olkiﬂ e %5L access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launchy) .
1 Grou s —— S5L Acoess Paec (KEvZ) Artess 1
" Pellc Allow Access Tnable BTLS Allow Access Enable Cllent Servces
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3 Chientless S5 VPN Access
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Let group URL take precedence if group URL and cenificate map match different connection profiles. Otherwise, the cennection profile that matches the centificate map will be used.
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Basic Mame: AnyConnect_MGMT_Tunnel |
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SAML Identity Provider
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Basic Enable the display of Radius Reject-Message on the login screen when authentication is rejected

General

Client Addressing
Authentication

Secondary Authentication
Authorization

Enable the display of Securld messages on the login screen
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This SSL VPN access method will present a list of aliases configured for all connection profiles. You r
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[mducach " The security appllance autematically deploys the Cisco AnyCannect VPN Client ta remate users upan connection, The Initial client deplayment requires end-user administrative rights. The Clsco AnyConnect VPN

Client supports IPsec (IKEW2) tunnel as well as SSL tunnel with Datagram Transpart Layer Security (DTLS) tunneling options.
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Specify which certificates, if any, should be used for 550 authentication on each interface. The fallback certificate will be used on interfaces not associated with a centificate of their own.
Interface Primary Cartficate Load Baluncing Certificate Kery-Type
i, Device Sewp ey ' i Edit
G sire-to-site ven
@ Divice Management
= Reset Apply
C hanges saved £ admin 15 2B SN B 1374420 3:00:45 PM UTC

SSLRZARKRA> NOCLIFRE

<#root>

ssl trust-point ROOT-CA outside

AnyConnectEIEVPNZ'O7 7 1 JLDERK

ATY 7 1: AnyConnect7 ZA 7 RN7O77AINZERLET, (ZFE) L configuration > Remote
Access VPN > Network (Client) Access > AnyConnect Client Profiled® 9o RIICTRT KD IC, 20U Y UL E T Add



siluniflie
[4}14)

@mm._[j Manitoring | [ Save @ Refrosh| ) Back ()
0 Configuration

100 Remots Access VRN i

P Introduction
— - This panel is used to manage AnyConnect Client Prafiles and Mﬂﬂ'ﬁ group assignmem fer AnyConnect version 2.5 or later.You can select a prafile 1o edit, thlllﬂ! froup or to delete. You can select the "Add’

AmyCennea Conecrion Profi lbutton to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device,
AnyConnect Customization/Le The profile Usage field is introdwced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

Hostscan configuration can be performed by going to Secure Deskiop Manager/HostScan. If "HostScan’ Is not wisible under “Secure Desktop Manager', you will need to restart ASDM.

' |E8 Change Group Policy| [®11mport |8 Export| 8 validate
Frafile Hame Frofile Usage Group Policy oAl tioestton
] IPsec(IEYZ) Connection Profil
1T Seture Mobilty Solution
* fip Address Assignment
» B advarced
» [ Clientiess S50 VPN Access
v ol AnjLocal Users
T An Server Groups.
5 \DAP Amribute Map
i Local Users
* B Secure Desktop Manager
* [N Cernficate Manigement
B} Language Locakzation
98 Load Balancing
1B DHOP Server
o DS
v @ Advanced
=1+ Connaction Gazeway
5 55L Sertngs
£} Reference identity
2 Certficate 1o AmyConne and
"3 HTTP Redirect
o] Maximum VPN Sessions
& Crypio Engine

j)l;nlce Setup

Device Management

Reset Apply

AT Y7 2 pofileNameZIBE L £ T, asZiEIR L profile UsageAnyConnect Management VPN profilei 9,
Y ZATHER L T=croup PoliyZIBIRL F T RICRTERSIC, ZOUY I LET oK,

«

II i '|i§iChange Group Pollcv:I elet 'E lmpon:|i E:pon|§j validate

Profile Marne Profile Usage Group Policy Profile Location

[ N Add AnyConnect Client Profile

Profile Name AnyConnect_MGMT_Profile

Profile Usage AnyConnect Management VPN Profile a

Enter a device file path for an xmi file, ie. disk0:/ac_profile. The file will be automatically
created if it does not exist.

Profile Location disk(:/anyconnect_mgmt_profile.vpnm Erowse Flash...

Upload...

Graup Palicy AnyConnect_MGMT_Tunnel B |

Enable "Always On VPN’ for selected group

Help Cancel El

Reset Apply

ATY7 3 HEELEZTO7 74 ZBIRL, RICRTLSICEditZIUY ILET,



L] Add% Change Group Policy| [If Delete| ) Import @ Export| &9 Validate

Profile Name Profile Usage Group Palicy Profile Location
AnyConnect MGMT_Profile AnyConnect Management VPN Profile AnyConnect_MGMT_Tunnel disk0: [anyeonnect_marmt_profile. vpnm

ATYT4: CBEBLsverLlisEx T, VY Tadd LT, RICRTEDIC, ILLWH—NUARNTI
N BEREMULERT,

@ [ ] AnyConnect Client Profile Editor - AnyConnect_MGMT_Profile

Profile: AnyConnect_ MGMT_Profile About

4

. VPN
{84 preferences (Part 1)
5 Preferences (Part 2)
[ Backup Servers
15 Certificate Pinning

-~ Certificate Matching
h

" ServerList

Hostname Host Address User Group Backup Server List Certificate Pins

Note: at most one server can be defined in a management VPN profile. Add... Delete

Edit... Details

Help Cancel OK

AT Y 7 5 : DiglayNameZHEEL £ T ASADFODNIPaddressZBINIL E T, Z R RIIWTIN—TFE
L THEEL F FuserGroupo & GroupURL, FODN and CEHEBIICEREE NE FuserGrowpe 27U Y I L
i?o OK



Primary Server

m Certificate Pinning

Connection Information

Display Name (required) | AnyConnect_MGMT_Tunnel Primary Protocol SSL u
FQDN or IP Addr... User Group (required) ASA gateway
asa.example.com /| AnyConnect_MGMT. Auth Method During IKE Negotiation EAP-AnyConnect
Group URL IKE Identity (10S gateway only)
asa.example.com/AnyConnect_MGMT_Tunnel
Backup Servers
Host Address Add
Move Up
Move Down
Delete
0K Cancel
~ 7 : FQDN/IP7 RL A+1—H%J ) —7l&. AT Y 78 TAnyConnectiEf 707 7 1 )L 5%

ETRHEECHEELEIIL—TURLERUTHDHENHVET,

N E . ORI E LTIKEV2%E AT 3 AnyConnectid . ASAA QEEBVPNERET T3 1= %
CEFEATEET, AT Y 7’5 ThimayProtocol, NMICERESNTVWD ZEZBERRL T 1Pseco

FIE6: RICRTRSIC, JUYILTok[RF|ZVVYILET,



® * AnyConnect Client Profile Editor - AnyConnect_MGMT_Profile

Profile: AnyConnect_MGMT_Profile About

4

.. VPN

Server List
i5} Preferences (Part 1)

=~ Preferences (Part 2)

B Backup Servers
B Certificate Pinning

2 Certificate Matching

Host A = - Backup Server Li Certificate Pins

asa.example.com AnyConnect MGMT _T... |-- Inherited —-

Mote: at most one server can be defined in a management VPN profile. Add... Delete

~ Edit... | Details

Help Cancel 0K

FIE7: Rappylc RTRSIC, 2PV Y ILTREZASAICT Y2 ALET,



@ liamem |5 menitaring Q save Q8 Refresh | Q) Back ()

477 Device Lt

7 Boakmarks

0 0 Remote Access VPN
7 Invroducion
v B Network (Client) Access
B AnyConnect Conmection Prodil
» B Mgﬂnml cnwm nwnru

]Ial\m{mmu Clent Software
iy Dynamic Access Policies
i Group Pulicies
B8] 1PsecimEn) Connection Profil
] IP3eciKEV2) Connection Profil
T Secure Mobikty Solution
* fip Address Aszignment
» [ Adwanced
» [ Cliemiess S50 VPN Aceess
v o AadLocal Users
B A Server Groups
5 \DAP Arribite Map
0 Local Users
B Secure Deskiop Manager
* [EY Ceriificabe Management
B Language Locakzation
88 Laad Bakinting
1B DHCP Server
48 DHE
v B Advarced
=%+ Connection Gateway
o 554 Settngs
2} Reference identity
&P certificate to AmConnect and
“%h HTTP Redirect
o] Maximum VPN Sessions
o Crypto Engine

i, Device Setup

hrewall

&?fe‘tc- to-Site VPN
E Device Management

”.3 Help | Type topic bl

cisco
> Remote Access VPN = Metwork (Clienth Access > AnvConnect Client Profile

This panel is used to manage AnyConnect Clignt Profiles and perform group assignment for AnyConnect version 2.5 of later.You can select a prafile to edit, change group or to delete. You can select the "Add’
lbutton to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.

Trle eafile Usage field is introduced with the Secure Mobility Solusion. This field contains different profile usage in AnyConnect version 3.0 and later.

can be performed by going to Secure Desktop Manager/MostScan. If “HostScan’ is not visible under ‘Secure Desktop Manager', you will need to restart ASDM.

config

% Add| & Edit|=H Change Group Policy| [F Delete| ¥ import | Export| &3 Validate

Prol Prodi

it VPN Profile ct_MGMT_Tunnel

Resat

AnyConnectEEVPN7'O7 7 14 LB IN#E O CLIFKE

<tfroot>

webvpn

enable outside
hsts
enable

max-age 31536000
include-sub-domains

no preload

no anyconnect-essentials
anyconnect image diskO:/anyconnect-win-4.8.02045-webdeploy-k9.pkg 1

anyconnect profiles AnyConnect MaMI_Profil e diskO:/anyconnect_ngnt _profile.vpnm

anyconnect enable
tunnel-group-1list enable

cache
disable

error-recovery disable

group-policy AnyConnect_MGMT_Tunnel internal

group-policy AnyConnect MGMTI_Tunnel

attributes

vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-network-1ist value VPN-Split
client-bypass-protocol enable
address-pools value VPN_Pool

webvpn

anyconnect profiles value AnyConnect MGMTI_Profile type vpn-ngnt



AnyConnect? 54 7> X2 ®AnyConnectBEEBVPNZ'O7 7 1)L :

<#root>

<?xml version="1.0" encoding="UTF-8"?7>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSc
<ClientInitialization>

<UseStartBeforeLogon UserControllable="false">false</UseStartBeforelLogon>

true

<ShowPreConnectMessage>false</ShowPreConnectMessage>

Machi ne

System



true

<ProxySettings>IgnoreProxy</ProxySettings>
<AlTowLocalProxyConnections>true</AlTowLocalProxyConnections>
<AuthenticationTimeout>30</AuthenticationTimeout>

--- Output Omitted ---
<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailovers>

<AllowManualHostInput>false</ATTowManualHostInput>
</ClientInitialization>

AnyConnect _MAMI_Tunne

asa. exanpl e. com



AnyConnect _MGMI_Tunne

</AnyConnectProfile>

~ ¥ : Trusted Network Detection(TND)A" 1—H M AnyConnect VPNZ7'O7 7 A L THEAE 1
TW3BEE., " BULEI—YIVARUIVAZBHEHICEBVPNIO7 74 TRL
BREZREITHLZHEBOLET, EEVPNNFXILE., I—HYVPNRXRIILZTAT7
ANICEAEHETNDREICESVTRNIH—EhET, L, EEVPNIO77M4I)L0
TND Connect7 7> 3> (BEBVPNRN XU HFTIOT17OBEICOKER ) &, EiC1
—HVPNR 2 RIILICERAE N, EBVPNR D RIUAN T RI-—FICHL TEBHNTHS C
ENFRIALENE T,

N T RI-—9PCTR. BEVPNIO7 7 AL CINDREAEMICE>THY, 1—4
VPNZ7O77A4UNBWVEE, I—YVPNZO7 7 AUV RDYIZ, TNDOF T #)L
NERE (ACOZATURTZIVT—23a>0F 7 I NRETEMN ) NEEENET,
DFR—BUZKY), FHLBVEERPREZOEN RET D AEMEN B ET,
F7F)IBTIE, TNDERERK T 7 A NERETEMICEZ>TVWET,
AnyConnect Client7 77U —2 3> 0OF 7 # )L MRE/N—RIO—RBEZRERT B ICE.
IV RI—HYPCIZ2DOVPNZ’'O774) (1—HVPNZO7 74 EACEEVPN OV
FAIL)NFHBET, MHICEUTNDEREN UETT,
BEEVPNRN O RIILOEGESLCYMOO> Y Vi, EBVPNRN ORI EBITHEHIC,
ACI—> I RNEI—YVPNZ7O77AI)TNDEREZMFEAL., BEVPNK XL OYIRTIC
X, BEVPN O77A4I)LTNDRE.XERTHETT,

AnyConnectEXEVPNZ7'O7 7 1 L O R F E

« VPN — KR I A HSAnyConnectBEEBVPNZ’'O7 74N 2K T O—RTBIZIE, ASAE
H7O774 )L Z2EALTI—YVPNEGHAEEICETLET,

N5 BEVPNR Y RLCERE N3 TONILFIKEV20BE. RAOEER (ASAA S
AnyConnectBEBVPNZ'O7 7 A ) EATVO—RTB1HIZ )SSLEN L TRILTIHE
FoUET,

« AnyConnectBEVPNZ'O7 7 Ak, GPOT Y2 1&kERGRFEBHAAN=)L(ZOT7714)



D A Bl A VprMgmtTunProfilexm TH 2D C E ZRERR)ICKR 2 TIOTA T NI VICFETT Y 7O
—RTEZERT,

A7 7AINEZEMTEIUEN HD T FI)LZDEFFT:
Windows : C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile\MgmtTun
macOS: /opt/cisco/anyconnect/profile/mgmttun/

(#7232 ) Tunnel-AIRREZ Y R— KNI D NAZLEMZHRELET

BEVPNR D RLTR, I—PHFRHBRIZIRY ND—VBELCHEEZEABRVLSIC, F74)
RTRIRVVIBREZECAT VY RIBETT, chid, EBNIIILERTEAESID Y
W=TRII—THARLEMERETZHERICLEETEET,

ATVY 7° 1:102 *5@] L Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom

AttributessE® §o RIICTRT KRS, ZOUYILET,
] |tum[J Monitoring L.]s"" O Refresh O Back () P Help | Type topi ":ll'!'cl";

OO0  RemoteAzcess VPN - Rem 151 { Access > Advanced > AnyConnect Custom Attributes
2 Declarations of custom attribute types and these attributes are enforced in AnyConnect group policy, AnyConnect dyiamic access golicy and AnyConnect custom attribute fames
= Ncm\xk 1Cnrm.r ALcess

0 AryConnect Conrsection Profiles = -
¥ B AryConnect Customizstion (Locakzat ' u
@ AnyConnect Client Profile Tyt Description
Ef ArvConnect Client Software
iy Dynamic Access Policies
P Group Polices
] IPseciKEvL) Connection Profiles
B8] IPsecixEv2) Connection Profiles
T3 Secure Mobility Solution
¥ Dip Addiess Assigiaent

&

a7 Bookmarks |3 Device List

Bl an.cmnm Clstorn ATFRALE Na
b I Psec
B4 ACL Manager
» [ Clientless S50 WP Access
v o AfA/Lacal Users
T AAA Server Groups
5§ LDAP Anribute Map
ol Local Users
» A Secure Desktop Manager
* [E3 Certificate Maragement
3 Language Localization
%3 |oad Balancing
1 DHCP Server
o NS
+ B advanced

Sﬁq Device Setup

L Firewall
&lﬂm Access VPN
gg Site-ta-Site VPN

E:,) Dévice Management

Feset Apply

ATY T2 HARLBHER A 7 & 25X EManagementTunneAllAllowed LU . % 38 EDescripionL £ 9o RIZ R
FTESIC, 2OV YILET oK,



000 Confi i Remote Access VPN > Network (Client) Access > Advanced > anmlwwmﬁ
Declarations of custom attribute types and these attributes are enforced in AnyConnect group policy, AnyConnect dynamic access policy and AnyConnect custom attribute names.

[+ Add]®f Edit[ @ Delete]

Type Description

[ BaN | Create Custom Attribute Type

Type: ManagementTunnel AllAllowed

ManagementTunnelAllAllowed

Description:

Help Cancel El

AT Y7 3: (ZFBEL configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute

Namesafj'o @IL—.H??J'\’BL:\ EQU ‘y7l/353'o

@ Hom [2) monitoring | (5 save Q@ refresh | € Back () Forward | P elp | Type tonic ;'I's:_"__"

O mote Aceets VIN s

';_J Introdustion Declarations of custom attribute names and these attributes are enforced in AnyConnect group policy and AnyConnect dynamic access policy
BB AnyConnect Connedtion Profiles .
la| » B} AnyConnect Custarnization/Localization |n
[ AryConnect Client Profile Type Mame Values

2 [5§ ArwConnect Chient Software
g M Dynamic Access Policies
f

B Clientiess 55L VPN Access
o' AMALocal Users
8 aan Server Groups
B woap Attribute Map
Local Users
£ secure Deskiop Manager
£ Certificate Management
T Language Localization
42 Load Balancing
' DHCP Server
5 Dns
A Advanced

&ge«-ice Setup
&ri_mll

Ea Site-to-5ite VPN

@ Device Management

= Reset Apply

ATY T 4: B4 7 & L TManagementTunnelAllAlowed ZIBIRL £ T, BHIZICERELtweER T, 7V Y
IaddL T, RICRTRSICHAZLBHEZIEELET,



©) 2 O Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute Names
Declarations of custom attribute names and these attributes are enforced in AnyConnect group policy and AnyConnect dynamic access policy

[# Add]@f Edit[@ Delete]

Type Name Values

L BN Create Custom Attribute Name
Type: ManagementTunnel AllAllowed Manage
Name: true
Value Add
Edit
Delete

Configure Values:

Help Cancel -

ATY T 5 HZICERELeE T, RICRITRDIC, 2OUYILET oK,

Type: ManagementTunnelAllAllowed % Manage
Name: true
Value Add
® @ Add Value

Value:

Help Cancel IE'




F)E 6 : (ZFE) L configuration > Remote Access VPN > Network (Client) Access > Group Policies®E 9o  IL—7 7R <
—ZBRLET, BRICRITELSIC, ZedtZV VY ILET,

e Tyne
? Help|[Type ¢ cisco

(¥)

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored internally on the device or externally on a RADIUS /LDAP

m server. The group policy information is referenced by VPN connection profiles and user accounts.
AnyConnect Connection Profiles
[al| | T AmypConnect Customization Localizatian To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.

[ AryConnect Cliant Profile + add [+ @ Edit| [ Delete[FH Assign

3 AryConnect Client Software

i Dynamic Access Policles Name Type Tunneling Fratoce]
AnyConnect Inteenal ssl-client AnyConnect
Defaulty Internal ikevl;ike DefaulRAGroup,

Comnection Frafiles (Users

» 7 Bockmarks

seciiEv]) Connection Profiles
IPseciEV2) Connaction Profiles
5 Secure Mobility Solution
+ B Address Assignmen
v B advanced
] AmyConnect Essentials
o AryConnect Custom Attributes
o AryConnect Custom Aatribute Names
» IRy iPsec
B ACL Manager
B Chennless SSLVPN Access
ﬂ AddfLocal Users
18 man Server Groups
5§ LDAP Artribute Map
i Leseal Users
B Secure Deskiop Manager
2 Certificate Managerment
T Language Localization
Y Load Balancing
F' DHCP Server
Y-
2 Advanced

FaulL2 LG roup; DefaullADMIN Group,Def...

& Device Setup

G site-to-Site VPN

Find: 3 @ | Mach Case

E}:l Device Management

Reset Apply

FIE7 : RORICTRTEDIC, IZBF L advanced > Split TunndingE §o 7R 1 < — % (ZERTE L Tunnel Al
NetworksR 9 o

e o Edit Internal Group Policy: AnyConnect MGMT_Tunnel
Ceneral | 7 The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to 'Policy’ and ‘Network Lis
SETVErs fields.
¥ Advanced
Split Tunneling DNS Names: Inherit
ErOWEaK Froy Send All DN5S Lookups Through Tunnel: Inherit Yes ° No

¥ AnyConnect Client
» IPsec(lKEv1) Client

Palicy: Inherit | Tunnel All Networks
IPv6 Policy: Inherit ¢
Metwork List: Inherit o Manage...

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

Find: @next @P

Help Cancel -

AT Y 7 8 : (CFE L Advanced > Anyconnect Client > Custom AttributesTE 3o RIICRT KD, ZOUY UL



E 9 Addo

® @ Edit Internal Group Pelicy: AnyConnect_MGMT_Tunnel

General ] Configuration of custom policy attributes.
Servers

97 [gem T

Split Tunnelin

Bfowset Prox : Tyre M BRVRIE
Login Setting
Client Firewall
Key Regeneration
Dead Peer Detection
Customization

Custom Attributes

¥ IPsec(lKEvl) Client

Find: @ Next @ Previous
Help Cancel -

ATYT9: BEZRA7EL TZEERManagementTunndAllAllowed U, fBEE U TEIBIRL trueFE 9, K
ICRTRDIC ok, ZOVYILET,

|‘ Addlﬂ FditJ' Delete|

Type Name of Value

(] ] Create Custom Attribute

Attribute type: ManagementTunnelAllAllowed ] Manage

Omit the value

© Select Value: || true Manage

ATYT710: 90UV 0T B Eaply. RICRTRSIC, RENASAICT Y2 1EhET,



& Hpmcmij Monitering | g Save (O Refrash () Back () Fon P Help | Type topic il
00  mss Atess VN - 7 fenfiguration > Remote Access VPN > Hetwork (Client) & Group Polities

? Itroduction Manage VPN group policies.A VPN group is a collection of user-oriented autharization artribute/value pairs that may be stored Intemally on the device or extemally on a RADIUS/LDAP server. The group
Nanwork (Client Agoess palicy information is referenced by VPN connection profiles and user accounts.

B8] AryConnect Connection Profiles
¥ [ AnyConnect Customization/Localizat To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.

o7 Bookmarks o) Dawicalbiatd
«

B #nyGonowst Chaen Puofile % Add |- Edit] {3 Delete] B Assign

@ AryConrmer Cinrn Software =

S Dynamic Access Polides Hame Type Tumneling Pratocol cen»«::-;ﬂ:-:l;:mwt

— AmyConnect Ienernal sil-glieng AryConmme<t

] wseclIKEVL) Conmection Profies DeRGrpPalicy (System Default) Insernal e L ka2 21p-ipsec DefaulRAGroup;De flukL2LGrou; DefaulADMING roup; Defa LitWE. ..
] PaeclnEn2) Connection Profies AmyConnect MGMT Tunnel [ AryConrest MGMT_Tunnel

3 Securs Mabity Solution
D Adifress Assignmert
¢ [ ddvanced
[ Chientless 551 VPN Access
¥ o AdA[Lecal Users
[ AAA Server Groups
8§ LowP satribute Map
£ Local Users
+ B Secure Deskiop Manager
» [ Cenificate Managemens
T3 Language Lecalization
% Load Balancing
i DHCP Server
48 DNS
» B3 Advanced

ﬁ% Device Setup

B Firewal

ﬁ Site-to-Site VAN Find: Match Case

a Device Management
= Rasst

HAZLBMZIEBIL /=% O CLIFREManagementTunnel AllAllowed:

<#root>
webvpn
enable outside

anyconnect - custom attr Managenent Tunnel Al | Al | owed descri ption Managenent Tunnel Al l Al | owed

hsts

enable

max-age 31536000

include-sub-domains

no preload

no anyconnect-essentials

anyconnect image diskO:/anyconnect-win-4.8.02045-webdeploy-k9.pkg 1

anyconnect profiles AnyConnect_ MGMI_Profile diskO:/anyconnect_ngnt_profile.vpnm

anyconnect enable
tunnel-group-1list enable
cache

disable

error-recovery disable
I

anyconnect - cust om dat a Managenent Tunnel Al I Al l owed true true

!
group-policy AnyConnect_MGMT_Tunnel 1internal

group-pol i cy AnyConnect_MAMI_Tunnel attributes

vpn-tunnel-protocol ikev2 ssl-client



split-tunnel-policy tunnelal

client-bypass-protocol enable
address-pools value VPN_Pool

anyconnect - cust om Managemnent Tunnel Al | Al | owed val ue true

webvpn

anyconnect profiles val ue AnyConnect _MaMI_Profile type vpn-ngnt

1 show vpn-sessiondb detail anyconnect ~ RZEFA L T, ASACLIOEEBVPNN > X)L EGEERLET

o

<tfroot>

ASA#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
vpnuser

Index : 10
Assigned IP

192.168.10.1

Public IP : 10.65.84.175

Protocol

AnyConnect - Parent SSL- Tunnel DTLS- Tunne

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 17238 Bytes Rx : 1988

Pkts Tx ;12 Pkts Rx ;13

Pkts Tx Drop : O

Group Policy : AnyConnect MGMI_Tunnel Tunnel G oup :

Login Time : 01:23:55 UTC Tue Apr 14 2020
Duration : Oh:11m:36s
Inactivity : 0h:00m:00s
VLAN Mapping : N/A VLAN

Audt Sess ID : c0a801010000a0005e9510ab
Security Grp : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

Pkts Rx Drop :

0

AnyConnect _MAMT_Tunnel

. hone



--- Output Omitted ---

DTLS- Tunnel

Tunnel ID : 10.3

Assigned IP : 192.168.10.1 Public IP : 10.65.84.175
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 57053
UDP Dst Port : 443

Aut h Mode : Certificate
Idle Time Out: 30 Minutes Idle TO Left : 18 Minutes

Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03036

Bytes Tx : 17238 Bytes Rx : 1988
Pkts Tx 12 Pkts Rx : 13
Pkts Tx Drop : O Pkts Rx Drop : O

ASDMTEEVPNR > X)L EHRZHIBLE T,

[EZ& 127 ( Monitoring ) ] > [VPN] > [VPN ##&tH1E#R ( VPN Statistics ) | >[Ev > 3>
(Sessions ) | DIBICBEILE T, V74T Y23 ZERTTSICE. AnyConnect
ClientT7 1 ILRITULET,

% Home 0«% Configuration||[

F | [3 Save @» Refresh c Back L) y ‘;‘..) Help | Type topic
- Device List- g psiiaikay O Monitoring > VPN > VPN Statistics > Sessions

(sNalal Device List
4 Add [0 Delete & Connect

Type Active Cumulative Peak Concurrent Inactive
‘ind: AnyConnect Client 1 19 1
= 10.106.39.196 SSLITLS/OTLS 1 19 1
2 10.106.64.230
B 10.197.227.47
= 10.106.51.99:444
| & a'e VEN
v [ VPN Statistics Filter By AnyConnect Client B -- All Sessions -- Filter
5 Sessions
USername Gtous:_\ POE('!'N Asslgqed |P::1dress =wotoc_ol Login Time Ey—:es Ix inactivity Audit®
= it .
= Crypto Sla.tlsllcs o ¥ 10:52:25 UTC ..{34688 Oh00m:00s c0asg
B compression Statistics ect w10 17 Conneci-Parent: (1)none  [Oh:01m:31s 33954

5 Encryption Statistics

B Giobal IKE/IPsec Statistics
B provocol Statistics
B yLAN Mapping Sessions
EJ Clientless ssL VPN
EJ shared 551 VPN
» B VPN Connection Graphs
= wsh Sessions

Dn Interfaces

To sort VPN sessions, right-click on the above table and select Table Sort Order from popup menu.

Logout By: == All Sessio... B Logout Sessions

B properties

DTAT 2 MYV TOEEVPNN D ZI)LEEGRORER

aliin
cisco

o

Details

Logout

Ping



5

NI . .
c1SCOo AnyConnect Secure Mobility Client

Virtual Private Network (VPN)

Preferences Stlstics  Route Details  Firewall Message History

Connection Information
State: Disconnected
Tunnel Mode (IPv4): Mot Available
Tunnel Mode (IPv6): Mot Available

VPN:
Ready to connect.

Dynamic Tunnel Exclusion: Mot Available
Dynamic Tunnel Inclusion: Mot Available ) [‘I/q g
Duration: 00:00:00 E

Session Disconnect: None

Management Connection State: Connected (asa.example.com)

Address Information
Client (IPva): Not Available
Client (IPV6): Not Available
Server: Mot Available

Bytes

NZ7LZ1—hk
FLULVUIREHT (BEERRE ) &, EBN XL OBERBABEONS /L1 -T2 JICEA
TEET, MUICRSNBIIZ—REZXIIRLET,
tOMe (2D ) -
c COMBREMCIE>TVERT,
- EEVPNZOZ77A4LA, - RILER (IR RILITN-TRIS—ICER
VPNZO77A I\ ZEMTBILEN S ) ZNLT, EE7O774IILOFBHT7Y 70—
RIZKDTTIRATNYRT, 9FA4T7VMCRAEhTVR L ZRAELET,

-« BEEVPNZO7 74NN, RORILTIN—TZ2E8CE-—DKRARNIVNITREETNTLS
CEEMRELET,

Pl (EETEDRYNT—V )
« TNDNEBETERRY NV ZBRELIZIZY, EERIRISFBEAIE TR A,

Pl (- RN RIWBFTOT147):

« I—HVPNRZRIHDNBRET VT 1T THB,

P ( 7O0EAOREICKY ) :



s EBRN O ZRINEHEORTHRICTOLAOEBH IS —HNEELEL I,

M (EERRICKRBLUEL L ) :
- BEEMNRIOEBUKICEGEIZ—AMRELEL I,
« EAEFRAN N RLTL—TICREENTVWDCE, TIN—TRIZ—CNF—NFFEL
BWIE, BROY—/NAASHFEEE A TVWI L ZRFEL KT,
tOHT ( EINEVPNIER )
« BUMBATVY NN RUVIBRELGITATNNANAZT ORI ERZEVPNY —
N—HS5ZELERL L,
s BERRRILITIN—TRI—OBREZRFIXMERELET,
U (V7 R IITOEFHFREF ) :

« AnyConnectY 7RI ITFDOTY TTF—NEBREREHRTT,

T nEL
e BN RINEBILELDELTVWSD, FLERMOEBEHTHEHILTEEREA.

ESICLNT TN —FT 400 %T5-HICDARTEIRELF T,
B8 81 ¥R
- EEVPNR 2RI DEE

« BEBVPNRVRILDRS TN 2a—F425
e TUO_HIN HR—BRERFI XD - Cisco Systems



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/administration/guide/b_AnyConnect_Administrator_Guide_4-2/troubleshoot-anyconnect.html#ID-1427-0000001e
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/administration/guide/b_AnyConnect_Administrator_Guide_4-2/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_83215
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_83215
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_83215
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_83215
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_83215
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_77380
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_77380
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_77380
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_77380
https://www.cisco.com/c/ja_jp/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_77380
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



