CX/FirePower €2 1—)L & CWS XV X %&{E
2 = ASA O REH

&

=8
Ml

k

THE &4

EZ#®
FEAIBZAVR—F b
:HGEHHEH

]

15 FA 51

A

===

axXE

ZYRI—=UK
ASALECWSODOKRZZ74v9 70—

ASA & CX/FirePower DhZ 74 v 90 70—

===

XS E

IARXTDAZ—FY NEH®D Web (TCP/80) RZ 74V DIC—HL., IXTOAERNZ T«
YOERBANTDTIEA VAR

IARXTDARZ—FY NMEH® HTTPS (TCP/443) RS 74V JIC—3%L., IXTORZFRS 7
AVIOEBRATDTIOEA VA

INXNTOAFBRZ 7 AV IIC—HL, IXNTODAVEZ—FY NEHD Web LT HTTPS k57
AVIEFTDMINTDR—RNZEZBRATEZITIOELRA VAR

CWS & CX/FirePower DEIAD RS 7 AV IIC—HIBDITAXYTDRE

DFARIYVFTICT O A ZEERIBIBZRIS— I Y TDOERE

4282 —7 T4 ATDH CX/FirePower KTV CWS ARV —Q I O—NILEBETFTIOT 171t
ASA T?H CWS OEM{L (HHERBEL )

KZ7)a—b

B E ¥R

BE

CORFIXNTE, CiscolEREEFIVT A TTTAT2A(ASA) Z0TFANRE
B(CX)ED21—IL (RUERTFPATIA—ILEEREND ) B&LU Cisco 7T R Web 2+
174 (CWS) ORIV REHBAEDLETHERTEIFEICOVWTHALET,

BIRRA
3

Cisco TR DBIIREF/EIHRELTVWET,

[l




- ASA @ 3DES/AES 1/ 22 A ( #wRZSAMER )
CHEEBOI—YN CWS 2FRHT2-H0EME CWS H—ER/Z4EA
. ScanCenter R—ZRIJLICT VAL TERIAF—Z24ERTED L

EAITRIVR—F b

CORFIXVRNOABRRK, BEDVYTZRIITRPN—RIITON-T32VICREENDED
TR ERE A

CORFIXVNOERE. FEODFARELCLHZTNARACETVWTERENELEZ, DR
FAXRNTEATEZINTOTNARR, B (F7F)N ) REOREASEBELTVET
o WRORY RD—IUNRBBHTHIBEICEF. EOLRSIBIOANVRICDOVTE, ZTOEEN
BEEBIODVTHREIEBL THEBENHVET,

BRELA
W
CORFIAY NTE, ROSBOFH /OV—EBBLOVTRLET,

. Cisco ASA 5500-X ) —ABREEF 1 UT A TTIAT VAR, A VF—FXYRNIVD
D7T7ATIOF=) EF1 VT4 RBAPBHZERHELET,

.Cisco 77T RWebtEF21UTFAE, FTORBARENZDTXNTO Web ATV EEHHED
<HHTEEXT,

2 A &I

ASA CX/FirePower T2 1 —)LI&. ASA CX/FirePower TH#tehiZ4 2> AMEEIZISL T,
A7V EF1 )T 1 ERBABHOMEDEHZHR—KNTE XTI, ASA CX/FirePower >
1—=)TE, 92TRWebtF1VTF1EHR—rEhFtA, BUNZ714v 0 70—I1CH
L T ASA CX/FirePower D7 9> 32 EDTTORWeb X1 )T a4 A 2ARDIADOWMEZ
BRETDE. ASA & ASA CX/FirePower D7 023> DHxhEERITLET, WebtFa2UFT1I(Z
B892 CWS D% FIA T SICIE. ASA CX/FirePower ® match AF— KX RTRT 714 Y
IBFNANAENDELSICTIRENHYNET, BE. COLKSBIFIVATE, WebtF211)
F4EAVC (R—h 80 & 443) DEHIZ CWS EEAL. HOTXTOR—NDE®IC
CX/FirePower E2 21— )L ZEHAL £ Y,

ER

- match default-inspection-traffic AX > RIZlE, V77T R Web 2Fa1UF4 4122 ARY <3
VHAOFT7 AR R—KN(80BRT 443 ) FEFEFNhELR A,

CHEECRUT, RAQAXLERESAORNS 74V OILT O IVFERENET, NE@EIC
BREhDBEDBE., NTZ74VYIFAAOFEOITANY T7E—HLEFZEIC., R
=RV TZERATRAVER—TIAAZHAYTEIIXNTORNZ 71V IONREZZTE
I, JO-NIL RV —ZERATRIEER, IXNTOMEN ELATT, E—D/>2%—7
IARACHEHALEEECBERNAOTHA e, JO-NLICERTDE, 12 2—7
IAfADABIZOKBARAENET, RUZ—RBFIXNTOA U EZ—TIA AICEBAEThSD D
ARV —EFEAOFEICERAEN, COBEORAAREIARICENET,



-TCPBRTUDP RZ 7 1Y T (& KT Internet Control Message Protocol ( ICMP ) ( AT
—RNZILICMP A VAR 2 AUNFMZ—TIDHE) ) DBE. H—EARVZ—EFERNS
74v9 70-CKHUTHERAL, B2ONTY MCREEhEHA NTZT74YIH, 19
DAVE—TIAADRI) S —OBEIC—RITIERFOELDO—HTHZER. TORTT
1Y 702804 E—TIAADRI S —ILHDPEUBECRETHEETEEE
ho BRIIDRD—OHNERENET,

CRBEOHEICODVTR, 1 F—TIAAH—ERARI—RIJO-NIL H—ERXARDD
—kRVWEBEEIET,

RIS —=XYVTOERRBE 64 TTY, BAVEZ—TIAARAIRERI—IVTZE1DET
BRATEET,

RRIE
XY RMIO—UH

Web Sites

CWS analyzes web request
and, if policy permits, forwards
request to approved sites

_
ﬂ-

-4 Blocked
Cisco Cloud ¥
Web Security — CisR
Gl (R O ___, .. Blocked
W o @ = ¥ Files
| - B =
N T % Blocked
URLs
ASA redirects CWS inspects returned
HTTP traffic web content and
to Cisco CWS redirects back to ASA
if non-malicious

- > > Bm BB oW
Cisco ASA W =
- Com O =
Cisco ASA CX . [- [-
DMZ Metwork Internal Servers
ASA sends traffic back
sl bmmysea o USers
to a website
Distribution
Switches

— Traffic inspected via Inside interface policy for CWS

User — Trailic inspected via Global Policy for NGFW/CX

Community Traffic redirected to CWS

Created by Paint ¥

ASALCWSDOKRZ74v9 70—



1. 1—H¥H Web 750HZNLTURL ZEERLET,

2. AVEZ—FYNCHTAKNTI7AYION ASAICIEETSNET, ASA FAER NAT 2E
7L, HTTPHTTPS ZOKRJNLNICE TV TAHEBA > X—T I A1 A RV —EBEL, Cisco
CWSICURALOUBMNLET,

3.CWS i ScanCenter R—R I TITH 2> EREICEIVTERESHML, RUT—IC&K2T
FHENZBEE. BERZARENEY A NIEELET,

4. CWS FIRENERT 714y 0 %ZREL, ALENDEASAICVRALIBNLET,

5.ASA lF. #EFEhTVWatEy>3a>y JO-ICESWTKRS 74y 021 —HICERELET

o

ASA & CX/FirePower DT 74 v 9 70—

1.HTTP & HTTPS MADINXNTORZ 7 1 v Dk, BRED /=& (Z ASA CX/FirePower & BR&
TRRSICEREE N, ASADNY ITL—2 BT CXFirePower ICUA AL I REh&ET

2. ASA CX/FirePower FEEENLERUI—ICETWTIRNS 71 v U ZKREL, BELFHY/T
OY 2/ 72—KT7023>%RITLET,

BE
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' ASA CWs HTTP Mat ch

access-1ist cws-www extended deny ip any4 10.0.0.0 255.0.0.0
access-|ist cws-www extended deny ip any4 172.16.0.0 255.240.0.0
access-|ist cws-www extended deny ip any4 192.168.0.0 255.255.0.0
access-list cws-www extended permit tcp any4 any4 eq www

FRTOAVB—%Y MEHO HTTPS (TCP/443) RS 74 Y U Ic—BL., IRTORFRS 7
1VOERANTDITFTOEA VAN

' ASA CW5 HTTPS Mat ch

access-|ist cws-https extended deny ip any4 10.0.0.0 255.0.0.0
access-|ist cws-https extended deny ip any4 172.16.0.0 255.240.0.0
access-|ist cws-https extended deny ip any4 192.168.0.0 255.255.0.0
access-|ist cws-https extended pernit tcp any4 any4 eq https

IRTORBINS T4V IIC—BL, XTI 2—%FY FEHD Web 8K HTTPS RS 7
AVOEFDHMIRNTOR—NERATETIOEA UARDBN

I ASA CX/ Fi rePower Match

access-|ist asa-ngfw extended permit tcp any4 10.0.0.0 255.0.0.0 eq 80
access-|ist asa-ngfw extended pernit tcp any4 172.16.0.0 255.240.0.0 eq 80
access-|ist asa-ngfw extended pernit tcp any4 192.168.0.0 255.255.0.0 eq 80
access-|ist asa-ngfw extended deny tcp any4 any4 eq ww

access-|ist asa-ngfw extended permit tcp any4 10.0.0.0 255.0.0.0 eq 443
access-|ist asa-ngfw extended pernit tcp any4 172.16.0.0 255.240.0.0 eq 443
access-|ist asa-ngfw extended pernit tcp any4 192.168.0.0 255.255.0.0 eq 443
access-|ist asa-ngfw extended deny tcp any4 any4 eq https

access-list asa-ngfw extended pernit ip any4 any4



CWS & CX/FirePower DEAFD T 74V IOIC—BRITDIVTAIYTORE

I Match HITPS traffic for CWS
cl ass- map cmap-https
mat ch access-1li st cws-https

I Match HITP traffic for CW\s
cl ass- map cmap-http
mat ch access-li st cws-www

I Match traffic for ASA CX/ FirePower
cl ass- map cmap- ngfw
mat ch access-1i st asa-ngfw

V5ARIYVTLETF O AVERENTRIRVS— IV T ORE

Il nspection policy map to configure essential paraneters for the rules and
optionally !identify the allowed list for HITP traffic

policy-map type inspect scansafe http-pmap

paraneters

default group cws_default

http

Il nspection policy map to configure essential paraneters for the rules and
optionally !identify the allowed list for HTTPS traffic

policy-map type inspect scansafe https-pmap

paraneters

default group cws_default

ht t ps

! Interface policy local to Inside Interface
policy-map cws_policy

cl ass cmap-http

i nspect scansafe http-pmap fail-open

cl ass cmap-https

i nspect scansafe https-pmap fail-open

! Gobal Policy with Inspection enabl ed using ASA CX
policy-map global_policy

cl ass inspection_default

<SNI P>

cl ass cmap-ngfw

cxsc fail-open

class cl ass-default

user-statistics accounting

428 —7 T4 ATD CXFirePower 8L CWS ARV —0FO—-NIVEBTFTOT174

servi ce-policy global policy gl obal
servi ce-policy cws_policy inside

X COBTE. Web RS 74V IUNEFIVT A4 V-—DORELSOEREEThD L
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scansaf e general -options

server primary ip 203.0.113.1 port 8080
server backup ip 203.0.113.2 port 8080
retry-count 5

license XXXXXXXXXXXXXXXXXXXXXXXXXXX
|

FTRTOEHTHLVRUS —HNFFHETNDZEDICTSICIE. BEOEGEZHEEKRL., H:TLLRY
—ZFRALTHBERTEDIRDICTIHSEN HVY) E T, clear conn F =& clear local-host 1Y
Vv RESBLTLSEZTL,

CoT, BEFERCHELTVIAES HERBLET.

EMCTEDH—EREASAICKD NS T4V OOV AAL U NERIETSICIE, show scansafe
statistics AV RZABDLET, 53 THITT2E. v a>naitH BEOEYS IV
 EBEETAENA NS RENET,

csaxena- cws- asa# show scansafe statistics

Current HTTP sessions : O

Current HTTPS sessions : 0

Total HTTP Sessions : 1091

Total HTTPS Sessions : 5893

Total Fail HTTP sessions : O

Total Fail HTTPS sessions : O

Total Bytes In : 473598 Bytes

Total Bytes Qut : 1995470 Bytes

HTTP sessi on Connect Latency in ns(mn/max/avg) : 10/23/11
HTTPS sessi on Connect Latency in ns(nmn/max/avg) : 10/190/11

show service-policy AN¥ > RZA DL, REEhLENT Y NEOEMZHEELET

asa# show service-policy

Global policy:

Service-policy: global_policy

Cl ass-nmap: inspection_default

<SNI P>

<SNI P>

Cl ass-map: cmap-ngfw

CXSC: card status Up, mode fail-open, auth-proxy disabled

packet input 275786624, packet output 272207060, drop O, reset-drop 36, proxied O
Cl ass-nmap: cl ass-default

Def aul t Queuei ng Packet recieved 150146, sent 156937, attack 2031

Interface inside:

Service-policy: cws_policy

Cl ass- map: cmap-http

Inspect: scansafe http-pmap fail-open, packet 176, |lock fail 0, drop O,
reset-drop 0, v6-fail-close O

Cl ass- map: cmap-https

Inspect: scansafe https-pmap fail-open, packet 78, |ock fail 0, drop 13,
reset-drop 0, v6-fail-close O

NZ7)L21—h

CCTR, REODRS TN 1—FT14 VI ERATERBERERLET,



LROBRECHETZIBEENT TN 21T« T, Nry s 70-28BLEY TSI
F. RO RZAHBLET,

asa(confi g)# packet-tracer input inside tcp 10.0.0.1 80 192.0.2.105 80 det

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Config:

Addi tional |nfornation:

<SNI P>

<Thi s phase will show up if you are capturing sane traffic as well>

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Config:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:
in <SNI P>

Phase: 3

Type: ROUTE- LOOKUP

Subtype: Resolve Egress Interface

Resul t: ALLOW

Config:

Addi tional |nfornation:

in 0.0.0.0 0.0.0.0 via 198.51.100.1, outside

<Confirnms egress interface selected. W need to ensure we have CW\8
connectivity via the sane interface>

Phase: 4

Type: ROUTE- LOOKUP

Subtype: Resolve Egress Interface

Resul t: ALLOW

Config:

Addi ti onal Infornmation:

in 10.0.0.0 255.255.254.0 via 10.0.0.0.1, inside

Phase: 5

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Config:

access-group inside_in in interface inside
access-list inside_in extended permt ip any any
Addi tional |nfornation:

<SNI P>

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

obj ect network obj-inside_to_outside

nat (inside,outside) dynam c interface

Addi tional |nfornation:

Dynamic translate 10.0.0.1/80 to 198.51.100.1/80
Forward Fl ow based | ookup yields rule:



in <SN P>

Phase: 7

Type: NAT

Subt ype: per-session

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:
in <SN P>

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Forward Fl ow based | ookup yields rule:
in <SN P>

Phase: 9

Type: INSPECT

Subt ype: np-inspect

Resul t: ALLOW

Confi g:

cl ass-map cmap-http

mat ch access-list cws-ww

policy-map inside_policy

class cmap-http

i nspect scansafe http-pmap fail-open

service-policy inside policy interface inside

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7fff2cd3fce0, priority=72, domain=inspect-scansafe, deny=false
hi ts=8, user_dat a=0x7fff2bb86ab0, cs_i d=0x0, use_real _addr, fl ags=0x0, pr ot ocol =6
src ip/id=10.0.0.11, nask=255. 255. 255. 255, port=0, tag=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=80, tag=0, dscp=0x0

i nput _i f c=i nsi de, output_ifc=any

<Verify the configuration, port, domain, deny fields>

Phase: 10

Type: cXxsc

Subt ype:

Resul t: ALLOW

Confi g:

cl ass-map ngf w cx

mat ch access-1list asa-cx

policy-map gl obal policy

cl ass ngfw

cxsc fail-open

service-policy global_policy global

Addi tional Information:

Forward Fl ow based | ookup yields rule:

in id=0x7fff2c530970, priority=71, domain=cxsc, deny=true
hi t s=5868, user _dat a=0x7f f f 2c931380, cs_i d=0x0, use_r eal _addr, f| ags=0x0, pr ot ocol =6
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=80, tag=0, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 11
Type:

Subt ype:
Resul t: ALLOW
Confi g:



Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:

out <SNI P>
Phase: 12
Type:

Subt ype:

Resul t: ALLOW
Confi g:

Addi tional Information:
Forward Fl ow based | ookup yields rule:
out <SNI P>

Phase: 13

Type: USER- STATI STI CS

Subt ype: user-statistics

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

out <SNI P>

<In this exanple, IDFWis not configured>

Phase: 14

Type: NAT

Subt ype: per-session

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Reverse Fl ow based | ookup yields rule:
in <SN P>

Phase: 15

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Reverse Fl ow based | ookup yields rule:
in <SN P>

Phase: 16

Type: USER- STATI STI CS

Subt ype: user-statistics

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Reverse Fl ow based | ookup yields rule:
out <SNI P>

Phase: 17

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 3855350, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_tracer_drop

snp_fp_i nspect _i p_options
snp_fp_tcp_normalizer
snp_fp_inline_tcp_nod

snp_fp_translate

snp_fp_tcp_normalizer



snp_f p_adj acency
snp_f p_fragment
snp_i fc_stat

Modul e information for reverse flow ...
snp_fp_tracer_drop

snp_fp_inspect _i p_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_fp_inline_tcp_nod
snp_fp_tcp_normalizer

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow
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http://www.cisco.com/c/ja_jp/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/protect_cloud_web_security.html
http://www.cisco.com/en/US/support/index.html?referring_site=bodynav
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