ENAIN FINA AT Citrix L>—/N&ERAL =
ASAVZAFTNLAFTOEADERESN
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2%
FHTRAR—F b
HR—BEhTVWBRIRENAIL TNNL A
T
E=HH
HI PR
ERE
CLIONX> R
XEH
Adaptive Security Device Manager ( ASDM ) 5% %€
ASA ID FFRAE L FBEE/E (CA)
ITRI"YAER—TIARAFTEFI—HF TIOARIIA
FLWTFHIbOEM
WebVPN tv<a>oOd 7ok
s
N Sl
FINY Y
LL<BFELSNDERH (FAQ)

B=

CORFIXNTRE, ENAILT/INA ADCitrix Receiver® 7' O F 2 &£ L TCisco Adaptive
Security Appliance(ASA)Z R ET D HEICDODVWTHBLET., COMEEFE. ASAZNL T
XenApp/XenDesktop Virtual Desktop Infrastructure(VDNH—/NIC T2 X1 T7HRVE—NT D
tLAZTY,

= 353

B

ROEBICEIZHEN HDENHEREIAET,



. Citrix Reciever
. Clientless WebVPN
AT AN IOFYTOEH

ASA ICRENAIN FINAATEETED BN IDAEAEN YETT,
- XML €4 > 2 —7 T 4 A&, Citrix XenApp/XenDesktop/Storefront 4 —/NTA Z—7)LICL,
RETAIDBENFHYVET,

E e D Sk 7

CORFIXROHBRE.,. BEDVYIRIITRN=—RITITON—2IVICREENDED
TlREHY)FEEA,

CORFIXNOERIE. BREOSARELHZTNAARICETVWTEREhELE, COR

FIAXRNTEATEIINTOTFNA ARG, A (F7FIIN ) REOREASBELTVERT

o WRODRY RD—IUNEBBHITHIBEICEF. ENOLSBOANVRIZDVTE, TOEEN
FEIODVTHRICERL THLENBYEXT,

BR—NERATVRIENAML FNNAA

RERT DR, HR—RERTWBENAL FNARATT :

. iPad : Citrix Receiver /\—= 3> 4 .x LA

- iPhone/iTouch : Citrix Receiver /\—= 3> 4.x LIf&

. Android 2.x E5E# : Citrix Receiver /N\—> 3> 2.x L&

. Android 3.x 27 L ¥ K : Citrix Receiver /N\—= 3> 2.x &

. Android 4.0/4.1 EFE#/X 7 L v K : Citrix Receiver /N\—< 3> 2.x LA

7T
CO7OEADFEVARNL—3VERDICE. RO Web R—TEBBL T EE L

Cisco ASA 9.0 Citrix Mobile Receiver ZOF> O TFEAKL —2 3> ( Cisco ASA 9.0 Citrix
Mobile Receiver Proxy Demo )

HREHA

Citrix Access Gateway ( CAG ) F k., RE{bEhiz Citrix DUV —RA ( FARAIKNY T ET T
T—23aro)H)ICEF1TRBIVE—NTIOEAZRMIDIE—DHFETLE, —BNEEETRE,
FTORSBFNAAFEFEMT (DMZ) DT FATIA—IILOERICHYET, COHMEERK. £
NAINL FINAADSFEERIY —ZAANOEF1THR)E—NEREYR—NT D8I ASA #aE
ZEMLET,

HROBRBATREERTI7FATIOA—I)OBELCHS CAG FBE:


//www.youtube.com/watch?v=JMM2RzppaG8
//www.youtube.com/watch?v=JMM2RzppaG8
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Connected Using fra XML Service
Citrix online plug-ins XML Services
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Secure Tickel Authority

ASA ZER T % & Citrix DRE) Y —AANDEHEN CAG B L THHEE :

RSA Authentic ation Manager Server Farm
|—'5 FCURITY f_“ r
Published
Adaptive Security Appllance - | Applications
' . R < s = .,
Interniet I Lt L5
Mobile Devices o _
Runming Citnix Recever XML Services L XML Service
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ASA A" Citrix Receiver 'S Citrix Server IZ 7’ OF 2 EHETEDELDIZTHEHIC, ASA IE Citrix
Access & L THEREL £ T,

T—KhoIA:

1. Citrix{R28L VY —AICERH T D L E 2, CitrixServerO 7 RLA/OLFUT Y I ZEEET S
PDEEFEH)ELA, TORDY), ASA O Secure Sockets Layer (SSL) VPN D IP 7 RL A
EVLFUIYIIEADLET,

2. Citrix Receiver 1* 5 MFREEER ( B B % Citrix Receiver E UTREB TR I -2 12 NXFF
ZRERELEHTTPSEXR ) ZETHLWVWASA/N\ RSH, ERZLEBITDEHICERE
£,

3. ASA HOLFU v ) 2HRRLES, Receiver 7547 Nk ASABHATHIENA TV
Tr—=23a>0RBEBARLET. ASAK, XenApp= izl XenDesktopt— /YO XMLY
—|:7\’f/'5‘ T7IAA(XMLY—E AR, RE{LVY —ABEEDERZLE T % Citrix
—NETETENDH—ER)ICEEMAETOF O EERTLET,



4. ASA &, BRICRELEILFT v I ZERALTVDIH—/NICEHZLURIEELET (| T5%
Ty EOavESBLTILKEEZY ), /NY I R XenApp/XenDesktop H—/NICO L F
A ) EFEETHE, ASAR Citix CTXI I A—F«1 > =EALTI—H /NAD—
ReE(CHRILLET,

Citrix Receiver THR—Rh&Eh 3 ASARRIELFROVARNZERIZCRLET -

- Local

- Domain

-SDIOERAT47 ORI ZFEAL = RSA SecurlD.
ASA L, RDOKR—U> E—R, HILWVWPIN E—R, B8RO EHHARTIND PINE—REZE
CFyYLOY E—REHR—KLZFET,

. ZEZFEE ( RSA & Lightweight Directory Access Protocol ( LDAP ) )

I R

- AERAE D HIR
AAE/AN—BN H—ROFBELE, ChESORAFTRIPED ASA ZFAILAVED, BE
BAOADOFEELTHR—bNEhELA,

SEEAZO Md5 0 ZF v ik, EXF1 )T 1 OBENF RERATHELELEA. ChFIOSDT
SYRNTA—LDORBETT, 55#H(E. Receiver for iOS Error:Connection Error.Citrix Receiver
could not establish connection with remote host TEHEBAL TWE T,

H7OIORBHATLICASATEEBMHRXA2E (FQDN) IC—HLBEWVEHE4E, ASAID i
BHEICRER (SAN) AM"EFNTVTE, Independent Computlng Architecture ( ICA) Ot
YIAVHNBHARLERA (N—2aAVICEDSVT, AEIS—RBRRTEET ), O
Bk, Cisco Bug ID CSCuj23632 TIEEEENTVET,

. Citrix Receiver D754 T > NE—EIZ 1 & D XenApp/XenDesktop H—/NICO KT I A
LET, O, ASAEVPNEY I &I 1 AN XenApp/XenDesktop NDER %=
Z’OF>LFT, ASA lF. Citrix Receiver DIV T4 T KR ERT D EEICREE MK
@ XenApp/XenDesktop ZiZIRL £9,

-HTTP DA AL 2 N, Citrix Receiver 77U —2a>OEHN—2a N VEALIRT
BELEVEY, YR—KNEhFEEA,

CARERTAY VAT RRENANOREBA T ZANTIOFY DTAT RIS
OWMZZ2BBELBEVDOT, AZRTPAY VAT 2RRENAIIL OTAT 2 MERE A
BBEE., V54T NIREOER, NAD— RERYN OB, Cisco Secure
Desktop (CSD ). 8KV CSD LOITANTOIOVR—F> N ( Secure Vault 721 Tl & <
) FFR—REhFEHA,

E

ﬁl{!ll

20tV aVTHEASND AN ROFMICOWVWTIE, Command Lookup Tool ( &
HBI—HYERA)EFRALTLSEET,



http://support.citrix.com/article/CTX132798=
http://support.citrix.com/article/CTX132798=
http://support.citrix.com/article/CTX132798=
http://support.citrix.com/article/CTX132798=
https://tools.cisco.com/bugsearch/bug/CSCuj23632
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

CLION> R

ASAICOY 1> ¥ % =8I Citrix Receiver DENAI VTAT > NeFEATHHE. ASA &,

ERIESE E Nz Citrix XenApp & 1z Ik XenDesktop H—/\NIC Citrix Receiver D E/NAIL V54T
VREERITIBENBYET, ChETOIEDIC, BEBZBRFRIINL—TRII—FLE@FI-HSE
DT TCitrixH—/NXOF7 RLAEOT AV ERERERELET, I—HREETIL—T RU>—
CLIOmANREENDFE., 1I—FBORERFIIN—T RIV—ICEBELET,

configure terminal

group-policy DfltGrpPolicy attributes

webvpn

[no] vdi { none | type <vdi_type>url domain username
password <password>}

configure terminal

username <username> attributes

webvpn

[no] vdi { none | type <vdi_type>url domain username
password <password>}

p:

type : VDI ® R4 7. Citrix Receiver D3FE., X4 7 citix THHIBEN BV ET,

url : XenApp =& XenDesktop #—/YDE2 URL T, HTTP £k HTTPS, KA MH,
R—FhES, BROEXMLY—EAANDNAZEHFET, RARBEB LR XML H—ERZA /NN
AlF, 94T RLAXRVOZECHEN BV ET, XML H—ERA NANFBEE LTV
BWEE, 74K INATHS [Citrix/pnagent/ FERAENET,

username : REBAL V7 AN IF Y 4—NANOTJA VTR EHICERATII—HE.
NCBEIZATRLAXRVOZERATERT,

password : (REBA V7 F5ARNZIVF ¥ H—NXCOAJA >V FHHLFERATINAT—K,
chiC@EIZATNLANYVOZFERATEEY,

domain : (REBA >V I7FARNFIVF ¥ —NXCOJTA VD EHICERATEIRACN>, Ch
WCEI9ZATRLAXRVOZERTEET,

3% : XenAPP H— AY=S LN R—KRB8OZVYAVTBELDIIHREETNTVWS 8, VDI IE
HTTPS Tk < HTTP TERET D HRENHVET,

Citrix Mobile Receiver ® 1—Hl&, ASA EDFRIRFICN DRI JIN—T%8RTEET, X
LN ITNL—=7DERICEKY), VDI 7V AZWEICTIEERIEZ7ONILBKRT
XenApp/XenDekstop H—/\HFHR—KEhET, EEERF, VDIT7I9ELAOF7HIMELTO
ROZRILTIN—T%2BRETEET, CORESNENZRILTIL—TF, I XRIL T
I—T7DERZLTVAEVBRICERAENET,

configure terminal
webvpn
[no] application-type default tunnel-group

. application_name : 7 7' —>32&, BEYR—RNEhTVWB 77U —2 3 2 citrix-
receiver D# T,

- tunnel-group-name : IEES WERAL 7D VDI FOECIADTF 7 AN NEL TEAFAIDEED A
FIN TN—7"DEHi,



RRE B

RIZBRE VDI OREHZRLET :

vdi type citrix url http://192.168.1.2 domain domainl username userl password passl
vdi type citrix url https://192.168.1.2/Citrix/pnagentl/ domain domain2 username
username2 password password2

vdi type citrix url http://192.168.1.2:8080/Citrix/pnagent3 domain CSCO_WEBVPN_MACRO1
username CSCO_WEBVPN_USERNAME password CSCO_WEBVPN_PASSWORD

Adaptive Security Device Manager ( ASDM ) E&TE

1. [Asdm] > [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group
Policy] I“BEL %7,

[E) Cisco ASDM 6.7 for ASA - 172.22.58.034 lﬂlﬂ“
&0 vxard I: ¥ uni: boped o senrch
. |I|l|!|l|
_ cisco
- Comibourgtion ;- REmwle ACCCEE YPI - Clentlers 5oL WPH AGKCRS * Grout Policics o
Marasgs WP group poboies. A& YFH group is 8 collection of user-onented suthorization sttnbuteyvalus pars: that may be
Fnd: Ga stoned inbernaly on the device or scternally on & RADDISLEAP server. The group policy infomistion i refersrcsd by W

—m‘ connection profiles and ussr accounts,

To enforce suthorizstion sttributes: from an LGP server wou must uss so [D0F sterbeie map,
% nod ~| @ on| T oebete | BEE pssion|

Cornachion ProfiesUsers
Mams Tvpe Tunnsling Protocol srd To

o 15 BEH 0 (B 2/10f1z 3216007 P PST rJ

2. [Edit] > [More Options] > [VDI Access] IcBEL £,



3.VDI H—/NZEMLET,



Edit Intemal Group Palicy: DftGrpPalicy

Ganersl | Specify VDT C¥ietual DesbEop Infrasboctune) brokess,
| portal
BT-B:W .  acd| @ £t Jf Dbt
--Loxgin Sebting r
S Signan Server Pert AL Do Lise 531
O e
| Segsion SETNgs
Sarver (Host Mama of TP Address): |192.168.1.1 |
Port Mmber (Optionad): 443 |
Active Drechory Domain Name: — domain_name | &
[] Use: 5L Connection
Loin Crisdenitial
Usarnams CSCO_WEBVPN_USERNAME  ~ |
Password CSC0_WEBVPN_PASSWORD| = |
[ o J[ Comd || neo |
(o= ][ conce |[ heo |
Exlit Intemal ==
r=—— Specify WOl (Vrbual Deskbop Infrastructure) brakers,
|- portal
gmmm % nid| @ ece| [ oolete|
imsm" Server Port AD Domain Ui 5L
01 Access]
Sassion Setbings
H'l:h_ | .Hexl: .Pml:\us

Lo J| comesl [ hee |




E HE—HYR—RNEhDE—RE>UTI E-RTT,

ASA ID SEEAE L SBEER (CA)

. Citrix ReceiverN*ASAL BT B (Z1E. E/NAILFT/INA AHFASADOIDEEEA W ZFKITL I=CA%Z
BHIIVENFHYET, ASAOEARE, T2 KX 1> F ( clientlessvdi.cisco.com’
E)VICRITIDVEGEHYEEA. ASADEAENIENAIL FNAADF—ARNTICEREL
BOAB CAICK > TRITETIATVEIES., FECALEEIBIMLENf BV ET,

. Citrix Receiver ' EfETCE R VWIIRAEZFHA L T ASA ICERTZHE. 1—HIC@E&ETITS
NESHZEHEREIDARYTTYTEEOTOV T M HENET,

- i0S ZRTL TV Apple /N1 AlF, REBAEH XV CA DRFEZ A R—KEHR—KT
2%, HCESB ASAIREZYR—NTEFT,

- ASAAND OS ZETLTWVWS Apple DENAIL FINA AT, SIAEOESENf EBREThD
B4, Receiver [ ASANDEHRET7VT—23a 20 ) ANOERBEHFILES, L
 A—HREMEASATRAEN A ARN=ILENBET, NTUYZ1&EhEDY—AD—
BB TELVTREEN B ET,

- [BRR® Android ZRL —FT 12T AT AL (OS) ODENAIL FNAAD—ETRK, ¥F— A
RZICH—RN—FT 1 DIIAEZ A VAR—RNITBDEHBHAEN N B EFLBA, LEN 2T, C
M & > 7% Android 7/\ 4 AL ® Citrix Receiver /" ASA/CAG AL TEMET D= ICIE.

ASA IZF¥— ARNT ( =& Z I Verisign X Godaddy ) ICHAKIAENTWVS CA ICK 2> THIT
T3 IDAAENF BETT,

. Android E/N1 )L /N4 AT, Citrix Receiver [& ASA QOIEBAEN F/NA ADF— ANTIZk
WIESIE ASANDEHZEZFALEE A,

- OS N—2 32 4.1 BAE® Android /N1 Ak, fEABEB LV CADA 2 R—NZEHR—KL
. LFREDIOS DFEEDRSICEEL KT,

IVRAYBYAVE—TIAAXERI-YT IVARVIVA

MLVWTHI> boED

Citrix Receiver ZEA L T ASA BHTIRB VYV —-AICT VAT S &, Citrix Access Gateway
ZEATABEERUI—Y TIOARDVIVANBSNET,

B—NAREENTVEVWES, FILWMREVY —RAZRETILENF BV ET,



Citrix Receiver

L1 ]

N v
ASA @ FQDN/IP 7 KL AZABLET,



Instead of Citrix Access
Gateway, enter ASA
address.

b 4

[Access Gateway], [Standard Edition] 2 F T Y VL, ASAICERTAILODIL T v I)ILZEA
ALET,
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A— 70774V EREFETDE, T7UT—2323BBNICILTVO YL (ASA) ZEXR
LTOJ14> 217 LFT,
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OJ4>9%&, P7OTr—=2a3a> @ N70v21&Enit )V —AD)ARNERRLET,



Citrix Recelver

N v

7ALEIIBEL, VY—RZEIUYILTEBLET,



Litrix Receiver
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Click to add title

(Rl R ] e

R 4
WebVPN O£Y 3> 0057k

Citrix Receiver 77U —a > ICi&, & iz ASA £72l& CAG £D WebVPN Y 3>
BEETRTIDHETIHY)EFBA, BE. COLSIBEYIIVREBRETNEZRALTINC
BBERTLET, Citrix Receiver DEFH/N— 3 2V ICH L W [Log Offl REAVHF&H VY ET 4,
ASA LDRITEYZAVERTULEREA, RDYIZ, BLTVWRIXRTOT S UT—23a %
U, 8EEhES—NOUVARNZRRLET, LEN>T, -1 AHLEV1TA4ECADA
EEHTDELSICASA ZRET DL [Log Of] RAVEMATHIVSAFTNE, v a>n
BALATINERETCEEOT A TEREA,

IR I—HYHN WebVPN DY I EFEZEICRTTEDRDICTRHLEHIC, FHRELTASA
SAEAR)—ATB=HIC, Secure Logoff VY —AEZATHHMEENFBMEhEL L,



o i -

@ Secure Logolf e it

: \ calc W
‘ Command line e

CDEAIE. Citrix Receiver A’NT VY2 1&g it UY—AOUARNZRUBITETICIThIE
9,

7z ~

Citriz Recelver



Secure Logoff 77U r—>3a>#0JY V3% &, ASA & Citrix Receiver DEDOtEY >3 K
BRTILET, ELKASASAEVAZEUU—RATDLHIZ, XA T 14 7 Citrix Receiver M [Log
Off] RR > O 4) IZ Secure Logoff VY —AZFEAL T WebVPN DY > a2z TITHHE
FHYEY,

Y2 asoRTUEKBREL T, NS F/V4 AR E Citrix Receiver D/N—2 3 ICEDWT
BRBIAVE—IDHNFRRENET, k., Cirx P77V =23 UNEEENAN TSV RT#
—ALICEEAENDFENERDZEIZKY), Android FNA RAZOT A7 T2BRICERDTY
ARVI VAN EHHENET,

iPad&iPhone T, Citrix Receiverd” "Your access to Gateway session has expired, please log on

again.y EVWSXAYE—IBRRFULET, [OKZT U Y U9 % &, Citrix Receiverld 58 E & & D H
—NZECHHEZRRLET,

l,;" S

N v

Android 7/N 4 AWk, SEAE i Secure Logoff YUY —AZRRLET,



A =0 ol § 2:08 PM
Citrix Recelver - clientless-vdil.cisco.com

Secure Logoff
Command line
Copy of Kanekynatop

Dbgview

Desktop

Explorer

=L, Securelogoff P7VITr—>a>&OVYO3dE, XY RND—OBBRIS—HFRREH
£7,



& 3114 PM

(&) Error

An error has occurred while
connecting.
Check your server address
and network connection.

Retry | Cancel

CHBEFERATWebVPNEY S 3T ULETH. Citrix Receiver7 77— 3 ICik, <hld
EOT7 O3 EBRNICEBATREOOAY E—NMBHRIATNTVEEA, CHIFEEZSE
T3, RTLEEYZIaVOBERELTZNDIT— XY E—IHNRREIhDES, RITTFTHDIY
NZ2# 7T 9378 IC Android 7/Y4 AT [Cancel] RE >, [Back] RE>, RWTZOFHIV M
ERTIBDDESHBRShDIBICOKZEIVYIITBREFRALET,



E ull 8 2212PM

(i) Confirm Exit

Are you sure that you want to
leave this account?

OK Cancel

RITTHAORNERTLUER, BRRETNEY—NOUARNRRENET,



iy
Citrix Recelver - Accounts

FF'E clientless

ligg vdit

Add Account

SCTR, BMEONSTNY1-FAVICEATERBRERLET,
FINv YT

¥ :debug AN REFERHTDHFIIC, "FNYYT AN ROEEREHK, 25BLTLKE
=L,

CNIOX> REFHEHL T, Citrix Receiver DF/N\NY JEHRERRLET

debug webvpn citrix <1-255>



p:

LRI 1 FEEBSIRE, XenApp/XenDesktop H—/N\NDEFEHFO LK, BRE—BPEITS
—ZRRLET,

LRSS0 GEENELEISARNTEZTFT—RICEITIEHRERRLET,

L X)L 255 & Citrix Receiver QEfEICEBME Ni=FNY JEHEINTRRLET,

Citrix Receiver OFREEICEME N AFHLVWIX > REH V) ERBATLE, EEL, 9F4T72 N
EASADBDORNZ YOS a2 aRRTDICEK, COFNY T EERATEEXT

debug webvpn transformation request

ZE ROENE, BIFFREHRNSIEETND 2 O0OFNY T ZRLTVERT ¢

Channel NP p=0x00000000 0/0 more bufferedchannel-np.c

TEST-ASA#

TEST-ASA# DBG:89:3178386013:7404365c:0000: netsal_accept returned 0x6déce7cO
(unicorn-proxy.c:proxy_thread_asa:1250)
DBG:90:3178386045:7404365c:0000: Creating fiber 0x74100d20 [unicorn-proxy],
stack(16384) = 0x74136ed0..0x7413aecc (fc=3), sys 0x6d5abea8
(FIBERS/fibers.c:fiber_create:519)

DBG:91:3178386088:74100420:0000: Jumpstarting unicorn-proxy 0x74100d20,
sys 0x74043610 (FIBERS/fibers-jumpstart.c:_fiber_jumpstart:36)
DBG:92:3178386111:74100420:0000: New client http connection: start requests
handling (CONN/aware.c:run_aware_fiber:1316)
DBG:93:3178386125:74100d20:0000: new fiber for client_ch 0x6d6ce7c0
(aware.c:run_aware_fiber:1318)

DBG:94:3178386136:74100420:0009: in process request
(aware.c:aware_dispatch_request:301)

DBG:95:3178386148:74100420:0009: alloc aware ctx
(aware_mem.c:mem_aware_ctx_alloc:56)

DBG:96:3178433565:74100420:0009: Hook: UrlSniff_cb
(aware_webvpn_conf.re2c:UrlSniff_cb:927)
DBG:97:3178433620:74100420:0009: METHOD = 1, GET
(aware_parse_headers.re2c:aware_parse_req headers:619)
DBG:98:3178433640:74100420:0009: Hook: SharePoint_cb
(aware_webvpn_conf.re2c:SharePoint_cb:1021)
DBG:99:3178433652:74100d420:0009: Hook: SessionCheck_cb
(aware_webvpn_conf.re2c:SessionCheck_cb:1897)
DBG:00:3178433694:74100420:0009: Hook: VCARedirect_cb
(aware_webvpn_conf.re2c:VCARedirect_cb:1805)
DBG:01:3178433713:74100420:0009: Hook: NACRedirect_cb
(aware_webvpn_conf.re2c:NACRedirect_cb:1866)
DBG:02:3178433730:74100d420:0009: Hook: ClientServices_cb
(aware_webvpn_conf.re2c:ClientServices_cb:2172)
DBG:03:3178433742:74100420:0009: Hook: SCEPProxy_cb
(aware_webvpn_conf.re2c:SCEPProxy_cb:2154)
DBG:04:3178433753:74100420:0009: Hook: AdminURLCheck_cb
(aware_webvpn_conf.re2c:AdminURLCheck_cb:345)
DBG:05:3178433810:74100420:0009: Hook: GroupURLCheck_ cb
(aware_webvpn_conf.re2c:GroupURLCheck_cb:1594)
DBG:06:3178433883:74100420:0009: Hook: PathCookie_cb
(aware_webvpn_conf.re2c:PathCookie_cb:1088)
DBG:07:3178433899:74100420:0009: Hook: Webfolder_cb
(aware_webvpn_conf.re2c:Webfolder_cb:1167)
DBG:08:3178433916:74100420:0009: Hook: RootCheck_cb
(aware_webvpn_conf.re2c:RootCheck_cb:508)
DBG:09:3178433930:74100d20:0009: Load portal for the root request (null)
(aware_webvpn_conf.re2c:RootCheck_cb:578)



DBG:10:3178433942:74100d420:0009: => embedded
(aware.c:aware_dispatch_request:396)
DBG:11:3178433955:74100d20:0009: Serve embedded request [/]
(aware.c:aware_serve_request:782)
DBG:12:3178433978:74100420:0009: Open handler file [/+CSCOE+/portal.html]
(aware.c:aware_serve_request:822)
DBG:13:3178434028:74100420:0009: No session redirect
(aware.c:aware_serve_request:888)
DBG:14:3178434104:74100420:0009: STD HEADERS SENT
(aware.c:aware_send_resp_headers:151)
DBG:15:3178434149:74100420:0009: HEADERS SENT
(aware.c:aware_send_resp_headers:162)
DBG:16:3178434188:74100420:0009: + freeing ctx

(CONN/aware.c:aware_connection_clean_up:251)

DBG:17:3178434207:74100d20:0009: free aware ctx

(aware_mem.c:mem_aware_ctx_free:64)
DBG:18:3178434226:74100d420:0010: in process request
(aware.c:aware_dispatch_request:301)
DBG:19:3178434239:74100420:0010: alloc aware ctx

(aware_mem.c:mem_aware_ctx_alloc:56)
DBG:20:3179015760:74100420:0010:
(iobuf_channel.c:ucte_input_buf_channel_input_fun:157)
DBG:21:3179015792:74100420:0010: Unrexpected
character 0x00 (aware_parse_headers.re2c:aware_parse_req headers:241)
DBG:22:3179015809:74100420:0010:
(CONN/aware.c:aware_connection_clean_up:251)

-- EOF in iobuf_channel input!!!
read_req headers: first line:

+ freeing ctx

DBG:23:3179015821:74100420:0010:

(aware_mem.c:mem_aware_ctx_free

DBG:24:3179015838:74100420:0010:

(aware.c:run_aware_fiber:1339)

DBG:25:3179015852:74100420:0010:

free aware ctx
:64)
Fiber exit - client_ch 0x6d6ce7c0

Fiber 0x74100d420 finished leaving 4 more

(FIBERS/fibers-jumpstart.c:_fiber_ jumpstart:64)
DBG:26:3179015865:74100420:0010: Exiting fiber 0x74100d20
(FIBERS/fibers.c:fiber_ kill:1257)

DBG:27:3179015934:74100420:0010: SALNPCLOSENOTIFY: p=0x0 0/0 more buffered
(SAL/channel-np.c:_sal_np_ioctl:1269)
DBG:28:3179015965:74100420:0010: Fiber 0x74100420 terminated,
(FIBERS/fibers.c:fiber_ kill:1330)

Channel NP p=0x00000000 0/0 more bufferedchannel-np.c
TEST-ASA#

TEST-ASA#

TEST-ASA#

TEST-ASA# DBG:29:3203022718:7404365c:0000:
(unicorn-proxy.c:proxy_thread_asa:1250)
DBG:30:3203022750:7404365¢c:0000: Creating fiber 0x740ff6a0
stack (16384) 0x7413ef10..0x74142f0c (fc=3),
(FIBERS/fibers.c:fiber_create:519)
DBG:31:3203022926:740££6a0:0000:
0x74043610 (FIBERS/fibers-jumpstart.c:_fiber jumpstart:36)
DBG:32:3203022959:740££f6a0:0000:

3 more

netsal_accept returned 0x6d6ce7c0

[unicorn-proxy],
sys 0x6d5abea8

Jumpstarting unicorn-proxy 0x740ff6al, sys

New client http connection: start requests

handling (CONN/aware.c:run_aware_fiber:1316)
DBG:33:3203022973:740££6a0:0000: new fiber for client_ch 0x6dé6ce7c0
(aware.c:run_aware_fiber:1318)

DBG:34:3203022986:740ff6a0:0011: in process request
(aware.c:aware_dispatch_request:301)
DBG:35:3203022996:740£ff6a0:0011: alloc aware ctx

(aware_mem.c:mem_aware_ctx_alloc:56)
DBG:36:3203070771:740££6a0:0011: Hook: UrlSniff_ cb
(aware_webvpn_conf.re2c:UrlSniff_cb:927)
DBG:37:3203070845:740£f£f6a0:0011: METHOD = 1, GET
(aware_parse_headers.re2c:aware_parse_req headers:619)
DBG:38:3203070870:740££f6a0:0011: Hook: SharePoint_cb
(aware_webvpn_conf.re2c:SharePoint_cb:1021)

DBG:39:3203070883:740££f6a0:0011: Hook: SessionCheck_cb



(aware_webvpn_conf.re2c:SessionCheck_cb:1897)
DBG:40:3203070894:740££6a0:0011: Hook: VCARedirect_cb
(aware_webvpn_conf.re2c:VCARedirect_cb:1805)
DBG:41:3203070907:740££6a0:0011: Hook: NACRedirect_cb
(aware_webvpn_conf.re2c:NACRedirect_cb:1866)
DBG:42:3203070919:740££f6a0:0011: Hook: ClientServices_cb
(aware_webvpn_conf.re2c:ClientServices_cb:2172)
DBG:43:3203070931:740££6a0:0011: Hook: SCEPProxy_cb
(aware_webvpn_conf.re2c:SCEPProxy_cb:2154)
DBG:44:3203070940:740££6a0:0011: Hook: AdminURLCheck_cb
(aware_webvpn_conf.re2c:AdminURLCheck_cb:345)
DBG:45:3203070996:740f£f6a0:0011: Hook: GroupURLCheck_cb
(aware_webvpn_conf.re2c:GroupURLCheck_cb:1594)
DBG:46:3203071070:740££6a0:0011: Hook: PathCookie_cb
(aware_webvpn_conf.re2c:PathCookie_cb:1088)
DBG:47:3203071090:740££6a0:0011: Hook: Webfolder_cb
(aware_webvpn_conf.re2c:Webfolder_cb:1167)
DBG:48:3203071105:740££6a0:0011: Hook: RootCheck_cb
(aware_webvpn_conf.re2c:RootCheck _cb:508)
DBG:49:3203071122:740ff6a0:0011: Load portal for the root request (null)
(aware_webvpn_conf.re2c:RootCheck _cb:578)
DBG:50:3203071135:740££6a0:0011: => embedded request
(aware.c:aware_dispatch_request:396)

DBG:51:3203071147:740£f£f6a0:0011: Serve embedded request [/]
(aware.c:aware_serve_request:782)

DBG:52:3203071169:740££6a0:0011: Open handler file [/+CSCOE+/portal.html]
(aware.c:aware_serve_request:822)

DBG:53:3203071218:740££f6a0:0011: No session redirect
(aware.c:aware_serve_request:888)

DBG:54:3203071293:740££f6a0:0011: STD HEADERS SENT
(aware.c:aware_send_resp_headers:151)

DBG:55:3203071338:740££6a0:0011: HEADERS SENT
(aware.c:aware_send_resp_headers:162)

DBG:56:3203071376:740££f6a0:0011: + freeing ctx
(CONN/aware.c:aware_connection_clean_up:251)
DBG:57:3203071396:740£f£f6a0:0011: free aware ctx
(aware_mem.c:mem_aware_ctx_free:64)

DBG:58:3203071414:740f£f6a0:0012: in process request
(aware.c:aware_dispatch_request:301)

DBG:59:3203071427:740£f£f6a0:0012: alloc aware ctx
(aware_mem.c:mem_aware_ctx_alloc:56)

DBG:60:3204883539:740££f6a0:0012: -- EOF in iobuf_channel input!!!
(iobuf_channel.c:ucte_input_buf_channel_input_fun:157)
DBG:61:3204883574:740ff6a0:0012: read_req headers: first line: Unrexpected
character 0x00 (aware_parse_headers.re2c:aware_parse_req headers:241)
DBG:62:3204883591:740££6a0:0012: + freeing ctx
(CONN/aware.c:aware_connection_clean_up:251)
DBG:63:3204883603:740£ff6a0:0012: free aware ctx
(aware_mem.c:mem_aware_ctx_free:64)

DBG:64:3204883619:740£ff6a0:0012: Fiber exit - client_ch 0x6dé6ce7c0
(aware.c:run_aware_fiber:1339)

DBG:65:3204883632:740£f6a0:0012: Fiber 0x740ff6a0 finished leaving 4 more
(FIBERS/fibers-jumpstart.c:_fiber_ jumpstart:64)
DBG:66:3204883645:740££6a0:0012: Exiting fiber 0x740£ff6a0
(FIBERS/fibers.c:fiber_ kill:1257)

DBG:67:3204883718:740££6a0:0012: SALNPCLOSENOTIFY: p=0x0 0/0 more buffered
(SAL/channel-np.c:_sal_np_ioctl:1269)

DBG:68:3204883750:740££f6a0:0012: Fiber 0x740ff6al terminated, 3 more
(FIBERS/fibers.c:fiber_ kill:1330)

Channel NP p=0x00000000 0/0 more bufferedchannel-np.cDBG:69:3212412660:7404365c:0000:
netsal_accept returned 0x6d6ce7c0 (unicorn-proxy.c:proxy thread_asa:1250)
DBG:70:3212412691:7404365¢c:0000: Creating fiber 0x74100d420 [unicorn-proxy],
stack(16384) = 0x74136ed0..0x7413aecc (fc=3), sys 0x6d5abea8
(FIBERS/fibers.c:fiber_create:519)



DBG:71:3212413380:74100d420:0000:
sys 0x74043610 (FIBERS/fibers-jumpstart.c:_fiber_jumpstart:36)
DBG:72:3212413415:74100d20:0000: start requests

Jumpstarting unicorn-proxy 0x74100d4d20,

New client http connection:

handling (CONN/aware.c:run_aware_fiber:1316)
DBG:73:3212413429:74100420:0000: new fiber for client_ch 0x6dé6ce7c0
(aware.c:run_aware_fiber:1318)

DBG:74:3212413447:74100d420:0013: in process request
(aware.c:aware_dispatch_request:301)
DBG:75:3212413460:74100d420:0013: alloc aware ctx

(aware_mem.c:mem_aware_ctx_alloc:56)
DBG:76:3212462785:74100420:0013: Hook: UrlSniff_ cb
(aware_webvpn_conf.re2c:UrlSniff_cb:927)
DBG:77:3212462837:74100420:0013: METHOD 1, GET
(aware_parse_headers.re2c:aware_parse_req headers:619)
DBG:78:3212462857:74100420:0013: Hook: SharePoint_cb
(aware_webvpn_conf.re2c:SharePoint_cb:1021)
DBG:79:3212462873:74100420:0013:
(aware_webvpn_conf.re2c:SessionCheck_cb:1897)
DBG:80:3212462884:74100420:0013: Hook: VCARedirect_cb

Hook: SessionCheck_cb

(aware_webvpn_conf.re2c:VCARedirect_cb:
DBG:81:3212462895:74100420:0013: Hook:
(aware_webvpn_conf.re2c:NACRedirect_cb:
DBG:82:3212462906:74100420:0013: Hook:

(aware_webvpn_conf.re2c:ClientServices_

1805)
NACRedirect_cb
1866)
ClientServices_cb
cb:2172)

DBG:83:3212462918:74100420:0013: Hook: SCEPProxy_cb
(aware_webvpn_conf.re2c:SCEPProxy_cb:2154)
DBG:84:3212462928:74100420:0013: Hook: AdminURLCheck_cb
(aware_webvpn_conf.re2c:AdminURLCheck_cb:345)
DBG:85:3212462983:74100420:0013: Hook: GroupURLCheck_cb
(aware_webvpn_conf.re2c:GroupURLCheck_cb:1594)
DBG:86:3212463058:74100420:0013: Hook: PathCookie_cb
(aware_webvpn_conf.re2c:PathCookie_cb:1088)
DBG:87:3212463075:74100420:0013: Hook: Webfolder_cb
(aware_webvpn_conf.re2c:Webfolder_cb:1167)
DBG:88:3212463091:74100420:0013: Hook: RootCheck_cb
(aware_webvpn_conf.re2c:RootCheck _cb:508)
DBG:89:3212463104:74100420:0013:
(aware_webvpn_conf.re2c:RootCheck _cb:578)

Load portal for the root request (null)

DBG:90:3212463118:74100420:0013: => embedded request
(aware.c:aware_dispatch_request:396)
DBG:91:3212463128:74100420:0013: Serve embedded request [/]
(aware.c:aware_serve_request:782)
DBG:92:3212463150:74100420:0013: Open handler file [/+CSCOE+/portal.html]
(aware.c:aware_serve_request:822)
DBG:93:3212463202:74100420:0013: No session redirect
(aware.c:aware_serve_request:888)
DBG:94:3212463305:74100420:0013: STD HEADERS SENT
(aware.c:aware_send_resp_headers:151)
DBG:95:3212463351:74100420:0013: HEADERS SENT
(aware.c:aware_send_resp_headers:162)
DBG:96:3212463388:74100420:0013: + freeing ctx

(CONN/aware.c:aware_connection_clean_up:251)

DBG:97:3212463407:74100d20:0013: free aware ctx

(aware_mem.c:mem_aware_ctx_free:64)
DBG:98:3212463424:74100d420:0014: in process request
(aware.c:aware_dispatch_request:301)
DBG:99:3212463435:74100420:0014: alloc aware ctx
(aware_mem.c:mem_aware_ctx_alloc:56)

DBG:00:3212610662:74100420:0014: Hook: UrlSniff_ cb
(aware_webvpn_conf.re2c:UrlSniff_cb:927)
DBG:01:3212610716:74100420:0014: METHOD 1, GET
(aware_parse_headers.re2c:aware_parse_req headers:619)
DBG:02:3212610737:74100420:0014: Hook: SharePoint_cb
(aware_webvpn_conf.re2c:SharePoint_cb:1021)



DBG:03:3212610750:74100420:0014: Hook:

SessionCheck_cb

(aware_webvpn_conf.re2c:SessionCheck_cb:1897)

DBG:04:3212610762:74100420:0014: Hook:
(aware_webvpn_conf.re2c:VCARedirect_cb:
DBG:05:3212610774:74100420:0014: Hook:
(aware_webvpn_conf.re2c:NACRedirect_cb:
DBG:06:3212610787:74100420:0014: Hook:

(aware_webvpn_conf.re2c:ClientServices_

VCARedirect_cb
1805)
NACRedirect_cb
1866)
ClientServices_cb
cb:2172)

DBG:07:3212610799:74100420:0014: Hook: SCEPProxy_cb
(aware_webvpn_conf.re2c:SCEPProxy_cb:2154)
DBG:08:3212610810:74100420:0014: Hook: AdminURLCheck_cb
(aware_webvpn_conf.re2c:AdminURLCheck_cb:345)
DBG:09:3212610870:74100420:0014: Hook: GroupURLCheck_cb
(aware_webvpn_conf.re2c:GroupURLCheck_cb:1594)
DBG:10:3212610945:74100420:0014: Hook: PathCookie_cb
(aware_webvpn_conf.re2c:PathCookie_cb:1088)
DBG:11:3212610964:74100420:0014: Hook: Webfolder_cb
(aware_webvpn_conf.re2c:Webfolder_cb:1167)
DBG:12:3212610980:74100420:0014: Hook: RootCheck_cb
(aware_webvpn_conf.re2c:RootCheck _cb:508)
DBG:13:3212610997:74100420:0014:
(aware_webvpn_conf.re2c:RootCheck _cb:578)

Load portal for the root request (null)

DBG:14:3212611011:74100d20:0014: => embedded request
(aware.c:aware_dispatch_request:396)
DBG:15:3212611021:74100420:0014: Serve embedded request [/]
(aware.c:aware_serve_request:782)
DBG:16:3212611042:74100420:0014: Open handler file [/+CSCOE+/portal.html]
(aware.c:aware_serve_request:822)
DBG:17:3212611090:74100420:0014: No session redirect
(aware.c:aware_serve_request:888)
DBG:18:3212611162:74100420:0014: STD HEADERS SENT
(aware.c:aware_send_resp_headers:151)
DBG:19:3212611231:74100420:0014: HEADERS SENT
(aware.c:aware_send_resp_headers:162)
DBG:20:3212611270:74100420:0014: + freeing ctx

(CONN/aware.c:aware_connection_clean_up:251)

DBG:21:3212611289:74100d20:0014: free aware ctx

(aware_mem.c:mem_aware_ctx_free:64)
DBG:22:3212611306:74100d420:0015: in process request
(aware.c:aware_dispatch_request:301)
DBG:23:3212611318:74100d420:0015: alloc aware ctx
(aware_mem.c:mem_aware_ctx_alloc:56)

DBG:24:3212711373:74100420:0015: Hook: UrlSniff_cb
(aware_webvpn_conf.re2c:UrlSniff_cb:927)
DBG:25:3212711428:74100420:0015:
(aware_parse_headers.re2c:aware_parse_cookie:754)
DBG:26:3212711458:74100420:0015: METHOD = 2, POST
(aware_parse_headers.re2c:aware_parse_req headers:619)

Cookie name: [webvpnlogin]: 11

DBG:27:3212711479:74100420:0015:

(aware.c:aware_dispatch_request

DBG:28:3212711498:74100420:0015:

(SAL/channel-np.c:_sal_np_close

DBG:29:3212711568:74100420:0015:

0x6d6ce7c0
DBG:30:3212711589:74100420:0015

=> handoff (AWARE_HOOK_EXTERNAL_HANDOFF)
:495)

Channel NP p=0x6d6ce7c0 0/0 more buffered
:908)

Finish external handoff for client_ch

(aware.c:aware_dispatch_request:497)

: + freeing ctx

(CONN/aware.c:aware_connection_clean_up:251)

DBG:31:3212711601:74100420:0015:

(aware_mem.c:mem_aware_ctx_free

DBG:32:3212711617:74100420:0015:

(aware.c:run_aware_fiber:1339)

DBG:33:3212711630:74100420:0015:

free aware ctx
:64)
Fiber exit - client_ch 0x6d6ce7c0

Fiber 0x74100d420 finished leaving 4 more

(FIBERS/fibers-jumpstart.c:_fiber_ jumpstart:64)

DBG:34:3212711644:74100420:0015

: Exiting fiber 0x74100d20

(FIBERS/fibers.c:fiber_ kill:1257)



DBG:35:3212711658:74100420:0015:
(FIBERS/fibers.c:fiber_ kill:1330)
Creating fiber 0x73c63290
0x73c9eael. .0x73ca2adc (fc=2),
73¢63290:0000: Jumpstarting fiber-ldap-class

Fiber 0x74100d20 terminated,

[fiber-1dap-class],
sys Ox6d5clcacfibers.cDBG:36:3212712546:

3 more

stack (16384)

0x73¢c63290, sys 0x73c60cal

(FIBERS/fibers-jumpstart.c:_fiber_ jumpstart:36)

DBG:37:3212712646:73¢c63290:0000:
(SAL/netsal.c:netsal_connect:319)
DBG:38:3212712677:73¢c63290:0000:

DBG:39:3212712923:73¢63290:0000:
(SAL/netsal.c:netsal_connect:470)
DBG:40:3212723367:73¢63290:0000:
(FIBERS/fibers.c:fiber_ kill:1257)
DBG:41:3212723706:73¢63290:0000:
(SAL/channel-np.c:_sal_np_ioctl:1269)
DBG:42:3212723747:73¢63290:0000:
(FIBERS/fibers.c:fiber_ kill:1330)
DBG:36:3212726030:0:0000:
(256) 0x741cb870..0x741cb96c (fc=3),
(FIBERS/fibers.c:fiber_create:519)

DBG:37:3212726072:740££6a0:0000:
(pstorage.c:pStorage_restore:272)

Terminating fiber 0x740ff6alfibers.cFiber 0x740ff6a0 terminated,
Creating fiber 0x74100d20

cDBG:38:3212726646:0:0000:
(256) 0x741cb750..0x741cb84c (fc=3),
(FIBERS/fibers.c:fiber_create:519)
DBG:39:3212726721:74100420:0000:
(16384) 0x74136ed0..0x7413aecc (fc=4),
(FIBERS/fibers.c:fiber_create:519)

Sys

Terminating fiber 0x74100d20fibers.cFiber 0x74100d20 terminated,

cDBG:40:3212727006:740££9a0:0000:

Fiber 0x73¢63290 terminated,

Creating fiber 0x740ff6al

Creating fiber 0x740ff9%a0

Jumpstarting unicorn-proxy 0x740f£f9a0,

New client http connection:

Connecting to 00000000:1024239808

about to call netsal_ safe_encapsulate for
(sal-np/tcp/CONNECT/3/192.168.12.61/389/M/VM)

(SAL/netsal.c:netsal_connect:443)

connection timeout set for 10 seconds

Exiting fiber 0x73c63290

SALNPCLOSENOTIFY: p=0x0 0/0 more buffered

2 more

[ak4d7_attach_class], stack

sys 0x6d5ac2c0

Remote storage is not configured

3 morefibers.

[ak4d7_attach_class], stack

sys 0x6d5ac2c0

[unicorn-proxy], stack

0x6d5ac2c0

4 morefibers.
sys

start requests

0x74043610 (FIBERS/fibers-jumpstart.c:_fiber jumpstart:36)
DBG:41:3212727039:740££9a0:0000:
handling (CONN/aware.c:run_aware_fiber:1316)

new fiber for client_ch 0x6d6cf000

DBG:42:3212727052:740££9a0:0000:
(aware.c:run_aware_fiber:1318)
DBG:43:3212727065:740£f£f9a0:0016: in process request
(aware.c:aware_dispatch_request:301)
DBG:44:3212727080:740££f9a0:0016: alloc aware ctx

(aware_mem.c:mem_aware_ctx_alloc:56)

Channel NP p=0x00000000 0/0 more bufferedchannel-np.cDBG:45:3212821243:740ff9a0:

0016: Hook: UrlSniff cb
DBG:46:3212821289:740££9a0:0016:

(aware_parse_headers.re2c:aware_parse_cookie:

DBG:47:3212821312:740££9a0:0016:

(aware_parse_headers.re2c:aware_parse_cookie:

DBG:48:3212821327:740££9a0:0016:

(aware_parse_headers.re2c:aware_parse_cookie:

DBG:49:3212821341:740££9a0:0016:

(aware_parse_headers.re2c:aware_parse_cookie:

DBG:50:3212821354:740££9a0:0016:

(aware_parse_headers.re2c:aware_parse_cookie:

DBG:51:3212821368:740££9a0:0016:

(aware_parse_headers.re2c:aware_parse_cookie:

DBG:52:3212821389:740££9a0:0016: METHOD = 1,

Cookie name:

Cookie name:

Cookie name:

Cookie name:

Cookie name:

Cookie name:

(aware_webvpn_conf.re2c:UrlSniff_cb:927)

[net6_cookie]: 11
754)
[net6_user_session]:
754)
[webvpn] :
754)
[webvpnaac] :
754)
[webvpnc] :
754)
[webvpnx] :
754)

GET

17

6

9

7

7

(aware_parse_headers.re2c:aware_parse_req headers:619)

(AWARE_HOOK__INTERNAL_HANDOFF)

parse_req headers(client_fd, p_req) ;

DBG:53:3212821407:740££9a0:0016: => handoff
(aware.c:aware_dispatch_request:508)
DBG:54:3212821420:740£f£f9a0:0016: in process request
(proxy.c:process_request:239)
DBG:55:3212821509:740££9a0:0016:
(proxy.c:process_request:275)
DBG:56:3212821531:740££9a0:0016: Request:

[GET /Citrix/pnagent/config.xml



HTTP/1.1]: 39 (parse_req headers.

DBG:57:3212821556:740££9a0:0016:

re2c:parse_req headers:1399)
req headers array at 741£3480

(parse_reqg headers.re2c:parse_req headers:1500)

DBG:58:3212821577:740££9a0:0016:

in parse_cookie

(ucte_parse_cookie.re2c:parse_cookie:430)

DBG:59:3212821590:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:60:3212821603:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:61:3212821613:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:62:3212821625:740££9a0:0016:

Cookie name: net6_user_session

(ucte_parse_cookie.re2c:parse_cookie:605)

DBG:63:3212821638:740££9a0:0016:

-->in ucte_process_reqg cookie

(COOKIE/ucte_cookie.c:ucte_process_req cookie:135)

DBG:64:3212821653:740££9a0:0016:

reqg cookie array at 741£3680

(COOKIE/ucte_cookie.c:ucte_process_req cookie:144)

DBG:65:3212821665:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:66:3212821675:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:67:3212821685:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:68:3212821695:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:69:3212821705:740££9a0:0016:

Cookie name: webvpnaac

(ucte_parse_cookie.re2c:parse_cookie:605)

DBG:70:3212821718:740££9a0:0016:

-->in ucte_process_reqg cookie

(COOKIE/ucte_cookie.c:ucte_process_req cookie:135)

DBG:71:3212821730:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:72:3212821740:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:73:3212821750:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:74:3212821759:740££9a0:0016:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:75:3212821768:740££9a0:0016:

Cookie name: webvpnx

(ucte_parse_cookie.re2c:parse_cookie:605)

DBG:76:3212821778:740££9a0:0016:

-->in ucte_process_reqg cookie

(COOKIE/ucte_cookie.c:ucte_process_req cookie:135)

DBG:77:3212821788:740££9a0:0016:

in parse Cookie -->

(ucte_parse_cookie.re2c:parse_cookie:777)

DBG:78:3212821844:740££9a0:0016:
(proxy.c:process_request:418)
DBG:79:3212821870:740££9a0:0016:

User [test.user]

Keepalive threshold forced to 4

(ucte_policy.c:ucte_get_ctx_session_settings:798)

DBG:80:3212821888:740££9a0:0016:
(proxy.c:process_request:615)

ERR:81:3212821920:740££9a0:0016:
NULL && cstr != NULL && value !=

=> reverse Proxy request

(clString.c:clString replace_all_ncstring_:571)

ERR:82:3212821944:740£ff9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:83:3212821962:740££f9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:84:3212821989:740££f9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:85:3212822008:740££f9a0:0016:
NULL && cstr != NULL && value !=

Failed expectation "this != NULL && this->start
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start
NULL && this->signature == CLSTRING_SIGNATURE"

(clString.c:clString replace_all_ncstring_:571)



ERR:86:3212822021:740££9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:87:3212822038:740££f9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:88:3212822052:740££f9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:89:3212822065:740££9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:90:3212822081:740££9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:91:3212822095:740££9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:92:3212822108:740££f9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:93:3212822149:740££f9a0:0016:
NULL && cstr != NULL && value !=

(clString.c:clString replace_all_ncstring_:571)

ERR:94:3212822165:740££9a0:0016:
NULL && cstr != NULL && value !=

Failed expectation "this != NULL && this->start !=
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start !=
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start !=
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start !=
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start !=
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start !=
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start !=
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start !=
NULL && this->signature == CLSTRING_SIGNATURE"
Failed expectation "this != NULL && this->start !=
NULL && this->signature == CLSTRING_SIGNATURE"

(clString.c:clString replace_all_ncstring_:571)

DBG:95:3212822203:740££9a0:0016:
(proxy.c:process_request:889)

DBG:96:3212822222:740££9a0:0016:
netsal_connection_is_closing [1]
DBG:97:3212822236:740££9a0:0016:
(proxy.c:process_request:1206)

DBG:98:3212822283:740££9a0:0016:
(conn.c:establish_connection:626)
DBG:99:3212822326:740££9a0:0016:
(SAL/netsal.c:netsal_connect:319)
DBG:00:3212822355:740££9a0:0016:
(SAL/netsal.c:netsal_connect:371)
DBG:01:3212822381:740££9a0:0016:

+ About to dump request body to the file
used_at_least_once [0], server_ch [0],
(proxy.c:process_request:1204)

no old connection, create a new one
Decoded URL: /Citrix/pnagent/config.xml
Connecting to 00000000:84150794

otherPifNum 3, nexthop4 5080bla

about to call netsal_ safe_encapsulate for

(sal-np/tcp/CONNECT/3/10.10.4.5/80/T/PROXY/2/70.199.131.148/3007)

(SAL/netsal.c:netsal_connect:443)
DBG:02:3212822643:740££9a0:0016:
(SAL/netsal.c:netsal_connect:470)
DBG:03:3212824193:740££9a0:0016:
(proxy.c:process_request:1216)
DBG:04:3212824222:740££f9a0:0016:
(proxy.c:process_request:1240)
DBG:05:3212824242:740££9a0:0016:

connection timeout set for 10 seconds

Back-end connection is READY [6d6ce680]

+ sending headers to the server

CONNECT TO http://10.10.4.5/Citrix/pnagent/config.xml

(send_req headers.c:ucte_send_request_headers:160)

DBG:06:3212824309:740££9a0:0016:

About to open cookie directory:

sessions/2375680/cookie (COOKIE/ucte_cookie.c:send_req cookie_storage:670)

DBG:07:3212824328:740££9a0:0016:

Could not open cookie directory

(COOKIE/ucte_cookie.c:send_req cookie_storage:674)

DBG:08:3212824507:740££9a0:0016:
(proxy.c:process_request:1335)
DBG:09:3212824536:740££9a0:0016:
(proxy.c:process_request:1438)
DBG:10:3212824550:740££9a0:0016:
(proxy.c:process_request:1449)
DBG:11:3212828428:740££9a0:0016:

Connection acquired; headers sent

+ Request headers and data sent...

+ getting headers from the back end server...

resp header array at 741£3500

(parse_resp_headers.re2c:parse_resp_headers:226)

DBG:12:3212828485:740££f9a0:0016:
process_request:1522)

=> Response headers received (proxy.c:



DBG:13:3212828509:740£f9a0:0016: => About to send response headers to

the client (proxy.c:process_request:1693)

DBG:14:3212828527:740££f9a0:0016: ucte_hint = 4, content_type = 4,

resp_code = 200, session_defined = 2 (CACHE/send_resp_headers.c:
ucte_send_response_headers:407)

DBG:15:3212828612:740ff9a0:0016: + Sending response body (6982 bytes) to the client

(proxy.c:process_request:1793)

DBG:16:3212828635:740£ff9a0:0016: + sending response body
(proxy.c:process_request:1865)

DBG:17:3212828645:740ff9a0:0016: Response: content-type=4
(proxy.c:process_request:1867)

DBG:18:3212829517:740£ff9a0:0016: Session update!!!!!!!
(ucte_ctx.c:ucte_session_update:645)
DBG:19:3212829566:740ff9a0:0016: + response body was sent
(proxy.c:process_request:1875)

DBG:20:3212829602:740££f9a0:0016: Backend connection reserved
(proxy.c:process_request:2145)

DBG:21:3212829618:740ff9a0:0016: free reqg header, 74058210
(mem_man.c:mem_req header_free:210)
DBG:22:3212829635:740f£f9a0:0016: in reqg header_light_destructor:
741£3480 (http_header.c:reqg header_light_destructor:277)
DBG:23:3212829650:740£f£f9a0:0016: in reqg header_light_destructor:
741£f3680 (http_header.c:reqg header_light_destructor:282)
DBG:24:3212829664:740ff9a0:0016: free resp_header: 7406ab20
(mem_man.c:mem_resp_header_free:223)

DBG:25:3212829674:740£ff9a0:0016: in resp_header_light_destructor:

741£3500 (http_header.c:resp_header_light_destructor:307)

free headers at

free cookie at

free headers at

DBG:26:3212829687:740£ff9a0:0016: free ctx (mem_man.c:mem_ucte_ctx free:197)

DBG:27:3212829708:740££f9a0:0016: Request finished gracefully
(proxy.c:process_request:2157)

DBG:28:3212829725:740£f£f9a0:0016: Finish internal handoff for client_ch 0x6d6cf000,

rc=1 (aware.c:aware_dispatch_request:510)
DBG:29:3212829738:740££9a0:0016: + freeing ctx
(CONN/aware.c:aware_connection_clean_up:251)
DBG:30:3212829750:740£f£f9a0:0016: free aware ctx
(aware_mem.c:mem_aware_ctx_free:64)
DBG:31:3212829766:740f£f9a0:0017: in process request
(aware.c:aware_dispatch_request:301)
DBG:32:3212829778:740££f9a0:0017: alloc aware ctx
(aware_mem.c:mem_aware_ctx_alloc:56)
DBG:33:3212941045:740££9a0:0017: Hook: UrlSniff_ cb
(aware_webvpn_conf.re2c:UrlSniff_cb:927)

DBG:34:3212941078:740££9a0:0017: => handoff (AWARE_HOOK_INTERNAL_HANDOFF)

(aware.c:aware_dispatch_request:508)

DBG:35:3212941117:740£f£f9a0:0017: in process request (proxy.c:process_request:239)
DBG:36:3212941205:740£f£f9a0:0017: parse_req headers(client_fd, p_req) ;

(proxy.c:process_request:275)

DBG:37:3212941240:740££9a0:0017: Request: [POST /+CSCO+00756767633A2F2F313

02E31302E342E35++/Citrix/pnagent/launch.aspx HTTP/1.1]: 84
(parse_reqg headers.re2c:parse_req headers:1399)
DBG:38:3212941273:740£f£f9a0:0017: reqg headers array at 741£33c0
(parse_req headers.re2c:parse_req headers:1500)
DBG:39:3212941295:740£ff9a0:0017: in parse_cookie
(ucte_parse_cookie.re2c:parse_cookie:430)
DBG:40:3212941308:740££f9a0:0017: Process next cookie
(ucte_parse_cookie.re2c:parse_cookie:441)
DBG:41:3212941332:740££9a0:0017: Process next cookie
(ucte_parse_cookie.re2c:parse_cookie:441)
DBG:42:3212941342:740££9a0:0017: Process next cookie
(ucte_parse_cookie.re2c:parse_cookie:441)
DBG:43:3212941353:740££9a0:0017: Cookie name: net6_user_session
(ucte_parse_cookie.re2c:parse_cookie:605)
DBG:44:3212941366:740£f£f9a0:0017: -->in ucte_process_red cookie
(COOKIE/ucte_cookie.c:ucte_process_reqg cookie:135)



DBG:45:3212941383:740££9a0:0017:

reqg cookie array at 741£3400

(COOKIE/ucte_cookie.c:ucte_process_req cookie:144)

DBG:46:3212941395:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:47:3212941405:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:48:3212941415:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:49:3212941423:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:50:3212941433:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:51:3212941447:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:52:3212941459:740££9a0:0017:

Cookie name: webvpnaac

(ucte_parse_cookie.re2c:parse_cookie:605)

DBG:53:3212941475:740££9a0:0017:

-->in ucte_process_reqg cookie

(COOKIE/ucte_cookie.c:ucte_process_reqg cookie:135)

DBG:54:3212941489:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:55:3212941500:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:56:3212941510:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:57:3212941520:740££9a0:0017:

Process next cookie

(ucte_parse_cookie.re2c:parse_cookie:441)

DBG:58:3212941529:740££9a0:0017:

Cookie name: webvpnx

(ucte_parse_cookie.re2c:parse_cookie:605)

DBG:59:3212941540:740££9a0:0017:

-->in ucte_process_reqg cookie

(COOKIE/ucte_cookie.c:ucte_process_req cookie:135)

DBG:60:3212941551:740££9a0:0017:

in parse Cookie -->

(ucte_parse_cookie.re2c:parse_cookie:777)

DBG:61:3212941608:740££9a0:0017:
(proxy.c:process_request:418)
DBG:62:3212941634:740££9a0:0017:

User [test.user]

Keepalive threshold forced to 4

(ucte_policy.c:ucte_get_ctx_session_settings:798)

DBG:63:3212941651:740££9a0:0017:
(proxy.c:process_request:615)
DBG:64:3212941677:740££9a0:0017:
(proxy.c:process_request:889)
DBG:65:3212941792:740££9a0:0017:
old host=10.10.4.5, old port=80
DBG:66:3212941814:740££9a0:0017:
(proxy.c:process_request:1101)
DBG:67:3212941826:740££9a0:0017:
(proxy.c:process_request:1108)
DBG:68:3212941860:740££9a0:0017:
(proxy.c:process_request:1145)
DBG:69:3212941900:740££9a0:0017:
(proxy.c:process_request:1216)
DBG:70:3212941916:740££9a0:0017:
(proxy.c:process_request:1240)
DBG:71:3212941934:740££9a0:0017:

=> reverse Proxy request

+ About to dump request body to the file
potentially reusing existing backend channel,
(proxy.c:process_request:1098)

new host=10.10.4.5, new port=80

match, reuse it (0x6d6ce680)

Decoded URL: /Citrix/pnagent/launch.aspx
Back-end connection is READY [6d6ce680]

+ sending headers to the server

CONNECT TO

http://10.10.4.5/Citrix/pnagent/launch.aspx (send_reqg _headers.c:

ucte_send_request_headers:160)
DBG:72:3212941950:740££9a0:0017:

(ucte_ctx.c:ucte_session_update:645)

DBG:73:3212942027:740££9a0:0017:

About to open cookie directory:

sessions/2375680/cookie (COOKIE/ucte_cookie.c:send_req cookie_storage:670)

DBG:74:3212942047:740££9a0:0017:

Could not open cookie directory

(COOKIE/ucte_cookie.c:send_req cookie_storage:674)

DBG:75:3212942220:740££9a0:0017:
(proxy.c:process_request:1335)
DBG:76:3212942307:740££9a0:0017:

Connection acquired; headers sent

+ Request headers and data sent...



(proxy.c:process_request:1438)

DBG:77:3212942331:740£f£f9a0:0017: + getting headers from the back end server...
(proxy.c:process_request:1449)

DBG:78:3213277758:740£f£f9a0:0017: resp header array at 741£3500
(parse_resp_headers.re2c:parse_resp_headers:226)
DBG:79:3213277835:740£f£f9a0:0017: => Response headers received
(proxy.c:process_request:1522)

DBG:80:3213277857:740£f£f9a0:0017: => About to send response headers to the

client (proxy.c:process_request:1693)

DBG:81:3213277877:740££f9a0:0017: ucte_hint = 0, content_type = 12, resp_code = 200,
session_defined = 2 (CACHE/send_resp_headers.c:ucte_send_response_headers:407)
DBG:82:3213277968:740£f£f9a0:0017: + Sending response body (1162 bytes) to the client
(proxy.c:process_request:1793)

DBG:83:3213277991:740£f£f9a0:0017: + sending response body
(proxy.c:process_request:1865)

DBG:84:3213278030:740£ff9a0:0017: Response: content-type=12
(proxy.c:process_request:1867)

DBG:85:3213278100:740££9a0:0017: Generated SOCKS ticket: [V75E33CBB8657FB03V3233373
5363830V30V]: 36 (CISOCKS/../../unicorn/aware_apps/api/cisocks.c:
cisocks_ticket_create:446)

DBG:86:3213278499:740ff9a0:0017: + response body was sent
(proxy.c:process_request:1875)

DBG:87:3213278541:740£f£f9a0:0017: No front end keepalive
(proxy.c:process_request:2153)

DBG:88:3213278621:740££9a0:0017: SALNPCLOSENOTIFY: p=0x0 0/0 more buffered
(SAL/channel-np.c:_sal_np_ioctl:1269)

DBG:89:3213278651:740££9a0:0017: free req header, 74058210

(mem_man.c:mem_req header_free:210)

DBG:90:3213278669:740£f£f9a0:0017: in reqg header_light_destructor: free headers at
741£f33c0 (http_header.c:reqg header_light_destructor:277)
DBG:91:3213278684:740£f£f9a0:0017: in reqg header_light_destructor: free cookie at
741£f3400 (http_header.c:reqg header_light_destructor:282)
DBG:92:3213278697:740ff9a0:0017: free resp_header: 7406ab20
(mem_man.c:mem_resp_header_free:223)

DBG:93:3213278708:740£ff9a0:0017: in resp_header_light_destructor: free headers at
741£3500 (http_header.c:resp_header_light_destructor:307)
DBG:94:3213278724:740££f9a0:0017: free ctx (mem_man.c:mem_ucte_ctx_free:197)
DBG:95:3213278756:740£ff9a0:0017: Request finished gracefully
(proxy.c:process_request:2157)

DBG:96:3213278772:740££9a0:0017: Finish internal handoff for client_ch 0x6d6cf000,
rc=-1 (aware.c:aware_dispatch_request:510)

DBG:97:3213278785:740££9a0:0017: + freeing ctx
(CONN/aware.c:aware_connection_clean_up:251)

DBG:98:3213278796:740££f9a0:0017: free aware ctx
(aware_mem.c:mem_aware_ctx_free:64)

DBG:99:3213278809:740££9a0:0017: Fiber exit - client_ch 0x6d6c£f000
(aware.c:run_aware_fiber:1339)

DBG:00:3213278822:740££f9a0:0017: Fiber 0x740ff9%9al0 finished leaving 4 more
(FIBERS/fibers-jumpstart.c:_fiber_ jumpstart:64)

DBG:01:3213278835:740££9a0:0017: Exiting fiber 0x740£ff9a0
(FIBERS/fibers.c:fiber_ kill:1257)

DBG:02:3213278870:740££9a0:0017: SALNPCLOSENOTIFY: p=0x0 0/0 more buffered
(SAL/channel-np.c:_sal_np_ioctl:1269)

DBG:03:3213278894:740££9a0:0017: Fiber 0x740ff%9al0 terminated, 3 more
(FIBERS/fibers.c:fiber_ kill:1330)

Channel NP p=0x00000000 0/0 more bufferedchannel-np.cChannel NP p=0x00000000 0/0
more bufferedchannel-np.cDBG:04:3213773777:7404365c:0000: netsal_accept returned
0x6d6ce7c0 (unicorn-proxy.c:proxy_thread_asa:1250)
DBG:05:3213773808:7404365¢c:0000: Creating fiber 0x74100d420 [unicorn-proxy],
stack(16384) = 0x7413efl0..0x74142f0c (fc=3), sys 0x6d5abea8
(FIBERS/fibers.c:fiber_create:519)

DBG:06:3213773875:74100420:0000: Jumpstarting unicorn-proxy 0x74100d420, sys
0x74043610 (FIBERS/fibers-jumpstart.c:_fiber jumpstart:36)
DBG:07:3213773902:74100d420:0000: New client http connection: start requests



handling (CONN/aware.c:run_aware_fiber:1316)
DBG:08:3213773919:74100420:0000: new fiber for client_ch 0x6déce7c0
(aware.c:run_aware_fiber:1318)

DBG:09:3213773932:74100d420:0018: in process request
(aware.c:aware_dispatch_request:301)

DBG:10:3213773943:74100420:0018: alloc aware ctx
(aware_mem.c:mem_aware_ctx_alloc:56)

DBG:11:3213812394:74100d20:0018: => handoff (AWARE_HOOK_EXTERNAL_HANDOFF)
(aware.c:aware_dispatch_request:495)

DBG:12:3213812426:74100420:0018: Connection accepted
(CISOCKS/../../unicorn/aware_apps/api/cisocks.c:cisocks_handle:143)
DBG:13:3213860698:74100420:0018: Connecting to 00000000:-1257461568
(SAL/netsal.c:netsal_connect:319)

DBG:14:3213860731:74100420:0018: otherPifNum 3, nexthop4 5080bla
(SAL/netsal.c:netsal_connect:371)

DBG:15:3213860761:74100420:0018: about to call netsal__safe_encapsulate
for (sal-np/tcp/CONNECT/3/192.168.12.181/1494/T)
(SAL/netsal.c:netsal_connect:443)

DBG:16:3213861036:74100420:0018: connection timeout set for 10 seconds
(SAL/netsal.c:netsal_connect:470)

DBG:17:3213861857:74100420:0018: RELAY notify(0x6d6ce7c0, 2, O,
socket=0x6218aa8/0x6218aa8) (SAL/channel-np.c:sal_np_relay cb:1574)
DBG:18:3213861893:74100420:0018: sal_np_relay notify: signaling condvar
(SAL/channel-np.c:sal_np_relay_cb:1604)
DBG:19:3213861908:74100d420:0018: Acquired relay _mutex on in 0x6d6e79e8
(SAL/channel-np.c:sal_np_midpath_relay:1775)
DBG:20:3213861920:74100420:0018: Released relay _mutex on in 0x6d6e79e8
(SAL/channel-np.c:sal_np_midpath_relay:1791)
DBG:21:3213861935:74100420:0018: RELAY notify(0x6d6ce840, 2, O,
socket=0x621bb58/0x621bb58) (SAL/channel-np.c:sal_np_relay cb:1574)
DBG:22:3213861949:74100420:0018: sal_np_relay notify: signaling condvar
(SAL/channel-np.c:sal_np_relay_cb:1604)
DBG:23:3213861961:74100420:0018: Acquired relay_mutex on out 0x764a32f8
(SAL/channel-np.c:sal_np_midpath_relay:1822)
DBG:24:3213861973:74100d20:0018: Released relay mutex on out 0x764a32f8
(SAL/channel-np.c:sal_np_midpath_relay:1838)
DBG:25:3213861991:74100420:0018: Succeeded in detaching relay
(SAL/channel-np.c:sal_np_midpath_relay:1907)
DBG:26:3213862012:74100420:0018: Finish external handoff for client_ch
0x6d6ce7c0 (aware.c:aware_dispatch_request:497)
DBG:27:3213862026:74100420:0018: + freeing ctx
(CONN/aware.c:aware_connection_clean_up:251)
DBG:28:3213862042:74100420:0018: free aware ctx
(aware_mem.c:mem_aware_ctx_free:64)

DBG:29:3213862058:74100420:0018: Fiber exit - client_ch 0x6d6ce7c0
(aware.c:run_aware_fiber:1339)

DBG:30:3213862070:74100d420:0018: Fiber 0x74100420 finished leaving 4 more
(FIBERS/fibers-jumpstart.c:_fiber_ jumpstart:64)
DBG:31:3213862083:74100420:0018: Exiting fiber 0x74100d420
(FIBERS/fibers.c:fiber_ kill:1257)

DBG:32:3213862099:74100420:0018: Fiber 0x74100d20 terminated, 3 more
(FIBERS/fibers.c:fiber_ kill:1330)

RIARAEETNY I TREHICE,. FEXAEROISBRAORET/NY Y O REFERALE
g

debug aaa commondebug ldapdebug radiusdebug sdi

FL<FEShDHHEMB (FAQ)

Q. COFHLVBEETIE, XenServerllBRETNEEHMAVEIHE (VZAT U RNRZATOVA
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D5AT 2 NIRBRENET,
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Q. ASAE, WY RTURR=AKNOL, VR, RSAT, 2V TR=R, k&
USBUR AL I NOEIEZE, ICAEGZE DAL FIHTEEZTAH,

A. ASATIE, ChSOBRERFREEENEEA., LN 2T, XenApp E7zlE XenDesktop T®D
I—HREF Receiver VATV MIRBMENET, HERM (Juniper SA ¥ Citrix CAG ) T
& XenApp OFREICEBRBELSAY R RR—AMORHIEAAREZRLZS, DAODTRHEEDT v
V7 EREBLTVWET,

Q. Storefront Citrix Serverld 7’ OF < & L TASALE#HEL F T H,

A FV, COMBEFHR—FENTVWEB A, HLFRER CSCug18734 A, KD RA7DH—/\
DHR—NZEMTBDLEOHICTTAIENEL L, Storefront /N\—3 2 2.0 SSO &
XenDesktop HR—hD—EFPE L TEMENE T, L H> — Citrix O¥EEEF T X T, Storefront /\
—232 20 THR—KNENET (XenApp & XenDesktop ) e 77U —>3> I O—7
DBEHEMEBEE ASA BHATRERYR—FEnEH A,

Citrix Receiver FIlC ASA ZEXE T HFE Sk, &7 Storefront TEITTS XML H—EAAND T/
NAZEELTLEEVY (&R, http://storefront.cisco.com/Citrix/storefrontweb/pnagent/ ) -
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CSCug18734 MIEIEN 7L /N—= 3 > % debug webvpn citrix "1 T—7I)LIC& > TVWB/N—2
32Tl Storefront H—NICTI7EALEDETDRE, FNYITILRDEIDICRRENET :

Received config.xml request
+++ UNKNOWN EXCEPTION CAUGHT

Q. Citrix—/\AXMLY —ERXZBMICL TR EL TEH, ITF—+++ UNKNOWN EXCEPTION
CAUGHTH S| EERTENE T, UAIRBHEL TVEL L, @HABETL & 55,

A. ZhiE, RIZTRT &SIZ AnyConnect Essentials A" ASA TA X—7)LIZBE2TWVWBBEICH
59BN BYET .

webvpn
enable outside
anyconnect-essentials

AnyConnect Essentials &, ASA TD 7 V54T N HR—KNDAEAS/Z—TIICTDEHIC
FREh, ChIZKYITAT U NLAEGRITZNE TS ASA OEENF BUICEZYVET, <O
#£4 . debug webvpn transform request & T debug webvpn citrix 24 Z—7 )L ICTD &, XD
RSLCRRENET :

Received config.xml request

DBG:29:4089679874:74100420:9902: Finished with hooks
(aware.c:aware_dispatch_request:389)

DBG:30:4089679886:74100420:9902: => handoff (AWARE_HOOK_INTERNAL_HANDOFF)
(aware.c:aware_dispatch_request:508)

DBG:31:4089679900:74100d420:9902: in process request
(proxy.c:process_request:239)

DBG:32:4089679950:74100d420:9902: Load proxy settings
(ucte_policy.c:ucte_get_ctx_settings:690)

DBG:33:4089679965:74100420:9902: Load proxy settings
(ucte_policy.c:ucte_get_ctx_settings:720)

DBG:34:4089680019:74100420:9902: parse_req headers(client_fd, p_req) ;
(proxy.c:process_request:275)

DBG:35:4089680038:74100420:9902: # req

(parse_req headers.re2c:parse_req headers:1269)
DBG:36:4089680049:74100d420:9902: # ver: cursor = 0x747e5a9%e; lim = 0x747e5d0f
(parse_req headers.re2c:parse_req headers:1383)
DBG:37:4089680064:74100420:9902: # ver: cursor = 0x747e5a9f; lim
(parse_req headers.re2c:parse_req headers:1383)
DBG:38:4089680077:74100420:9902: Request: [GET /Citrix/pnagent/config.xml HTTP/1.1]:
39 (parse_reqg headers.re2c:parse_req headers:1399)

0x747e5d0f

DBG:96:4089680705:74100420:9902: Clientless WebVPN is not enabled.
(proxy.c:process_request:384)

DBG:31:4089681295:74100420:9902: fwrite(0 ? -=> 90): [Connection:
close%0d%$0aCache-Control: no-store%0d%$0aContent-Type: text/html%$0d%0aContent-Length:
0%0d%0a%0d%0a]: 90 (SAL/sal-stdio.c:sal_fwrite:92)

+++ UNKNOWN EXCEPTION CAUGHT

Terminating session for user [test.user]

Q. T5— XY +t—=> SSL Error 4:Error number: 183 ZZEL 258 RR ES ThEFLWVWTTH,
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A. COIZ—IF XML 7O—7 ( XenDesktop H—/\ ) NOEHNFAENDERTENETH
. ZB® XenDesktop 7 —LADK— N 1494 H LT 2508 7OV V& hET, TNTOR—K
EAZ—TINICTRIHLESHZETNYITLTINS, BEBR—NERVIALZENTEET,

SSL Error 4: A network error occurred while
connecting to "csn-sanj-asaz2".

Error number: 183

| Quit |

XenDesktop VS5 A F7 > NLATEMETSD=HIC. ASA ( AEF ) & XenDesktop B —/\E D A
B77AT =N HBDEEE. R—b 443, 1494, 2598, BRV8ONEFD T 7 AT I —
LTEHWTWACEZHBRBLET., £k, R— KA XenDesktop ' —/V& XenDesktop D7 —JL
OEAICHLTRAVTWR L EZRBLET,

Q. ASAIlE. AnyConnect® /= (3 Cisco VPN ClientZ 9% O &£ IC. Microsoft
Windows/Macintosh OSX7°Z Y N7 #— AN S5 D AR > RF7 O Citrix Receiver7 A4 T > K
SNSSLEHKZETR—NLET D,

A BE, FRAIMNYTHASDAZ RO Citrix Receiver N AN —K RORILZHOAKTYH
R—=KRENEFT (IVFA4T7NLAICELT),

CSCum85649 ENH: AV Ny 77M AR > RF7 O Citrix Reciever 'S ASA NDHR— K
chiE, ASAZT7 A T—RMIVIAELTHERTSDE/NA I Citrix Receiver TREBR AN —
N RZRILXVEOR—FRI)I OT A #HEELEVN, AR RF7OY Citrix Receiver ® ASA
NDEHZETR—NITBIR-ED/NT TT, RE. ASA F AR RF7 O Citrix Receiver AN M
BUON R IA0BICVEY NZEEEFELFET (Windows SISO HRFIR 4.1 26H., 07>
YNTA—ALATERKICEE ) o
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