ACSH—/N%Z&fER L #=Cisco
ONS15454/NCS2000 CHTACACS+MNDERE

&

BE

Bl $R St

EZ#®
FEAIBZAVR—F b

B

axX rE

D RFIXDBMTR., ONS15454/NCS20007 /N4 A& & U Cisco Access Control
System(ACS) TTerminal Access Controller Access Control System(TACACS+)Z:&E 9 % FIEIC
DVWTHBALET, CchSICRINTHIARENET, CORFIXNTREEATVIEM
DIVANE, IXNTZHEBEL TLVRIDFTE, EBETEDENTELRLS, CORFIXUIKEE
FMLBTNEHEZEEE NS AN HYET,

BIRRA
4

ROERICETDHBAN BB ENHRENET,

- Cisco Transport Controller(CTC)GU
- ACSH—N

AT R-—FT B

CORFIXANOHRBER.,. BEDODVYIRIITRN—=—RITITON—DIVICREENDED
TlRHIEEA.

CORFIXNDEBERIEFE, BEOTSAREILHDT/NAARACETVWTHEREELE, COR
FIAIXKRTHERATIINTOFNA R, B (F7 2K ) REORELASEEBLTVWET

o

E ABBPORYND—ITR, EOANVRIEL>TRID AN HIEEZ + I
LTL<EZW,
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ONS15454/NCS2000 THAEXEE :

1.2DRTHSTACACSH—NBREERETEET T, RICTRT LS, [Provisioning] > [Security]
> [TACACS ServerlicBEL %9,

TRCACS Senveri in Qudder of Buthentagstecn
Mode ddgeess hared Secret Authentication Pu.

i N1

Comem Channely |
Alarrn Profiles
Defadits
WOk ANS
BAAN |
LB Proiles

2. TACACS+H—/\NDFMZEBMTBICIE, [Create] REXZE VYOI LET, ROFICTRT LS
I, TACACS+ERET 1~ RUNBEET,

Edit TACACS+ Server Entry X
Mode Address: 10.64,106.24
Shared Secret: CISCO123
Authentication Port: | 49_|
0K Cancel

- H—NDIP7TRLAZAALET

- /—RETACACS+H—/NE O HEMZE DB

cRAER—RESZEBMLE T, COR—BNTRE. TACACS+H—NNTIZA T RhEDYRAY
LTWEY, F7#I)IBNDR—NESF49TT,

o ik
Marms || Conditicns || Hirtory || Ciecuits m Irvwerkory || Mainterance

1 [ Users At Loging || Policy || Data Comm || Access | | RADIUS Server m Legad Disclaimer

Meswork
o3 [] Emabile TACACS Aathentication f
Protectin Rt se
= TACACS Servaes in Order of Aulhntieation . Fele
[ — Meade Address Shared Secret Susthentication P...
Blssre Prefies 10.64.104.24 7
[efyults
WOnANE |
SWLAH
CEi Profiles |

3. NODETTACACS+H—/N\BREZRT7 VT 1 7233 I(ZIlk. Enable TACACS AuthenticationF T
VYVORYDORZAICLT, RICRT LS ICApplyRAEZOVVYOLET,



(4] Enable TACACS Authentication

4BREDFA—tETAT—RELT/—REZEMCTSICIE, —=/NICBEFREZT—/AN W
BE, RILRTRDICFIVIRYIREIVYILET,

Enable node as Final Authenticator when no TACACS+ Server is reachable
S5BENH—NREZEEITSICIE. MR TBIH—/NRETZERL, EdtRX>ZIUY UL
THREZZEELET,

BRAENY —NREZHKRTDICE. MHSTBH—/\KREITZRIRL ., [Delete] KX 2T Y D
LTHREZHIRLET,

ACSH—/NTRERZRE :

1. XY RNT=OFNAAREAAAD S AT haERL, RIZTRT KRS IC[Network Resources]/\N >/
Dlcreate] "R &V IV UV LET,

2. ONS/—REBHETHEELEEOLRUABRHEZEELXT, TS5LBVE, FBRECKBLE
ED



< Name: TACACSNODE-156 |

Drescription:

Hetwork Device Groups

Location Al Locations Select

Device Type Al Device Types Select

IP Address Authentication Options

@ Single IP Address () IPSubnets ) IP Range(s) - TACACS+
o 1B 1064106156 Shared Secrat CISCO123 Hidg
[ single Connect Device

15 Legacy TACACS+ Single Connect Support
 TACACS+ Dratt Compliant Single Connect Support
- RADIUS | ]

SharedSecret|  Show |
Conpon 1700 |

|| Enable Kewsrap

KeyEncoptionker|

Message Authenticator Code ker:|

KeyinputFormat  ASCI 2 HEMADEGCIMAL

& = Requirad fislds

IHIZRT KRSIC, [Users and Identity Stores Pan| TRl ZZ T D - ICHERZR I —FOI1—
BENAD—RZEKLET,



Users and ldentity Stores

o Mae: i Status: Enabled = @
Descriplion:

o Idersty Groug: &l Groups: [ otect |
Email Addréss:

Acoount Disable

"] Digabie Azcount i Date Exceeds: 2015Hee 21 5 Gy Mmim-dd)
["] Dizable sccount afer 1 succensive falied atlempts

Applicable ondy for Indemial Uisers o shore password as hash,
] Enable Passwaed Hagh AurhEnGEHION tEeE CHAPMESTHAP will N0l work i (hes opiion (8 erabled.

Wehiles disabling the hash, Encure Fiat nasswon |s reconfigured USing Change Dasswan ogin.

1| Pasewars Never ExpiedDisatien. CruraTibes user account blocking in wpiredidisatied
Password Information Enable Passwoid forrmation
Pasgweed st Pasewond must
# Conkain 4 - 32 characters * Condain 4- 128 charachers
o Password Tipe: Intarnal sers Select Enabli Pasiward:
e— Confiren.
@ Pagsword:
o Cortim PREEword:
(] change paseword om nextlogin
Usar Inforrmation
Submit

4. [RUD—BRIRAVTIINTATPANZHERLET,




atFHELARILO ~ )ZERLET,
0ZEELET,
1 (XTFAI—Y)
2 ( Provisioning1—%) ,
3(A—=N=1—%)
b.[Customer Attributes]/\ &L D[ldle Time]BHEICHTDHARLBHEZERL £7.

S0 My W

¢ Policy Elements

shell Profiles



Privilege Level
Default Privilege: Static - Value 2 -

Maximum Privilege: NotinUse -
Shell Attributes

Access Control List NotinUse «

Auto Command: NotinUse «

Mo Callback verify:  MNotinUse =

No Escape: Notin Use «
Mo Hang Up: MNotin Use «
Timeout: MNotin Use -
Idle Time: MNotin Use «
Callback Line: MotinUse -

Callback Rotary: MotinUse -

£ = Required fields

Idletime"0"l&, EHFNF XA LT IRNTBH BB, KN THDEEZRLET, I—H 1M
NEEEEELEEE. BRFTORVEIATEET,



Palicy Elemerts = Aighorization and Permissions = Device Administration = Shell Profiles = Create

| General | Common Tasks | Custom Attributes ]
Commaon Tasks Attributes

Aftribute Reguirement Value

| Assigned Privilege Level Mandatory

anually Entered

Aftribute Reguirement Value

»

idletirme Mandatory

m

("AddA 1][ Edity || Replacen [ Delete || BulkEdit

Aftribute:

Requirement Mandatory
Attribute ;

Value: e

5. [PORARVS—INRILTT VARV —ZERLET,



®_ Access Policies

| Service Selection Rules

a

a.[Service Selection Rules]Z2 7 UY L. L= ZEKLET,

. 7OR3J)LE L TTACACS % ER
[TXRTOFINA A(All device)| R FABICER L EFNA RICEUL EBEOTF/NA A
CTFITFILRNOFNAARBEEELTOH—ERZSAT,



Cisco Secure ACS - Mozil
@ https://10.201.229.210/acsadmin/Policylnputiction.do

General
MName: Rule-4 Status: Enabled + O
The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.
Conditions
Protocal: match - Tacacs
NDG:Device Type: in ~ All Device Types
Results

Semvice: Default Device Admin -

b.[Authorization]Zi®iR L . [Default Device Admin]|Z > AR 2> THADIIL—ILZERL £,

C[BRCHEREAES TITOT 7 1)L EER
cTNAARARLATAOBEDTNA AR LERINTOTFNA RAZERLET



#._ Access Policies

Alutharization
7




Cisco Secure ACS - Mozil

@ https://10.201.229.210/acsadmin/Policylnputéction.do

General

Mame: Rule-3 Status: Enabled + 0
The Customize button in the lower l‘ight area of the pl:llity rules screen controls which
}:ll:l|i|:ij,;J conditions and results are availahle here for use in pCI"C'y' rules.

Conditions

] 1dentity Group:~ -ANY-

i ] NDG:Location:  -ANY-

3 NDG:Device Type: in ~ All Device Types
U] Time And Date: ~ -ANY-

Results

Shell Profile: TACACS-NODE-156 | select |

| o

32

B, CORBEATEIRBTIEEH U E LA,
| =Rl

BE. CORECHIDPBEDNRNT TN 1—FT 1 ITBHBEHYEEA,

| Heln
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