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Transmission Control Protocol ( TCP ) ZALE T, L—XHFOJAVEREZFETHE.
TACACSH—/NE DTCPEMA BTN, TORI—YE7OVT NN I1I—HIICRRENET,
I—HFI1—HREZANTRE, L—RENAD—R 7O7MNMID2WT TACACS H—/NEE
EBELET. I—UHNFNAD—RZANTDE, I—ZFETOEHRZ TACACS H—NIZES



—EEELET, TACACS H—Nk, I—H L Fo>v )R L., I—RCHEERLE
To AAAEYZIVORERE. XOVTHhAIZEYET,

BRI hDE, L—RICAAAFANREEC N TVBRBEICOAT—EANFRABENET,
COBRT, BA 7 I—ANBHBENINET,

FAIL : BREEICKBL I23BE ., UBROTVERAZESTEIND A, OJ(4 02k TEHEITTA L
SICROBSNET. CIIFTACACS+F—EVICE>TERYET, H—/\HSFAILESZEL L
BE. TACACSH—NTI—HICHLTEREENTWVWRRI)S—2BRBTEET

IZ— BAFRICIZ—HARELIECEZRLET, COIT—RBF—EVTREIREEE. T
—EDEIL—FBORY NTD—UERTRCZBENHY LT, ERRORISENREhD &, I
—XFEE, RBEOI-—YRRAFEZOEAZHATLET,

LATRIZ Cisco JL—RTH AAA B KT TACACS DE AR EZRLET,

aaa new-model

aaa authentication log in default group tacacs+ Tocal
aaa authorization exec default group tacacs+ local

!

tacacs server prod

address ipv4 10.106.60.182

key ciscol23

!

ip tacacs source-interface Gig 0/0

TACACS ICBT2RBEOD NS IINa—F 124
ATFYT1:
BYRIEERAEZ—TIA A ZEI)IN—2HL S, R—BN49TTelnetZEH L TTACACSH —/\

ANDEGEEIELET, L—2XHNR—BN49TTACACSH —/NICELETERBRWVIEES, RST714vY D
B7JOAVITRTFPATIA—INEERETIOELAVARNNFETH AN BV ET,

Router#telnet 10.106.60.182 49
Trying 10.106.60.182, 49 ... Open

ATYT2:



AMADSA TR, EULVWIPZ RLAEHEWEF—EFEHAL TTACACSH—/NICIEL K ERE
TENTVWBCLEZBRLET, I —ZIEBBROREA LV RX—T I/ AN H3EHEE, COIXV
REFHAL TTACACSEERA VR — T I/ ALERETDLEHBLET, PFRLAY
TACACSH—NDIOZAT NP7 RLAELTEREENATVWR A RZ—TI(A A%Z, ILl—30D
TACACSEE LA Y Z—T7IAAELTRETEERT

Router(config)#ip tacacs source-interface Gig 0/0

ATV 3:

TACACSY — A4 >~ Z—7 I A AN Virtual Routing and Forwarding(VRF) LICH B H £ S H ZHERR
LEFT, 12— TIAANVRFLICHDHFEE. AAAH—NTI)L—T7T O T TVRFIEHZRET
ZFET, VRFHISTACACSOEREIC DWTIE, TTACACSEEHNA Ry ZZRLTSEZL,

ATYT 4

testaaaZ Z2ITL., Y —/\ASELVWIEEZZETH L ZHRELET,

Router#test aaa group tacacs+ cisco cisco legacy
Sending password
User successfully authenticated

ATV 5

testaaa LKL 28E. BAERZEETHLHIC. XROFNYITEBEMICL, IL—KE
TACACS HY—NBOKNZ B o a > z29MLET,

debug aaa authentication
debug aaa authorization
debug tacacs

debug ip tcp transaction

HELTVWRBEOTNY THIDOHFZRICRLET,

*Apr 6 13:32:50.462: AAA/BIND(00000054): Bind i/f

*Apr 6 13:32:50.462: AAA/AUTHEN/LOGIN (00000054): Pick method 1ist 'default'
*Apr 6 13:32:50.462: TPLUS: Queuing AAA Authentication request 84 for processing
*Apr 6 13:32:50.462: TPLUS(00000054) Tog 1in timer started 1020 sec timeout

*Apr 6 13:32:50.462: TPLUS: processing authentication start request id 84
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TPLUS: Authentication start packet created for 84()
TPLUS: Using server 10.106.60.182

TPLUS(00000054) /0/NB_WAIT/2432818: Started 5 sec timeout
TPLUS(00000054) /0/NB_WAIT: socket event 2
TPLUS(00000054) /0/NB_WAIT: wrote entire 38 bytes request

TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:

socket event 1

Would block while reading

socket event 1

read entire 12 header bytes (expect 43 bytes data)
socket event 1

read entire 55 bytes response

TPLUS(00000054)/0/2432818: Processing the reply packet
TPLUS: Received authen response status GET_USER (7)

TPLUS: Queuing AAA Authentication request 84 for processing
TPLUS(00000054) 1og in timer started 1020 sec timeout
TPLUS: processing authentication continue request id 84
TPLUS: Authentication continue packet generated for 84
TPLUS(00000054) /0/WRITE/10882BBC: Started 5 sec timeout
TPLUS(00000054) /0/WRITE: wrote entire 22 bytes request

TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:

socket event 1

read entire 12 header bytes (expect 16 bytes data)
socket event 1

read entire 28 bytes response

TPLUS(00000054)/0/10882BBC: Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)
TPLUS: Queuing AAA Authentication request 84 for processing
TPLUS(00000054) 1og in timer started 1020 sec timeout
TPLUS: processing authentication continue request id 84
TPLUS: Authentication continue packet generated for 84
TPLUS(00000054) /0/WRITE/2432818: Started 5 sec timeout
TPLUS(00000054) /0/WRITE: wrote entire 22 bytes request

TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:

socket event 1

read entire 12 header bytes (expect 6 bytes data)
socket event 1

read entire 18 bytes response

TPLUS(00000054)/0/2432818: Processing the reply packet
TPLUS: Received authen response status PASS (2)

AAA/AUTHOR (0x54): Pick method 1list 'default'

TPLUS: Queuing AAA Authorization request 84 for processing
TPLUS(00000054) 1og in timer started 1020 sec timeout
TPLUS: processing authorization request id 84

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=shell

TPLUS: Sending AV cmd*

TPLUS: Authorization request created for 84(cisco)

TPLUS: using previously set server 10.106.60.182 from group tacacs+
TPLUS(00000054) /0/NB_WAIT/2432818: Started 5 sec timeout
TPLUS(00000054) /0/NB_WAIT: socket event 2

TPLUS(00000054) /0/NB_WAIT: wrote entire 62 bytes request

TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:
TPLUS(00000054) /0/READ:

socket event 1

Would block while reading

socket event 1

read entire 12 header bytes (expect 18 bytes data)
socket event 1

read entire 30 bytes response

TPLUS(00000054)/0/2432818: Processing the reply packet
TPLUS: Processed AV priv-1v1=15

TPLUS: received authorization response for 84: PASS
AAA/AUTHOR/EXEC(00000054) : processing AV cmd=
AAA/AUTHOR/EXEC(00000054) : processing AV priv-1vl=15
AAA/AUTHOR/EXEC(00000054) : Authorization successful



RIZ, TACACSH—NHNBR > EEFH-BEF—TRETATVIGZEDIL—FA5OFNYTHA
BlERULET,

*Apr 6 13:35:07.826: AAA/BIND(00000055): Bind i/f

*Apr 6 13:35:07.826: AAA/AUTHEN/LOGIN (00000055): Pick method 1ist 'default'

*Apr 6 13:35:07.826: TPLUS: Queuing AAA Authentication request 85 for processing
*Apr 6 13:35:07.826: TPLUS(00000055) 1log in timer started 1020 sec timeout

*Apr 6 13:35:07.826: TPLUS: processing authentication start request id 85

*Apr 6 13:35:07.826: TPLUS: Authentication start packet created for 85()

*Apr 6 13:35:07.826: TPLUS: Using server 10.106.60.182

*Apr 6 13:35:07.826: TPLUS(00000055)/0/NB_WAIT/225FE2DC: Started 5 sec timeout
*Apr 6 13:35:07.830: TPLUS(00000055)/0/NB_WAIT: socket event 2

*Apr 6 13:35:07.830: TPLUS(00000055)/0/NB_WAIT: wrote entire 38 bytes request

*Apr 6 13:35:07.830: TPLUS(00000055)/0/READ: socket event 1

*Apr 6 13:35:07.830: TPLUS(00000055)/0/READ: Would block while reading

*Apr 6 13:35:07.886: TPLUS(00000055)/0/READ: socket event 1

*Apr 6 13:35:07.886: TPLUS(00000055)/0/READ: read entire 12 header bytes (expect 6 bytes data)
*Apr 6 13:35:07.886: TPLUS(00000055)/0/READ: socket event 1

*Apr 6 13:35:07.886: TPLUS(00000055)/0/READ: read entire 18 bytes response

*Apr 6 13:35:07.886: TPLUS(00000055)/0/225FE2DC: Processing the reply packet

*Apr 6 13:35:07.886: TPLUS: received bad AUTHEN packet: length = 6, expected 43974
*Apr 6 13:35:07.886: TPLUS: Invalid AUTHEN packet (check keys).
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