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aaa new-model

aaa authentication login default tacacs+ enable

aaa authentication ppp default if-needed tacacs+

aaa authorization exec default tacacs+ if-authenticated
aaa authorization commands 1 default tacacs+ if-
authenticated

aaa authorization commands 15 default tacacs+ if-
authenticated

aaa authorization network default tacacs+

enable password ww

chat-script default "" at&flsO0=1&hl&r2&cl&d2&blelg2 OK
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interface Ethernet0

ip address 10.6.1.200 255.255.255.0
!

! --- Challenge Handshake Authentication Protocol !---
(CHAP/PPP) authentication user. interface Asyncl ip
unnumbered Ethernet0 encapsulation ppp async mode
dedicated peer default ip address pool async no cdp
enable ppp authentication chap ! !/--- Password
Authentication Protocol (PAP/PPP) authentication user.
interface Async2 ip unnumbered Ethernet0 encapsulation
ppp async mode dedicated peer default ip address pool
async no cdp enable ppp authentication pap ! !---
Authentication user with autocommand PPP. interface
Async3 ip unnumbered Ethernet(0 encapsulation ppp async
mode interactive peer default ip address pool async no
cdp enable ! ip local pool async 10.6.100.101
10.6.100.103 tacacs-server host 171.68.118.101 tacacs-
server timeout 10 tacacs-server key cisco ! line 1
session-timeout 20 exec-timeout 120 0 autoselect during-
login script startup default script reset default modem
Dialin transport input all stopbits 1 rxspeed 115200
txspeed 115200 flowcontrol hardware ! line 2 session-
timeout 20 exec-timeout 120 0 autoselect during-login
script startup default script reset default modem Dialin
transport input all stopbits 1 rxspeed 115200 txspeed
115200 flowcontrol hardware ! line 3 session-timeout 20
exec-timeout 120 0 autoselect during-login autoselect
ppp script startup default script reset default modem
Dialin autocommand ppp transport input all stopbits 1
rxspeed 115200 txspeed 115200 flowcontrol hardware ! end

7U—0ITFH—/XOTACACS+REZ 7 1)

!--- Handshake with router !--- AS needs 'tacacs-server
key cisco'. key = "cisco" !--- User who can Telnet in to
configure. user = admin { default service = permit login
= cleartext "admin" } !--- CHAP/PPP authentication line
1 - !--- password must be cleartext per CHAP
specifications. user = chapuser { chap = cleartext
"chapuser" service = ppp protocol = ip { default
attribute = permit } } !--- PPP/PAP authentication line
2. user = papuser { login = file /etc/passwd service =

ppp protocol = ip { default attribute = permit } } [!/---
Authentication user line 3. user = authauto { login =
file /etc/passwd service = ppp protocol = ip { default
attribute = permit } }

Microsoft Windowst Y N7 v 7

1—4H1 & & T2 [ i DMicrosoft WindowstzY R TP ¥ 7

COEVSIVTRER, CORFIANTHHAITIHREZRETDLOICLEZBREZRMLT
WEd,

FIEZ & ORRA

RICRIFIEZRITLERT,




X PCORER., BALTVWARARL—FAVISATLAON—D3AVICE2TETERYRTY

o

1. [Start] > [Programs] > [Accessories] > [Dial-Up Networking] ZiZR L T, [Dial-Up
Networking|V 1 > RV ZHEE T,

2. [BEHRIXZ1—DS[HLVERZERZERL, BROBINZADLET,

3. EFLEEBDOEHRZANL., [Configure]zV VY JLET,

4. [£BOT7ONTAIR—D T, EFLANESREREZBRLET, LEL, [CORETERT
BPORFIVIORYDARFAICLBEVWTLEE,

5. [Configure/Connection Properties] R—2 T, 87—ZXEY N, NUFT4%L, 1ANYTEY
NEeFERALET, FAITZO-LEER. FAIVILTDHCASTVILN—22%FD]L
00 BICERLEVEBSREF Y EILITT,

6. [(ERIR—D T, [FMERE]|ZV )Y VULET, [Advanced Connection Settings] T,
[Hardware Flow Control] &[Modulation Type Standard]® & &:EZIRULE T,
[Configure/Options properties]’R—= Tldk, [Status Control]l® FDRY I AUNKHEF TV
ILBEVWTLEEL,

7.0KZ2VY 9L, [NextiZ2 VY IL&ET,

8. BHIENDEFTESZAIL., [AN]ZES5—EIVYIL., [ET1Z2VIUYIULET,

9. MLWERTAOVNFRRENLES, Thzazho )Y UL, [Properties] > [Server Type]&
BRUET,

10. PPP:WINDOWS 95, WINDOWS NT 3.5, InternetZi®iRL ., Advanced#¥7'>a>iEF I

YIOLELEA,

11. Allowed Network Protocols® FOTCP/IPZF I YU L&Y,

12. [TCP/IP Settings...] T, [Server assigned IP address] . [Server assigned name server
addresses] . [Use default gateway on remote network] D JEIZEIRL ., [OK|ZO U Y VL&
ER

13. A=A TAA0&A TV )Y UL T[ERL(Connect TO)|V 1 > RUERRL, X1 ¥
ILIFBICE, [1—HE(User Name)]7 1 —J)L RE[/NAT — R(Password)] 7 1 —JL RICA
AL, [E&E(Connect) 2OV Y I LET,

1 —Y3 [ (F ®)Microsoft WindowstzY R P Y 7

1—43 (autocommand PPPZ{EA I BRI 1—H ) OFRER. XOBIANERE, 1—H1L£20
REERUTT,

. [Configure/Options properties]X—= ( AT Y 76 ) T. [Bring up terminal window after
dialing] 2> ICLU&E Y,

CA—YHATAAEATILI VY UL THERE(Connect To)| V1 >~ RUERE, A4/ VI T
& (ATYT13), [A—HHA(User name)]7 1 —J)L RE[/NAD— R(Password)] 7 1 —JL
RICADLERA. I—HFHN[Connect]Z VY I ULET, I—ZFZ\NOEHENEILIETIhDE,
I—HRFEWVA D RIVICI—HFBRBENAT—RZADLET, FEEE. 11— &EContinue
FNEHT,

R

RBE, COREICERATESIHIFIREH) XA,




hS7LM>a1—b
L=~

debug IX > RZEFEATSHIIC, Tdebug AV ROEELSIER, 25BL T EE L,

- terminal monitor : MED X —IFIILB RV EY S 3> DdebugdAN > REHEATALATIS
—XvtE—2J72RRLET,

- debug ppp negotiation:PPPDBAEEICEE T hBPPPNT Y RERRLE T, PPPORKE
ICEPPPA 723 ARSI —hENET,

. debug ppp packet : EZEETNIZPPPNT Y RERRLET, (ZOINYY RIK, THELAX
LNONTYNBUTEZRRLUET, )

- debug pppchap : 754 7> MARREE ( Cisco IOSY 7 R I F7 ) IJ—R11.2K V)8l ) ZBEiB
LTVWBALESHICETRERZRRLET,

- debug aaa authentication : F28E. FFAl. 7HV T 1 2T (AAA)/TACACS+FRREICBEIT 15
wWERTRLET,

- debug aaa authorization : AAA/TACACS+ FAICB8 T2 1BHERTLET,

H—N

X ZhiEk. SATODTACACS+ Freewareh—/N\J— RZFIRELTVE T,

tac_plus_executable -C config.file -d 16
tail -f /var/tmp/tac_plus.log

BEE1E ]

. TACACS+ ICBig B HR—ph R=D

. 10S TD TACACS+ ICB§IgD REI X B

- Cisco Secure Access Control Server

. CiscoSecure 2.x TACACS+DtY RFY THB RTEF/INv YT
TOZHILYR—BE RFI X - Cisco Systems



http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
http://www.cisco.com/univercd/cc/td/doc/product/software/index.htm?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps4911/products_configuration_example09186a0080107cfe.shtml?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	TACACS+ を使用したダイヤル認証のための Cisco ルータの設定
	内容
	概要
	前提条件
	要件
	使用するコンポーネント
	表記法

	設定
	Microsoft Windowsセットアップ
	ユーザ1 および2 向けのMicrosoft Windowsセットアップ
	手順ごとの説明
	ユーザ3 向けのMicrosoft Windowsセットアップ

	確認
	トラブルシュート
	ルータ
	サーバ

	関連情報


