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l--- This is the part of the configuration related to

| ocal authentication. ! aaa new nodel aaa authentication
| ogin default |ocal aaa authorization exec |oca

usernane one privilege 15 password one usernane three
password three usernane four privilege 7 password four

ip http server ip http authentication aaa ! !--- Exanple
of command noved fromlevel 15 (enable) to level 7
privilege exec level 7 clear line
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I--- This is the part of the configuration !--- related
to local authentication. ! aaa new nodel aaa

aut hentication login default |ocal aaa authorization
exec default |ocal usernane one privilege 15 password
one usernane three password three usernane four
privilege 7 password four ip http server ip http

aut hentication local ! !--- Exanple of conmand noved
fromlevel 15 (enable) to level 7 ! privilege exec |eve
7 clear line
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ChSOERBRADOIN—2I2T74F21L—>320I1—HICEARALET,

- A=Y Onedl—Hik URL & http://# ELTADBEVITOERRBEELET, ###)L—X

(Z Telnet L., OV A VFREIL 2R, I—HRBINTOOAN RERITTEERT, 1—
&, OJ1>0#&AF—7 )L E—RIZHKVYET (show privilege DEAREREE 15 124U ET
)o W—RIZOAX Y RBAUANBMENTE, I—HFRIXNTOIOAN RERITTEET,

- A=Y ThreetERL R BZVLEO, COI—FE Web A ZBBTEXRE A, L—ZIC
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aaa new node

aaa authentication |ogin default tacacs+

aaa aut horization exec tacacs+

ip http server

ip http authentication aaa

tacacs-server host 171.68.118.101

tacacs-server key cisco

I--- Exanpl e of command noved fromlevel 15 (enable) to
level 7 privilege exec level 7 clear line

CiscolOS Y7 R JIF M 11.3.3.T BAET 12.05T & V)
ERINYJ—AZEEMA L EFRRE

aaa new node
aaa authentication |ogin default tacacs+




aaa aut horization exec default tacacs

ip http server

ip http authentication aaaltacacs

tacacs-server host 171.68.118.101

tacacs-server key cisco

I--- Exanpl e of command noved fromlevel 15 (enable) to
level 7 privilege exec level 7 clear line

CiscolOS Y7 M IF UU—X12.05.T LIEZEEAL
T=RBEE

aaa new node

aaa authentication |ogin default group tacacs+

aaa aut hori zation exec default group tacacs+

ip http server

ip http authentication aaa

tacacs-server host 171.68.118.101

tacacs-server key cisco

I--- Exanpl e of command noved fromlevel 15 (enable) to
level 7 privilege exec level 7 clear line
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TENTE, I—FRIIXNTOIONY REERITTEET,
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user = one {

default service = permit
login = cleartext "one"
service = exec {
priv-lvl =15

}
}

user = two {
login = cleartext "two"



service = exec {
priv-lvl =15

}

}

user = three {
default service = permit
login = cleartext "three"

}

user = four {

default service = permit
login = cleartext "four"
service = exec {
priv-lvl =7

}

}

Cisco Secure ACS for UNIX 5 —/YDE&E

# ./ViewProfile -p 9900 -u one
User Profile Information

user = one{

profile_id = 27

profile_cycle = 1

password = cl ear "**x*Fxx%n
default service=pernit

servi ce=shel |l {

set priv-lvl=15

}

}
# ./ViewProfile -p 9900 -u two

User Profile Information
user = tV\D{

profile_id = 28
profile_cycle = 1

password = clear "***xxkxxn
servi ce=shel | {

set priv-Ivl=15

}

}
# ./ViewProfile -p 9900 -u three

User Profile Information
user = three{

profile_id = 29
profile_cycle = 1

password = cl ear "**x*Fxx*n
default service=pernit

}

# ./ViewProfile -p 9900 -u four
User Profile Information
user = four{

profile_id = 30
profile_cycle = 1

password = cl ear "**x**xx%n
default service=pernit
servi ce=shel |l {

set priv-lvl=7

}

}

Cisco Secure ACS for Windows H—/SDE8E
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. JI—T7 & Eshell (exec) EF I Y UV LFET, privilege level=152F T Y U LE T, Default
(Undefined) Services ZF T Y VL &ET, FH: COATZ A VHARRENBVESE,
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Interface Configuration ([C# &L T TACACS+ Zi#IRL . #:\L)T Advanced Configuration
Options %3#IRL £9, Display enable default (undefined) service X EZIBIRL £,
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aaa new node

aaa aut hentication |ogin default radius
aaa aut horization exec radius

ip http server

ip http authentication aaa
!

I--- Exanple of command noved fromlevel 15 (enable) to




level 7 ! privilege exec level 7 clear |ine radius-
server host 171.68.118. 101 radi us-server key cisco
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aaa new node

aaa authentication |ogin default radius

aaa aut horization exec default radius

ip http server

ip http authentication aaa

radi us-server host 171.68.118.101 auth-port 1645 acct-
port 1646

radi us-server key cisco

privilege exec level 7 clear line
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aaa new nodel

aaa authentication |login default group radius

aaa aut hori zati on exec default group radius

ip http server

ip http authentication aaa

radi us-server host 171.68.118.101 auth-port 1645 acct-
port 1646

radi us-server key cisco

privilege exec level 7 clear line

d1—Y0&ER
LROF—NRETHOI-—HORERE., KOKRSICHEYKT,

A=Y 0Onedl—%ik URL A hitp://# ELTABBAEVITOERRBEELET, #4#/)—23
IZ Telnet &L, OV A VFREIL 2R, I—HREIXNTOIONY REZERTTEERT, 1Y
&, OJ1>0#&AF—7 )L E—RIZA&VYET (show privilege DHEIRERE 15 124U ET
) o

- A=Y ThreetERL RIILABVESD, COI1—HFE Web RAZEBTEEEA, IL—ZIC
Telnet ##HL., OJ A VRBEIL &R, 1—HREIXTOOAN RERTTEFET, 1—Yi&
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EHL, QA UBRALER, - EFINTOOAN REETTEET, OJ42%. 1
—HEHEPRL R JL 7 ( show privilege DFERIE 7)) IZBYET,

Cisco AV AR F #HR—NT2H—/\TO RADIUS EBE

one Password= "one"
Servi ce- Type Shel | - User
ci sco-avpair "shel | : priv-1vl=15"

three Password = "t hree"
Servi ce- Type = Logi n-User

four Password= "four"
Servi ce- Type = Logi n-User
cisco-avpair = "shell:priv-Ilvl=7"
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# ./ViewProfile -p 9900 -u one
User Profile Information

user = one{

profile_id = 31

set server current-failed-logins =0
profile_cycle = 3

radi us=Ci sco {

check_itens= {

2="one"

}

reply_attributes= {

6=6

}

}

}
# ./ViewProfile -p 9900 -u three

User Profile Information
user = three{

profile_id = 32

set server current-failed-logins =0
profile_cycle = 3

radi us=Ci sco {
check_itens= {

2="t hree"

}

reply_attributes= {

6=1

}

}

}
# ./ViewProfile -p 9900 -u four

User Profile Information
user = four{
profile_id = 33
profile_cycle = 1

radi us=Ci sco {
check_itens= {
2="four"

}

reply_attributes= {
6=1

9, 1="shel | : priv-1vl =7"
}

}

}

Cisco Secure ACS for Windows Y —/SDEETE

- User = one, service type (attribute 6) = administrative

- User = three, service type (attribute 6) = login

. User = four, service type (attribute 6) = login, Cisco AV-pairs D/RY JAZFIYIL,
shell:priv-lvI=7 & A 1
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9,

F:debug AN REFEATHEINC, Tdebug ANV RICEATEIEELER 25RL T LEE
Wo

. terminal monitor - REDwHAB KT LY > a2 D debug AN ROBHESARATLAL IS —
XYV tE—2ZRRLET,

. debug aaa authentication - AAA/TACACS+ DFRFEICEI T2 EHRERTLET,

- debug aaa authorization : AAA/TACACS+ FAICB T2 1B8HERTLET,

- debug radius - RADIUS (B8 E 3 25T /N\Y JBHERTLET,

. debug tacacs - TACACS ICESET 2 EHRERRLE T,

. debug ip http authentication : HTTP RREEOBEEZ NS TN 1—T14 2002 b0
RTT, L—EAFEALLRIAAREERIABFTEORRXY E—2ZRRLET,

BYE1H ¥R

. Cisco TACACS+ POHA VI RIVDIT HAR—IR—=D
- RADIUS B892 HR—K R—=D

- Cisco Secure ACS for Windows (cB§ 32 HR—ph R—=T
. Cisco Secure ACS for UNIX B8 25 HER—K R—T

- Requests for Comments ( RFC )

cTOZHAIYR—=—bE RFI XD - Cisco Systems
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