RADIUS H—/\%ZfEMH L = Cisco Secure VPN
Client ® IKE BEaIEFX—DERE

Im
>

=8
N

Z
Fil

£

i
_H

BRETHIV K=K
=ik

ERIE
XY RI—=UK
Cisco Secure ZZO7 7 1 )L DYERR
IL—ZDERTE
D5AT > NDRE
=
NS> a—TFT42T
B E SR

Bz

CHOXETIE, RADIUS H—/NZ AL T, Internet Key Exchange ( IKE; 4 > 2 —% v NEXR
) DEB—OL Y NERETDFEICODVTHBALET, IKEHXEZ—IL Y MlgEL .
authentication, authorization, and accounting ( AAA; B33, B¥9]. Z7HO T4 20 ) H—N\%&fE
ALT. AAAH—N\HDSBORENITTADELOICTRDRENTY, Rl (CA) ZFEALBEVWT
RKBED VPN AT LZEATRHE, BERHEF—OHRMENE<ZKV EFT, Dynamic Host
Configuration Protocol ( DHCP; 4+ XY U RAKN A 74F1L—>3> 70O ) ¥
Point-to-Point Protocol ( PPP; R4 > RY—RA N Z7ORJNL ) OXAVYILT Y T DO KSR
AFIVIIPTRLYDVTZFERTRIEE, D71 RA—RICXDEBGHEREEFALZVE
VIPTFRLADEBICL > TEORENRBCEYET, AAAY—NEFERATS IKEHF —
LY NEEETIK, IKERODSI—>3UAFF7ILYST7 E—RTHBIBIC. AAA H—/NEEH
LTHRBEBICTIVEALET, I—FHFEHELELSELTVS CiscolOSIIL—2TO—AHI%
BAROASI2BE, JBO DR AAAICEAVEEZEODOI—HYRELTHEAENET, Ch
(&, CiscolOS V7RI IT7 D)—RA12AT TEAEThELE, COMEEZFERATSICE,
VPN Client TF7 L Y27 E—RZAMIILTHBKBENHYET,

LI Sua
BEf

VPN OSA T RNTEMI BB 7ILYSTE—REZES CiscolOSY 7RI 7 UU—2R
RATHAEOETIL—RFERTLEILENAVHYEHA,




FAIRIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON—IIVICEIKEDTT,

- Cisco Secure ACS for Windows

. CiscolOS V7T F7 VI)—RX12.28T

. Cisco 1700 JL—2&
CORFIXNOERE,. BEDTRARELCHDZTNAAICEIVWTERENEENTT, <
DREFIXRNTERATDINTOFNARR, JUTB(T7FIN ) BRETHEZZHRBLT
WET, RROXY ND—INFRBEAPTHRIEEICE. EQOLKSIBEXEICODVTE, TOEE
NBEEICODVTHRICEREL THEKBENfHYET,

3973
REIXYNREOBME, TYRATINIL T Y TAOKRRE 2BBLTISEE,

CORFIXVNTRRCRIREZHEALTLET,

. Cisco Secure ZO7 7 AL DERK

=R DOFRE

- DFAT 2V RDERE
FCORFIXINTHEATNTWSRIANY ROFEMEFANSI(ZIE, Command Lookup
Tool (BRI—YER ) ZFEAL T EEL,

XY ND—UR

CORFIXVRNTRE, RORY RND—UVBKEERALTVERT,

10.64.10.28 10.64.10.46 (FastEthernetD)

192.168.10.1 {Loophack0)

\7 Internet

Client

Cisco Secure 7O 7 7 1 JLDER

CcOZ7O77AIIEUNIX THEREhELE, BULKSBEZ7O7 7 4)LIE Windows D 7= ® on
Cisco fER & N 1= Secure ACS THABEEHYET,

# ./ViewProfile -p 9900 -u haseeb
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User Profile Information
l--- The user nane is sent by the VPN Cient; !--- look at the client confiquration. user =
haseeb{

radi us=Ci sco0l12. 05 {

check_itenms= {

l--- This should always be "cisco." 2=cisco
}

reply_attributes= {

6=5

64=9

65=1

l--- Pre-shared key. 9, 1="ipsec:tunnel - password=secret 12345"
9, 1="i psec: key- exchange=i ke"

}

}

}
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# ./ViewProfile -p 9900 -u haseeb

User Profile Information

l--- The user nane is sent by the VPN Cient; !--- look at the client confiqguration. user =
haseeb{

radi us=Ci sco0l12. 05 {

check_itens= {

l--- This should always be "cisco." 2=cisco
}

reply_attributes= {

6=5

64=9

65=1

l--- Pre-shared key. 9, 1="ipsec:tunnel - password=secret 12345"
9, 1="i psec: key- exchange=i ke"

}

}

}
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User: haseeh

| I Account Disabled

Supplementary User Info rd
Eeal Mame |h ssseh
Descophion |-r|:|n USer
User Setup v _

Fassword Authentication:
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CHAPIARAP, d the Separate held 15 not
checked.)

Password I
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Cisco IOS/PIX RADIUS Attributes ﬂ

W [009001] cisco-av-patr

ipgec:tunnel- ;I
password=zsecretlZ3i4s
ipsec:key—-exchange=ike

L—Z2DORE

Cisco 1751 ( 10S 12.2.8T F &M )

version 12.2
service tinmestanps debug uptine
service tinmestanps | og uptine

no service password-encryption
|

host nane 1751-vpn
!

l--- Enabl e AAA. aaa new- nodel
!




|
aaa authentication |ogin default none
I--- Configure authorization. aaa authorization network
vpn_users group radius
aaa session-id common
|
menory-size i onem 15
nmi  pol l'ing-interval 60
no nm auto-configure
no nm pvc
mmi  snnp-ti meout 180
i p subnet-zero
|
no i p domai n-1ookup
|
I--- Define IKE policy for phase 1 negotiations of the
VPN Clients. crypto isaknmp policy 10

hash md5

aut henti cation pre-share
crypto isakmp client configuration address-pool |oca
nypool
|
I--- Define I PSec policies - Phase 2 Policy for actua
data encryption. crypto ipsec transformset nyset esp-
des esp- nmd5- hnmac
|
I--- Create dynamic crypto map. crypto dynami c-nap
dynmap 10

set transformset mnyset
|
I--- Configure | KE shared secret using AAA server on
this router. crypto map intmap isaknp authorization |ist
vpn_users
I--- | KE Mbde Configuration - the router will attenpt !-
-- to set IP addresses for each peer. crypto map intmap
client configuration address initiate
I--- | KE Mbde Configuration - the router will accept !--
- requests for | P addresses from any requesting peer.
crypto map intmap client configuration address respond
crypto map intmap 10 ipsec-isaknp dynam ¢ dynmap
|
i nterface LoopbackO

i p address 192.168.10.1 255. 255. 255.0
|
i nterface Loopbackl

no i p address
|
interface Ethernet0/0

no i p address

hal f - dupl ex
|
i nterface FastEthernet0/0

i p address 10.64. 10.46 255. 255. 255. 224

speed auto
I--- Assign crypto map to interface. crypto map intnap
|
I--- Configure a |ocal pool of |IP addresses to be used
when a !--- renote peer connects to a point-to-point
interface. ip local pool nypool 10.1.2.1 10.1.2.254
ip classless
ip route 0.0.0.0 0.0.0.0 10.64.10. 33
no ip http server
ip pimbidir-enable
|




I--- Specify the security server protocol and defines

security !--- server host |P address and UDP port
nunber. radius-server host 10.64.10.7 auth-port 1645

acct-port 1646 key ciscol23

radi us-server retransmt 3

|
line con O
exec-timeout 0 O
line aux 0

line vty 0 4
!

end
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23:43:41: |1 SAKWP (0:0): received packet from 10.64.10.28 (N) NEW SA

23:43:41: | SAKWP: |ocal port 500, renpbte port 500

23:43:41: | SAKMP: Locki ng CONFI G struct O0x8180BEF4 from
crypto_i knmp_config_initialize_sa, count 2

23:43:41: | SAKWP (0:3): processing SA payl oad. nmessage ID =

23:43:41: | SAKWP (0:3): processing |ID payl oad. nmessage ID

23:43:41: | SAKWP (0:3): processing vendor id payl oad

23:43:41: | SAKMP (0:3): vendor |ID seens Unity/DPD but bad nmjor

23:43:41: | SAKMP (0:3): vendor 1D is XAUTH

23:43:41: | SAKWP (0:3): Checking I SAKMP transform 1 against priority 10 policy

1
o o

23:43: 41: | SAKVP: encrypti on DES- CBC

23:43:41: | SAKVP: hash MD5

23:43: 41: | SAKVP: default group 1

23:43: 41: | SAKVP: auth pre-share

1--- I SAKMP policy proposed by VPN Client !--- matched the configured | SAKMP policy. 23:43:41

| SAKMP (0:3): atts are acceptable. Next payload is O
23:43:41: | SAKWP (0:3): processing KE payl oad. nessage ID = 0
23:43:41: | SAKWP (0:3): processi ng NONCE payl oad. nessage ID = 0



23:43:41: | SAKMP (0:3): SKEYID state generated

23:43:41: | SAKMP (0:3): processing vendor id payl oad

23:43:41: | SAKMP (0:3): vendor |ID seems Unity/DPD but bad major

23:43:41: | SAKMP (0:3): vendor IDis XAUTH

23:43:41: |1 SAKMP (0:3): SA is doing pre-shared key authentication
using id type | D_| PVA_ADDR

23:43:41: |1 SAKMP (3): | D payl oad

next - payl oad : 10

type 01
pr ot ocol : 17
port : 500
I ength : 8

23:43:41: | SAKMP (3): Total payload length: 12
23:43:41: | SAKMP (0:3): sending packet to 10.64.10.28 (R} AG_IN T_EXCH
23:43:41: I SAKWP (0:3): Input = | KE_MESG FROM PEER, | KE_AM EXCH
O d State = | KE_READY New State = | KE_R_AM2
23:43:42: | SAKMP (0:3): received packet from 10.64.10.28 (R) AG_I N T_EXCH
23:43:42: | SAKMP (0:3): processing HASH payl oad. nessage ID = 0
23:43:42: | SAKMP (0:3): SA has been authenticated with 10.64.10. 28
23:43:42: I SAKWP (0:3): Input = | KE_MESG FROM PEER, | KE_AM EXCH
ad State = IKE_R AM2 New State = | KE_P1_COVPLETE
23:43:43: | SAKMP (0:3): received packet from 10.64.10.28 (R} QVL.IDLE
23:43:43: | SAKMP (0:3): Need config/address
23:43:43: | SAKMP (0:3): Need config/address
23:43:43: | SAKMP: Sending private address: 10.1.2.2
23:43:43: I SAKMP (0:3): initiating peer config to 10.64. 10. 28.
ID = -1082015193
23:43:43: | SAKMP (0: 3): sending packet to 10.64.10.28 (R) CONF_ADDR
23:43:43: I SAKWP (0:3): Input = | KE_MESG | NTERNAL, | KE_PHASE1l_COWPLETE
ad State = | KE_P1_COVPLETE New State = | KE_CONFI G_MODE_SET_SENT
23:43:43: | SAKMP (0:3): received packet from 10. 64.10.28 (R) CONF_ADDR
23:43:43: | SAKMP (0:3): processing transaction payl oad from 10. 64. 10. 28.
message | D = -1082015193
23:43:43: | SAKMP: Config payl oad ACK
23:43:43: | SAKMP (0:3): peer accepted the address!
23:43:43: | SAKMP (0:3): deleting node -1082015193 error FALSE
reason "done with transaction"
23:43:43: I SAKWP (0:3): Input = | KE_MESG FROM PEER, | KE_CFG ACK
A d State = | KE_CONFI G_ MODE_SET_SENT New State = | KE_P1_COVPLETE
23:43:43: | SAKMP (0:3): Delaying response to QM request.
23:43:43: I SAKWP (0:3): Input = | KE_MESG | NTERNAL, | KE_PHASE1_COWPLETE
ad State = | KE_P1_COWPLETE New State = | KE_P1_COWPLETE
23:43:44: | SAKMP (0:3): received packet from 10.64.10.28 (R} QVL.IDLE
23:43:44: | SAKMP (0:3): processing HASH payl oad. nessage | D = -920829332
23:43:44: | SAKMP (0:3): processing SA payl oad. nmessage | D = -920829332
23:43:44: | SAKMP (0:3): Checking | PSec proposal 1
23:43:44: | SAKMP: transform 1, ESP_DES
23:43:44: | SAKWP: attributes in transform
23:43:44: | SAKMP: aut henticator is HVAC MD5
23:43:44: | SAKMP: encaps is 1
I--- Proposed Phase 2 transformset !--- matched configured | PSec transform set. 23:43:44:
| SAKMP (0:3): atts are acceptable.
23:43:44: | PSEC(val i date_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND | ocal = 10. 64. 10. 46, renote= 10. 64. 10. 28,
| ocal _proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 1. 2. 2/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
23:43:44: | SAKMP (0:3): processi ng NONCE payl oad. message | D = -920829332
23:43:44: | SAKMP (0:3): processing | D payl oad. nmessage | D = -920829332
23:43:44: | SAKMP (0:3): processing | D payl oad. nmessage | D = -920829332
23:43:44: | SAKMP (0:3): asking for 1 spis fromipsec



23:43:44: |1 SAKMP (0:3): Node -920829332,
I nput = | KE_MESG_FROM PEER, | KE_QM EXCH
ad State = | KE_ QM READY New State = | KE_QMV SPI _STARVE
23:43:44: | PSEC(key_engi ne): got a queue event...
23:43:44: | PSEC(spi _response): getting spi 2940839732 for SA
from 10. 64. 10. 46 to 10.64.10.28 for prot 3
23:43:44: | SAKMP: received ke nessage (2/1)
23:43:45: | SAKMP (0: 3): sending packet to 10.64.10.28 (R} QVL.IDLE
23:43:45: | SAKMP (0:3): Node -920829332,
I nput = | KE_MESG FROM | PSEC, | KE_SPI _REPLY
ad State = | KE_ QM SPI _STARVE New State = | KE_QV R QW
23:43:45: | SAKMP (0:3): received packet from 10.64.10.28 (R} QVL.IDLE
23:43:45: | SAKMP (0:3): Creating | PSec SAs
23:43:45: inbound SA from 10. 64.10.28 to 10.64. 10. 46
(proxy 10.1.2.2 to 192.168. 10.0)
23:43:45: has spi O0xAF49A734 and conn_id 200 and flags 4
23:43:45: outbound SA from 10. 64. 10.46 to 10.64. 10. 28
(proxy 192.168.10.0 to 10.1.2.2)
23:43:45: has spi 1531785085 and conn_id 201 and flags C
23:43:45: | SAKMP (0:3): deleting node 1961959105 error FALSE
reason "saved gm no | onger needed"
23:43:45: | SAKMP (0:3): deleting node -920829332 error FALSE
reason "qui ck node done (await()"
23:43:45: | SAKMP (0:3): Node -920829332,
I nput = | KE_MESG_FROM PEER, | KE_QM EXCH
Od State = IKE QMR QW2 New State = | KE_QV PHASE2_COWVPLETE
23:43:45: | PSEC(key_engi ne): got a queue event...
23:43:45: | PSEC(initialize_sas): ,
(key eng. nmsg.) INBOUND | ocal = 10. 64. 10. 46, renote= 10. 64. 10. 28,
| ocal _proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 10.1.2.2/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = OxAF49A734(2940839732), conn_id= 200, keysize= 0, flags= 0x4
23:43:45: |PSEC(initialize_sas): ,
(key eng. nmsg.) OUTBOUND | ocal = 10. 64. 10. 46, renote= 10. 64. 10. 28,
| ocal _proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 10.1.2.2/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x5B4D2F7D( 1531785085), conn_id= 201, keysize= 0, flags= OxC
l--- | PSec SAs created. 23:43:45: |PSEC(create_sa): sa created, (sa) sa_dest= 10.64. 10. 46,
sa_prot= 50, sa_spi= OxAF49A734(2940839732),
sa_trans= esp-des esp-nd5-hmac , sa_conn_i d= 200
23:43:45: | PSEC(create_sa): sa created, (sa) sa_dest= 10.64. 10. 28,
sa_prot= 50, sa_spi= 0x5B4D2F7D(1531785085),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 201
23:43:45: | SAKMP: received ke nessage (4/1)
23:43:45: | SAKMP: Locki ng CONFI G struct O0x8180BEF4
for crypto_i knmp_confi g_handl e_kei _nmess, count 3
23:43:50: | SAKMP (0:2): purging node 618568216
23:43:50: | SAKMP (0:2): purging node -497663485
23:44:00: | SAKMP (0:2): purging SA., sa=816B5724, del ne=816B5724
23:44:00: | SAKMP: Unl ocki ng CONFI G struct Ox8180BEF4 on
return of attributes, count 2
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