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c SIREZFHTERIDICEK, BETEDH—RN—TFT1ORARCAICT IV EATHIHLE
FHYVET, T—RN—FTACARVHA—OHlE LTI, Entrust, Geotrust, GoDaddy,
Thawte, & X VVeriSignEENFHYVETH., ChSICREENBDDITTREHYELA,

« Firepower Threat Defense(FTD)® 2O Y Y O EZl, B, B8RP RALY—UHFELWVC
EERBRLUET, SEHERITE. XY NID—0Z2A4AL7ORIDINNTP)H—NZFERAL T
FIDOBRZZRHIZ L Z2HHOLET,
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CORFIXYRNOBERIF, ROVYTRIITEN-RIITON—Z3VICETLVTVET,

« 6.5 BT BFTDV,
s F—ARTEIAEBRERCSR)DERKICIE. OpenSSLAERHENE T,

CORFIXVNOERE. REDFRARELCLHAZTNARACETVWTERENELEZ, DR
FIAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T, BEEBPORY ND—OTR., FEONVRIEE>TRCD AN HZ2HEZ TOEIELT
<EZEW,
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AEAZEDA A=)

HOERIAHEORE

BCERMAEZFEATSE, FIDFNARICEY 7 14— )L RABME N /-FEHE Z 5 (CE
BTEET, FEALEDEMTREBETEREAN. Y —RN—FT1OEHENEAHAFTLRED

BESLORRZRMTEXRT, TATE, I—PHEOT/NA AHFFTIDIC& > TRRE N BAEH
EZEHETEDRSI, FHTERCAERNEAREZRAEIDI_LEZREHHLET,



7E:Firepower Device Management(FDM)IC ik, BI#EO BN THEATE S
DefaultinternalCertificate & WS BHID T 7 2 LN O ECERIABEN BV E T,

1. Objects > CertificatesDJEICBELE T, +i5Z2 7)Y UL, HIZRTKSICAA Internal
Certificate Z1ZIRL £9,
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2. RICRITKRDIZ, RY T T YT I 4> RJTSelf-Signed Certificate 23 &IRL £,

Choose the type of internal certificate you want to create

ﬂ Upload Certificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

self-Signed Certificate

Create a new certificate that is signed
by the device,

3. RZARNKRAVMNDBRIZEBEL, Y7PIIORNDBRB 71 —ILRICADLET, 2L
£, CommonName”7 4 —)L REEBMTEEFT, Chik, SIAENFEFHAE DI Y—ERAOTELE
BRXABZFQDN)E EEFIPT RLAE—HITBIHEEN BV ET, RICRITKSIC, ETLE
5SaveZzV )Y IOLET,



Add Internal Certificate

MName

FTD-3-Self-Signed

Country State or Province
T
Locality or City
Organization Organizational Unit (Department)
Cisco Systems TALC

Commaon Namea

fid3. example.com

4. FIZRTRSIC, EHHEALOPending ChangesiRX >0 )Y O LET,



Maortinding Policles i Diewice: FTO-3 Sl L R R

118 ohjecis w ] s

NGFW-Dedoalt-Intennal CA lrtemal A,
DedauklromalCeriificaio lrbemal Cerificain
DiefsuRWeobhserperComHicate lrtamal Cerificain

FID-3-Saeif-Signed

Evani List Filjes

D o m BB DS w = o B

S0 A Mo

5. "TSY<SHE, "R 20 JYILET,




ECEBANRETIRE, RICRTELSIC, AnyConnect’EENIIAEZFERATHH—ER
NAEELEVRY, SIHEZCLICRTRID CERFTERE A,

Pending Changes

ﬂ Last Deployment Completed Successhully

b, See Deployrnent HEsiory

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Removed  Added  Edited

ﬂ Intermal Certificate Added: FTD-3-5aif-Signed s

cert.masked: false
cert.encryptedttring: "o
privatefey.masked: false
privateley.encryptedstring: 7"
izzperCommoniane: ftdl.exanple.com
isswerCountry:

dssmerbocality:

isswerDrganization: Cisco Systems
izseerOrganizationlinit: TAC
isswerstate:

subjectCommonMame: ftdl.example.com
subjectCountry:
subjectDistinguiskediame: CH=ftd3.example.com, DU=T&C, O=_
subjectlocality:
subjectorganization: Clsco Systems
subjectOorganizationlndt: TAC

FBER

FHEREFEATDIE, EETEDCAILK > TRITENEIMBEZAAN—ILTEET,
OpenSSLELREEDY —IIZFERAL T, CARRNENHAEOZEICSLELRMEF—ECSRE
ERTEET, AOFIETIE, WBRF—ECSREERT B OO —REZOpenSSLOY > R, &
KUMBRICHEBAEEMBEF—EZAVAN—ILTBDFIEICOVWVTHALET,

1. OpenSSLELREHZKOT 7V Tr—>3 > 2FAL T, BEFT—EAHEBRERCSR)ZERK
LET, COBITIE, privatekey&e WS BFIND2048E Y RRSAF—&, ftd3.csr& WS BHID
CSRA"OpenSSLTHERENET,

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.



There are quite a few fields but you can leave some blank

For some fields there is be a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

2. ERENIZCSRZOE—L, CACEFELE T, CSRAIBREEhD L, IDAAENMRHELE
ER

3. "AT IO, > THEIAE, ILFESY—NLET, +BBEZIVUYIL, RIZRTESIC,
Add Internal Certificate Z3iEIRL £,
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4. RIZRITRSIZ, RYTTF YT 42 R TUpload Certificate and KeyZZIRL £ 7,



Choosa the type of intarnal certificate yvou want [0 create

Upload Certificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

self-Signed Certificate

O

+
4

Create a new certificate that is signed
by the device,

5. NJANRA NOERE ZIEEL . IDILEAE & W E+F — & Privacy Enhanced Mail(PEM)#, T
TYy7O0—R33H, IE—T 2 RR—AMLET, CAFIIAZERBZE —DPKCS12TRMAL
TVRHERF. CORFIXVNOERIZHBPKCS127 7AILASOIDILAE & HEROH L
EVSEARNILOEIZIVICZBBLT, IAEERNERZIBLET,



AE  TJT7TANBIIAR—AZEDHDR LR TEERLEA, AR—RAZBOBLVE,
FDMIEFAR—AZZITANEEA, £z, BEBEF—LEFESHKLBEVTIEEL,

HICRTRSIC, ETLESOKZEIUYILET,



Add Internal Certificate

Mame
FTD=3=Manual

SERVER CERTIFICATE (USER AGENT)

Paste certificate, or choose file: UPLOAD CERTIFICATE fd3.crt

----- BEGIN CERTIFICATE----- A
MIEErTCCApWgAwIBAGc 1 M Tth wDOY IR oZ IhecMACELB O AwWMEaMBgGA T UE
ChMRO21zY 2BgU 3 zd Gy BUOUM=FDASBgNVBAMTC 1 Z0TBSh280ENBM B4 XD Thy e
CERTIFICATE KEY
Pagte key, or chooge file: LPLOAD KEY private. key
----- BEGIM RSA PRIVATE KEY===== A

MIEpAIB ALK CADEANGpeMjuf « HIRGSZYTBE0VEW1 85y F T XhRsjRIBOwLEhSwBzEgM
mtOkd0JPog+ CFgEXswTpelFibPhita TEVUEzcEpGhmyiz+ Abjg Mok TvaFMIV/RAN e

6. RICRTLSIC, BHEALDPending ChangesRE> &V UYILET,
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7. "SI<WMEL REVEIVIYILET,



ECEANRETIRE, RICRTESIZ, AnyConnect’Z EDIIAEZFEATH Y —ER
NAEELEVRY, SEHEZCLICKRTIDCERFTEXREA,



Pending Changes

ﬂ Last E'Lpu‘:,lllu nt Completed Succes I_|I
3 M. See Deployment Histo

Deployed Version {13 Apr 2020 09:56 AM) Pending Version @ LE0END Removed  Added  Edited

ﬂ Intermal Certificate Added: FTD-3-Manwal S

cert.masked: false
cert.encryptedttring: o
privatefey.masked: false
privateley.encryptedstring: 7"
isswerCommoniame : VPN Root CA
dsswerCountry:

dssmerbocality:

isswerbrganization: Cisco Systems TAC
izseerOrpganizatioeindt:

isswerstate:

1-uh'_|e|:ti:.ulnunuue: ftd3.example.com
subjectCountry:
subjectDistinguishedMame: CN=VFNM Root CA, O=Cisco Systems—
subjectlocality:

subjectOorganization: Clsco Systems
subjectorgani zationUndt: TAC

MORE ACTIONS ~ CANCEL DERPLOY ROW W

EREHCATAZED A2 AN—I

EHETESDCAIIHEZ A AN=ILTBHE, FIDIZCIDAIRAEZRRIBD 1Y XRLEFFNAA
EEEICRIATZIEDICHETT, CO— ﬂﬁﬂ’]’&ﬁ]tbf@: AnyConnectiE B E5REEX° S2S
VPNEEHHERII B EN DY E T, XOFIETIE., CAAIHEZEHEL. TOCAICK>THITE L
CEEHEEEEIAFEICOVTHALET,

1. Objects > CertificatesDIEICBBL £F. +ic5Z2T7UYIL, RHICRI&LSIC, FHETED
CAFLAZEDEMZERL XTI,
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2 hFARRAVNOEBRZEELE T RIC, PEMEXTCAIIHEEZT7 Y 70— RT3,
OAE—7 2 RR—=AMLET, RIZRTESIE, ETLESOKZIUYILET,

Add Trusted CA Certificate

Mame

VPN_Roaol_Ca

Paste cedilicate, ar choose file: UPLOAD CERTIFICATE VEN_Root_C4.cr

-----BEGIN CERTIFICATE----- ~
MIFQzCCAyugAWIBAGI OGRS fwo DigwDOY.JKeZIhveNAQELBOAWMIEaMBgGA 1 UE
ChMROZIzY28gU3Izd GVicy BUQUMKFDASBgNVBAMTC 1 ZOTIBSH2S0IENBMBAXDThw

MO OwNTIZMTY wMFoXDTMwMDOwWNTIZMTYwMFowMEaMBgGA 1 UEChMRO2IZY 2B L3z W

ARSI R EMS S RARWR AR T T FOTiRS R GNIERIR AT & MRAlakbbk s OB & NEE

3. RICRTLSIC, BHALDPending ChangesRE> &IV UYL ET,
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Certificates
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118 obpects Q [ P—" +

1 DalsuBlstemabCecificatn ehimal Cortficatan

7 DelsukWebserverCoiicabs et Cortificaln

1 NEFW-Doaliadt- e raal CA B i CA

4 WPH_Roor_Ca Trusied C& Cenificaie

j Ewveni List Fhers
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4 RICRTRDIC, "ST<EF KRR ZVIYILET,

Pending Changes

ﬂ Last Deployment Completed Successiully
Al See Deployment Histon

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Resoved | Added | Edited

ﬂ External CA Certificate Added: VPN_Rool_CA e

- cert.masied: false

- cert.encryptedString: = "

- izsusrfommonName=: VPN Root Ca

= issuerfomntry:

- izsusrLocality:

= issuerdrganization: Cisco Systems TAC

- izsusrOrganizationlnit:

- issuerState:

- subjectComnonMame: VPN Root CA

- subjectCountry:

- subjectiistingui sheddame: CH=¥PH Root CA, D=Cisco Systems_
- subjectlocality:

- subjectDrgand zation: Cisco Systems TAC

- subjectirgand zationlindt:

- subjectState:

- valldityStartDate: Apr @5 23:16:88 7828 GMT

MORE ACTIONS ~ CAMNCEL DEPLOY MOW W

ST O T3

FDMIC&K > TEEENBFTDOERENERICE. UBIOARES I VBRICL > TRUWEF—
NEEBANEENE T, TOMABOERICERL LTOCSREBEF - B VEEE, #L



VWCSREMBF—ZERTILENHV X,

1. TOCSREMEF—NHBDBEE. COFBERERTEXRT, ThUNDEBEEE. HLLBEF
—ECSRZERTIVLENHV)ET, OpenSSLELRGBEHEOT VS —a># AL T, BE
F—ECSREAERLET, COBITIE., private.key& WS BETD2048E Y RRSAF—&
ftd3.csr& WS BB O CSRA OpenSSLTHERE NE T,

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 letter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

2. ML 7=CSRE@TNCSRERIBICREELEF. CSRIBRE DL, EF& nIDIH
ENRHEENET,

3. TAT7TON, > TiEAE ) ILFEY—RLET, EFITZIXEHEOLICH—VILEEE,
RUICRTESICViewRZ 2O )Y DOLET,
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4. RIZRITKRDIZ, RY T T YT 4> RJTReplace Certificatez V)Y V LE T,

View Internal Certificate

Mame
FTD=3-Manual
REPLACE CERTIFICATE
subpect Common Name
ftd3. example.com

EbiaseF Sirrrass e mE i
Subject Qrganizatic

Cisco Systems

VPN Root G

|zguer Onganization

Cisco Systems TAC

Yl 3 f@rr
Jvalid Time Range

Apr 13 14:56:00 2020 GMT - Apr 13 14:56:00 2021 GMT

CAMCEL SAVE



5. PEMEXROIDIIAEEMBEF—ZTY7O—RTBH, AE—F 2 RR—AMLET, RICT
TR, BTLIESOKZVUYILET,

Edit Internal Certificate

Mame
FTD=-3-Manual

SERVER CERTIFICATE [USER AGENT)

Paste certificate, or choose file: REFLACE CERTIFICATE frei3-renewed.cr

MIErTCCApWgAwIBAgl aSPFmHEIRCGUWDOY . KoZlwe NAGELBOAWMEaMBg GATLIE
ChMROZ1zY 28gU 3 zdGMicy BLUOUM=FDASBgMNVBAMTC Z0TIBSb2SMENBMBAXDThy

CERTIFICATE KEY

Pasie key, or choose file: REFLACE KEY private._key

----- BEGIM R5& PRIVATE KEY--==- o
MIEpAIBAAK CAOEANGpeMjuf « HIRGSZYTE0VEV1 85y F T XhRxjRIBOwLEhSwBzEgh
ntQkd0]Pog+ CFgEXswTpelfinPMia TEVUEzcBpGhmyiz+ AsjgMoak TvaF MEVIRAW

6. RICRIT&LSIZ, BHEALDPending Changes R & V1Y O LET,

s - in: o ED =] e B £ admin
Firepower Davice Manager N @ C_ @ @ :
CIsco " ' s Mantoring Policies Obiects Deie: FTR-3 =] . Anfmisp
¥ Applcation Fkers I
Certificates
& unLs
118 objects 0 Sossh &
1 NEFW-Dedoln-Inte sl A Irtama CA
& DelouklmiemalCeriificaio lrbemal Cerificain
I DefaulWehssrwsrComificabes ktemal Cerificats
i FID-J3-Mpmunl I=tema Cerificain

7. RICRTLDIC, "SI<HER RERZVIVYILET,



Pending Changes

E Last Deployment L-ompleted Successtully
1 M, Sea Deplovment History
Deployed Version (13 Apr 2020 12:41 PM) Pending Version @ LIGEND Removed | Added | Edited

ﬂ Intemal Certificate Edited: FTD-2-Manual

cert.encryptedstring: 5 i
'.-.:i'l.‘ln:liT:p’ET.‘lM‘l'h‘l‘l‘n’.‘-! Apr 13 1455698 JR28 GMT Apr 13 15:44:98 2039 GMT
valldityEndDate: Apr 13 14:56:088 2831 GNT Agr 13 16:44:98 2031 GMT
privateey . encryptedString: =ss P

MORE ACTIONS ™ CAaMCEL BEPLOY NOW L

— % BV %5 OpenSSLIRE
PKCS127 74 I A S DIDIEAE L MEF—OHH

BEEIE, FIDICAVR—NTBDURENHBPKCS1277AINAZETEET, FDMIFHRE.
PKCS127 7AINDAVR—REHR—RNLTVWEE A, PKCS1277AIIICEETFNTLVSEHA
BLMBRF—EAR—RNTBICIE. OpenSSLEENDY —I)LZEHL TPKCS12A S5BZ DT 7
AINZHETEIBENHVYET, PKCS120BESILICEATI/NAI—RIBETT,

openss1 pkcsl2 -info -in pkcsl2file.pfx
Enter Import Password: [PKCS12-passcode]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4
friendlyName: ftd3.example.com
subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
————— BEGIN CERTIFICATE-----] /ptNb/cd
zB8WMB8GA1UdIwQYMBaAFHekzDnhi40727mjLXuwCRVFgyguMAsGA1UdDwWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWE0IQZnRk



My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qgfuvVUOhkszCwg201oMgMrvXnCertificate bag

Bag Attributes: <No Attributes>
subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoPOaMhIo4CdwSBHZOgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G212pd1NflDah1zT1skIMt TURSWdLjsHLKft
JqS0oLIs2stU8HutUZ4h6Lv2+da554zVjpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AwEAAaNdMFswDAYDVROTBAUWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVROjBBgwFoAUd6TMOeGLg7vbuaMte7A]FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQz1IMS600umCgNWG1i8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
0ipgKraokS2000STwQ7Q9Wk 1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEutn0xz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj3gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OIT13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BlwfWyAcLN3HxUjG4Ev2818 fWWpkYmuxujpKDFFzFOskpKAK53tNKPf
pn4+w5FyL01800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08160V3YL+IyrZ+ul
MYqPd450i4cgHAMFICAndN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJ8
mINH7WYST1kYcTbcokZi0IcZa+VVv5UOLIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfhQlfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFJt0D989UUyp08H9vDoIr
yzm9J0pMrg==
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes

TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4

friendlyName: ftd3.example.com
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key-passcode]
Verifying - Enter PEM pass phrase: [private-key-passcode]
————— BEGIN ENCRYPTED PRIVATE KEY-----
MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24ENI14/gh3GpsE2C20CnJeid
ptDDIFdyOV4A+su30IWzInHrCuIhjR8+/p/NOWTA73x47R4T6+udws/ctHkvEbQj
gZ1ZzFWTed9HqidhcKxx0oM/w6/ubDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC



EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIelCP1IMwItOEbAC4mmuedzs+86rl
xadK7gHBuWUJcO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ 1 FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJ7UmdkdqCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40pkcs12file.pfxid, NY T — BRI DHEN SHSaPKCS127 7 A I T,
COBITE, 3DDEBIDT7AINERENET,

1D IDEEBAE A T3, subject=/0O=Cisco Systems/OU=TAC/CN=ftd3.example.comT& % /=&,
NN IDAIRAETH D N DI ET,

subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
] /ptNb/cd
zB8WMB8GA1UdIwQYMBaAFHekzDnhi40727mjLXuwCRVFgyguMAsGA1UdDwWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWE0IQZnRk
My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qfuVUOhkszCwg201oMgMrvXn
gENKcXxxT27z6AHnQXeX3vhDcY3zs+FzFSoP5tRRPmy/413HAN+QEP2L9MQVDIPH
f50rQ/Ke5c16hM0J08daR7wNzvFkchicKCLRHOEVEOIOSPKsLYyGSSxGmh6QXfZcM
GX3jG9KrgTugp2UEqOUug9HPTpgsbuNcHW8xXgFp6IATOLrytwrLeMIh5V+Vh5pT1
yT19wo5VADoYKgN408D21TeJIj6KB7YnYFB5wMgPGR5h5wx1gNg/MFixwfMXM4T1
Rk3EOdSTENqzqg2ZwnqJ4HCoqar7AS1Q5Zub5NY4+QfEpt8UHfYszp/e1BA+TviUC
DXGBUTbad1nEfi5318G+/vZ16ykcmXe9hokKYxY8cg/U7170n/FbAmdYwRYgMAE4



RWfBpOvoNzn97cG+qzogo7j/0kTfYu309DzdU3uy+R8IIkBrerktrzZR7w70fP610
IAs86N5Zb18U14GfcIm0eXHbN+/0B31INhvWeyZfAbtgUlgstzvb2bc2GBoJI1XC
YRQ1ft1FxHpn4zMkjI2Px0yam/bROnOFoMCesHvvtcgcGjFIgZduZyBI9ulEZ2H5
uwNEJFO1VOGV+UBRigpjXEaUfJj4yMwaMYerZcZQVIfZ75+8SS5rfGfpMwTiT471
ng==

1D IEHITRICASEBAEZEA T, subject=/O=Cisco Systems TAC/CN=VPN Root CAT& 2 =&,
NN IDIEAETH D ENfDAYET, chiF. FIRDIDIEAEORITELRALETT,

subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA

MIIFQzCCAyugAwIBAgIIQgRS/woJDigwDQYJIKoZIhvcNAQELBQAwWMjEaMBgGALUE
ChMRQ21zY28gU3T1zdGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMB4XDTIw
MDQWNTIzMTYwMFoXDTMwMDQWNTIzMTYwMFowMjEaMBgGA1IUEChMRQ21zY28gU31z
dGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMIICIjANBgkahkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAXhTBKiB1xzLg2Jr48h/2u84RcWahOTmPYCNGYZgOPvST
JOpKvAU5tz4z625YXx1nBtjSSEgzF+qETpSpTEhjW2NXIcTXxuNirfrmSIQfIwS1yT
PaFv7u+VhgyYbYsSxGAB/m6RWWpiNbg8SDoUACU7R/bvplRb8W6tXk/rsT1jc7L2
c/G5MeDLNmc /i /M1zuMjhjotCphsIPhvNII71cNj6K0pvg2yB/Md7PX0ZnLaz9pf
GgpjpHOzzKhdIMW/KII64IRpo8KVhpE5X2sFohjzot4u8/t20P846z/CXmTHQcgp
g5BgZMGaro015rcq0PjtkK9Tqg7q013VfOkMTsofMp+BulCiFDpawF/j8uSPuswEs
rzv]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoP0aMhIo4CdwSBHZ0OgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G2J2pd1NflDah1z1skIMtTURSWdLjsHLKft
JqSOoLIs2stU8HutUZ4h6Lv2+da554zVijpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AWEAAaNdMFswDAYDVROTBAUwWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVROjBBgwFoAUd6TMOeGLg7vbuaMte7A] FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQz1IMS600umCgNWGi8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
01pgKraokS2000STwQ7Q9Wk1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEutn0xz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj39gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OI13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BTwfWyAcLN3HxUjG4Ev2818fWWpkYmuxujpKDFFzFOskpKAKS53tNKPf
pn4+w5FyLo1800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08]60V3YL+IyrZ+ul
MYqPd450174cgHAMFICANdN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJI8
mINH7WYST1kYcTbcokZi0IcZa+VVv5U0LIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfThQ1lfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFIt0OD989UUyp08HIvDoIr
yzm9J0pMrg==

————— END CERTIFICATE-----

WEFXF—RHIC1D

MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIwOBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24EN]14/gh3GpsE2C20CnJedid
ptDDIFdyOV4A+su30IWzTnHrCuIhjR8+/p/NOWTA73x47R4T6+udws /ctHkvEDbQ]
gZ3ZzFWTed9HqidhcKxx0oM/w6/uDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC
EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIe1CP1IMwItOEbAC4mmuedzs+86rl
xadK7gHBuWUJ cO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC



RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBuUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ 1 FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJ7UmdkdqCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40AR MEBRBEESLENTHY, FDMEESLEh-HEREZZITANhEEA,

MEBEF—ORESILEMRRITDICE., BELENERBFF—2774I)ICIE—LTH S, XD
openssIIN > REETLET,

openss1 rsa -in encrypted.key -out unencrypted.key
Enter pass phrase for encrypted.key: [private-key passphrase]
writing RSA key

- encrypted.keyld, BSLENLEMBEF—ZREFEID77M1ILOBEFTT,
« unencrypted.keyld., BESILENTVWEVF—ZEFE DT 7AMI)ILDBEBTI,

ROBICRFTRSIC, BEILENTVWEVHMEF—TE-----BEGIN ENCRYPTED PRIVATE KEY-
TR E< - BEGIN RSA PRIVATE KEY-—-—-& RRENET,


 fmsWOAyg————— END RSA PRIVATE KEY-----

MERABESILENTVEVESE, R0 "FBHRER, V3 0FIE3ZERAL T, IDBK
OBEBRI7AI)NEeTYy70—RIBH, DE—LTFDMICBEW R TR &N TEERT, RHITH
CAlZ. BIRD "EREACAUAZEDAVAN—I1 OFIEZFEALTAI AN —ITELY,

=3
=1\

COEYTAVTIR., BENFESICHELTWVDCEERIALES,
FDMTODA > ARN—ILZAKIIBAED KRR

1. Objects > CertificatesDEICBE L £T, BREIBIAAEOLICH—VIZEZ. RICTRT X
SlCviewRZ> &)Y IO LET,



wilnillie - - inii} a1 W f==—1] = = ' admin
Firaponer Device Marsager : ¢ ©eeo: -
CISco ™ Moniioring Folicios it Device: FTD-3 = * Adiismraras

Certificates

118 obiecis Q) Fean L

1 NGEFW-Dafpalt-Imo sl G niemal TA
IPEen mals ¢ Dedmilesemallarificso niemal Cerilicain
1 DetmiEWnhenerComEicats ntemal Carilicain

Arrglaennect Clent...

i FTD-3-Manual ininmal Carificain @.

Evani List HHers

2. RICRTERDIC, RYTTFYT D4 ROIZAAEIZETIEHMHIRTIENET T,

View Internal Certificate

Mame
FTD=3=Manual
REPLACE CERTIFICATE
subpect Common Name
ftd3 example.com

Subject Organization

Cisco Systems

- o, [ - - . -
Issuer Camman M

VPN Root CA

|=suer Organization

Cisco Systems TAC

Valid Time Kange

Apr 13 164400 2020 GMT - Ape 13 16:448.00 2021 GMT



CLITDA 2 AN—LBEAKAERAEDRT

FDMTCLIO>V—II%ZERAT5H, FTDICSSHTH#ES L. 1Y > Rshow crypto ca certificates &
KITLT, HOKSICARENF FNA ACEAEATVD L ZRIEBTEEXT,

.|||.|||. . . . E . =y == 1 T - o i
CISCa o Montoning Policies Ohbjects FTO-3 . :

Al -

> show crypto ca certificates

Certificate
Status: Available
Certificate Serial Number: 6b93e68471084505
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=ftd3.example.com
ou=TAC
o=Cisco Systems
Validity Date:
start date: 16:44:00 UTC Apr 13 2020
end date: 16:44:00 UTC Apr 13 2021
Storage: config
Associated Trustpoints: FTD-3-Manual



JEIDEEBAZE . AnyConnectZ ENDH—EATHEAETNBIBEEICOKCLICRTENET
o BEENICAIIAER., REETNDERTENET,

NS a1—hk
COEIIAVTR, BEODRS TN 21—F 140 ICRIADBEREBENLET .
FNvT AXR

SSLEIBAE N A AR — A KM 12546, SSHEFEAL TFTDICERL 2%, BEICLIA S TN
v I REITTEET, debug crypto ca 14

FWN—=2 3 OFTDTR., ROFNYINRATE, FSZTIN1—FT AT ICHBENET

o

debug crypto ca 255



debug crypto ca message 255

debug crypto ca transaction 255

— XA 73 R R

ASAT 7 AR—KPKCS120D 1 > 7R— bk

OpenSSLTI YV A R— R EN/=ASAPKCS12A SIDIIFAE L B F—2HHL KD ETRE, X

DEEOSBIT—HFRETIHEENHYET,

openss1 pkcsl2 -info -in asaexportedpkcsl2.pl?2
6870300:error:0D0680A8:asnl encoding routines:ASN1_CHECK_TLEN:wrong tag:tasn_dec.c:1220:
6870300:error:0D07803A:asnl encoding routines:ASN1_ITEM_EX_D2I:nested asnl error:tasn_dec.c:386:Type=PK

COBBZBRTDICE, £Ipkes127 7 AL ZDERERICERT I HLEN HY X T,

openss1 enc -base64 -d -in asaexportedpkcsl2.pl2 -out converted.pfx

COEENTTLEES, BIO "TPKCS127 7 A I)LA S DOIDAERE L MEF—OHE, 523>
DFIEICH->T, DIAAZTEWMEF—Z(AKR—KTEFXT,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



