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EAITRIVR—F b

CORFIXVRNOABRKRK, BEDVYTZRIITRPN=—RIITON-J32VICREENDED
TR ERE A

CORFIXVNOERE, FEDFARRELCLHZDTNAARACEITVWTERENIZENTT, C
DRFIXKNTHEAIZIXNTOTFNA AR, #1IH (T7 2D ) REOREH, SEBL TV
T, HRORXY ND)—IHNRBAPTHRBEICE., EOXSBINIRIZDOVTE, 20HF
ENBHECODVTHEICEREL THEBENBYET,

=
AR

HEER

IV RFNAALOARZENHRIVNICEDERIC. BEBHBREPHITHCBEHL VRS
ZRELET. BBBRENIRETNTVBREHEE, VATV NAKR—JIL—2E, BFOHAE
(IDELIXIDEEAE ) FMHIRYINICBE DA, HLUVEHAEZERTEET,

AaEO—-)L7—/N—

CONTA—RE, EBREF—/NCS)FO—LF—N— (v KV ) ARBEERT BRI
JERELET., SO RFEIHBLTCSRECADE N BA, 77 4)L N OBME30R
<7,

F:ORFIAIXINOHITE, CONTXA—ZDERFK105TT,

CAH—/NLOIRAENBHRINICEZERIC,. BEO—ILF—/N—ICKV), CAEHRITE &
B<EHLVIBAEZREBTEEXT, BHO—IILFA—N—NFRBRETIhTVIHEE,. CAL—XEFEE
OIEENHRINICEDHEIC, HLULVBAEZERTEET, ¥ RUBEEFLEFEO-ILF
—N\N—EAEEFHIENZIFHL VRS ., BEODCAIBHEN HRUINICESEREBATT VT
17BN ET,

CORFIXIND "WIE, 0230 THAThTVWR2DODOMEZFEATDE, PKIDEAY
BEtEh, AR—VFEREITA4T7 M TFNAAGREOCAIIRAEN PRI NICEZEICS +
RO/A—=)LF—/N—IDEERAE L > ¥ RU/O—I)LFA—/N—CAGIBHEZEBTEEXT, chl k)
. BEODI DB LUV CAIRAEQHIRNA I NEEZIC, FILWVWIDB RV CAIHAEICHRITI &k
<BITTEZFY,

lifetime ca-certificate

CONSX—2E, CAIIRBEOEMBEEELET. CONSA—2OEF. B/FEMSTHE
ETEET,

F: CORFIAIXINOHITE, CONTXA—ZDEFX30D T,

4 EREA &

CONFZX=BF, CAL—ZICL>THRITENDIDIAENEVHBZEELERT, <D/NTX
— 32 NOfERk, B/EE/DTEETEXT,



EZORFIXZVRDHTR, CONTFTX—20DER200 TY

ﬂgll

E

ECORFIXMNTR, F—OEHEREEHO-LA—/NN—OBRZEHATHIEHIC

. lifetime, auto-rollover, & &Tauto-enrollDPKIRA X —EZ/MELLEEOEFEHAL TV
TFF. DATRYRND—IBRETR, ChSONTA—RIZTFTAILNDTATEALLERE
B2 Lzb8HLET,

BN EROBRZFRABWEEE. O—ILA—N—PBEEREE, PKIRAI—R—AD
INTDAR NN EEZTIAREN DY EXT, COLY, PKIZRTIZINTOIL
—RTRYRND—UBALTORNINNTP)ZRET D EHELET,

Cisco 10S CAY — /Y D& TE

cOEV> 3> TRk, CiscolOS CAH—NDOEEHZRLET,

Root CA#show ip interface brief
Interface | P- Address OK? Met hod Status Protocol
Et hernet0/0 10.1.1.1 YES nmnual up up

crypto pki server ios-ca

i ssuer-nane CN=Root - CA, OU=TAC, C=I N

grant auto

hash sha512

lifetine certificate 0 0 20

lifetine ca-certificate 0 0 30

cdp-url http://10.1.1.1/cgi-bin/pkiclient.exe?operati on=CGet CRL
auto-rollover 0 0 10

dat abase url fl ash:

*:auto-rollover N> RTIEET2MERR. BEDCAKIRAEOKRTHEIC, O—/ILF—/V—
SFEHZ N ERKE D A/ P TT, LN 2T, CASIBAZA12:00 ~ 12300 &EETH
7154 . auto-rollover 0 10ik. O—J)LA—/S—CAREFAENF 12200 ICERThD L ®
EEKLET,

show crypto pki certificate 1< > K& A B L T, Cisco I0S CAH—/NDREZERLE T,

Root CA#show crypto pki certificate
CA Certificate

Status: Avail abl e

Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

cn=Root - CA

ou=TAC

c=IN



Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associ ated Trustpoints: io0s-ca

COEDCETWVWT, L—RIZEF9:16 ~ 9:46 IST Nov 25, 20120 CAREREN EFENTVET,
BEO—/)LA—N—F107BREE A TVWD S, ¥ RU/MO—IF—N—FLAEK2012F
1MA25BI29.36 ISTIZCE > TEKET B FETT,

529 B I(CIk. show crypto pkitimerdY > RZAHDLE T,

Root CA#show crypto pki timer

Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Tinme source is NTP, 09:19:22.283 | ST Sun Nov 25 2012

PKI Tiners

| 12:50.930

| 12:50.930 SESSI ON CLEANUP

CS Timers

| 16:43.558

| 16:43.558 CS SHADOW CERT GENERATI ON

| 26:43.532 CS CERT EXPI RE

| 26:43.558 CS CRL UPDATE

ROHEDICET VT, show crypto pkitimerdX > RAQ19ISTTHRITE N, > ¥ RU/O—)LF—
N—FERERF 16430 AAICERENDFETT,

[09:19:22 + 00:16:43] = 09:36:05, < 11.{F[end-date_of current_CA_cert - auto_rollover_timer]; 2
F V)., [09:46:05 - 00:10:00] = 09:36:05& BV E T,

DF4AF 2 MAR=I ) —2ORE

COEI>3a>TR, V74T NMAR=IIL—20REFZERLET,

dient-1l#show ip interface brief
Interface | P- Address OK? Method Status Protocol
Et hernet0/0 172.16.1.1 YES manual up up

crypto pki trustpoint clientl
enrol I ment url http://10.1.1.1:80
subj ect-name CN=Client-1, OU=TAC, c=I N
revocati on-check cr

auto-enroll 70 regenerate

X:auto-enrollAN > RiE., L—20EBHEHFMeEEZBFMICLET, OV REXFauto-
enroll [val%)] [regenerate] T T

FROEHTIE, BEERBEEEFTO%E L TEEETNTWVWET, DXV, [lifetime of
current_ID_cert]®70% T, JI—RFEHBHNICCALBRBLEEZNET,

ERMPKIZAI—NDNELSEHETDLDIC, auto-enrollDE%ZG0 %A LICERET D&%
HELET,

regenerateZAy 7’ 3 I&, MIAEOERF/EHZBMWE L 2 L L'Rivest-Shamir-



Addleman(RSA)F—DERICEREhET, cOATavE2EELEVEEE., BEDRSAF
—NERAENhET,

HERRORET

BEEREELZEITITSICE. XOFIEZETLET,

1. 94T RNIL—B3OKRFANRA 2 NEFETERIALT S (CIE. crypto pki authenticate 1<
VREABDLET,

Client-1(config)#crypto pki authenticate clientl

X :COONY ROFEMIZOVTIE, TCiscolOS Security AN RUTZ 7L Ry 258
LTLEEZL,
ANV RZANTDE, ROKSBHANFNRTIENETT,

Certificate has the followi ng attributes:
Fi ngerprint MD5: 006B2E44 37FBC3F1 AA14F32B CDC4462E
Fi ngerprint SHAl: 2999CC53 8BF65247 COD704E9 FDC73002 A33910D4

% Do you accept this certificate? [yes/no]:
2. 94T NIL—XTCASIHEZRZ T AND O ICyesE ANLET, RIZ, IL—&T
RENEWX 4/ X —A'BBRENE T,

Cient-1#show crypto pki timer
PKI Timers

| 0.086

| 0.086 RENEW cVO- pki

| 9:51.366 SESSI ON CLEANUP

3. RENEWZ A X —AEAKETDE, VTA4T 2 NIL—ZRBIDAHEZNEB IS -HICEE
WICCAIZERULET, SEAEN ZEE 5. show crypto pki certificate AN¥ > RZA DL
TAHEZRTLET,

Client-1#show crypto pki certificate
Certificate

Status: Avail able

Certificate Serial Nunber (hex): 02
Certificate Usage: Ceneral Purpose

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Narme: Cient-1

host name=Cl i ent-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1. 1/ cgi-bin/pkiclient.exe?operati on=CGet CRL
Validity Date:

start date: 09:16:57 | ST Nov 25 2012


/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c5.html
/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c5.html
/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c5.html

end date: 09:36:57 | ST Nov 25 2012
renew date: 09:30: 08 | ST Nov 25 2012
Associ ated Trustpoints: clientl

CA Certificate

Status: Avail able

Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

cn=Root - CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 | ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

EFHK09:30:08T. XDKRSICFHEENET,
FAMABEZ+ (%renewal of ID_cert_lifetime)

T

09:16:57 + ( 70% * 20% ) = 09:30:08

PKIZAX—RGELUEZRBRLET,

Cient-1#show crypto pki timer

Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Tine source is NTP, 09:19:01.714 | ST Sun Nov 25 2012

PKI Tiners

| 1:21.790

| 1:21.790 SESSI ON CLEANUP

| 11:06.894 RENEW clientl

.RENEWRAX—NHWTIBE. I—RBEFHFLVWIDAIRAEZEEBIBZLHICCAZFEAL TE
BREZELET, GIAEOEMAREL 124, showcryptopkicetAN RZA DL T, #
LWIDEEEAEZXRRLET,

dient-1l#show crypto pki cert

Load for five secs: 0% 0% one minute: 0% five mnutes: 0%
Time source is NTP, 09:34:55.063 I ST Sun Nov 25 2012
Certificate

Status: Avail able

Certificate Serial Nunber (hex): 03

Certificate Usage: Ceneral Purpose

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Narme: Cient-1

host name=Cl i ent-1

cn=Client-1



ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1. 1/ cgi-bin/pkiclient.exe?operati on=Get CRL
Validity Date:

start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associ ated Trustpoints: clientl

CA Certificate

Status: Avail able

Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

cn=Root - CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 | ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

EHMAN B BDIZEIERLTSESZ V. RDYIZ, SHADOWR A X—HFRIEhET

o

dient-1l#show crypto pki timer

Load for five secs: 0% 0% one nminute: 0% five mnutes: 0%
Time source is NTP, 09:34:57.9221 ST Sun Nov 25 2012

PKI Tiners

| 25.582

| 25.582 SESSI ON CLEANUP

| 6:20.618 sHADOW clientl

70tAO02Y JRRODESY)TT,

. IDEEREOKRT BACATIAEOKT HEZL<AVBAE,. BBBROBSICES LV TER
HZFHE L. RENEWRX A/ N—ZRBLET,

- IDEEFAENKR T BN CAHIABRBOKRTHEE L VBEEE., REDIDIABEEN ENTHIRY,
BEDIDIIBAEN BN THZ O, EF7OLARTETT, VI, SHADOWR A ¥ —
NEBEIhET,

CDRAI—IE., auto-enrollAX Y RTHELEN—EF—JICETVTHEZ LTS, 12E
ZIE, BIOBICRENTVREHREN-IDIEHEOEHEO AN ERFTILET,

Validity Date of current ID cert:
start date: 09:30:09 I ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012

COIRAENEMHBIEF169TT, LEN 2T, O—ILA—=—N—FA4X— ( DF)SHADOWAX
A1Y—) F165 D70 % T, WMDICHYELET., COFERE., JL—2A709:30:09 + 00:11:00] =
09:41:09T ¥ R/O—IA—N—HRENEREZHBI D CLEEERLET., chiF, ZORK
F 1 X2 NTHIRL £=PKI SHADOWR 1 Y — 25 L TWE T,



Cient-1#show crypto pki timer

Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Tinme source is NTP, 09:34:57.922 | ST Sun Nov 25 2012

PKI Tiners

| 25.582

| 25.582 SESSI ON CLEANUP

| 6:20.618 SHADOWCclientl

HEO—-)ILA—/N\—0OBE
COHETWR., BEITH2EHO—-IILA—/N—BBEICODVWTFHIBALET,
Cisco 10S CAY—/\

SHADOWAR A X —AHIRYINICAED &, O—ILF—/N—fEAENFCAL—RICRFENET,

Root CA#show crypto pki certificate
Load for five secs: 0% 0% one mnute: 0% five mnutes: 0%
Time source is NTP, 09:36:28.184 I ST Sun Nov 25 2012
CA Certificate (Rollover)
Status: Avail able
Certificate Serial Nunmber (hex): 04
Certificate Usage: Signature
| ssuer:
cnh=Root - CA
ou=TAC
c=IN
Subj ect :
Nane: Root - CA
cnh=Root - CA
ou=TAC
c=IN
Validity Date:
start date: 09:46: 05 | ST Nov 25 2012
end date: 10:16: 05 | ST Nov 25 2012
Associ ated Trustpoints: io0s-ca
CA Certificate
Status: Avail able
Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature
| ssuer:
cnh=Root - CA
ou=TAC
c=IN
Subj ect :
cnh=Root - CA
ou=TAC
c=IN
Validity Date:
start date: 09:16:05 | ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: io0s-ca

954F 2 NIL—5

CORFIXVNTHIRLIERSIC, BBIZRRHEERFIZA T2 NL—F2TSHADOWR A X —%
ML EL L, SHADOWERA X —DHRFIhd &, BEEFEEICEKY, I—2EO—-)LF—
IN—I2 % ROCAREREZCAY—NICERTBH LN TEER T, FEEThDE, O—-ILF—/N—



/27 RTIDGEFAZBERALEXT, TOHER, L—RICE2DODRHABRTHAH KT,
T, O-MWF—=N—/> ¥ RVAHAEEZBTES1D2OXRT :

Client - 1#show crypto pki certificate

Load for five secs: 0% 0% one minute: 0% five mnutes: 0%
Time source is NTP, 09:41:42.983 I ST Sun Nov 25 2012
Router Certificate (Rollover)

Status: Avail able

Certificate Serial Nunber (hex): 05

Certificate Usage: Ceneral Purpose

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Narme: Cient-1

host name=Cl i ent-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:

http://10.1.1. 1/ cgi-bin/pkiclient.exe?operati on=CGet CRL
Validity Date:

start date: 09:46:05 | ST Nov 25 2012

end date: 09:50:09 | ST Nov 25 2012

Associ ated Trustpoints: clientl

CA Certificate (Rollover)

Status: Avail able

Certificate Serial Nunmber (hex): 04
Certificate Usage: Signature

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Nane: Root - CA

cn=Root - CA

ou=TAC

c=IN

Validity Date:

start date: 09:46:05 | ST Nov 25 2012
end date: 10:16:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

Certificate

Status: Avail able

Certificate Serial Nunber (hex): 03
Certificate Usage: Ceneral Purpose
| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

Narme: Cient-1

host name=Cl i ent-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1. 1/ cgi-bin/pkiclient.exe?operati on=CGet CRL
Validity Date:

WEONX



start date: 09:30:09 |IST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

CA Certificate

Status: Avail able

Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature

| ssuer:

cn=Root - CA

ou=TAC

c=IN

Subj ect :

cn=Root - CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 | ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012
Associ ated Trustpoints: clientl

A—J)LA—/N—IDEEASOEMECFEFEL TS EEL,

Validity Date:
start date: 09:46:05 I ST Nov 25 2012
end date: 09:50:09 | ST Nov 25 2012

AAEOEMWHBE DT N49 TT (Cisco lOS CAH—NTHREETNATVBLSIC, FEEhD
200 DDV IZ ), Cisco lOS CAH—/NZ &2, #IDEEAB DS 14 7 B4 Lld205 Tdh B
EXNBINES(DFN, BEDIZA T RIL—XTIE, THIZXHL THITSNBIDIAHE (Rt

D+ T RT ) DA 7L ADEFF20H5 U TFTHILEN B ET),
COZ7OEADFHMRE., ROEHBYTT,

N—Z2OREDIDAAETOEMEZRICALET,

start date: 09:30:09 I ST Nov 25 2012
end date: 09:46:05 | ST Nov 25 2012

L 7=A"2 T, current_id _cert lifetimel& 163 T,
- O—=I)LFA—=N—IDAAEDBMMEZIRICRLET,

start date: 09:46:05 | ST Nov 25 2012
end date: 09:50:09 | ST Nov 25 2012

L =A"2 T, rollover_id _cert lifetimeld457 T3,

. Cisco IOSTI&, [current_id_cert_lifetime]A"[rollover_id_cert_lifetime]lC B lE N B B4,
[total_id_cert_lifetime] EZE L < B IThIEFEB VW ELBA, COBESEETSTH B,

O=)LFA—N—BREFERMULEPKIZSA LT A2 OH
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//www.cisco.com/en/US/docs/ios-xml/ios/bsm/configuration/12-4t/bsm-time-calendar-set.html#GUID-C76DE715-EEAB-4DA8-B80C-85B3A5CDA714

FENRS RS E hET, N—T3215.2(3.8)TH&T15.2(4)STl. PKIZA I—ENTPOE
HECEBNICEIMEnE T,

- PKIZRA X —RER[TRED)ELA. ChSERYOBEICESVT, V7/—MRICBFHES
hET, X, 9547 NL—RIC100BEEXMRIDIEREN H V), BEZRBEEN
B0 BICEREETNTWRELET, TOHR, BEREFEOBRICITOLNEFETT, L—54H
B0HBICUO—RENDE, RIZRTELSIC, L—REFEEBL., PKIRAN—ZHFELE
9o (BREME) * (%auto-enroll) = (100-60) * 80% = 32 H

LEAST, [60+32]=92B BICEERENFTOhET,

- BBERZAN—CHBERIZAN—ZRETDES. PKIVZA T N BBERZA(N—
ZERTIBDEEI, PKIF—/VTSHADOW CAGIFAE ZHERATRLICT D EERET D &N
BETY, chilil), ARBESRETRETDARMEOHIPKIY—EADEEZERTE
x9,
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RBAF—AVTFARNTIOTFY - BAORSEBBEICETAIRTL MAR—/N—
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TOZHN HR—bE RFI X - Cisco Systems



//www.cisco.com/en/US/tech/tk1132/technologies_white_paper09186a00800e79cb.shtml
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