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username test password test
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line vty 0 4
login local
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CA—HTELZALT O 21 —FICEERTERT,

username test autocommand access-enable host
timeout 10

Fh&E
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line vty 0 4
login local
autocommand access-enable host timeout 10
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access-list 120 dynamic testlist timeout 15 permit ip any any
IL—2(Telnetd B HeE ZBR< IXTOMEEZT OV VTR LEOICHBERTIEAVARNEESR
LET (NNZRHTBICIE, I—FDIL—RTelnetTDHENHYNET ). <OIPF RL A,
L—RDA—H5ZY NIP7RLATT,

access-list 120 permit tcp any host 171.68.117.189 eq telnet
BERICERNZdenyalf BEELET (ZTRADLERA )

TOEAVARNZ, A—YHA2TLKBA U E2—TIAAICBERALEY,

interface ethernetl
ip access-group 120 in

CNTRETTY,

RBE. L-ZLOT7 1IN ZERORSIZKEYET,

Rout er #show access-lists
Extended | P access list 120
10 Dynamic testlist permt ip any any |og
20 permit tcp any host 171.68.117.189 eq tel net (68 matches)
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Ytelnet 2514A

Trying 171.68.117.189 ...
Connected to 2514A. network. com
Escape character is '""]"'.

User Access Verification

User nane: test
Password: test

Connection closed by foreign host.

TANRERDESIZBN)ET,

Rout er #show access-lists
Extended | P access list 120
10 Dynanmic testlist permt ip any any |og
pernmit ip host 171.68.109.158 any log (time left 394)
20 permit tcp any host 171.68.117.189 eq tel net (68 matches)
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Rout er #show ip access-lists 120
Extended | P access |ist 120
10 Dynamic testlist permit ip any any |og
permit ip host 171.68.109.64 any |og
permit ip host 171.68.109.158 any | og
20 permit tcp any host 171.68.117.189 eq tel net (288 matches)
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aaa authentication login default group tacacs+ |oca
aaa aut horization exec default group tacacs+
tacacs-server host 10.48.66.53 key ciscol23
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debug IX > RZEFEHATSHIIC, Tdebug AV ROEELSIER, 25BL T EE L,

- debug tacacs authentication: TACACS+REE 7Ot AICE T2 EHmERRLET, —HD/N—

TaAVOYI7RIITTOXMRATRETT., FATERVWEEE. debug tacacsD HEMA L
79,

. debug tacacs authorization: TACACS+:R A 7O AICE T3 EHERRLET, —HBDO/N—

TaAVOYI7RIITTOXMERATRETT., FATERVWEEE. debug tacacsD HEMA L
79,

. debug tacacs events:TACACS+AILN—7'OAL S OEHRZERRLET, —FHD/N\—> 3

YOV RNIVITTOXMEATETT, FATEREVIESE. debugtacacsDHEHAL =7

AAADREEZ NS TN 1—T 14203310, ROONY REFEALET,

- debug aaa authentication : AAA/TACACS+ FREEICBIT 2 1EHERRLET,
- debug aaa authorization : AAA/TACACS+ FAICB8 T2 1B8HERTLET,

X Ddebug® i S Bllk, ACS TACACS+H—NTORIASLTRAZ7OELAOKINZRL TVE

EE

Rout er #show debug
Ceneral Cs:

TACACS+ events debugging is on
TACACS+ aut henti cati on debugging is on
TACACS+ aut hori zation debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Rout er #
AAA/ Bl ND( 00000009): Bind i/f
AAA/ AUTHEN LOG N (00000009): Pick method list 'default®
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication start request id 9
TPLUS: Authentication start packet created for 9()
TPLUS: Using server 10.48.66.53
TPLUS(00000009)/ 0/ NB_WAI T/ 82A2E088: Started 5 sec ti neout
TPLUS(00000009)/0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/NB_WAIT: wote entire 36 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: Woul d bl ock whil e reading
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes

(expect 16 bytes data)

TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 28 bytes response
TPLUS(00000009)/ 0/ 82A2E088: Processing the reply packet
TPLUS: Received authen response status GET_USER (7)
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS( 00000009)/ 0/ WRI TE/ 8347F3FC:. Started 5 sec tineout
TPLUS(00000009)/0/WRI TE: wote entire 22 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes

(expect 16 bytes data)

TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 28 bytes response
TPLUS(00000009)/ 0/ 8347F3FC. Processing the reply packet
TPLUS: Recei ved authen response status CGET_PASSWORD (8)
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TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS(00000009)/ 0/ WRI TE/ 8347EE4AC. Started 5 sec tinmeout
TPLUS(00000009)/0/WRI TE: wote entire 25 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 6 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 18 bytes response
TPLUS(00000009)/ 0/ 8347EE4C. Processing the reply packet
TPLUS: Received authen response status PASS (2)
AAA/ AUTHOR (0x9): Pick nethod list 'default’
TPLUS: Queui ng AAA Aut horization request 9 for processing
TPLUS: processing authorization request id 9
TPLUS: Protocol set to None ..... Ski ppi ng
TPLUS: Sendi ng AV service=shell
TPLUS: Sending AV cnd
TPLUS: Authorization request created for 9(tne-1)
TPLUS: using previously set server 10.48.66.53
from group tacacs+
TPLUS( 00000009)/ 0/ NB_WAI T/ 8347F508: Started 5 sec timeout
TPLUS(00000009)/0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/ NB_WAIT: wote entire 60 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: Woul d bl ock whil e reading
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 44 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 56 bytes response
TPLUS(00000009)/ 0/ 8347F508: Processing the reply packet
TPLUS: Processed AV autocnd=access-enable host tinmeout 10
TPLUS: received authorization response for 9: PASS
AAA/ AUTHOR/ EXEC( 00000009) : processi ng AV cnd=
AAA/ AUTHOR/ EXEC(00000009) : processi ng AV
aut ocnd=access-enabl e host tinmeout 10
AAA/ AUTHOR/ EXEC( 00000009) : Authorization successful

RADIUS O f#H

RADIUS D& TE

RADIUSZFEA TS ICIE., RICRT LS, RADIUSH—/NZREL T, BIA/NTX—%
(autocommand) % £/ L TRADIUSH —/NTERIE Z AN ICRITL . RO FX—BEROEM26I21A
ELET,

aaa new nodel

1

!

aaa authentication |login default group radius |ocal

aaa aut horization exec default group radius |ocal

radi us- server host 10.48.66.53 auth-port 1645
acct-port 1646 key ciscol23
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Rout er #show debug

General Cs:
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Radi us protocol debugging is on
Radi us packet protocol debugging is on

Rout er #
AAA/ Bl ND( 00000003): Bind i/f
AAA/ AUTHEN LOG N (00000003): Pick method list 'default®
RADI US/ ENCODE( 00000003) : ask "User nane:
RADI US/ ENCODE( 00000003) : send packet; GET_USER
RADI US/ ENCODE( 00000003) : ask "Password:
RADI US/ ENCODE( 00000003) : send packet; CET_PASSWORD
RADI US:  AAA Unsupported [152] 5
RADIUS: 74 74 79 [tty]
RADI US( 00000003): Storing nasport 66 in rad_db
RADI US/ ENCODE( 00000003) : dr oppi ng service type,
"radi us-server attribute 6 on-for-login-auth" is off
RADI US( 00000003): Config NAS IP: 0.0.0.0
RADI US/ ENCODE( 00000003): acct_session_id: 1
RADI US( 00000003) : sendi ng
RADI US/ ENCODE: Best Local | P-Address 172.18.124.1
for Radius-Server 10.48.66.53
RADI US( 00000003): send Access-Request to 10.48.66.53:1645
id 21645/1, len 77
RADI US: authenticator 5A 95 1F EA A7 94 99 E5 -
BE B5 07 BD E9 05 5B 5D

RADI US: User - Nane [1] 7 "test"

RADI US:  User - Passwor d [2] 18 *

RADI US:  NAS- Port [5] 6 66

RADI US: NAS-Port-Type [61] 6 Vi rtual [ 5]
RADIUS: Calling-Station-1d [31] 14 "171.68.109.158"
RADI US: NAS-| P- Addr ess [ 4] 6 171.68.117. 189

RADI US: Received from id 21645/1 10.48.66.53:1645,
Access-Accept, len 93

RADI US: authenticator 7C 14 7D CB 33 19 97 19 -
68 4B C3 FC 25 21 47 CD

RADI US: Vendor, Cisco [26] 51

RADIUS: Cisco AVpair [1] 45
"shell:autocmd=access-enable host timeout 10"

RADI US: O ass [25] 22

RADI US: 43 49 53 43 4F 41 43 53 3A 61 63 31 32 37 63 30
[ CI SCOACS: ac127c0]

RADI US: 31 2F 36 36 [ 1/ 66]

RADI US( 00000003): Received fromid 21645/1

AAA/ AUTHOR/ EXEC(00000003) : processi ng AV
aut ocnd=access- enabl e host tinmeout 10

AAA/ AUTHOR/ EXEC( 00000003) : Authorization successful
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