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L—RAI2BEICEHFNTTY,

BHROBEMOLEHIZ, Cisco L—ROFNY T OAF IR IPTHIVT AT EDEENRIL
DBREHNET (BIEHLLVERLEFFINBEHECHLT ), LAL, CiscolOSYTRIIT
NEED/N—23a>Tlk, —BROBHREORBNENL—AILRF, ELTIERAVANET IR
DANOFINRIEET,
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BTEDIPNTY RS, IXNTTTYTF142T DoS REORITICHEATNBIERIIEDY &
H)ELA, REZZTHER. RELTVARKNBEOATIVICREFABLVERARTH
At E, BICHSLENBY T,

ZTO—AT, Z<OHEBRLULELSIBENDTHINDEERTT., WEBEGF., —BRNEFEEZER
FRENTY, chid, COLEFENIBIMRNTH LY, NL-ANFBICREETH 12V
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7RLAIZICMP TO—ER ( Tpings ) AARCHENET., Cho0/NT Y NORERT K
LA, BEEEZ—TY NOT RLACBREENTVET, REEH SEEENB/NTY RS
I, DTLIRYTZY RDB<KORARNBELET. TRICE > TRIENEZ—FY R
75YF4TIL, BAOREEOSHEN ERENET,

Mfraggley EMIENZDELOKRETE., BERICAALIN JO—-RF ¥ AN ERAESAETH,
ICMP TO—EXRORH I UDPITO—ERAFERAENE T, BEE fraggle I smurf IZHEXTIHE
BEENPEL, ThEE—RHWTESY) FEA,

smurf LEE, BERRYRND—O UIONBERICBEDCEILI > TRREEIAET, Cchso
KHES LB HNEOFM-OVTR, "H—ERIEEREICHEITZEHR A—JF2SRBLTL
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SYN7ZY RHER, BEEFZ—TYNKAN (—MBHIC HTTP £k SMTP 4 —/V ) O &R
BREERT. 77v>21, EFLEEELEICK>THSHICAYET, T, Z—TY RN KANYS
R2RZ74VIONN—ROBEZSIERTARBREDLNET, ThREZODUVE—2 KFT 4
YINFTONTY NOTZUALMEENTLEERT RLAICR2LEEEIL, "EBOIIPRNT T4
YOOO—AIL Z7ANT A4V EeEr S, =N FvY Y2 AN F—N—T0O—F B8N D
21HTTY, Ciscoll—Z TR, COBMBEBRLEVLEXTIVREDIL—ZTRELET,

DAL BEEND TSV T 1429 DoS HEEO K&, smurf & SYN 75 Y RETHAN
DEET, ChSNHEBEATIEXLKRE IS LW, FBEICEETT, E550HEE (ping 7
SYRDEKSIBVWSOAD "2, WEBEEEHT ), Cisco7IV7EA VAN EFEALTHERIC
HETEET,

DoS RBIZ7O2EA VA B

2O0NDAUR—TIAAREFIIN—REEZTLEE N, Ethernet 0 & A ISP £/ E1E
ISP THEP LAN ([C#HE N TVWET, Serial 0 F ISPRATA U E2—X Y MNEGRERHLET,
Serial 0 DAAINTY RN L—MRE 7L VDU FERICEEENTLE2THY ., LAN EOFKRAD
TRREERT., 75v>1, FiIE, FEETOMD DoS HEOKFEABATVET, IL—2H#E
BMENTVBRPRETA NIERYNDT—D TFHFITAHNF%BL, COYLARNDALRR, 7TFH54
B RL—ANAFETELBETETNERAERRNIBFEEALERVAD, E2E<HYYEEA,

— EthernetD Serial0

| |

Internet

10.2.3.%x network
CCT, ROBANFRITIOERA VAN EZEATRERELET,

access-list 169 pernit icnp any any echo
access-list 169 pernit icnp any any echo-reply
access-list 169 pernit udp any any eq echo
access-list 169 pernit udp any eq echo any
access-list 169 permt tcp any any established
access-list 169 pernit tcp any any

access-list 169 pernit ip any any

interface serial 0
ip access-group 169 in

COUARNTRRNZZAYIONFTANRTIORENT, IONJREIXRTEHFTENET, LAL
V CODUANICEBZNTY RBRIE, WEARICEFZ3ID2DRAT7OVTNTHE2HL EDHTS
EONDE-FELTHRILEET, smurf, SYNIZELD 7T Y RRES &K Ufraggle.

smurf B OBRHNEX—TY b




show access-list IV RERFTTIE, ROELSBEIFRRENET,

Extended | P access list 169
pernmit icnp any any echo (2 natches)
permt icnp any any echo-reply (21374 natches)
pernmt udp any any eq echo
pernmt udp any eq echo any
permt tcp any any established (150 nmatches)
permt tcp any any (15 matches)
pernmit ip any any (45 natches)

DTN AVER—TIAARAIBEITADINT 74V IDEEALER, ICMP Z1—RENTYNT
BREATVET, ChiEBTS< smuf REDH AT, CcOHANE, UTLIXTERE
<BREMHBER—TY NIBI2ITVET, XOHAICRIKSICTIERA VAN EEETDE, K
BICHIHMESBHRENETELT,

interface serial 0
no i p access-group 169 in

no access-list 169

access-list 169 permit icnmp any any echo

access-list 169 permit icnp any any echo-reply | og-input
access-list 169 permit udp any any eq echo

access-list 169 permit udp any eq echo any

access-list 169 pernmit tcp any any established
access-list 169 pernmit tcp any any

access-list 169 permit ip any any

interface serial 0
ip access-group 169 in

CCTR, BDLWKZ 749 DIC—H9I2T7OEA VAN I MU log-input ¥F—D— K%z
EBMULELE, (1M2&KYWBID CiscolOSY 7 RIJIFT VD)—ATR, COF—TJ—RHFHYYE
HA, KDYIZ Tlogy F—D—RZFEALET ), chickY, COVANIVNIIC—HT
DNV NMCETRIBE®/NIL—RICOJENET. logging buffered FREE hi=BA. show log
ARV REK2TROAYE—DHFBSIhET (L—NOFKOED, XYE—JORRICKHH
FHODBBEFBYVET ). XV E—DRRXOBIDELSICRTENET,

UBEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168. 45. 142
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
UBEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168. 45. 113
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168.212.72
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 172.16.132. 154
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

USEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168. 45. 15
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168. 45. 142
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 172.16.132. 47
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168.212. 35
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet



YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168. 45. 113
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 172.16.132.59
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168. 45. 82
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168. 212. 56
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 172.16.132. 84
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168.212. 47
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

USEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168. 45. 35
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 192.168.212. 15
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

YSEC- 6- | PACCESSLOGDP: |ist 169 denied icnp 172.16.132. 33
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
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access-list 169 permt tcp any any established
access-list 169 permt tcp any any

CheDSEBIINITTE., TCPAXTYREACKEY N Y NEBAELET, 2Tk, TCP
SYN CREBEWNTY NOBENBWNTT, LEN>2T2BBDTTIE, TCPSYN THB/\T v
RDAKEBELET, SINT7TY RIF, ChSOUANIRNUOADTOENSERICERIE
NEJT, EEBRRNTZ 74V 0T, IESYNTCP/NT Y RE, SYNKWEDLBLSEE 2E, BE
F4EELE5EBE<BYET, SYNTSY RTIE. SYN OEA IESYNTCP N7 Y NOE%E
MEEtBRID2ONEHTT,

HELUADEZUETIDEISBERNIRETDINDE., REODEEBREFERICLDBEROEBEEIC
BRohET, —BHIC., CORSIBBEREFRAREL, EOSYNT7TY REESZLD SYNNN
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FRLADSEBENTVRIHESHERRETEET,

SYN 7Y RICEAEKREIZL, "7OLRAT—7IKRE, ERENDIHENFHYET, 7OEA
F—7IIHKETIF, TCPEHFDOZTTEIC, ThALZ7ORNIN RS T7 14V OB VIRETRA A
TORETHBENET, ChIZFLTSYNT7SY RTIR, BRUOEREROANEEENE
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bYUEEBA, OF T, CPUNDBERZBTAL-OICL—MFIRELET, OF T TEK
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RENBDORTHDICRRNEFRZ YU TILTIN, T2BNTYH RL—ATRHYEEA,
RRENBVNTY MHBDEITEBLTLSEZ L,

—BOYVTRNIDITT N=232>TR, PTORBAVANOF VI —BOARAYF>2 T E—RT
LABELEEA. TUVERUANIVNUT, ZBO—HFHI R EhTEMEOTENE
WEEE., I—NFvyv212IUF7LT,. N7y hOTOCREZRBFEPICTEXTHATLE
TV, EEL, BROAMVER—TIA ANFHDEFOEVIL—FThZTSHEERFEEL TL
EEW, YV 1rBEBETIDIBIC, SBORNZ TV INFEZEENDAEUENS DY ET,
AJREZR PR V) Cisco Express Forwarding ZH L TS & L\,

TOERBAVANEOAF D TRBNT AR VALK BZEARIN, REZLETREHYFEA,
IL—20CPUEBRHNFIBREB0% ZEBATVRHEEX., TUVEA VAN ZIELCIERDOA X
—7IARACHEATRHEER. TEANYVETT,

bL—A

DoS NTY RDIEERT RLARRBREALEDHE, REEAH L FEBRZEICKREENATVLE
T, TOLEYH, RBEEDOBFICERIEELA, REORERZRRNIZLHICRIUDE—DT
EE. RYRND—D&KRKYTNAKRYTTRL—ALTWK ZETT, CcOTOEATR. IL—
AOBRELOVREROFIVIZTVET, HEBELSHEERTONALLR 2 LLINTOX
YRD—=D ARL—BRICRDHONFBETY, COLEHBIZRRIZDEHICE. BREERER
BOBESENrSETT, £, REECRLTASADITEZEZILHICE, REHREOESR
BETT,

DoS 72Y ROKNL—RA 7OFVAR., kBRI TT, EFTSYR NS T4V U RIRE
LTVWBRZEADA2>TVWBRIL—2( TA, EHUVET ) ASHKBL, AN TORST14Y 0%
ZELTVRRNIIL—F( By EMUET ) 2R/BILET, RICBICOJ14>L, BAEDOK
ST74VIOEZELTVRRNDIL—F( "Cl, EHUVET )ZRO2TET, ZFEWBRETHE
BEhdFETCInzEHETET,

COFECODVTR, ROLSBEMBERNHYET,

. TBREBREET, N BACKHEENBRLAEO D ELI—2TH>TH, ERICIKMBOHK
EEICL > THAESNEBEEATVSR A OEI—ITHZIHENHYYET. CDFEE. DoS
72YRODRNL—ARFE1REICBEEREA,
CHEBEFIRNL—RAETNBEEZREBLTVD LD, BoSnEBRAOAREERLGETET, 75
Y REZEBICNL—ATEDLETOBEIrSVEENHY)ET,
CBILHEBENrEBNESELSEMERE 2BE. BROEERNSHEN RDZEEN BV ET,
AR Z<NEERDOEBAZEADENEETT,
XA Z—2avIilBEN BB E, TREPVNL—R T7OANFFTAREICKZY) ET, BE
FTB3RYRNDT—D ARL—RICE>TR, T2BEMIDZE OAZY 7HAVEVEEN LK
LEHYET,
- HEBENRREENLEETE, ZNSRCBCEANBEO L ICHEZICK T I EEN RE#IC
BBEENHYET,
DoOSHEBZRL—ALEISELTEREAENKBMLULTLEVE T, COLEHZLLNDRY KJ—
P ARL—REFE, EHZZTBVERYREBEORN L —AZHADETALERA, "EXBZ L K
BOAERNL—ATEIRYRNT—T ARL—ZREZLHYETHN, AN TEXR, rOERRETF
TETT, BEMEBENINBELEBAICOXRRNL—AICHITEIRY ND—0 ARL—ZEHYE
£



Mog-inputy &k BML—A

Cisco/|l— 2 ZBBITIHREZNL—RTBEE. REVMRENEFERRENS 71V UII—H
TRTIEAVARNINIZBEL, log-input ¥F—D—RZEEL, WBANU—LANFBEKH
BE=TYMNCREBEhIBEBRLCLEDTVIAI U EZ—TILAOREHEILC, TOFTIERA VAN
ZEATD CETT, TOERAVANIK > TERENEOT I NI, RF 714V OO0 EIB
FTRAN—BRAVER—TIARZBNL., 1 VF—TIAANRLFRSA 2 NEREDBEE. ’”‘1;
TFNAADLAV2F7RLAZEHETET, RICFOLAV2T7RLAZFEHALT, FI—
HORDI—2ZEBEITEES, hiZlE, =& ZIF show ip arp mac-address 1N > I\’EEFH
LET,

SYN7SY R

SYN7ZYRZRNL—RAFTBLEDIC, RDELSIBTIEA VAN ZERTEERT,

access-list 169 permt tcp any any established
access-list 169 permt tcp any host victim-host | 0g-i nput
access-list 169 permt ip any any

ChIZ&Y, Z—TYNKRARTETOSYN A, EZZSYNZBHTINTOTENET, WE
ENORBEORBRBRELTHRETRMEI SVRBRREZRBAIZICE, OF IV M) ZFHBICRELR
T, —MHWIC, RESZKO—HNTYRZEFBLTVWAIDHNTTY ROEFERXTT., RETDIP
T RLABKRFAEERLERA, CCTREBRAVE—T IS ALERFTMACT RLAZ

WUET, 759V TFAT NTY MABMBEERT RLAZF ICEN BB S, EHBNT
YRNETTZYVTFAVITNTY FNEXBITBENTARETT, EERAT RLAFFEBNT Y ME
INT, 7Y RO—FTHIAEMEA B KT,

729 T4V T REBOEBRASTONBEERFBYEIA, SYNT7ZY RICBEL TRHEEN
ENTT,

smurf B8

smuf RBARNU—AZRNL—RATBICRE, ROLSIBTIEAVARNZERALET,

access-list 169 permt icnp any any echo | og-input

access-list 169 permt ip any any

BUOIRNJEVTLIOZ TRLABTONTY RZHRLABVRIDEFRELTLKEZW, Ch
., FEAED smuf REFBHOVUILIR XY ND—VZFERATRLHTT, REKNEX—
TYNEEBIBNAEVEERE, VILIZ FRLAZIXNTHDBCENTERVBENHYE
To NL—ANREOEFBRICEI<E, LYZB<KOBAEICII-ERNEFBET DL 2R
TEET, ChEFRVWEKIETT,

EEL, REDOICMP RS 714 v 0 %K58B8F., BRICHESBEVEFEEOXRENOFXF > JTHERHRN
ERENDAEMNDYVET, COFEEF. BETRLAZ, FRHEATVWAZENHEBEL TV
BVTLIZDSEND 1 DICRBDEETEET, TOMIZ, 255.255.255.0 DEY MY AT E
AVE—ZY NHATIEEBEIC—BNTHDIEVSEXRZFNALEION)ZERTS 2 HEEHY)
F9, WEEN smuf V7L O EREITZDHEZLOERT, smurf REICERICFERAE LS
7LOZ T RLAK, EBICEVERTIONATIC—HULET, 0FLE 255 THB KA
NT7RLAEF, A2—FXY NATRIEEICENTT, LEN2>TEXOHIDOKLSIZ, smurf X
BEOARN)—ALICRLTLHBENICEEDRB IOV Z2BETERT,



access-list 169 pernit icnp any host known-reflector echo | o0g-input access-list 169 pernmit icnp
any 0.0.0.255 255.255.255. 0 echo | og-i nput access-list 169 permt icnp any 0.0.0.0 255.255.255.0
echo | og-input access-list 169 pernit ip any any

COVARNTR, OFHSZHO " /A X N7y NeHRTED—H, WEHFICEI<SICDOh
TESICE<NHREANY—LZKETEDAREMI B ET,

MNog-inputy E&XS5ZWVWHML—A

log-input F—— RABFEETBDIE, CiscolOS Y7 RDIF7 N—=23a>112&E, Y—ER T
AONA A —mHZBFICENCERENE 1MAR—ADYTIRNIITTT, WY TRKNIDITF TR
 COF—D)—RIFYR—RNEhFEBA. GVWIYTRNDITEEF DI ZZFERALTVWBREEE
CIRDIDOATAVHFBYIET,

LOF T EEFEREVN, BDODLVKNS T4V IIL—BITBDINIEECTIOEAVARNE
EELET, BAEX—TIAAOADAIICZOVANZBEBAL, WO RXZFANET, —
BEOEVWAVE—TIAAZRLET, COFEEINT A =X A F—=NN—AY RFFEE
ChE<, REXAVEA—TIAAEZBINTZILEHICENTVET, COFEORRAOLIS
&, VIOBEERT RLANFBESNBVWIETT, LENf2T, COFZEFRANY—
RAVNERICRE/RIEERT,

. log-inputTlE %<, log F—T—REZBCTIVEA VAN IVMNUZERLET., BT, &
AVER—TIAADEFAICCOVANZEALET, COFETEREFEITMAC T RLA
FREBEEhFEADN, IPTF—RERRIDLEHICRIUDAIEMUNI BYET, EEAEF, BB
NTYEN ARNJ—LNEBRICHEO—HTHINESH ZHERBTEETRT, NTA—NX2VAAN
NDHEHEFPF~FT, FILWITKNIITOERSHAEVWITRNIITERYVENT =X AN
EB<BEYET,

. debug ip packet detail AY > RZFEAL T, NTY NCHRITHERENRELEXT, CcOFE
TlEMACT7 RLADNBSNETHY, N7 —XAILKEBEEN RET DO EMENI HY)
F9, COFZEZBO>TUERATRIE, BRICIILN—XNFERAFTAEICEYNET, COFLEEMSE
A9256R@. LN RENZT14v0277—AN, B, FLEREOVWTNADE
—RTRAAYFUOILTVWBR L ZBERLTLKEESVY, PR UANZFERALT, NV
TREAEDICHEBBHBROKMMCHIRLET, O—HIL OT Ny 77 ICFNy TEHREOT
LETH., Telnettvy> a2 eV —)LICRLTRERFNY ITEHROOF T ZFTICLE
T, AggEThNE, REILRUTEROA A TN TEDRSIC, IL—RICYWEHICIEL
NEICAZBELF T, debugip packet AN KT, 77—AN AAMYFoTEhkENT
Y NCRTDIBRERTENBZVCEICERBLTLKEEZV, COBBOEBICIE, clearip
cache N RERTIDIHBEHNHVYET, clear ANV RTR, NV THID 1 2FER
2O00ONTY NEFBSHhET,

BOE TR

- Kerberos
cTO_ AN YR—PE RFI XD -Cisco Systems



//www.cisco.com/en/US/tech/tk583/tk385/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	シスコ ルータによるパケット フラッディングの特性把握とトレーシング
	内容
	概要
	前提条件
	要件
	使用するコンポーネント
	表記法

	最も一般的な DoS 攻撃
	DoS 識別アクセス リスト
	smurf 攻撃の最終的なターゲット
	smurf 攻撃のリフレクタ
	fraggle
	SYN フラッド
	その他の攻撃
	ロギングおよびカウンタに関する注意

	トレース
	「log-input」によるトレース
	SYN フラッド
	smurf 攻撃
	「log-input」によらないトレース

	関連情報


