GRE over IPSecVPN % A\ 7= LAN-to-LAN #&t
=X E i

2006 %F 7 A 31 H EH
2006 ¥ 1 A 27 B #IAR

L RY NI —UBEE

AT ALADEIREN

RBETIIRE
WMEBEBN—RIIT I VIRNIITEH
BN 74 0L =23y
F—EBBZ AN RO
EBREICELTOEES

1. XY NO)—O8BEK

~No o~ WON -

WVisn20  FEO e FEO  Wian2D
| Foss ¥ | " =
2 BA -‘__1 l l | _.'.
" - % F oy ¥
3 = ] o [
L, TERIERIZT L ClecolB1) IPeciGRE WPH k2 L CiecolB12) °, 18800
L 11T} B e
Branch Campus

X Bz 0)v U9, REKRRFENET,

2. VAT LADBRZH

2 ODWRNTNEFN, PPPoE AR Z2FRATH 70— RN REGEGZRERHIZIH—ERICT
. Cisco ISR —ERFZEEHI)—2ZFHAL., 12—V NMIEHRELET,

FLEZOOR[BEICTAR—FY NETIPSec VPN Z:REL ., AD2FDORRILLEICTIL—F
AVJ7ORINZBEE LI ADREZTVET,

3. BEYSIME

TRTNOHRIUIKREL TVRIL—RICE, Y—EATONAFA L) EED IP 7 RL AZ Rt
hTLVWET, ZO0R[EFOBEZAZ—FXY NECTEFITICITSAIL, &IL—2IC
IPSec VPN DFREZTOREZL KT, REFALIEORBEI|OAIC OSPF ZEALET, L
—TAI7OR N EEBHEESERIARIHR[/BICTGRE N RILEZRELET,

IPSec VPN ICEET A NTX—ZRUTOENZRELFT,


gre_overipse_1_big.gif

(1) IKE CBTAN5X—4

NFZA—2H
BESLT7ILdUXA
NYZaF7NTIVXL
FORL A

DH J)L—7
Pre-shared key

1812J-A ( Branch )
3DES

MD5

Pre-shared key

2 (. 1024bit )

cisco

(2) IPSec ICBETBANTX—4&

NTA—2H
RIS —=I VT
JE—NIPSecET
RSARATHA—LtY NE
ESP NT2 A7 #—A

REIXNERZT T4V D

1812J-A ( Branch )
GRE-IPSEC_to_campus
64.104.2.1

IPSEC

3DES ( 168bit )

/| ESP-MD5-HMAC
ACL# 100

1812J-B ( Campus )
3DES

MD5

Pre-shared key

2 (. 1024bit )

cisco

1812J-B ( Campus )
GRE-IPSEC_to_branch
64.2.2.14

IPSEC

3DES ( 168bit )

/| ESP-MD5-HMAC
ACL# 100

4. BEBN—RIITFTIVINIITEH

Cisco ISR H—EABMEBRIIL—2 2V —A@FL£THVR—RIZCT2FE (& LKW 2GE ) ZEfHL
FT. Cisco ISRV —RICTABEANRRAREBZ/N—RIIT/IVINIITOHREEDERT

FEICEYET,

75Y RR—A

871

1812J

1841

2800 1) —X

( 2801/2811/2821/2851 )
3800 > U—X

( 3825/3845 )

TMNLA>

124 (2) T E
124 (2) T B E
12.3(8) T UL

12.3(8) T Uk

123 (1) TRk

XA LAY
N/A
N/A
12.4 (1) Ak

124 (1) Rk

12.4 (1) B\ E

AEREHFICSEVTE., 220K T Cisco1812J, 105124 (2) T2 Z2FEALTVET

o

5. 4>7 )3

1. 1812J-A

hostname 1812J-A
I

ip cef

!

crypto isakmp policy 1
encr 3des

>747L—>3>



hash mdb5

authentication pre-share

group 2

crypto isakmp key cisco address 64.104.2.1
crypto isakmp keepalive 30

I

crypto ipsec transform-set IPSEC esp-3des esp-md5-hmac
I

crypto map GRE-IPSEC_to_campus 1 ipsec-isakmp
set peer 64.104.2.1

set transform-set IPSEC

match address 100

I

interface TunnelO

ip address 192.168.100.1 255.255.255.0
ip mtu 1372

tunnel source Dialer1

tunnel destination 64.104.2.1

I

interface Loopback0

ip address 64.2.2.14 255.255.255.255

I

interface FastEthernetO

no ip address

pppoe enable

pppoe-client dial-pool-number 1

I

interface FastEthernet3

switchport access vlan 20

I

interface VIlan20

ip address 192.168.32.254 255.255.255.0
ip tcp adjust-mss 1332

I

interface Dialer1

ip unnumbered LoopbackO

ip mtu 1454

encapsulation ppp

dialer pool 1

dialer-group 1

ppp authentication chap callin

ppp chap hostname Flet's@cisco.com
ppp chap password 0 cisco

crypto map GRE-IPSEC_to_campus

I

router ospf 1

log-adjacency-changes

network 192.168.100.0 0.0.0.255 area 0
network 192.168.32.0 0.0.0.255 area 0

I

ip classless

ip route 0.0.0.0 0.0.0.0 Dialer1
!



access-list 1 permit any

access-list 100 permit gre host 64.2.2.14 host 64.104.2.1
dialer-list 1 protocol ip permit

!

end

2.1812J-B

hostname 1812J-B

!

ip cef

!

crypto isakmp policy 1

encr 3des

hash md5

authentication pre-share
group 2

crypto isakmp key cisco address 64.2.2.14
crypto isakmp keepalive 30
I

crypto ipsec transform-set IPSEC esp-3des esp-md5-hmac
I

crypto map GRE-IPSEC_to_branch 1 ipsec-isakmp
set peer 64.2.2.14

set transform-set IPSEC

match address 100

I

interface Tunnel0

ip address 192.168.100.2 255.255.255.0
ip mtu 1372

tunnel source Dialer1

tunnel destination 64.2.2.14

I

interface Loopback0

ip address 64.104.2.1 255.255.255.255

I

interface FastEthernetO

no ip address

pppoe enable

pppoe-client dial-pool-number 1
I

interface FastEthernet3

switchport access vilan 20

I

interface VIan20

ip address 192.168.1.254 255.255.255.0
ip tcp adjust-mss 1332

I

interface Dialer1
ip unnumbered LoopbackO



ip mtu 1454

encapsulation ppp

dialer pool 1

dialer-group 1

ppp authentication chap callin

ppp chap hostname Flet's@cisco.com
ppp chap password 0 cisco

crypto map GRE-IPSEC_to_branch

I

router ospf 1

log-adjacency-changes

network 192.168.100.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area 0

!

ip classless

ip route 0.0.0.0 0.0.0.0 Dialer1

!

access-list 1 permit any

access-list 100 permit gre host 64.104.2.1 host 64.2.2.14
dialer-list 1 protocol ip permit

!

end
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