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REFIXDNREOFBICOVWTR, RO TININTAYTADOREHES 2ZRUTLE
=L,

AAEY—/XDO RSA F— RTFDEBRBLVCPIIVAKR—b

RUIDFIETIE, CiscolOSCAH—NTHEATD RSAF—RT7ZEHRLET, IL—X
(R1) T, ROBHIZRTELSICRSAF—ZERLET,

Rl(confi g) #crypto key generate rsa general-keys label ciscol exportable

The name for the keys will be: ciscol

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few mnutes.

How many bits in the nodulus [512]:
% Cenerating 512 bit RSA keys ...[OK]

Rl(config)#
*Jan 22 09:51:46.116: %8SH 5- ENABLED: SSH 1.99 has been enabl ed

X IR EY—/NICERTDF—ART (key-labe)\l_RAIU BRI ZERATIHEN H V) EF (R THA
F %crypto pki server cs-label X > KZE AL £7).

$BRUEF—RTOIIVARAR—b

FEALTWAERKIZIEL T, Non-Volatile RAM ( NVRAM; REZtE RAM ) &=l TFTP (¥ —
BTIVAR—BNLET, COHFITIE. NNRAMZFEALET, ERFEICK 2T, EHERR
BRETHEHIC, MIALETFTPH—NZ2FEHATEHIENTEET,

Rl(confi g) #crypto key export rsa ciscol pem url nvram: 3des ciscol23

% Key nane: ciscol
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Usage: General Purpose Key
Exporting public key...
Destination filenane [ciscol.pub] ?
Witing file to nvram ci scol. pub
Exporting private key...
Destination filenane [ciscol.prv]?
Witing file to nvramci scol. prv
Rl(config)#

TFTP H—NZFERATREHEE. XROIXV RTRIKSIC, ERHENEF—RTEBAVR—K
TEEY,

crypto key import rsa key-label pem [usage-keys] {terminal | url url} [exportable] passphrase

XX —EAARY—/IPSTIVAR—PTERVEER. TIVAR—RNTERZVWF—RTEL
TCIVAR—BRULERT, @IAEY—NCAVR—RLELTLKEZV, CO&LSICTRE, F
—ZBUVRYHT I ERTERSRZYERT,

£ REF— RT OREE

ERLIEF— RT7ZHEBTSICE. show crypto key mypubkeyrsa 11X > RZRITLE T,

TIORTYIRNAEZ=TVEY=) (BEEI—HEH) (OIT) F. BEND show IX> R&H
R—KLEFT, OIT ZFEHAL T, show AN ROBIOoHZERRLET,

Rl#show crypto key mypubkey rsa

% Key pair was generated at: 09:51:45 UTC Jan 22 2004

Key nane: ciscol

Usage: General Purpose Key

Key is exportable.

Key Dat a:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00CC2DC8 ED26163A
B3642376 FAA91C2F 93A3825B 3ABE6A5S5 CODD3E83 F7B2BD56 126E0F11 50552843
TF7CAADA 3EC3E2CE 0F42BD6F 4C585385 3CA3FF1E 04330AE3 37020301 0001

% Key pair was generated at: 09:51:54 UTC Jan 22 2004

Key nane: ciscol.server

Usage: Encryption Key

Key is exportable.

Key Dat a:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 O0EC5578 025D3066
72149A35 32224BC4 3E41DD68 38B08D39 93A1AA43 B353F112 1E56DA42 49741698
EBD02905 FE4EC392 7174EEBF D82B4475 2A2D7DEC 83E277F8 AECS590BE 124E00E1
C1607433 5C7BC549 D532D18C DDOB7AE3 AECDDE9C 07AD84DD 89020301 0001

IL—ZTO HTTP B —/NOERL

Cisco I0S CA % —/\l&. Simple Certificate Enrollment Protocol ( SCEP ) Z#H L TX{Ten?
BEREFEYR—RNLTVET, 5L, ChEABEICTSICE., IL—X THAKIAH Cisco I0S
HTTP H—N\ABEBL TVWBDXENHET, iphttpserver X RZEFHTDE, ChHER
CBVYET,

Rl(confi g)#ip http server
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L—32TOCAY—NOA Z—T LB LTBRE

RDATY TE#ERITLET,

1.

FRICEERZDR, FIAZEY —NTRFERTERLEF—RTV7ICALU B ZERAT DL
ENFHdEVSZETT, ADKDIC, FRILVBFERBEF— RTOFRILIC—HLTLE
EE

R1(confi g) #crypto pki server ciscol

ALAEY —NEAR—TIICLER, ERREOT 7 A NEZEATS A, CLI H SEEH
EY—NOHERAICEZEETEXRY.

.databaseurl AY > RiF, CAH—NNOIXNTOF—ER—A I N ZEEZHTHEMEE

ELEY, COOAXYREZEELBEVES, IXTOF—EIR—-A I NIBGT7Zva
CEERAENIFT,

R1(cs-server) #database url nvram:

X TFTPY—/N\%ERH 9354, URLIKtp:/<ip_address>/directory CH D BEHFHYWET

o

T=EAR=ALRILERODELSICKRELET,

R1(cs-server) #database level minimum

COOAX Y REF, AAHAEERRT—IR—AILRFEITZDTF—ROBEZHBLET,
minimum : HA LB VHLUVIEBEEZHEL TRITIZEHICT I EBRFIREELET,
77 72 ) METT, names : minimum LRI TEHESNBDFEHROED,. FIAHREOUTI
EEBRTEHERZ, complete : minimum LARILEB KD names LRI THES T2 BEHRDIF
D, RIOIBAORIAPAEN T—ER—AICEEIAENE T, X : completer—7— Rk
REOBRHREZEERLET, chHFEATIBESE. €52 databaseurl Y RT, 7F—
RERETIABTFTIP —NZEETILENf BV ET,

JEEENT DN XFFIC CARITERERELET. COFITIE. CN ( Common

Name ) (Z ciscol.cisco.com, L ( Locality ) {C RTP, C ( Country ) [C US Z#ERAL TVWET

o
R1(cs-server) #issuer-name CN=ciscol.cisco.com L=RTP C=US

CATHEXLRITABNS A 7R LEABNTHELE T, BHEBERZ, 1 ~ 1825

HTY. F7FZILNDCARERBEZA7RALRIET, F7FILBDIAREZAT72A A
F1FTY,. BROAAZEZA 721 LK. CARIAZBOZA 7 RALLN)E 1 2 AELSE
ET, LTIC, W<2ADPlERLET,

Rl(cs-server)#lifetime ca-certificate 365
Rl(cs-server)#lifetime certificate 200

GEAEY—NTHEATD CRLOTA 7R LZRKREENUTERLET. EROTA 7 XA

LBl 336 @ (2BE ) TY, 77 )L NMER 168 B (18R ) TY,

R1(cs-server)#lifetime crl 24

GEBEH —/NTRITENEAETHER T % Certificate-Revocation-List Distribution

Point ( CDP; SEFAE A M AR PERA VN ) EEHELET. URL & HTTP URL T& % &%
BEABYET, FexE. COY—/NOIP 7 RL AR 172.18.108.26 TL 1=,

R1(cs-server) #cdp-url http://172.18.108.26/ciscolcdp.ciscol.crl

CAH—NZAZ—7I)IZFBIZIF. noshutdown IX > REFKITLET,

R1l(cs-server) #no shutdown



E OOV REF, FEABY—NZZ2ICRELERICOKFEITLTILEE Y,

2HBDIOS L—Z (R2) DERES JUAHABY—/I\NDER

ROFIBECHWVWET,

1.5RARE, RXLEBEREL. R TRSAF—Z4ERLET, L—FXOFRARNEN R2 I
BAESIZEHETSICIE. hostname IV REFEALET,

Rout er (confi g) #hostname R2
R2(config)#

hostname AN RZAHNLERISIC, L—ROKRARNBHAEEEIhD ZEICERELTL
EFEW, =R TRXABERETSICIE. ipdomain-name IX > REFHLET,

R2(confi g) #ip domain-name cisco.com

R2F— RT7Z4EMTBICIF. cryptokey generatersa N> RZFEALE T,

R2(confi g) #crypto key generate rsa

The name for the keys will be: R2.cisco.com

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nodul us greater than 512 may take
a few m nutes.

How many bits in the nodulus [512]:
% Generating 512 bit RSA keys ...[ ]

2. )L—Z2NERTSH CA( T, CiscolOSCA) Z2EELT. RTARKRAZ K CA DS
MZ2ERITDICE. JO-NILREE—RTROION RZFEALET,

crypto ca trustpoint cisco
enrollment retry count 5
enrollment retry period 3
enrollment url http://14.38.99.99:80
revocation-check none

3 : crypto ca trustpointd N > K&, BEfE Dcrypto ca identity 1Y > K & crypto ca trusted-
root ¥ REHAL T, 120X RTHAADEMEEZRBLET,

3.CAH—=N\AS8I)—NEHEZEE TS IZ(E. crypto ca authenticate cisco 1Y > R ( cisco
FRZARKRAEN ZRILTT ) ZERALET,

R2(confi g) #crypto ca authenticate cisco

4. BEBLVERTSHICIE. cryptocaenrollcisco IX > K (cisco ld T ARSI N TN
ILTY ) ZFEALET,

R2(confi g) #crypto ca enroll cisco

Cisco IOS CA H—NNDBEENET L =5, show crypto ca certificates 1Y > RZEFEAL
TRITENEHAAEZRRETETRT, COONVROEIZERLET, OO RICKY)
. CiscolOS CA H—NTHREENLENTA—RIIR UL, FHBZABEERBIRTENE

E
R2#show crypto ca certificates
Certificate

Status: Avail able
Certificate Serial Nunber: 02
Certificate Usage: Ceneral Purpose
| ssuer:

cn=ciscol.cisco.com



1=RTP
c=US
Subj ect :
Nanme: R2.cisco.com
host nane=R2.cisco.com
CRL Distribution Point:
http://172.18.108.26/ciscolcdp.ciscol.crl
Validity Date:
start date: 15:41:11 UTC Jan 21 2004
end date: 15:41:11 UTC Aug 8 2004
renew date: 00:00:00 UTC Jan 1 1970
Associ ated Trustpoints: cisco

CA Certificate
Status: Avail abl e
Certificate Serial Nunmber: 01
Certificate Usage: Signature
| ssuer:
cn=ciscol.cisco.com
1=RTP
c=US
Subj ect :
cn=ciscol.cisco.com
1=RTP
c=US
Validity Date:
start date: 15:39:00 UTC Jan 21 2004
end date: 15:39:00 UTC Jan 20 2005
Associ ated Trustpoints: cisco

5. F—ZBE7ZVY21I XEVICREITZICE, ROOX RZAALET,

host nane(confi g) #write memory

6. REZRFIDICEE. XROOAXY RZHEALET,

host nane#copy run start

TR, RENERCHELTLVRIAES P ERFELET,

FORTYNADE=T)RZY=) (BEI—YEAH) (OIT) F. BED show AX > RZEYH
R—=—bLEF, OIT ZHAL T, show AN ROEID DM ERRLET,

- show crypto ca certificates : SEFAEZ X RLF T,

. show crypto key mypubkeyrsa : ¥— X7 ZR KL ET,
1% Key pair was generated at: 09:28:16 EST Jan 30 2004

| Key nane: ese-ios-ca
I Usage: Ceneral Purpose Key
I Key is exportable.
! Key Dat a:
! 30819F30 0D0O6092A 864886F7 0D010101 05000381 8D003081 89028181 00AF2198
! C56F1A8F 5AC501FF ADFB1489 1F503F91 CA3C3FA3 9FB2Cl150 FFCBF815 2AA73060
I E79AF510 E292Cl171 C6804B45 OCAADAAF 5834AB85 B204208B 3960D20D 9B51AF7B
! ACF12D3D F5BC6EAE 77186AE9 1471F5A4 443CE5B5 1336EC33 5FEB3398 002C15EE
I 9F8FD331 83490D8A 983FBBE1 9E72A130 121A3B97 A3ACD147 C37DA3D6 77020301 0001
1% Key pair was generated at: 09:28:17 EST Jan 30 2004
I Key nane: ese-io0s-ca.server
I Usage: Encryption Key
I Key is exportable.
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I Key Dat a:

I 307C300D 06092A86 4886F70D 01010105 00036B00 30680261 0096456A 01AECE6A5
I 0049CCA7 B41B675E 5317328D DF879CAE DB96A739 26F2A03E 09638A7A 99DFFSE9
! 18F7635D 6FB6EE27 EF93B3DE 336C148A 6A7A91CB 6A5F7E1B E0084174 2C22B3E2
! 3ABF260F 5C4498ED 20E76948 9BC2A360 1C799F8C 1B518DD8 D9020301 0001

. crypto pki server ese-ios-ca info crl : Certificate Revocation List ( CRL; SEBAZE X%V AN ) %
®RRLET,

I Certificate Revocation List:
! | ssuer: cn=ese-i o0s-ca, ou=ESE, 0=Ci sco Systens |nc, | =Ral ei gh, st=NC
! This Update: 09:58:27 EST Jan 30 2004
! Next Update: 09:58:27 EST Jan 31 2004
! Nunmber of CRL entries: O
! CRL size: 300 bytes

. crypto pki server ese-ios-ca info requests : REFDBEHREREZRTLE T,

! Enrol | ment Request Dat abase:
! ReqlD State Fi ngerpri nt Subj ect Nane

. show crypto pki server : IR7E® Public Key Infrastructure ( PKI; A1 75 ARNTIOF v
)ﬂ NOREZRRLET,

Certificate Server status: enabled, configured

Granting node is: manual

Last certificate issued serial nunber: 0x1

CA certificate expiration tinmer: 10:58:20 EDT Jun 21 2005
CRL NextUpdate timer: 09:58:26 EST Jan 31 2004

Current storage dir: nvram

Dat abase Level : Nanes - subject name data witten as .cnm

. crypto pki server cs-label grant { all | tranaction-id} : N TDSCEPER F /=t I ENDSCEPE
REFILET,
- crypto pki server cs-label reject { all | tranaction-id} : I NTFE LR HFEDSCEPEREERL
7,
. crypto pki server cs-label password generate [ minutes ] : SCEP E3K® One-Time
Password (OTP; DB AL NAT—R) ZERLET (minutes : /NAD— RABERH
B(PEM) ). BMBEBARK1 ~ 14409 TF, F7FINE605TT, E: —EIZ1D
DOTPO KRN BRI TT, XD OTP AMEREhD &, LLEIO OTP FEMICKZY ET,
. crypto pki server cs-label revoke certificate-serial-number : SEFA B EZ TN U FIIBEEBICED
WTRAICLET,
- crypto pki server cs-label request pkcs10 {url url | terminal} [pem]:Base64 & 7= (& PEM
PKCS10GEAE R RERZERTF—EXR—AICFETEMLET,
. crypto pki server cs-label infocrl : IED CRL DAT—RAICBEIT2EHRERTLET,
. crypto pki server cs-label info request : KRUEBD TN TDFAIAEERERERRLET,
ZTOMOBRBERICOVTE, CORFIXND "ERLEXF—RTOER, Va3 %S
BLTLSEZL,

hZ70231—b

RSTINa1—F 142 0BRICOVTI., FIP Security DRSS I a1a—F14>%4 : debug O<
Y ROFBEEFEH) BSRBLTLSEZY,

F:Z<DHFE. CAY—NZHIRLTBERITDEEICRABEZBRTELRT,

BOE TR
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