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LAY 2DFOEAR—bEREERS>U R—NEERAL K IPSec DERE

AEBMBA D BE—TIAAICLAY2OT7O9EAR—RNEEF NSO R—KREFRALT
IPSec ZRETDICIE. XOATYTZEITLET,

1. AEPVLAN Z2 VPN H—E XA T2 1—)LORHR—KNCEBMLET, VPNY—ERAED 21—
IAAOY MICHBELET, FHZPVLANE L TVLAN 100% . AAEFVLANE L TVLAN
209 fFERALET, VPN H—FER EZD1—-)ILDOGER—RNERDEIDICEKRELE T,

interface GigabitEthernet4/1

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,100,1002-1005
switchport mode trunk

cdp enable

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

2.VLAN 1004 Y B—T7 IARE, RVRIFRBTDA L Z—T I A(CDBEER incertace
vian 209)ZEBIL E T,

interface Vl1anl00
ip address 10.66.79.180 255.255.255.224

interface Vl1an209
no ip address
crypto connect vlan 100

.ANMYBAR—RNZETIVEAR—RNELEERNTZ I R—KN (RIZRTELSIZ, COBER
FastEthernet 3/48 ) ICEREL £ 9,

!-—— This is the configuration that uses an access port. interface FastEthernet3/48
no ip address

switchport

switchport access vlan 209

switchport mode access

!-—— This is the configuration that uses a trunk port. interface FastEthernet3/48
no ip address switchport



switchport trunk encapsulation dotlg
switchport mode trunk

4, XA NNANATZHEBLET, ROXY RT—JBT NAT 2RI 3ICE. nonat AT—h
XRNIChsOI RN ZEMLULET,
access-list inside_natO_outbound permit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0.255
global (outside) 1 interface
nat (inside) 0 access-list inside_natO_outbound
nat (inside) 1 192.168.5.0 255.255.255.0

5. BERREEL, BEILTBIRNT T4V I ZEET S -HD Access Control List (ACL; 77Ut
A RO=)IL VAN ) ZERLET, AOKSIZ, AZBRY RT—% 192.168.5.0/24 H
SUE—N XY NT—72192.168.6.024 NEFEhDRZ T4V IEERITDACL( D
BEIE ACL100) ZERLET,

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

RDESIZ, Internet Security Association and Key Management Protocol ( ISAKMP ) 7R 1)
—O7OR—FIEEBELET,

crypto isakmp policy 1

hash md5

authentication pre-share
group 2

ERHEF—ZHEAL, ERIILHIC, (ZOHITE ) ROONY RERETLERT,

crypto isakmp key cisco address 10.66.79.99

RDESIZ, IPSec 7OR—HILE2ERXRLET,

crypto ipsec transform-set cisco esp-des esp-md5-hmac

RDESIZ, cryptomap X EERLET,

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.99

set transform-set cisco

match address 100

6. RDKLSIZ, BEEXYTZVLANI00 1 > X—T7 T4 AICHEHALET,

interface vlanl00
crypto map cisco

ROFBENERAENET,
. Catalyst 6500
. Cisco I0S JL—%&
Catalyst 6500

!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5




authentication pre-share

group 2
crypto isakmp key cisco address 10.66.79.99

1

!

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

!

!--- Define a static crypto map entry for the peer !---
with mode ipsec-isakmp. !--- This indicates that
Internet Key Exchange (IKE) !--- 1is used to establish
the IPsec !--- security associations (SAs) to protect
the traffic !--- specified by this crypto map entry.
crypto map cisco 10 ipsec-isakmp

set peer 10.66.79.99

set transform-set cisco

match address 100

!

!
no spanning-tree vlan 100

1

1

!

interface FastEthernet3/1

ip address 192.168.5.1 255.255.255.0

!

!--- This is the outside Layer 2 port that allows VLAN
!--- 209 traffic to enter. interface FastEthernet3/48 no
ip address switchport switchport trunk encapsulation
dotlg switchport mode trunk ! interface
GigabitEthernet4/1 no ip address flowcontrol receive on
flowcontrol send off switchport switchport trunk
encapsulation dotlg !--- VLAN 100 is defined as the
Interface VLAN (IVLAN). switchport trunk allowed vlan
1,100,1002-1005

switchport mode trunk

cdp enable

!

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

!--- The Port VLAN (PVLAN) configuration is handled

transparently by !--- the VPN service module without
user configuration !--- or involvement. It also 1s not
shown in the configuration. !--- Note: For every IVLAN,

a corresponding PVLAN exists.

switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

!

interface Vlanl

no ip address

shutdown

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port !--- of the VPN service module is the
only port present. interface V1anl00 ip address
10.66.79.180 255.255.255.224 crypto map cisco




!--- This is the secure port that is a virtual Layer 3
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
interface Vl1an209 no ip address crypto connect vlan 100
!

ip classless

!--- Configure the routing so that the device !--- 1is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.161

global (outside) 1 interface

!--- NAT 0 prevents NAT for networks specified in the
ACL inside_natO_outbound. nat (inside) 0 access-1list
inside_nat0O_outbound nat (inside) 1 192.168.5.0
255.255.255.0 !/--- This access list
(inside_natO_outbound) is used with the nat zero

command. !--- This prevents traffic which matches the
access list from undergoing !--- network address
translation (NAT). The traffic specified by this ACL is
!-—-- traffic that is to be encrypted and !--- sent

across the VPN tunnel. This ACL is intentionally !---
the same as (100). !--- Two separate access lists should
always be used in this configuration.

access-1list inside_natO_outbound permit ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0.255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

Cisco I0S JL—#&

SV3-2#show run
Building configuration...

Current configuration : 1268 bytes
!
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname SV3-2
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
ip subnet-zero
!
ip audit notify log
ip audit po max-events 100
ip ssh break-string
no ftp-server write-enable
!
!-—-—- Define the Phase 1 policy. crypto isakmp policy 1
hash md5
authentication pre-share
group 2
crypto isakmp key cisco address 10.66.79.180




1

!

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

1

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. This indicates that IKE !--- is
used to establish the IPsec !--- SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp

set peer 10.66.79.180

set transform-set cisco

match address 100

1

!

!--- Apply the crypto map to the interface. interface
Ethernet0/0 ip address 10.66.79.99 255.255.255.224 half-
duplex crypto map cisco

1

interface Ethernet0/1

ip address 192.168.6.1 255.255.255.0

half-duplex

no keepalive

1

!

ip http server

no ip http secure-server

ip classless

!--- Configure the routing so that the device !--- 1is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.97

1

!

!--- This is the crypto ACL. access-list 100 permit ip
192.168.6.0 0.0.0.255 192.168.5.0 0.0.0.255

1

!

control-plane

1

!

line con 0

line aux 0

line vty 0 4

1

end

L—FY R R—bZFERAL & IPSec DFRTE

AFYWEBAE—TILALLAV3IIIN—FTY RKR—NEEHAL T IPSec %

NDATYTEEITLET,

RETAICE, X

1. AEBVLAN Z2 VPN H—E XA T2 1—)LORHR—KNCEMLET, VPNY—ERAED 21—
JIAZAOY MICHBDELET, RZBVLANE L TVLAN 100% . AAZPVLANE L TVLAN
209 fFERALET., VPN H—ER ED1—-)ILDOGER—NERDELDICEKRELE T,

interface GigabitEthernet4/1

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg



switchport trunk allowed vlan 1,100,1002-1005
switchport mode trunk
cdp enable

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

2.VLAN100 41 R —T ITARE, RORIFIKRIBTDARX—TIAA(RICRTELSIC,
Z MIHFE & FastEthernet3/48 ) ZIBMML £9,

interface Vl1anl00
ip address 10.66.79.180 255.255.255.224

interface FastEthernet3/48
no ip address
crypto connect vlan 100

B.NANANATZERLET, XDXY NT—2YB T NAT ZRBRTSDIZIE. nonat AT7— b
XBNCZhsOIRNUZEMLET,

access-1list inside_natO_outbound permit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0.255

global (outside) 1 interface

nat (inside) 0 access-1list inside_nat0O_outbound

nat (inside) 1 192.168.5.0 255.255.255.0

4 BEREE, BELTARNSTAVIEERETHLEHDACL ZERLET. ROKLS I,
REBZY ND—2% 192.168.5.0/24 A5 UE— K XY ND—% 192.168.6.0/24 NiE{EE hB
hS74v45%EETSACL( OB ACL100) ZERLET,

access-1list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

RDESIZ, ISAKMP AR>S — 07 OR—¥ILEEEZLE T,
crypto isakmp policy 1
hash md5

authentication pre-share
group 2

ERHAEF—ZHEAL, ERIZILHIC, (ZOHITE ) XROONY RERETLERT,

crypto isakmp key cisco address 10.66.79.99

RDESIZ, IPSec 7OR—HILE2ERXRLET,

crypto ipsec transform-set cisco esp-des esp-md5-hmac

RDESIZ, cryptomap XEERLET,

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.99

set transform-set cisco

match address 100



5 ROELSIZ, BEBEIYYTZVLAN100 1 X —T7 T4 AICEHALET,

interface vlanl00
crypto map cisco

ROBENERENET,

. Catalyst 6500
. Cisco 10S )JL—%&

Catalyst 6500

!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.99

1

!

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

1

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. This indicates that IKE !--- is
used to establish the IPsec !--- SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp

set peer 10.66.79.99

set transform-set cisco

match address 100

1

!
no spanning-tree vlan 100

1

1

!

interface FastEthernet3/1

ip address 192.168.5.1 255.255.255.0
!--- This is the secure port that is configured in

routed port mode. !--- This routed port mode does not
have a Layer 3 IP address !--- configured. This is
normal for the BITW process. !--- The IP address 1is

moved from this interface to the VLAN 100 to !---
accomplish BITW. This brings the VPN service module into
!--- the packet path. This is the Layer 2 port VLAN on
which the !--- outside port of the VPN service module
also belongs. interface FastEthernet3/48 no ip address
crypto connect vlan 100

!

interface GigabitEthernet4/1

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

!--- VLAN 100 is defined as the IVLAN. switchport trunk
allowed vlan 1,100,1002-1005

switchport mode trunk




cdp enable

!

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

!--—- The PVLAN configuration is handled transparently by
the !--- VPN service module without user configuration
!--- or involvement. It also is not shown in the
configuration. !--- Note: For every IVLAN, a
corresponding PVLAN exists.

switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk
cdp enable
spanning-tree portfast trunk
!
interface Vlanl
no ip address
shutdown
!
!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port of the !--- VPN service module is the
only port present. interface V1anl00 ip address
10.66.79.180 255.255.255.224 crypto map cisco
!
ip classless
!--- Configure the routing so that the device !--- is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.161
!
global (outside) 1 interface
!--- NAT 0 prevents NAT for networks specified in the
ACL inside_natO_outbound. nat (inside) 0 access-1list
inside_nat0O_outbound nat (inside) 1 192.168.5.0
255.255.255.0 !/--- This access list
(inside_natO_outbound) is used with the nat zero

command. !--- This prevents traffic which matches the
access list from undergoing !--- network address
translation (NAT). The traffic specified by this ACL is
l-—-- traffic that is to be encrypted and !--- sent

across the VPN tunnel. This ACL is intentionally !---
the same as (100). !--- Two separate access lists should
always be used in this configuration.

access-1list inside_natO_outbound permit ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0.255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

Cisco I0S JL—#&

SV3-2# show run
Building configuration...

Current configuration : 1268 bytes

!

version 12.3

service timestamps debug datetime msec




service timestamps log datetime msec

no service password-encryption

!

hostname SV3-2

!

boot-start-marker

boot-end-marker

1

!

no aaa new-model

ip subnet-zero

!

ip audit notify log

ip audit po max-events 100

ip ssh break-string

no ftp-server write-enable

!

!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.180

1

!

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac
1

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. This indicates that IKE !--- is
used to establish the IPsec !--- SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp

set peer 10.66.79.180

set transform-set cisco

match address 100

1

!

!--- Apply the crypto map to the interface. interface
Ethernet0/0 ip address 10.66.79.99 255.255.255.224 half-
duplex crypto map cisco

1

interface Ethernet0/1

ip address 192.168.6.1 255.255.255.0

half-duplex

no keepalive

1

!

ip http server
no ip http secure-server

ip classless

!--- Configure the routing so that the device !--- 1is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.97

1

!

!--- This is the crypto ACL. access-list 100 permit ip
192.168.6.0 0.0.0.255 192.168.5.0 0.0.0.255

1

!
control-plane

1

!

line con 0

line aux 0




line vty 0 4
1

end

2

SOLUYAVTE, BEAERECBAELTVAAES P ERBTHLHOFRIC OV THAL
TVET,

TORTYINAVER=TVRY—) (BRI—YERH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

. show crypto ipsec sa : BIEDIPSec SATHEAE N TVRREERRLET,
- show cryptoisakmp sa : EZICH ITHBEENDIKE SAZR TN TERRLET,
- show crypto vlan : BESEREICEEM TS NIZVLANZRRLE T,

. show crypto eli: VPNH —ERED 21— )LD EHRZEZRTLET,

IPSec DHERE RTINS 1—F 4T OFMIOVWTIE, FIPSecurity DS 7L 1—F4
>4 -debug AR ROEBMEFEH, 2SBLTLSEEV,

NN Rl

COEUI>TR, BEODKRS TN 1—F 140 %TF35-00BRICOVTHBELET,

NSV aA—F42090EHOIIVR

X :debug AN RERTIBEIC. Tdebug ANV ROEBELEHL 2SBLTLKEEV,

. debug cryptoipsec: 7I—X 2 M IPSec x> I —>3a>aXRRLET,
- debug cryptoisakmp : 7T —X 1 M ISAKMP 2> I—>3a % XRLET,
- debug crypto engine : EES{tENERNST T 1Y IV ERRLET,
. clearcryptoisakmp : 7I—X 1 ICBEETSD SAZV T LET,
- clearcryptoisakmp : 7I—X2 ICBEETD SAZIVUFLZEY,

IPSec DHERE RTINS 1—F 4T DFMIOVWTIE., FIPSecurity DS 7 1—F4
>4 -debug AX > ROEMEFEH, 2SBLTLSEEV,

BYE1H ¥R

- IPSec ICB8g A HR—K R—D

. IPSec XY RI7—0 X1 )T 1 OFRE

- Internet Key Exchange ¥ 1 )5 4 ZOMJIL OFRE
- TOZHAIYR—Db - Cisco Systems
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