VPN 4 —F R £ 1—)L#® Catalyst 6500 &
PIX 774 79 #—)LE® IPSec LAN-to-LAN
X DOEEDH

A&

BE

Bl R SR A

EZ#®
FERAIDIAVR—F b
RELE

BE=&H

"

ERIE
XY RI—UK
LAY2QOF7OEARAR—bELEERT I R—rZFERAL L IPSec DFRE
N—TFTY RKR—pEFAHL I IPSec DFEE

o

N | 2 Rl

NSNS A—FT 42 TDEHOIIR

B E B R

B=

CHORFIXRNTIE, IPSec VPN H—ER £ 21—)L (W) Z# & L 7= Cisco Catalyst 6500
2 1)—X A4/ Y F & Cisco PIX Firewall ® - IPSec LAN-to-LAN N> X)L ZERKT B HEICD
WTBBLET,

Bl RAF
EH

CORFIXVNIHRBEOEHRBEH XL A

FATAIR—F>b

CORFIXVRNOERE, ROVIRIITEN—RIITON-23VICETVTVET,

- IPSec VPNH—E AET 1—)L & #EH L i-Catalyst 6000 ) —AA—N—NAHF LU H
Cisco IOS®Y 7 R I T T 1)) —X12.2(14)SY2
- Cisco PIX Firewally 7 R T F7/)N—232/6.3(3)



CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR
FAXRNTEATEZINTOTFNARRG, A (F7FIIN ) REOREASBELTVET
o MROXY RT—INEBBHITHBIBERICE, EOXSIBIOANU RIZDVTE, TOEEN
BEEIODVTHRIEBRL THBENfBYUET,

RECE
KXY NEROBME. (YR FINL T4 Y TAOREE, ESRLT L,
BRBLHA

Catalyst 6500 VPN —E X €2 1 —)LICI& 2 D ® Gigabit Ethernet ( GE; ¥ iEY b 1 —H X
YR)R=—KAFBNETH., ABHPSRADZDARIREDHYEEBA, ChS5DR—KEF. RED
BRICOXT RLAZEETEXRT, R—M1 &, BICABR—NTT, COR—IMTR., W
XY RNID—DVERZBENDINTORNT T4V INNBENRET, 2 D2BOR—K (KR—b
2) Tld. WANXRATBRY RD—DEEZEENDINTORNT T4V INFRBEIhET, 2O
DR—KNFEIZ8021Q hZUF T E—RICBREENET, VPN H—ER TP 1—-I)LTE,
NN Y N 70— Bump In The Wire ( BITW ) EFFF B EMAERAENET,

INTY RE, 18O VLAN, 1 2OL A4V 3HIVLAN, B8R 1 D2OL AT 2 4Z VLAN (&
2TREBENET, AL SHIBAGEEND/NT Y Mk, Encoded Address Recognition
Logic (EARL ) EWS AR THEVLAN AL—F 4 > FEhET, VPN H—ER EJ1—LT
k. N7y hNEBESHLER, IBTIASMVLAN FEREINET., ESLEL7TOEATR. A
ASHIBAABNTY NEAZBVLAN ZFERALT VPN H—ER ED1—-)LICTUYDEhET
o VPN —ERED21—-I)LHFNTY NZESHLL, VLAN ZRRTHAZ VLAN XY E T
T2E, NTY MEEARL IC& 2> THEYA LAN R—KANIIL—F 1 T&ENhET, LA V3R
VLANE L 1 Y25 E2BVLANIZ. crypto connect viandY > RTEEENE T, Catalyst 6500 1)
— X AAMYTFICE, SBEOR—KHFHYVET,

=TV RR=b : FT7FLBTRE, IXTOA—HFY bR—bE&Cisco IOSOIL—F ¥ R
R—KTT, cnSDOAR—KNICE, BL VLAN A" 1 DBE[FHFSNhTWVWET,

cTFOEAR—RN . 2hsOR—NIZE, ABERLZEFVLANNS > 27°0 KN JJ)L(VTP)VLANA
BEMFShTVET, EEFZEH& VLAN ICIE, EBOR—NEEERTZENTEERT,

- RNSUOR=N . TNhSOR—NEZSEOASBVLANE = (EVTP VLANZRIEL, §XTON
TY MH8021QAY R —THT It hE T,

RE

COEIIVTR, CORFIAXNTHAITIHREZRETDLOICLEZBRERMLT
WET,

r CORFIXNTHEAETATVSIAY ROFEMZEFNSIZIE. Command Lookup
Tool (BFI—HYEHA ) ZFEALTKEEL,

317

XY BMND—OK

CORFIXVRNTR, RORY RND—U Y NTYTZFERALET,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

E Fa2/fi, .1 Fa2/48, .1 Qutside, .73 Inside, .1 E
- r_a rall r
P @ [ —
I 10.66. 79, 160/27 10.66.79.64/27 9. 168.6.0/24

192.168.5.0/24
Catalyst 6500 PIX PC2, .2
tdg-g SV2-8

PCl, .2

LAY 2DFOEAR—bEREERS>U R—NEERAL K IPSec DERE

AEBMBA D BE—TIAAICLAY2OT7O9EAR—RNEEF NSO R—KREFRALT
IPSec ZRETDICIE. XOATYTZEITLET,

1. AEPVLAN Z2 VPN H—E XA T2 1—)LORHR—KNCEBMLET, VPNY—ERAED 21—
IAAOY MICHBELET, FHZPVLANE L TVLAN 100% . AAEFVLANE L TVLAN
209 fFERALET, VPN H—FER EZD1—-)ILDOGER—RNERDEIDICEKRELE T,

interface GigabitEthernet4/1

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,100,1002-1005
switchport mode trunk

cdp enable

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

2.VLAN 1004 Y B—T7 IARE, RVRIFRBTDA L Z—T I A(CDBEER incertace
vian 209)ZEBIL E T,

interface Vl1anl00
ip address 10.66.79.180 255.255.255.224

interface Vl1an209
no ip address
crypto connect vlan 100

BANHYMBR—RNET IV EAR—NELGE NIV IR—NELTRERELET(CDFEER.
FastEthernet 2/48%)ﬂ‘:7_|_? L/ 353-)0

!-—— This is the configuration that uses an access port. interface FastEthernet2/48
no ip address

switchport

switchport access vlan 209

switchport mode access

!-—— This is the configuration that uses a trunk port. interface FastEthernet2/48
no ip address switchport



switchport trunk encapsulation dotlg
switchport mode trunk

4, XA NNANATZHEBLET, ROXY RT—JBT NAT 2RI 3ICE. nonat AT—h
XRNIChsOI RN ZEMLULET,
access-list inside_natO_outbound permit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0.255
global (outside) 1 interface
nat (inside) 0 access-list inside_natO_outbound
nat (inside) 1 192.168.5.0 255.255.255.0

5. BERREEL, BEILTBIRNT T4V I ZEET S -HD Access Control List (ACL; 77Ut
AOA>RO=)I VAMN) ZERLET, XRDOKSIC, AFRY NT—2192.168.5.0/24H 5
JE—RZXY NT—7192.168.6.024 DS T 1Y DV ZEHRT DV )T NACL ( ZDEE
FACL100-R{KKRTT71v D) ZBERLET,

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

RDESIZ, Internet Security Association and Key Management Protocol ( ISAKMP ) 7R 1)
—O7OR—FIEEBELET,

crypto isakmp policy 1

hash md5

authentication pre-share
group 2

EHRHEF—ZFAL, ERIDLEHIC, (ZOFITE ) XOOX REHITLET,
crypto isakmp key cisco address 10.66.79.73

RDESIZ, IPSec 7OR—HILE2ERXRLET,

crypto ipsec transform-set cisco esp-des esp-md5-hmac

RDESIZ, cryptomap X EERLET,

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco

match address 100

6. RDKLSIZ, BEEXYTZVLANI00 1 > X—T7 T4 AICHEHALET,

interface vlanl00
crypto map cisco

RORENERETNET,

. Catalyst 6500
cPIX77ATOA—=)L

Catalyst 6500

!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5




authentication pre-share

group 2
crypto isakmp key cisco address 10.66.79.73

1

!

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

!

!--- Define a static crypto map entry for the peer !---
with mode ipsec-isakmp. !--- This indicates that
Internet Key Exchange (IKE) !--- 1is used to establish
the IPSec !--- security associations (SAs) to protect
the traffic !--- specified by this crypto map entry.
crypto map cisco 10 ipsec-isakmp

set peer 10.66.79.73

set transform-set cisco

match address 100

!

!
no spanning-tree vlan 100

1

1

!

interface FastEthernet2/1

ip address 192.168.5.1 255.255.255.0

!

!--- This is the outside Layer 2 port that allows !---
VLAN 209 traffic to enter. interface FastEthernet2/48 no
ip address switchport switchport trunk encapsulation
dotlg switchport mode trunk ! interface
GigabitEthernet4/1 no ip address flowcontrol receive on
flowcontrol send off switchport switchport trunk
encapsulation dotlg !--- VLAN 100 is defined as the
Interface VLAN (IVLAN). switchport trunk allowed vlan
1,100,1002-1005

switchport mode trunk

cdp enable

!

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

!--- The Port VLAN (PVLAN) configuration is handled

transparently by !--- the VPN service module without
user configuration !--- or involvement. It also 1s not
shown in the configuration. !--- Note: For every IVLAN,

a corresponding PVLAN exists.

switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

!

interface Vlanl

no ip address

shutdown

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port !--- of the VPN service module is the
only port present. interface V1anl00 ip address
10.66.79.180 255.255.255.224 crypto map cisco




!--- This is the secure port that is a virtual Layer 3
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for

the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.

interface Vl1an209 no ip address
1

crypto connect vlan 100

ip classless

global
!--- NAT 0 prevents NAT for networks specified in the
ACL inside_nat0_outbound.
inside_nat0O_outbound nat
255.255.255.0
device

(outside) 1 interface

0 access-1list
1 192.168.5.0

!--- Configure the routing so that the

nat (inside)

(inside)

l--- is directed to reach its destination
ip route 0.0.0.0 0.0.0.0 10.66.79.161
l--- This access 1list (inside _natO_outbound) is used

network.

with the nat zero command. !--- This prevents traffic

which matches the access list from undergoing !---
network address translation (NAT).
by this ACL is !--- traffic that is to be encrypted and
!--- sent across the VPN tunnel. This ACL is

(100) .

access lists should always be used in this

The traffic specified

intentionally !--- the same as !--- Two separate
configuration. access-list inside_nat0O_outbound permit

ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

PXZ7FATFTo#—)

SV2-8 (config)# show
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interface
interface
interface
interface
interface
interface
interface

ethernet0
ethernetl
ethernet2
ethernet3
ethernet4
ethernet5
ethernet6

auto
auto
auto
auto
auto
auto
auto

shutdown
shutdown
shutdown
shutdown
shutdown

nameif ethernet0 outside security0

nameif ethernetl inside securityl100
intf2
intf3
intf4
intf5
ethernet6 intf6 security30

password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname SV2-8

domain-name cisco.com

nameif ethernet2 securityl0
ethernet3
ethernet4

ethernet5

nameif securitylh

nameif security20
nameif security25h
nameif

enable

protocol dns maximum-length 512
ftp 21

h323 h225 1720

h323 ras 1718-1719
http 80

ils 389

rsh 514

rtsp 554

fixup
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol

fixup protocol




fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

!--- This is the traffic to the router. access-list 100
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0

access-list nonat permit ip 192.168.6.0 255.255.255.0
192.168.5.0 255.255.255.0

pager lines 24

mtu outside 1500

mtu inside 1500

mtu intf2 1500

mtu intf3 1500

mtu intf4 1500

mtu intf5 1500

mtu intf6 1500

ip address outside 10.66.79.73 255.255.255.224
ip address inside 192.168.6.1 255.255.255.0

ip address intf2 127.0.0.1 255.255.255.255

no ip address intf3

no ip address intf4

no ip address intf5

no ip address intfé6

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2

no failover ip address intf3

no failover ip address intf4

no failover ip address intfb

no failover ip address intfé6

pdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 192.168.6.0 255.255.255.0 0 0
route outside 0.0.0.0 0.0.0.0 10.66.79.65 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

!--- These are IPSec policies. sysopt connection permit-
ipsec

crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp

crypto map cisco 10 match address 100




crypto map
crypto map
crypto map
!'--- These
isakmp key

: end

255.255.255.255
isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 2

isakmp policy 1 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80
Cryptochecksum:244c86c9beab00bda8f790502ca74db9

cisco 10 set peer 10.66.79.180

cisco 10 set transform-set cisco

cisco interface outside

are IKE policies. isakmp enable outside
*kkkk*x** address 10.66.79.180 netmask

L—FY RR—bZFERAL & IPSec DFETE

AEBIEA 2 EZ—TIAALLAVIIN—FTY RKR—NEEMAL T IPSec %

DATYTERTLET,

RETAICE, X

1. AEVLAN Z2 VPN H—E A T2 1—I)LORHBR—KNCEMLET, VPNY—ERAED 21—
JILAAOY MMICHBDELET, AEVLANE UL TVLAN 100% ., S ZBVLANE L TVLAN

209ZEALET. VPN H—ER EZ1—-I)ILDO GER—KRERXDKSL

interface GigabitEthernet4/1
no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,100,1002-1005
switchport mode trunk

cdp enable

interface GigabitEthernet4/2
no ip address

flowcontrol receive on

flowcontrol send off

switchport
switchport
switchport
switchport
cdp enable

trunk encapsulation dotlg
trunk allowed wvlan 1,209,1002-1005
mode trunk

spanning-tree portfast trunk

2.VLAN100 1 B —T7 T4 RE., FURIDRIFTDAVE—TIAA(RICRTELDIC,

CDHER

FastEthernet2/48 ) ZBIL £ 9,

interface V1anl00

ip address

10.66.79.180 255.255.255.224

interface FastEthernet2/48
no ip address

crypto connect vlan 100

_ERELET,

INANANATZER L ET . ADOFXY RTJ—2IBT NAT 2RI 2IZE. nonat AT7— b
XNCZhsoIN)EEMLULET,



access-list inside_natO_outbound permit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0.255

global (outside) 1 interface

nat (inside) 0 access-list inside_natO_outbound

nat (inside) 1 192.168.5.0 255.255.255.0

4. BEERREL, BEILTDINT TV IERERTSDEHDO ACL ZERLET, XOKSIC,
REZY RDJ—% 192.168.5.024 ASUTE—K XY RT—% 192.168.6.0/24 N#fEEh3
hNS74v5%ESETSACL ( ZDOHEAF ACL100) ZERLET,

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

RDESIZ, ISAKMP RS — 07OR—¥ILE2ERZLET,
crypto isakmp policy 1
hash md5

authentication pre-share
group 2

BRHAF—ZHEAL, ERIDLHIC. (ZOPITRE ) ROIONY RERITLET,

crypto isakmp key cisco address 10.66.79.73

RDESIZ, IPSec 7OR—HFILEZEBELET,

crypto ipsec transform-set cisco esp-des esp-md5-hmac

RDESIZ, cryptomap X EERL T,

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco

match address 100

5 RDELSIC, BEBENYYT7TZVLAN100 1 > RX—T7 T4 AICHEHALEY,

interface vlanl00
crypto map cisco

DRENERAENET,

. Catalyst 6500
PXZF7ATO#—=)
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!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.73

1

!

!--- Define the encryption policy for this setup. crypto

ipsec transform-set cisco esp-des esp-md5-hmac
1

!--- Define a static crypto map entry for the peer !---




with mode ipsec-isakmp. !--- This indicates that IKE is
used to establish the !--- IPSec SAs to protect the
traffic !--- specified by this crypto map entry. crypto
map cisco 10 ipsec-isakmp

set peer 10.66.79.73

set transform-set cisco

match address 100

1

!
no spanning-tree vlan 100

1

1

!

interface FastEthernet2/1

ip address 192.168.5.1 255.255.255.0

1

!--- This is the secure port that is configured in

routed port mode. !--- This routed port mode does not
have a Layer 3 IP address !--- configured. This is
normal for the BITW process. !--- The IP address 1is

moved from this interface to the VLAN 100 to !---
accomplish BITW. This brings the VPN service module into
!--—- the packet path. This is the Layer 2 port VLAN on
which the !--- outside port of the VPN service module
also belongs. ! interface FastEthernet2/48 no ip address
crypto connect vlan 100

!

interface GigabitEthernet4/1

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

!-—- VLAN 100 is defined as the IVLAN. switchport trunk
allowed vlan 1,100,1002-1005

switchport mode trunk

cdp enable

!

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

!--- The PVLAN configuration is handled transparently by
the !--- VPN service module without user configuration
!--- or involvement. It also is not shown in the
configuration. !--- Note: For every IVLAN, a
corresponding PVLAN exists.

switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

!

interface Vlanl

no ip address

shutdown

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port of the !--- VPN service module is the
only port present. interface V1anl00 ip address
10.66.79.180 255.255.255.224 crypto map cisco




!--- This is the secure port that is a virtual Layer 3
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for

the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
!I-—— NAT 0

prevents NAT for networks specified in the ACL

! ip classless global (outside) 1 interface
0 access-1list
1 192.168.6.0

!--- Configure the routing so that the

inside nat0O_outbound. nat (inside)

inside_natO_outbound nat (inside)
255.255.255.0
device !--- is directed to reach its destination

network. ip route 0.0.0.0 0.0.0.0 10.66.79.161

1
l--- This access 1list (inside_natO_outbound) is used

with the nat zero command. !--- This prevents traffic

which matches the access list from undergoing !---
(NAT) .
!-—- traffic that is to be encrypted and
This ACL is

(100) .

access lists should always be used in this

network address translation
by this ACL is

The traffic specified
!--- sent across the VPN tunnel.
the same as

intentionally !--- Two separate

configuration.

access-1list inside_natO_outbound permit ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0.255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

PXZ7FATFTo#—)

SV2-8 (config)# show
Saved

run
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interface
interface
interface
interface
interface
interface
interface

ethernet0
ethernetl
ethernet2
ethernet3
ethernet4
ethernet5
ethernet6

auto
auto
auto
auto
auto
auto
auto

shutdown
shutdown
shutdown
shutdown
shutdown

nameif ethernet0 outside security0

nameif ethernetl inside securityl100
intf2
intf3
intf4
intf5
intf6 security30

password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname SV2-8

domain-name cisco.com

nameif ethernet2 securitylO
ethernet3
ethernet4

ethernet5

nameif securitylh

nameif security20
nameif security25h
nameif ethernet6

enable

protocol dns maximum-length 512
ftp 21

h323 h225 1720

h323 ras 1718-1719
http 80

ils 389

rsh 514

fixup
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol

fixup protocol




fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

!--- This is the traffic to the router. access-list 100
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0

access-list nonat permit ip 192.168.6.0 255.255.255.0
192.168.5.0 255.255.255.0

pager lines 24

mtu outside 1500

mtu inside 1500

mtu intf2 1500

mtu intf3 1500

mtu intf4 1500

mtu intf5 1500

mtu intf6 1500

ip address outside 10.66.79.73 255.255.255.224
ip address inside 192.168.6.1 255.255.255.0

ip address intf2 127.0.0.1 255.255.255.255

no ip address intf3

no ip address intf4

no ip address intf5

no ip address intfé6

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2

no failover ip address intf3

no failover ip address intf4

no failover ip address intfb

no failover ip address intfé6

pdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 192.168.6.0 255.255.255.0 0 0
route outside 0.0.0.0 0.0.0.0 10.66.79.65 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

!--- These are IPSec policies. sysopt connection permit-
ipsec

crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp




crypto map cisco 10 match address 100

crypto map cisco 10 set peer 10.66.79.180

crypto map cisco 10 set transform-set cisco

crypto map cisco interface outside

!--- These are IKE policies. isakmp enable outside
isakmp key ******** address 10.66.79.180 netmask
255.255.255.255

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 2

1

isakmp policy lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80
Cryptochecksum:244c86c9beab00bda8f£790502ca74db9
: end

2

SOtYTAVTRE, REAERCBHELTVBAES A ERBTZLHOBRIC OV THHAL
TVET,

TORTYIDNAVER=TVRY—) (BERI—YEAH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

. show crypto ipsec sa : BIENDIPSec SATHERAE N TV REERRLET,
- show cryptoisakmpsa : EF ICHDBRENDITXTNH IKESAZRRLET,
- show crypto vlan : BESEREICEEM TS NIZVLANZRRLE T,

- show crypto eli:VPNH —ERED 1 =)L OFHEEFHERERTLET,

IPSec NHERE RTINS 1—F 4T DFMIIOVWTIE, FIPSecurity DS 7L 1—F4
>4 -debug AR ROEBMEFEH, Z2SBLTLSEEV,

| = Rl

COEVIVTR, REODKNS TN 1—F 14200 %2T35EO0BRICOVTHBALET,

NSTIL21—F4290EHOIAIVR

X :debug AN RERITIBEIC. TdebugdN Y ROEBELEH E2SBLTLKEEV,

- debug cryptoipsec : 7I—X 2 M IPSec x> I —>3a>aXRRFLET,
- debug cryptoisakmp : 7T —X 1 M ISAKMP 21> I—>3a> % &XRLET,
- debug crypto engine : FES{tENLERST TV IEZRRLET,
. clearcryptoisakmp : 7I—X 1 ICB8ETSD SAZVUTFLET,
- clearcryptoisakmp : 7I—X2 ICBEETD SAZVUTFLET,

IPSec NHERE RTINS 1—F 4T DFMIOVWTIE., FIPSecurity DS 7 1—F4
>4 -debug AR ROEBMEFEH, 2SBLTLSEEV,

BYE 15
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