PIX6x: NATlC&kV), AXTF14YOVICFRLA
BEZ i’ PIXFirewall EX A4 FZvOICTPR
LABEENZIOS IL—RBOXAFZY D
IPSec D &EHI

=PA

ELU &I

BIE&RMY

=4

FRIB I R—F b
T|ELE

ERIE

XY BRI—=TOK

B

aXfE
_SU

R TAT1—F 1Y
RSTLY1—F 42 50EHOIT VK
5

FUOIC

CORFIAIXRNTE, PXHAEFAFTZY D IPSec EREZHTANSNDEIDICTIEHNERTE
B DWTHBALET, 7TAR—NZXYRNT—=T 101 1Xx DB AV R2—FY NZTIVEART
2580, JE—NIL—ZFHFFKYRND—0 PRLAZH: (NAT) ZETLET, 101.1xH5
PXDERBICHDTTAR—NZYRNDT—21921681 X ANDKRNTZT714Y Tk, NAT Z70OEANH
SEBRAETNET, L—ZFEFEPXADOEHKEZRBRTEETTYN., PXRIL—Z\NOEHKERKTE
FH A,

DFEEF. NTVY I AVER—TIA R (ABAVER—TIAR)TEAFIVIIPTRL
7\"ci§"1.=.'¢%> Cisco I0S® L —2ZFERAL TH A4 F XY U IPsec LAN-to-LAN (L2L ) R X)L %
TR 1=HIC, PIXFirewall ZEALET, IP7RLAZY—EX Z7ONIEZ— (ISP) A5
AAFZvICE)HTSEHIZ, Dynamic Host Configuration Protocol ( DHCP ) XA ZX A
ZRMLET, ChiZ&KY, RANTHERAENEBLKB2>LEIP7RLAZBIATEET,

IL—=3HN 6xXx BETTDPIXEFIVTA TITSATANSDRAAFIY Y IPSec #4i%=
FANZSFUADOEMICOVWTIE. TNAT L2 &K% Dynamic-to-Static IPSec DEEEH. =S8R
LTLEESW,

PIXIASAtF¥1UF 4 FTS5A4AF>2ATCiscolOS IL—ZFZAS5DHAAF 3V IPsec EkizZ (T
ANBDCENTEDELRSICTDICEK., TAZTAYVVI0SIL—RENATHEXAFTZV D
PIX/ASA7.x DE D IPsec NEEEHL Z2SHBL TSV,
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PIXIASA EF21V)T A TITSAT AN I T RIIT N—=2320 7x B EETLTVREES
ODRILZFVAFICOVTIE, "NAT ICELBER PIXIASA7X ERXRAFTZEV D I0S)IL—2EDE
D IPSec 5RE 1 #SHBLTLEE L,

AR 4
BH

CORFIXVNIELULTRERNOEHEBEHY) XA

FHAISIR—F> b

CORFIXVNOERE. ROVTIKRIVITEN—RIITON-2IVICEIKEDTT,

. CiscolOS V7T F7 VU—RX 124

- CiscoPIX 77AT70#—=)L Y7 RhJTF 1))—X6.31

- Cisco Secure PIX Firewall 515E

. Cisco 7206 JL—2%&
KEDOEHIEE, BENDTARREILHDT/NAACEIVTHEREINEENTT, ZORFIXY
RTERAITZIXNTOTNA AR, I (F7 2N ) BREORELSEBHLTVWET, HEED
NDERY ND—UTHEEEZRTSHEES, ONVROFEICODVTTDICEBBLES A TEELTLKE
=L\,

REE
KF1X> NREORME, VAT FUNL T4 Y TAOERE EBRLTI LT,
BXJE

CHIETEE, CORFIXNTHATAIHEOREICHESRRERHLET,

FCORFIAIXNTHERAEATVSIAX ROFMZEFANSIZIE. Command Lookup
Tool (BEI—HYER ) ZFEAL TS EEL,

XY KND—IR

CHORFIXVRNTRE, RORY ND—UVBKEERALTVERT,

10.1.1.1 DHCP Assigned IP Address 172.18.124.2 192.168.1.1
E1/1 E1/0 outside interface ingide interface

10.1.1.0 i ISP/ - i 192.168.1.0
Network %J—‘ LR ] Network
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CORFIXVNTR, ROFJEZFEALET,

. Elf (PIX)
. Mop ( Cisco 7204 )JL—%& )

EIf (PIX)

Building configuration...
Saved

PIX Version 6.3(1)

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

nameif ethernet2 intf2 securityl0

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname elf

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

I -—-- Access control 1list (ACL) to avoid NAT on the IPsec
packets. access-list nonat permit ip 192.168.1.0
255.255.255.0 10.1.1.0 255.255.255.0

pager lines 24

logging on

logging buffered debugging

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown

mtu outside 1500

mtu inside 1500

mtu intf2 1500

ip address outside 172.18.124.2 255.255.255.0

ip address inside 192.168.1.1 255.255.255.0

ip address intf2 127.0.0.1 255.255.255.255

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address intf2 0.0.0.0

pdm history enable

arp timeout 14400

global (outside) 1 interface

!-— Binds ACL nonat to the NAT statement to avoid NAT on
the IPsec packets nat (inside) 0 access-list nonat
nat (inside) 1 0.0.0.0 0.0.0.0 0 O

!-—— Permits Internet Control Message Protocol (ICMP)
traffic for testing. !--- Do not enable it in a live
network. conduit permit icmp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
timeout xlate 3:00:00




timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00

h323 0:05:00 sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol tacacs+

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

no sysopt route dnat

!--- IPsec configuration crypto ipsec transform-set
router-set esp-des esp-md5-hmac

crypto dynamic-map cisco 1 set transform-set router-set
crypto map dyn-map 10 ipsec-isakmp dynamic cisco
crypto map dyn-map interface outside

isakmp enable outside

!--- Internet Security Association and Key Management
Protocol (ISAKMP) !--- policy for accepting dynamic
connections from remote PIX. !--- Note: In real show run
output, the pre-shared key appears as *******_  jigakmp
key ciscol23 address 0.0.0.0 netmask 0.0.0.0

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet timeout 5

ssh timeout 5

terminal width 80
Cryptochecksum:eeb67d5df47045f7e6ac4aa090aab683

: end

[OK]

elf#

Mop ( Cisco 7204 JL—4 )

mop#show running-configuration
Building configuration...

Current configuration : 1916 bytes
!

version 12.4

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname mop

1

!

ip subnet-zero

1

!

no ip domain-lookup

!

ip cef

ip audit notify log

ip audit po max-events 100

1

!--- Internet Key Exchange (IKE) policies crypto isakmp




policy 1

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 172.18.124.2

1

!

!--- IPsec policies crypto ipsec transform-set pix-set
esp-des esp-md5-hmac

!

crypto map pix 10 ipsec-isakmp

set peer 172.18.124.2

set transform-set pix-set

match address 101

!

interface FastEthernet0/0

no ip address

shutdown

duplex half

!

interface Ethernetl/0

ip address dhcp

ip nat outside
duplex half
crypto map pix

1

interface Ethernetl/1

ip address 10.1.1.1 255.255.255.0

ip nat inside
duplex half

!

!--- Except the private network from the NAT process. ip
nat inside source route-map nonat interface Ethernetl/0
overload

ip classless

ip route 0.0.0.0 0.0.0.0 Ethernetl/0
no ip http server

ip pim bidir-enable

!

!--- Include the private-network-to-private-network !---
traffic in the encryption process. access-list 101
permit ip 10.1.1.0 0.0.0.255 192.168.1.0 0.0.0.255

! --- Except the private network from the NAT process.
access-list 110 deny ip 10.1.1.0 0.0.0.255 192.168.1.0
0.0.0.255
access-list 110 permit ip 10.1.1.0 0.0.0.255 any

!
route-map nonat permit 10

match ip address 110

!

line con 0

exec-timeout 0 0

line aux 0

line vty 0 4

login

CCTR, RENERBICEELTVD L ZHRBLET,



Output Interpreter Tool ( OIT ) ( BBI—HER ) Tk, BE®D show IIY > RAHR—KEh
TVWET, OITZFEAL T, show AN RE I DB ZERRTEE T,

Zhsdshow X RIF, PXBLUIN—BF LETERITTEET,

- show cryptoisakmp sa : E7ICHFRBEED IKE F1UT 4 FYZI—->32 (SA) %
INTRRLET,

. show crypto ipsec sa : IRTED ( IPSec ) SA THEAETNTVRREZRTLET,

. show crypto engine connections active : REDEHRE ., BEILELVESLEhLENTY N
DIEHR (IL—F2Dk ) ZRRLET,

WEDETTSAZI T TRDRENHYET,

PIXONVRIEF, BEE—RTEITENET, clearcryptoisakmpsa: 7I—X 1SA %)

7 U&ET, clearcryptoipsecsa: 7I—AX2SAZVUFLET,

=2 OOR VR, 1FZ—7I) E—RTETENET, clearcryptoisakmp : 7T —X 1
SA%ZJVUFULET, clearcryptosa: 7I—X2SA%ZVUTFLZET,

AN 1—F 42y

TR, BEODRS TN 1—FT AV JIERAOBRICOVTEHRBALET,

NSTIWNSa1a—F14290EbOONY K

Output Interpreter Tool ( OIT ) ( BHEI—HYEH ) TRk, BHEOD show X RAHR—KEh
TVWET, OITZEAL T, show DX REIDOBEMERRTEET,

AE:debug INY RZEATBHEIIC, Tdebug AV ROEERZEF. 25RL TSLEEL,

. show cryptoisakmp sa : REE T ICHDITNTD IKESA EZXRRLET,

- show crypto ipsec sa : D (IPSec ) SA THEAET N TVRREEXRRLET,

- show crypto engine connections active : REDEHRE ., BEILELVESKLEhLENTY
DIEHR (IL—2Dk ) ZRTLET,

BOE TR

. IPSec T —33aV/IKEZ7ORINKCEATRIYR—b R—=
-PIX500 2 )—=X X1 T4 FPTS5LAFUA

. CiscoSecure PIX 77AFJ#—=)) AR R UZPLA

- Requests for Comments ( RFC )

TOZHAILYR—BE RFI X2 - Cisco Systems
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