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Overview Analysis Policies m Objects AMP Intelligence
Device Management 0T VPN = Qos Plafjform Settings FlexConfig Certificates

Site To Site
Hemote ACCESS
Troubleshooting =

View By :  Group

Caollapse All

ATY72:AddVPNZEO VY OL, RICRTKDIZ, Firepower Threat Defense Device & iR
LET,

Deploy System Helpv admin »

Firepower Device

- Firepower Threat Defense Device

ATY 7 3: hARODPEZAAL, VPNORATELTIL—MR=A(VTNZEIRLFT, IKE
VersionZiZIRL £,

COTEVARNL—232 TR, ROBEZITVET,
RARODE : VTI-ASA

IKE/N—> 32 : IKEV2



Topology Name:* VTI-ASA
(O Policy Based (Crypto Map) ® Route Based (VTT)

Metwork Topology:

IKE Version:* L] mkev1 IKEv2

ATYT4: RVRLERETDLENHDTFNAAEZBRLET, HLWERER DRI R
—7IAANTYEBMTZTAIVEIVY ITB)D., BEOUARDSVTIZBRTEET

o

IKE IPsec Advanced

MNode A Node B
Device:* Device:*
Fl'El| b Empty e
Virtual Tunnel Interface:™ Virtual Tunnel Interface:™

j @ Empty v | 3

_| Tunnel Source IP is Private Edit VI |_] Tunnel Source IP is Private Edit VI
Connection Type:* Connection Type:™®
Bidirectional i Bidirectional »

ATYT 5 HLWREBRN Y RILAVE—TIAAONTA—2ZERLET, [OK|ZIUY D
LEXY,

COTFEVARL—2320 TR, ROBEZITLET,

&8 : VTI-ASA

B (AT>ar) TIVANTZY NASAZFERL EVTIN X
EFIVFAV=2 VTIV—2

N> xJLID:1

IP7 RL X : 192.168.100.1/30

N> ZJLIE{E T : GigabitEthernet0/0 ( #&F )



% Tannlame: R e e L EIR R R

Add Virtual Tunnel Interface ? X
rs
H Name *: VTI-ASA Enabled
Description: WTI Tunnel with Extrangt ASA B
! Security Zone: VTI-Zone | v
F - . -
H Tunnel ID *: i Range: 0 - 10413
E 1P Address *: 192.168.100,1/30 (1]
E Tunnel Source ®: GigabltEthermetdfd (Outside) :'*"'
B

FIEG6: HLULWTINMERE N ECERRTRY T TYTTOKZED Y ILET,

Virtual Tunnel Interface Added

= VTI has been created successfully.
Please go to the Device >

Interfaces page to delete/update
the VTI.

FIE7: #L<MERL =VTIA., Virtual Tunnel Interface® FICTFETAVTIZERLET, /—R
B(EZ7TFNAR) DEREADLET,
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FNAA TVARNTZEZY N
FINM4 A& : ASA-Peer

T2 RERAZ NP7 RLA :10.106.67.252

" Create New VPN Topology 7 M

Tepology Mame:*® WTT-ASA
() Policy Based (Crypto Map) ® Route Based (VTT)
Metwork Topalagy: *= paint to Point == o

IKE Version: * ) mev: B xevz

[ enipoines LG e o

Node A Mode B
Device:* Device: =
FTD - Extramet -
Virtual Tunnel Interface:™ Device Name™:
VTI-ASA ; ASA-Peer
|_| Tunnel Source IF is Private
Endpoint IP Addrass®:
Connection Type:* 10,106,67,252

Bidirectional -

Additional Configuration

Route traffic to the WTI : Routing Policy
Permit VPN traffic » AC Policy

Savae Cancel

ATYT 8 IKERTILBBLET, FREREALERVD—2FATEH, ELERUS—27
DED+REEZT)Y JLTHLWRUS —ZERT DA ZBIRTEEXT,



IKEvZ Settings

Policy: = AES-GCM-NULL-SHA-LATEST

Authentication Type: Pre-shared Automatic Key B

Pre-shared Key Length:* |24 Characters (Range 1-127)

ATYT9 (FLWKEV2RD S —Z2ERTRBERAT a2 ) RUS—ICEFZEEL. R
V—THEATRTIIVAXLZERLET, [Save] 20UV I LET,

COTFEVARL—232 TR, ROBEZITLET,
#8l : ASA-IKEv2-Policy

BEMT7ILIJ) XL SHA-512

ES{LT7 I XL AES-256

PRF7IILOY XL 0 SHA-512

Diffie-HellmanZ' JL—7" : 21



Mew IKEv2 Policy ' X

Mare:* ASA-TKEVZ-Policy
sy
Priority: 1 (1-85535)
Lifetirme: 5400 seconds {120-2147483647)
Integrity Algorithms Available Algorithms Selected Algorithms
Encryption Algorithms /% MDS : _
PRF Algorithms = o ¥ SHAS12 3
Diffie-Hellman Group '
LF SHAZS6
Lk SHA3E4
SF NULL

Save | I Cancel

ATY 710 FHILKERLERD D —FEEBEFORIS—%FEIRL FT, Authentication
TypeZBRLE£T. BRAREFHF—EEATIHEE. Key RY I A& Confirm Key RY A
CF¥F—ZADLET,
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K1) S — : ASA-IKEv2-Policy
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Endpoints m IPsec Advanced

IKEv1 Settings
Policy:* preshared_sha_aes256_dhl4_3 s

Authentication Type: Pre-shared Automatic Key b

IKEv2 Settings

Policy:® ASA-IKEv2-Policy v i
Authentication Type: Pre-shared Manual Key R
Key:® LY T

Canfirm Key:™® BER

L I Enforce hex-based pre-shared key only

N AHOIY REAY RFEUFMCIE BB Eh TV 384, SHEEEB+—0FT
SavEERATEET,

ATY 7 11IPsecR 7 ICBBLET, ZFIICEERE NEIKEV2 IPsec7’OR—HI)ILEFERTZH
FLOLWITOR—YILEERTEIHN EIBIRTEFET, IKEV2 IPsec Proposal X 7 D& & B EditR
27OV YIOLEY,

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals, IKEv2 IPsec F'rupusa
AES-GCM

] Enable Security Association [(SA) Strength Enforcement

ATY 712, (FHLWIKEV2 IPsec7OR—H I ZER TR BEER AT ) RROBEZAS
L., BRTHEAITZITZIIAVXLZERLET, [Save] 2V VY I LET,



COFEZARNL—232 TR, ROBEZTVET,
H 8 : ASA-IPSec-Policy
ESP/\Y 1 : SHA-512

ESPEE 51t : AES-256
New IKEvZ IPsec Proposal

‘ Marme: ™ ASA-IPSec-Policy

ESP Hash
ESP Encryption

Available Algorithms Sebected Algorithms
¢ AES-GCM-256 LoF BES-256

4k AES-GCM-192
b AES-192

4k AES-GCM

i nES

4k 3DES

4 DES

L AES-GMAC-256

ATY 7 13 FEATREZTOR—FILOVARNSY S, ILERL Z7OR—FIILEEF7TOR
—HYIILZBRLEXT, [OK| 2TV VY ILET,



oneE I I rwrEsa Bl nwess

IKEv2 IPsec Proposal ? X
Available Transform Sets & %] Selected Transform Sets
\ Search @@ AsA-1PSec-Policy &
AES-GCM
0 ] *
i AES-SHA
B:
i
Se
A DES_SHA-1
HEC
‘eri
56
iry
Ok Cancel
| IS
| - . - -
AT Y 714 (A7 3> ) Perfect Forward SecrecysR EZIBIRL F£F, IPSech T4 7 X1 L

BESA 724 LA XERELET,
COTFEVARNL—232 TR, ROBREZITVLET,
REERERE TP 1T AT I —T21

AER - 28800 ( BEE(E)

Lifetime Size ( 4 7 24 LAt 4 X ) :4608000 ( 7 #JL KN )

Enable Perfect Forward Secrecy
Modulus Group: 21 b

Lifetimme Duration®: ZEROO

Lifetime Size: 4608000

~| ESPv3 Settings

conds (Range 120-2147483647)

yies (Range 10-2147483647)

ATV T 15 REZWELET. RORICRITLSIC, Savez VUV ILET,



Topology Name:* VTI-ASA
Policy Based (Crypto Map) '® Route Based (VTI)

Network Topology:

IKE Version:* ikevl B kev2

Endpoints IKE m Advanced

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals, IKEv2 IPsec Proposals™®
ASA-IPSec-Policy

[ Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: 21 ~
Lifatime Duration®: 28800 Seconds (Range 120-2147483647)
Lifetime Size: 4608000 Kbytes (Range 10-2147483647)

+| ESPv3 Settings

Save Cancel

ATY 716 : TR MA—IILRIS —ZFREL E T, [Policies] > [Access Control] >
[Access Control] DJEICBELE T, FIDICEAEThTVWARU—Z2HmELET,

~ 7 : sysopt connection permit-vpnig, JL—hX—ADVPNR X TREELEEA. TV
A MO=)LIL=I)LE, IN>OUTY—=2&EOUT > INV—2OMEAFICERETIHENH
WET,

FZones, X7 T "Source Zones, & TDestination Zonesy ZEL 9,

Networks® 7' T, Source Networks & Destination NetworksZf8§EL £, [Add] 2V U Y UL &
¥,

COTFEANL—23> TR, XOBEZITVET,
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WEZYRIT—D : UE—RKRZYRID—OBLVZRY NIT—UK

Add Rule R
Mame VTl-Traffic Enabled Insert |inte Mandatory »
Aetion o Allow B
Time Range | None ~ @

B networks  WiANTags . Users  Applications_Borts URLs SGI/ISE Attclbutes _lnspection _logging  Comments

Available Zones & Source Zones (2) Destination Zones (2)

4, Search by name | i In-Zone i ] & In-Zone 3
saa Out-Zone @ s Out-Zone &5
iaw VTI-Zone Addel ta
| Source |
Add to
| Destination |
Add Rule T X

Hame WTI-Traffic Enabled Insert  inta Mandatary v

Action o Bllow P

Time Range | Mone sl + |
Zones VLAN Tags .. Users  Applications A n ing Comments

Available Networks ¢ L+ Source Networks (2) Destination Networks (2)

| BTN oocen e 5
Geolocation 2 In-Netwrk O = RemoteNetwork &

i IPvd-Private-172.16.0.0-12 5B Remote-Netwark a

52 1Pv4-Private-192.166.0.0-16

'::i| IPvid-Private-AN-RFCIGLE

= IPvE-IPva-Mapped

5 IPv6-Link-Local

= IPvE-Private-Unique-Local-Addressas

B IPvE-to-TPvd-Relay-Anycast

L Remote-Nobwork

B VTI-ASA-Tunnel Enter an [P address | Add | Enter an [P address | I. Add _I

Cancel

ATY AT VTINRILBHDOIL—FT 1 T %ZEBML £T, [Device] > [Device Management]lZ
BELET, VIINRILFBREENTVERITFNS AZHEELE T,

Routing & 7 M T~ M Static RoutelC BB L £9, [AddRoute] 20U Y UV LFET,

InterfaceZ#8E L. NetworkZi®iRL T, GatewayZiEELET, [OK|ZIVUYILET,

COTEVARNL—232 TR, ROBEZITVLET,

A1232—7T4A :VTI-ASA

RYRNIT=DT : VE—RRYKND—7

TF—KRDITA VTI-ASAN X)L




l Add Static Route Configuration ? M l

B : % Ipyd () IPvh —

= | Interface* VTI-ASA w =

ij icon (% signifies it is available for route leak) —

Available Network & %] Selected Network

| 4 Search == Remote-Network 0
= any-ipvd

o In-Netwrk

& IPv4-Benchmark-Tests _
gl IPv4-Link-Local Add

g IPva4-Multicast
= IPva-Private-10.0.0.0-8
ol IPvd-Private-172.16.0.0-12
o 1Pv4-Private-192.168.0.0-1
7 IPvd-Private-All-RFC1918

Gateway™ VTI-ASA-Tunnel v @
L T

Tunneled: ] (Used only for default Route)

Route Tracking: v 5

QK Cancel

AT Y 7 18 : Deploy > DeploymentDJEICBE L E T, REEZERITIXLEN HBHFTDEEIRL
. DeployZ2 Y JLET,

BANFRL &, REAFIDCLIC T Y 1Eh&E LI,

<#root>

crypto ikev2 policy 1

encryption aes-256
integrity sha512

group 21

prf sha512

Tifetime seconds 86400



crypto ikev2 enable Outside

crypto i psec ikev2 ipsec-proposal CSMIP_1

protocol esp encryption aes-256
protocol esp integrity sha-512

crypto i psec profile FMC | PSEC PROFI LE 1

set ikev2 ipsec-proposal CSM_IP_1
set pfs group2l

group-policy .DefaultS2SGroupPolicy internal
group-policy .DefaultS2SGroupPolicy attributes
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2

tunnel-group 10.106.67.252 type ipsec-121
tunnel-group 10.106.67.252 general-attributes
default-group-policy .DefaultS2SGroupPolicy
tunnel-group 10.106.67.252 ipsec-attributes
ikev2 remote-authentication pre-shared-key *
ikev2 Tocal-authentication pre-shared-key **

nterface Tunnel 1

description VTI Tunnel with Extranet ASA

nanei f VTl - ASA

ip address 192.168.100.1 255.255.255.252
tunnel source interface Outside

tunnel destination 10.106.67.252

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile FMC | PSEC PROFI LE 1

RS
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Check Status#7'>3a>&#2Uv oL T, GUB#ASVPNR D ZRILDTA T AT—RAZER
LET



FTD / VTI-ASA / 192.168.100.1

&

=

&

Check status

ChiZE, FIDCLIASEEENIZROIONY RFABENET,

» show crypto ipsec sa peer <Peer |IP address>
« show vpn-sessiondb detail 12| filter ipaddress <7 ®OIPF7 R L A>

. Tunnel Status
© extranet : ASA-Peer

@® FTD/VTI-ASA

e

= show crypto ipsec sa peer

= show crypto ipsec sa peer 18.106.67.252

Not applicable for extranet peer

L 62 252

10.157.224.90

local ident (addr/mask/prot/port): (9.9.0.8/90.9.0.0/0/0)
remote ident (addr/mask/prot/port): (8.8.9.0/9.0.0.8/0/8)
current_peer: 18.106.67.252

#pkts encaps: 188, #pkts encrypt: 189, #pkts digest: 188

#pkts decaps: 108, spkts decrypt: 189, #pkts verify: 10@

#pkts compressed: 9, Fpkts decompressed: @
A Fpkts not compressed: 108, #pkts comp failed: @, #pkts decomp
ailed: @

#pre-Trag successes: B, #pre-frag failures: 8, #fragments
created: @

#PMTUS sent: @, #PMTUS rowd: @, #decapsulated frgs needing
reassembly: @

#TFC revd: @, #TFC sent: 0

#lalid ICMP Errors rcvd: @, #Invalid ICMP Errors rcwd: @

#send errors: @, #recv errors: @

local crypto endpt.: 18.197.224.90/580, remote crypto endpt.:
18.106.67.252/508

Crypto map tag: __vti-crypto-map-4-8-1, seq num: 65288, local addr:

> show vpn-sessiondb detail 121 filter ipaddress

= show vpn=sessiondb detail 121 filter ipaddress 18.106.67.252

Not applicable for extranet peer

Session Type: LAN-to-LAN Detailed

Connection : 19.106.57.252
Index HE L
Protocol i IKEvZ IPsec

IP Addr : 10.106.67.252

Encryption : IKEw2: (1)JAES256 IPsec: (1)AES256

Hashing : IKEv2: (1)5HAS12 IPsec: (1)5HAS1Z

Bytes Tx : 1g0ea Bytes Rx 1 10808
Login Time : 83:54:57 UTC Thu Mov 12 20820

Duration : Bh:@Zm:12s

Tunnel Zone : @

IKEvZ Tunnels: 1
IPsec Tunmels: 1

IKEv2:
Tunnel ID 4.1
UDP Src Port : 500
Rem Auth Mode: preSharedKeys
Loc Auth Mode: preSharedieys

UDP Dst Port : 500

FTD CLIA 5

FIDCLIA?SCchsOIONY REFEAL T, VPNRZILOD

show running-config crypto
show running-config nat
show running-config route

Encryption : AES256 Hashing : SHAS12
Rekey Int (Th: 86400 Seconds Rekey Left(T): B62GE Seconds
FRF : SHAS12 D/H Group : 21

Refresh Close |
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show
show
show
show

crypto ikevl sa detailed
crypto ikev2 sa detailed
crypto ipsec sa detailed
vpn-sessiondb detail 121
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