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CORFIXVRNOBRE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. 9.6.(4)12% 32479 % Cisco ASAv
. 6.5.0% 3179 % Cisco FTDv
. 6.6.0% %2179 % Cisco FMCv

R E
XY RND—OR

| 2001:BBBB::0/64
A

2001:AAAA::O/64  ASA

2001:CCCC::0/64

Internet Cloud

FMC

ASA DOFE

IKev2 VPN TUNNEL

CHtEUS3a> Tk, ASATHEREREICOVTHBALET,

ATYTTASAL YV B—T T4 RAERE

interface GigabitEthernet0/0
nameif outside
security-level 0

ipv6 address 2001:bbbb::1/64
ipv6e enable

interface GigabitEthernet0/1
nameif inside
security-level 100

ipv6e address 200l:aaaa::1/64
ipv6e enable

LET,

ATYT2IPV6TF 7 A NIL—RNEERELET,

ipv6 route outside ::/0 2001:bbbb::2

FIE3IKEV2R ) S —ZREL ., A2 Z—T T A ATIKEVZZBEMICLET,

2001:DDDD::0/64



crypto ikev2 policy 1
encryption aes-256
integrity sha256

group 14

prf sha256

lifetime seconds 86400

crypto ikev2 enable outside

ATYVT4: RORILVITN—TZRELET,

tunnel-group 2001:cccc::1 type ipsec-121
tunnel-group 2001l:cccc::1 ipsec-attributes

ikev2 remote-authentication pre-shared-key ciscol23
ikev2 local-authentication pre-shared-key ciscol23

ATYT5 :[MERNTZTAVVI—BITBATIOMNEETIVEAD MO—=)ILYJARNACL) ZE
BLET,

object-group network local-network
network-object 2001:aaaa::/64

object-group network remote-network
network-object 2001:dddd::/64

access-list CRYPTO_ACL extended permit ip object-group local-network object-group remote-network

ATYT6: WERZ T4V IDIDRY NT—OF RLAZEMNAT)L—ILEZRELE T,

nat (inside,outside) source static local-network local-network destination static remote-network
remote-network no-proxy-arp route-lookup

AT Y TTIKEV2 IPSec7OR—HIZHRELE T,

crypto ipsec ikev2 ipsec-proposal ikev2_aes256
protocol esp encryption aes-256
protocol esp integrity sha-1

ATYT8 BEIYTZREL, ABA U E2—TIAACERLET,

crypto map VPN match address CRYPTO_ACL
set peer 200l:cccc::1

set ikev2 ipsec-proposal ikev2_aes256

crypto map VPN
crypto map VPN

[ O

crypto map VPN set reverse-route

crypto map VPN interface outside

FTD OE
cOto>3a>TlEk, FMCZEAL TFTDZRET S FIBICODVWTHBALET,

VPN ROD OB
1:[Devices] > [VPN] > [Site To Site]

[Add VPN][Firepower Threat Defense Device]



Overview Analysis Policies IEEOEE] © icts AMP Intelligence Deploy System elp v admin v

QoS Platform Settings  FlexConfig  Certificates
Eirepawer Device

VPN » Site To Site

AT Y 7°2:[Create New VPN Topologyl/RY J AN RRENE T, VPNIZEEIZEBITE2 B EFTET,

Network Topology:/R1 > Y —R1 > K

IKEN—2 32 1 IKEV2

COBITRE. IVRRAVRNEBRIBBIC, /—RANFTDTY. /—RBIEASATT, BBEBOTTARRYEIUYILT, FNAARZERROZICEM
LRI,

Create New VPN Topaology ? X
e
Metwork Topology: - ]ﬂ» Hub and Spoke | = Full Mesh

IKE Version:® IKEw1
[ enapoms L prec  Acvances

@ Ensure the protected networks are allowed by access control policy of each device.

ATFYT3: BUIOIY RKRANELTFTDZEBMLET,

BEXYYTHERAENZ AV R—T I/ RAEBRLET, PV RLAR, FNAARELNSHBNICADEIET,

[Protected Networks] D FOFEED T T ALETFAAZ VYU LT, COVPNRUZLENLTEBLENDHTZY REBIRLET. COHITRE,
FMCO "O—HAL7TOF ) XY NT—0FTZ T U KE, IPv6H7 %Y N T2001:DDDD::/64, THEENTVWET,



Edit Endpoint ?

Device:* FTDwv ""’ .
Interface:® ' OUTSIDE w
IP Address:* 2001:0CCC: 11 v

This IP is Private
Connection Type: 'Bidirectlnnal v

Certificate Map: ' v '+ )

Frotected Networks:*

© Subnet [ IP Address (Network) = Access List (Extended)

(&= LocaL_proxy ) 3

OK || Cancel |



Network Objects T X

Available Networks & o+ | Selected Networks

, Search [.E LOCAL PRGEYJ J

" IF Y= MiUil_asL

& 1Pv4-Private-10.0.0.0-8
& |Pva-Private-172.16.0.0-12
& 1Pv4-Private-192.168.0.0-16
v IPva-Private-All-RFC1918
& 1PvE-1Pv4-Mapped
&= 1Pv6-Link-Local
B IPvE-Private-Unique-Local-Address
& 1PvE-to-1Pva-Relay-Anycast

2 REMOTE_PROXY

Ok, Cancel

LROFIETE, FIDZY RRAVNOEENETLTVET,

ATV T4 BEFIOASATH S/ —RBOBREDTZARETAA2& 0 )Y ILET, FMCIC
FOTEEEATVEVTFNA AR, TVARZRY MERBENET, FNAABEIPT RL
AZBMLET,

ATYT5  REENEXYND—VZEMTRICRE. BREOTZARSTAAVERBRLET,



Edit Endpoint ? X

' i T

Device:* Extranet N
Device Name:* ASA
IP Address:* © Static Dynamic
2001:BBBB::1
Certificate Map: v O

Protected Networks:*

O Subnet / IP Address (Network) Access List (Extended)

(&2 REMOTE_PROXY) 3

OK Cancel

ATVT6 BB THIXENHDASAH T XY hERBIRL., BIRULEXYRND—9(CEBMULET

o

COFITIE, TUE—RZ7OF2 1 FBASAH T XY N T2001:AAAA:/64 T,



Network Objects ? X

Available Networks & + | Selected Networks

| Search [-E nemme_mnxv] 3

: I YT NI -ao L

= 1Pv4-Private-10.0.0.0-8

22 IPv4-Private-172.16.0.0-12

2 1Pv4-Private-192.168.0.0-16
= IPv4-Private-aAll-RFC1918

== 1Pv6-IPv4-Mapped

2= 1Pv6-Link-Local

22 1PvE-Private-Unique-Local-Address
22 1PvE-to-IPv4-Relay-Anycast
B LOCAL_PROXY

-

OK Cancel

IKENTZX—ZDERE

ATYTUIKEIR 7 T, IKEV2OMBRBICERATEINIA—R2ZIEELET. HILVIKERD >
—ZERTBICE, BEOTSATAAVEIIYILET,



Edit WYPN Topology

Topology Name:®

Network Topology:

L2L_WPN

== point to Point =%

IKE Version:*® IKEw [KEw2

- T

IKEv] Settings

Policy:™ r : w

Authentication Type: . Ky "’

IKEv2 Sattings
Palicy =™ Tkeyv2_Palicy i @
Authentication Type: Pre=shared Manual Key v
Eey:™  assssess
Confirm Kéy:®  sssssses

Enforce hax-based pre-shared key only

Save Cancel

ATY T2 . HILWKERD S —T, 774 FVTABSEEREO T I X101 7214 L%IE
ELET, COHA RTR, RIORBUCRKRDODNTZX—Z2ZFERALET,

B 5 M(SHA256),

&5 {bL(AES-256),

PRF(SHA256), & & T

Diffie-HellmanZ' JL—7" ( Z)L—7"14) ,

TFNAALEDFTXTOIKERY > —F, BRULIERVS—EI>3>0RBCEKRELS, VE—
RETICEEENET, UE—RETHF—BIZRIOETAVPNERICHL TERENET,

[(FA72aVBE7 1 —IREEALT, BUICEEITIRII—&BRLES, IS4 F VT4
INBRAEEFEENET,



Edit IKEv2 Policy

MName;*

Description:

Priority:

Lifetime:

(integrity Algorithms )
Encryption Algorithms
PRF Algorithms
Diffie-Hellman Group

Ikev2_Policy

86400

Available Algorithms
¢ MD5

Lk SHA

b SHA512

b SHA384
&# NULL

(1-65535)

| seconds (120-2147483647)

Selected Algorithms

Save

J|

Cancel

J




Edit IKEv2 Policy ?

Name:* ! Tkev2_Policy
Description:
Priority: (1-65535)
Lifetime: -BE'#CID | seconds (120-2147483647)
Integrity Algorithms y Available Algorithms Selected Algorithms
— ' (G nes-2s6)

PRF Algorithms » BaES 15 B
Diffie-Hellman Group d

4k DES

&8 30ES

_ . Add
L5 AES-192
b AES-GCM

b AES-GCM-192
b AES-GCM-256

® NULL

|  save || cancel




Edit IKEv2 Policy ?

Mame:* Ikev2_Policy
Description:
Priority: ' | (1-65535)
Lifetime: 86400 | seconds (120-2147483647)
Integrity Algorithms Available Algorithms Selected Algorithms
Encryption Algorithms
o MD5S -
DR Alorithms QE ; . SHA256 G
LB SH
Diffie-Hellman Group ‘ﬁ'
# SHAS512

b SHA384 oo ]

[ Save ] [ Cancel




Edit IKEv2 Policy ? X

Mame:™® Ikev2_Policy

Description:

Priority: (1-65535)

Lifetime: 86400 seconds (120-2147483647)
Integrity Algorithms Available Groups Selected Groups
Encryption Algorithms

iy 1 b

PRF Algorithims >
2
(Diffie-Heliman Group ) w

-+ R

o 15 ( Add J

16

o 19

o 20

o 21

Save Cancel

ATYT3 :NZA—FZzBML IS, LRORERIS —ZBRL, BRI TZERLET,

[Pre-shared Manual Key]# 7> 3> ZBIRULET. cOHA RTRF. BaIHEF— "cisco123,
ZFEALET,



Edit VPN Topology

Topolegy Name:™*

Network Topology:

IKE Versbon:™

L2L_VPN

== point to Point %% Hub and Spoke = Full Mesh

IKEvi IKEw2

ervors [ v

IKEv1 Settings
Policy:™ prashared_sha_aes256_dhild_3
Authentication Type: Pre-shared Automatic Key
Pre-shared Key Length:* Characters
IKEv2 Settings
Policy:™ rlkevLPﬂllE'f
Authentication Type: Pre-shared Manual Key
Key:™® sesaanag
Confirm Key:*® sEEsEEES
i Enforce hex-based pre-shared key only
IPsec /NZ X —Z DEE

1:[IPsec]IPsec

Cancel



Edit VPN Topology

Topology Mame:™ L2ZL_WPN
Network Topology: =+ point to Point % Hub and Spoke | & Full Mesh
IKE Version:* IKEvl [ IKEw2

s e () rveree

Crypto Map Type: (@ Static Dynamic
IKEw2 Mode: Tunnel at

TR e IKEv1 IPsec Propasals IKEv2 IPsec Proposals<()
Tkew2  IPSec Proposal

Enable Security Association (SA) Strength Enforcement
& Enable Reverse Route Injection
Enable Perfect Forward Secrecy

Modulus Group b
Lifetime Duration®: 28800 Seconds (Range 120-2147483647)
Lifetime Size: 4608000 Kbytes (Range 10-2147483647)

= ESPv3 Settings

Save Cancel

ATYVT2 . BOTTZARBETAIAVERBRL T, RICRTEDICTI—R2NTA—REAHDL., #HLWKEV2 IPsec7OR—YILEERLET,

ESP/\Y < 1 : SHA-1

ESPRES1L : AES-256



Edit IKEv2 IPsec Proposal

Mame:* [Ikev:_lPSe:_Pmpnsal ]
Description:
. Available Algorithms Selected Algorithms
ESP Encryption .

¢ SHA-384

. SHA-256

[ Add
4 MD5
42 NULL

[ Save ] [ Cancel




Edit IKEv2 IPsec Proposal

Name:* Ikev2__ IPSec_Proposal

Description:

ESP Hash Available Algorithms Selected Algorithms
(ESP Encryption |

/b AES-GCM-256 b AES-256 G

%¥ AES-GCM-192
4F AES-192

¢ AES-GCM E
¢ AES

4 3DES

# DES

¢ AES-GMAC-256

Add J]

(. save (. cance ]

ATV 73 HLWPsec7OR—HIAERE NS, BRUERNS VA7 A—LAtYy MZEBMLET,

IKEv2 IPsec Proposal

Available Transform Sets & o Selected Transform Sets

| 4, Search | (e. IkevZ_IPSec_Pmpnsal]
@ AES-GCM
@8 AES-SHA
G DES_SHA-1

e [ )

ATY 74 #FHULBIRU kIPsec 7 OR—H )L AIKEV2 IPsec Proposals]® FICRRENE T,



BEBEIZISUT, 7I—R2T(4 7 RA LEPFSERETEE T, COBITRER, SAT7RALNFTFTFINIHREE N, PFSHAEMCHE>TVET,

Edit VPN Topology X
Topology Name:* L2L_VPN
Metwork Topology: *= Paint to Point <% Hub and Spoke  %* Full Mes
IKE Version:® IKEv1 IKEw2

Endpoints IKE m Advanced

Crypto Map Type: D Static Dymamic
IKEv2 Mode: Tunnel b

Transform Sets: IKEv1 IPsec Proposals IKEv2 IPsec Proposals™
(Ikev2__1PSec_Proposal )

Enable Security Association (SA) Strength Enforcement
Enable Reverse Route Injection
( Enable Perfiect Forward Secmqr::l

Lifetime Duration™: 2B800 Seconds (Range 120-2147483647)

Lifetime Size: 4608000 Kbytes (Range 10-2147483647)

= ESPv3 Settings

Save Cancel

FTIDZAULTVPNY 7Y NEHFATSIC1E. RO FIE%Bypass Access Control & /= ld Create Access Control Policy)L—JLICERE T2 HBENH Y ET,

FOoEAO2 MO-ILONANA

sysopt permit-von A" EENC & 2 TV EVBEIE, FTIDF/NA RENLEVPNRZ 74 Y ODBFA TR EHICT ORI NO—LKU S —E KT ILE
BB FET, sysopt permitvon A ERICE 2 TVBFEE, FOERIAI AO—NKRIZ—DERERFY 7 LET. CDREH TIE, [Bypass Access
Control] 7723 > & @#HFL 7,

/Y X —Zsysopt permit-vpnid, [Advanced] > [Tunnel] CHAHIC TEF T,

XX CoATVIvEFERATRE, TOERAROMNO-IRIVD—ZEALTI—YHS
DRZT74YVEZREITDABRMNBSBYERT, VPNT AL EREFA T O— RATEE
ACLIZ. A—HKZ 74V IDT7ANRIVTICEERATERY, ChiFJO0-/NILIN>
RT, SOFITYIRY VANBHCBE>TVRIBEEINTOVPNICERAEhET,



Edit VPN Topology 7T X

Topalogy Name:*= LIL_VPN
Metwork Topology: =+ paint to Paint  * Hub and Spoke | 2% Full Mesh
IKE Version:* IKEvl () IKEv2
_— e (0

IKE

P MAT Settings

Keepalive Messages Traversal

Interval: 20 Seconds  (Range 10 - 3600)
Access Control for VPN Traffic

Bypass Accass Control policy for decrypted traffic (sysopt permit-wpn)

RRarr 1 -y Tl N bypassss the nspechion,
but VPN Filter ACL and autharization ACL downioaded frovm AMA server are shill applied o VPN traffic.

Certificate Map Settings
Use the certificate map configured in the Endpoints to determine the tunnel
Use the certificate OU field to determing the tunnel
& use the TKE identity to determine the tunnel
H Uze the peer IP address to determine the tunnel

cac
NATRERDEE

VPNRZ 7 4 Y UDONATRBRAT — R XV R ERELE T, VPNRS T 4 Y IHFBIONATRE —BIE T, VPNRS 74 Y I RO TEREND O EFH< 12
HIZ. NATRBRERETDREN B &ET,

AT ¥ 7 1:[Devices] > [NAT]& & ¥[c](- % E) L & ' [New Policy] > [Threat Defense NAT]Z 2 U Y I LT, HLLWRUS—ZERLET,

Overview Analysis Policies JeISVIENE Objects | AMP  Intelligence . Deploy System Help v admin v

Device Management ((NAT ) VPN~ QoS  Platform Seitings  FlexConfig  Certificates
| &3 New policy

— Firopower NAT
Thieat Defense NAT



New Policy T X

MName: MAT_Exempt

Description:

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

, 2earch by name or value a

Add to Policy

ATY72[AddRule] 27U YILET,

Overview Anadysic  Polidec JOESTREE Objects AME  IntelkgpeEnce Deploy Symem  Help »  admin »
Devioe Hanpgemeni HAT W . ] Flaiform Seitings FiewConhig Cerfcades

MAT_Exempt -] D comon

By daspImas
~—r—
f g Fagh “~ ¥ Paskat ]
- Direoien Tres Feurcn Drantiraiion Dregirai Crigiral Driginal Trampuned Tranuiaied Tranvivied Dy
Tabarfais Olijiits  Dederfois Obperli  Bisios Devtiirliind Barvive Ll Oumtinatien s

W HAT Rukm Bafora
LA LT

W HAT Rk #finr

ATYT3:FHLVARET A Y OFBNATIL—IILZERLE T,

NATIL—IL DAL > B—T I A RENEPA > B—T T A AEBSRBL T LTV, [Interface Objects] R 7 TA VXA —T7 I/ AEEETDE, Th5D)L—
IR A S BR—TIAANSDODRT T4V IILEEEZEABLSBEYET,

[Translation] R 7 ICBEIL, RETEREOY TXY NEBRLET., ChENATRRIL—ILTHD 1, TORET/RAELERE NERET/RENSRL
THDEZHALET,



Add NAT Rule ? %

NAT Rule: Manual MAT Rule e Insert: In Category ¥ NAT Rules Before v
Type: Static > Enable
Description:

Interface Objects [ - U RGN PAT Pool  Advanced

Original Packet Translated Packet
Original Source: * [LOCAL_PRD}W w ]Q Translated Source: Address v
- LOCAL_PROXY v D
Original Destination: Address v
REMOTE_PROXY bd Translated Destination: [ REMOTE_PROXY w ]Q
Original Source Port: w -J‘ Translated Source Port: w Q
Original Destination Port: v g Translated Destination Port: v 2

[Advanced|Z 7 &2 1) Y U L. no-proxy-arp&route-lookupZ B LE T,

Add NAT Rule 7 X
MNAT Rule: Manual NAT Rule w Insert: In Category ~ | NAT Rules Before |+
Type: Static v Enable
Description:

Interface Objects  Translation  PAT Pool [V 1C - 0

IPv6

Net to Net Mapping

Do not proxy ARP on Destination Interface
Perform Route Lookup for Destination Interface

Unidirectional

COIL—ILEREFL. NATURROBREONATAT— R XY N EHELET,

Overview Analysis Policies JaVICl Objects AMP Intelligence L Deploy System Helpv admin v

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates.

NAT_Exempt Show Warnings @ cancel
¥] Policy Assignments (1)
8 Fiter by Device @ AddRue
r iginal Packet N “
. Direction Type Source Destination Original Original Original Transiated Transiated Transiated Options
Interface Objects  Interface Objects  Sources Destinations. Services Sources Destinations Services

1 & Statie L LN s WAN & LOCAL_PROXY & REMOTE_PROXY & LOCAL_PROXY 8 REMOTE_PROXY & Dns:false 78
& route-lockup
& no-proxy-arp

ATVT4  RENFRTLES. REEREFEL TFIDERALET.



Overview Analysis Policies Devices Objects AMP Intelligence IREGER Svstem Help v admin v
Deployment |  Deployment Histary

1 device selected

Davice Inspect Interruption Type Group Last Modified Time Praview Status

FTDv FTD 11/04/2020, 17:15:59 B Pending

R

LANYS A SHRNT 74 Y UV %RBTDH. ASATRMpacket-tracer IV RERTTEET,

packet-tracer input inside icmp 200l:aaaa::23 128 0 2001:dddd::33 detail

#:Type = 128, Code=0FICMPv6 TT1—BxR, #&L %7,
ROEI 32 TlE, ASAVERIFFTD LINA CLITEITUTIKEV R Y RILDATF— R AEERT
EDANVRIZODVWTEHHALEY,

ASAA S DHAPIZIRIZRLET,

ciscoasa# show crypto ikev2 sa
IKEv2 SAs:

Session-id:3, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
Status Role
6638313 2001:bbbb::1/500 2001:cccc::1/500
READY INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/224 sec
Child sa: local selector 200l:aaaa::/0 - 200l:aaaa::ffff:ffff:ffff:£f£££/65535
remote selector 2001:dddd::/0 - 2001l:dddd::ffff:ffff:f£f££:££££/65535
ESP spi in/out: 0xa0fd3fe6/0xd95ecdb8

ciscoasa# show crypto ipsec sa detail
interface: outside
Crypto map tag: VPN, seq num: 1, local addr: 2001l:bbbb::1

access-1list CRYPTO_ACL extended permit ip 2001:aaaa::/64 2001:dddd::/64
local ident (addr/mask/prot/port): (2001:aaaa::/64/0/0)

remote ident (addr/mask/prot/port): (2001:dddd::/64/0/0)

current_peer: 2001l:cccc::1

#pkts encaps: 11, #pkts encrypt: 11, #pkts digest: 11

#pkts decaps: 11, #pkts decrypt: 11, #pkts verify: 11

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): 0, #pkts verify failed: 0

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O



#pkts invalid pad (rcv): O,

#pkts invalid ip version (rcv): O,

#pkts rep
#pkts rep
#pkts min
#pkts int

local crypto endpt.: 2001:bbbb::1/500, remote crypto endpt.: 2001l:cccc::1/500

path mtu
PMTU time
ICMP erro

lay rollover (send): 0, #pkts replay rollover (rcv): 0

lay failed (rcv): O

mtu frag failed (send): 0, #pkts bad frag offset (rcv): 0
ernal err (send): 0, #pkts internal err (rcv): 0

1500, ipsec overhead 94(64), media mtu 1500
remaining (sec): 0, DF policy: copy-df
r validation: disabled, TFC packets: disabled

current outbound spi: D95ECDBS8
current inbound spi : AOFD3FE6

inbound esp

sas:

spi: OxAOFD3FE6 (2700951526)

transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 1937408, crypto-map: VP
sa timing: remaining key lifetime (kB/sec): (4055040/28535)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

outbound esp sas:

spi: O0xD95ECDB8 (3646868920)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 1937408, crypto-map: VPN
sa timing: remaining key lifetime (kB/sec): (4193280/28535)
IV size: 16 bytes

replay detection support: Y

Anti r
0x000

eplay bitmap:
00000 0x00000001

ciscoasa# show vpn-sessiondb detail 121 filter name 200l:cccc::1

Session Type: LAN-to-LAN Detailed

Connection
Index
Protocol
Encryption
Hashing
Bytes Tx
Login Time
Duration

IKEv2 Tunnels:
IPsec Tunnels:

IKEV2:
Tunnel ID
UDP Src Port

Rem Auth Mode:
Loc Auth Mode:

Encryption

Rekey Int (T):

PRF
Filter Name

IPsec:
Tunnel ID

2001:cccc::1

473 IP Addr : 2001:cccc::1
IKEv2 IPsec

IKEv2: (1)AES256 IPsec: (1)AES256

IKEv2: (1)SHA256 IPsec: (1)SHALl

352 Bytes Rx : 352
12:27:36 UTC Sun Apr 12 2020
Oh:06m:40s
1
1
473.1
500 UDP Dst Port : 500
preSharedKeys
preSharedKeys
AES256 Hashing : SHA256
86400 Seconds Rekey Left (T): 86000 Seconds
SHA256 D/H Group : 14
473 .2



Local Addr : 2001l:2aaa::/64/0/0
Remote Addr : 2001:dddd::/64/0/0

Encryption : AES256 Hashing : SHA1
Encapsulation: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left (T): 28400 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4608000 K-Bytes
Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Bytes Tx : 352 Bytes Rx : 352

Pkts Tx 11 Pkts Rx 11

NZ7L21—h

ASAB RUFTDTIKEV M RILBIOBEEZ NS I 21 —FT 14200 F B2, RDdebugd~
VREEITLETD,

debug crypto condition peer <peer |IP>
debug crypto ikev2 protocol 255
debug crypto ikev2 platform 255

RIZ, SBAOBERDIKEV2ZTE/NY TDOHlERLET,
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/115935-asa-ikev2-debugs.html

SERH

https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-
configure-ipsec-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa95/configuration/vpn/asa-95-vpn-
config/vpn-site2site.html
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