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Create New VPN Topology ? ¥

Topolegy Name:*® |M-m |
Network Topalogy: w ¥ Hub and Spoke | < Full Hash]
IKE Version:* L kev1
IKE IPsec Advanced
Hode A: =]

|

MHode B:

-
-

©

@ Ensure the protected networks are allowed by access control policy of each device.
Save || Cancel

B.FIDZHHMNIY RRAMELTEMLET,

BESNYTHBREEhD AV R—T I RAZERLET. IPPRLAR., TNAAREL SEE
BICADENERT,

Protected Networks D FICH 2 FEEND T AREEZ )Y UL T, COVPNTHEEILLTZDHT X
YREBRLET (XRORESRE ),



Add Endpoint 7

Device: ¥ FTD w
Interface:* outside bl
IP Address: ¥ 172.16.100.20 b

| This IP i1s Pnivate

Connection Type: Bidirectional i

Certificate Map: RS '@'

Protected Networks: ¥

‘® Subnet / IP Address (Network) ' Access List (Extended)
[#]

| Ok || Cancel |

ABBNTSAREZIIYITRE, CCILRXYRNDI—OFTSITORNERENET,



5Bt TAUENHAFIDICO—NILBEIRNTOYTZY NEZEBMLET, AddEIUYHILT
CEBRUEZRYRD—VICBBLET., AORICRTLSIC, OKEVUYILET,

FTDSubnet = 10.10.113.0/24

Metwork Objects ? X

Available Networks €& ] Selected Networks

| . ftd | == FTDSubnet a
Ok Cancel

J—RA:(FTD) I RARAVRNFETLELE, RICRTKDSIC, /—RBOFKBOSSARKFT%E
2)vOL&ET,



Create New VPN Topology

Topology Name:™ |RTWPN--1S-&
Network Topology: M % Hub and Spulml <% Full I'-hsh]
IKE Version:® [ Ev: O kEVD
ke e o
Hode A; @

FTD eutside/ 172,16.100.20 FTDSubnet FB =
Node B:

|

B Ensure the protected networks are allowed by access control policy of each device.

| save || cancel |
/—RBIEASAT T, FMCICE > TEEBEZNTVWAVWFNA AR, IJARNTRY heqBZEh
£

6.7NAABEIPT RLAZEBMLET, RICRITELSIC, BREODTZAREZIUYILT,
REESNLERY ND—UZEMLET,



Edit Endpoint ? X

Device: ™ Extranet b
Device Name: ™ ASA
IP Address:* ®' Static Dynamic

192.168.200.10

Certificate Map: v | &

Protected Networks:*

® Subnet / IP Address (Network) Access List (Extended)

| Ok || Cancel |

TROBIZRTRSIC, BHILTBIHRENHBDASAY T XY M2 BIRL, BRUERY ND—7



ICEMLERT.

ASASubnet = 10.10.110.0/24

Network Objects ? X
Available Networks ¢ i+ Selected Metworks
, ASAS == ASASubnet @
0K Cancel

ATYT 2 IKENTGX—2%ZHBELET,
CNT, MAOI RARA MHIKE/IPSECEREZBBLET,

1. IKEZ7 T, IKEV2OYHZBRICERAETNDINTXA—RE2EELET, RICTRTLDIZ, &EOD
TSR ZIVYOLTHLWKERD > —%2ERLET,



Create New VPN Topology

Topology Name:* RTPYPN-ASA
Network Topology: *— Pgint to Point % Hub and Spoke % Full Mesh
IKE Version: = IKEvl *# IKEv2

Endpoints m IPsec Advanced

IKEv1 Settings

Policy:™

Authenticabion Type:

=
IKEvZ Settings
Policy: ™ BES-GCM-MULL-SHA hdl (%]
Authenticabion Type: Pre-shared Aubomatic Key E
Pre-shared Key Length:* 24 Characters (Range 1-127)

Save Cancel

2HLWIKERU S —T, BEO 7 I—X1DOFA T RALETFAF )T A BEZIEBELET,
CORFIXVNTR, BHAORBICRONTXA—2ZEALET, BEMH(SHA256), BESIL
(AES-256), PRF(SHA256), # & U'Diffie-HellmanZ' )L—7" ( JI)L—7"14))

N FAAREOTRTOKER U — . BRUERUS—£52 3> ORBICEEEL
CUE—RETFCREENET, UE— NETE—BT2RIDIKERY S — 1FVPNEE
CBRENET, 754 AUTATA—LREFEALT, BRACREETHRUS—EBRL
£9. TSAAUF A INBIICEEEND



New IKEv2 Policy

Mame;™ ASH
Description:
Priority: 1
Lifetime: 26400
Integrity Algorithms Available Algonthms
Encryption Algorithms :
rypHon A 45 MD5
PRF Algorithms ]
oon SHA
Diffie-Hellman Group ’“"E
o8 SHAS512
5 SHA384
8 NULL

(1-55535)

seconds (120-2147483647)

Selected Algonthms

5 SHA256 |

?

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Friority:

Lifetime:

Integrity Algorithms

|Encryption Algorithms |
PRF Algorithms
Diffie-Hellman Group

ASA

1

36400

Available Algonthms
5 AES

4 DES

4 3DES

4 AES-192
8 AES-GCM
i AES-GCM-152
8 AES-GCM-256

4 NULL

?

(1-65535)

seconds (120-2147483647)

Selected Algonthms

b AES-256 G

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Priority:

Lifetime:

Integrity Algorithms

Encryption Algorithms
PRF Algorithms
Diffie-Hellman Group

ASA

1

26400

Available Algonthms
& MD5

,?rg SHA

5 SHAS12

]
oy

. SHAZB4

(1-65535)

ceconds (120-2147483647)

Selected Algonthms

48 sHA256 &

Save | | Cancel




New IKEvZ Policy ? X

Mame:* ASA
Description:
Priority: 1 (1-65535)
Lifetime: 28400 ceconds (120-2147483647)
Integrity Algorithms Available Groups Selected Groups
Encryption Algorithms . 1
. gels i 14 &
PRF Algorithms - o d
gk o
Diffie-Hellman Group o
irih G
b 15
k16
LB 19
k20
21 -
|_ Save | | Cancel

BNTA—BZEMLES, CORU—ZRBIRL, RRAEFATZBRLET,
4. pre-shared-keyN — 17 I EBIRLET, cORFIX NTIE, PSKcisco123ZFEALET

o



Create New VPN Topology ?

Topology Name:™ RTFYPI-A54
Metwork Topology: *— Point to Point | ¥ Hub and Spoke | %= Full Mesh
IKE Version:* IKEv1 0 IKEw2

Endpoints m IPsec Advanced

IKEv1 Settings
F‘l:I|iC'|-':“ preshared_sha_ges256_dhs = w

Authentication Type: Pre-shared Automatic Key w

IKEVZ Settings

Policy:™= v @
Authentication Type: IPre-shared Manual h’wl w»
ey ™ LELTE T T

Confirm Key:* ———

L Enforce hex-based pre-shared key only

Save Cancel

ATY T 3:IPSec/N\TXA—Z2%ZERELET,

1. IPsecT, $hEZ VY OLTRT A7 7—LtYy NEHREL., XRORICRITLSICHLW
IPsec7’OR—HILZERLET,



Create New VPN Topology ? ¥

Topology Mame:™ RTPYPM-ASA
Network Topology: *— Point to Point ¥ Hub and Spoke | 5* Full Mesh
1KE Version:™ IKEvl ¥ [KEv2

Endpoints IKE m Advanced

Crypto Map Type: * Static Dymarmic

IKEvZ Mode: Tunmel "

Transfarm Sets: IKEv1 IPsec Proposals, |IKEv2 IPsec Proposals™ 7|

AES-GCM

Enable Securty Assocation (SA) Strength Enforcement
#| Enable Reverse Route Injection
Enable Perfect Forward Secrecy

Lifetime Duration™: | 28800 Secands (Range 120-2147483647)
Lifetime Size: 4508000 Kbytes (Range 10-2147483647)

= ESPv3 Settings

Save Cancel

2% LU WKEV2 IPsec7OR—HILZERTBHICR. REOTSARESZIIYIL, 71—X
NTGA—=BZABLET,

ESP Encryption > AES-GCM-256 D JEIZZIRL £9, BSLICGCMTIIL IV A LAZFERT25HE
NYDATILIVXALARTFETT, GCMIZIE/N\NY 2 1N HEAIAENRTVET,



Edit IKEv2 IPsec Proposal

Mame:* ASA

Description:

ESP Hash
ESP Encryption

Available Algorithms

?

Selected Algorithms

b AES-GCM-256  [4

o

e

AES-256

g

Y
o

AES-GCM-152

g

33U WIPsec7’OR—ILNERE =S,
9,

IKEv2 IPsec Proposal

Availlable Transform Sets (%

| -, Search

{8 AES-GCM
{8 AES-SHA

]

add

| Save | | Cancel |

TNEERLIENZVAT7A—LtY MIEMLE

Selected Transform Sets

i Asa

{8 DES_SHA-1

(01,4

Cancel |



FUSBIRU IPsecZ’OR—HILA . IKEV2 IPsec7AR—HF IO TICUARNENET,

MRECIEUT, SCTTI—R2DTZA T 21 LEPFSERETEX T, COFITRE. F1724
LRTFT7AINIREES N, PFSEEMCKY KT,

Create New VPN Topology G
Topalogy Mame:™ RTPYPN-ASA
Network Topalogy: *= Point to Point | ¥ Hub and Spoke | %* Full Mesh
IKE Version:™ IKEw1 2 IKEw2
Endpoints IKE m Advanced
Crypto Map Type: ® Static Dmnamic
IKEvZ Mode: Tunnel W
Transform Sets: IKEv1 IPsec Proposals IKEv2 IPsec Proposals™
ASA

Endble Securnity Assaaation (S4) Strength Enforcement
¥| Enable Reverse Route Injection

Enable Perfect Forward Secrecy

Lifetime Duration™: 28800
Lifetime Size: 4608000

- ESPv3 Settings

Save Cancel

FA7232 FOEAEHENANATEZAT>IA2VERTIDHN, PIOEAHHR)S —%4k
KIBDBENHYVET,

ATY74: 7oA NO=ILONANA,

F7°2 3> T, sysopt permit-vpnidAdvanced > Tunnel CEMICTEE T,

chll&kY, FOEAOA NO—LRVD—2FERLTI—YHSEEITBDNT 71V UV ERKRE
TRUAEENBLBEYNET, I—FRSFTAVYIDT4IINRITICE, VPNT AL RELER

D> O— RAEACLZFERATEEd, chn@FEJO0-/N)ILOAXRTHY), COFITVvIORY IR
AEMCEL>TVWRBEERFIXNTOVPNILEBERAENET,



Create New VPN Topology ? X

Tepolagy Mame:™ RTPVPN-ASA

Nebtwork Topology: == pPgint to Point | ¥ Hub and Spoke | % Full Mesh

IKE Version:® IKEvl 1 IKEw2
dponts ke aec
IKE
IPsec NAT Settings
¥ Keepalive Messages Traversal

Interval: |20 Seconds  (Range 10 - 3600

Access Contral for VPN Traffic

o Bypass Access Control policy for decrypbed traffic (sysopt permit-vpn]
Daeryplod fraffre i shiectad to Access Control Poliey b defaule Thi mE e sy

phion ACL downlaaded from AAA server are shll applied to VPN braffic

Certificate Map Settings
Use the certificate map configured in the Endpoints to determine the tunnel
#| Use the certificate OU field to determine the tunnel
¥| Lise the IKE identity to determine the tunnel

#| Uze the peer IP address to determine the tunnel

Save Cancel

sysopt permit-vpn 4 ZT—7JLIZE 2 TVWERWHEER, FIDTNA ABHOVPNRS 71 v U %&
FHTAIRSIETIEAOANA—LRI S —ZERTIXLENH ) E£T, sysopt permit-vpnA”
A Z—=7NIBE2TVWBREE, PO/ A MNO-ILRI—DERERAFYTLET,

ATY75: TOEAOAY MNO—ILRYS—ZEKL ET,

Access Control Policies® T T, Policies > Access Control > Access Control®JEIZ#E& L. FTDF
NARARERRETDRID—RBIRLET, L—IILZEMTDICE. XORICRTELSIZ, Add
Rulez 2 )Y L&Y,

RZ74v 01, ARBRY RD—U0SHEMRY RT—UN, BRVONERY ND—0H SAER
XY RND—IANFAEThBIBEN HYNET,. MAZRITIDIN—INZ12ERTE A, B2 ICRE
TRIN—NE22FEBLET, COHITRE, MAZRTIZD1O2D0IL—IIERENETT,



Editing Rule - VPN_Traffic i

Namie | WVPH_Trafhe = Erwlbiled Hove
action & Allow - I e
Zones VLAN Tags .= Users  Applications  Ports  URLs  SGT/ISE Attributes Inspection  Legging  Comments
Available Networks & ] Sowrce Natworks (2] Diestination MNetworks (2)
| 4, sbnet * Source Original Clhent ASATubEL i ]
ECTTER o 8 rrsimes 5 [mrosm
ASicubnes | FTOShnat | a
| FTDSubngt gﬁ:_:
Hitwiorks
Add e
Destination
Exiter an IF address | l Add | |Enter an 1P addness [ | Add ]

m Secwity Tnceligance  HTTP Resperses  Logging  Advanced

B Filter by Dervice _| Ghowr Role Conflits 480 | i} Add Category | ) AddAue | 2= SearchBule

w Mandalory - FID-Acoess-Conbrol-Polcy {1-1)

o Insade <5 Dreaghe = ASiSghret = LELSubnet

1 VRN Traffiz i Gutside b Gutaide B FTOSubee = FTOsuEne

w DeEfault - FTD-Access-Control-Polioy (-)
There are no nades v Bhis sechion, Ads Rule o Add' Crlepeny

o an

FIEG6 : NATERBRZRELE T,

VPNRZ 7149 ODONATEBRAT—R X RERELET, VPNRT 7 1Y INBIONATAT—
RXVKNIZEYRNRUTVPNRS 74 Y IR > TEBRENDIOEH<SEDIC, NATRRZRET
DUENHYET,

1. Devices > NATO JEIZBE L, FIDZXRE TAHNATRI S —%ZBIRLET, Add RulelRZE >
BOVYOFBdE, FILWIL—IHFERETNET,

2HLWART A Y UFBNATL—LZEBRLET, ABA 2 EZ—T I/ REAFAR2—T L
1AZSRLET,



Edit NAT Rule
FIAT Rule: Manual MAT - w Insert:
Type: Static | | ¥ Enable
Drescription:

Translation  PAT Pool  Advanced

tn Category w | AT o Flafoam

available Interface Objects &

i Inside

san Dutside

Source Interface Objects (1)

;

0K

Destination Interface Objects (1)

Cancel

3. Translation2 7 T, RERYTRY MNEWEY T XY N EBIRLE T, ChIENATEERIL—I
THHEH, RORICRITEDIZ, TOREET/RAEETREDEET/BEZRBRLUICLET,

Add NAT Rule T X
MAT Rule: Manual NAT Rule > Ingert: In Category | MAT Bules Before |~
Type: Static ¥ | | * Enable
Description:
Interface Objects MICTUERTM  PAT Pood  Advanced
Original Packet Translated Packet
Original Source:™ ¥ 3 Translated Source: Address "
FTDSubnet v | i
Onginal Destination: Address e
Rl | Translated Destination: |3
Onginal Source Port: ~ 2 Translated Source Port: L]
Original Destination Port: ¥ | Translated Destination Port: v g
QK Carcel

4. F#%(Z. AdvancedX 7 ICBEIL .

no-proxy-arp & route-lookupZ BMIZ L E L =,



Add MNAT Rule 7T X

MAT Rule: Manusl AT Rule W Insert: Ir Category v || MAT Rules Befare | v
Type: Static ¥ | # Enable
Deseription:

Interface Objects  Translation  PAT Pool Advanced |

IPveE

Het to Net Mapping

| Do not proxy ARP on Destination Interface

¥ perform Route Lookup for Destination Interface

Urndirectional

0K Cancel

5 Z0IN—)LzRkEL. NATUANDBEKRERZHIEL XTI,

Overview  Analysic  Policies WREERHETTR Ofjects | AMP  Intelligence Deploy System  Hep v admin
Crevice Management M FN v Q0% Platform Settings  FlexConfig Castificates

VirtualFTDMAT . Shaw Wamiogs 0 Carcal

M Pobcy Agmpnmaents |

84 Fiter by Dewics

£ ndd Bue
o Originad Packet “ Translated Facket .1
#  Diredlion  Type SErCE Destination  Original Original Original Trasslated Trasslated Traewlated — Options
Interface.. Interfsce.. Sources Destinations Services Sources. Destinations Serdces
¥ NAT Rules Before
- sEsbc 2 Inside i Ouwisice g FTDSubnet i nsasubeet & FToSubnet i AsESube i Drsifal

ol route-i
:ﬁ no-pres

¥ Aubs NAT Aules

- ™ Eyramic i Insadn itn Daside i eey-oby o Intecface i Ormifal 7§

B.RENRTLES, BEARELIFIDICERBELET,
FIE 7 : ASA DERE.

1.ASADAEA 2 Z—T T A ATIKEV2ZBMICLEX T,

Crypto ikev2 enable outside

2.FIDTHREENTVBIDERUNTX—RZERTDIKEV2ZRUS —ZHERLE T,

Crypto ikev2 policy 1



Encryption aes-256
Integrity sha256

Group 14

Prf sha256

Lifetime seconds 86400

3.ikev2Z7ONINZHAITRTIN—TRIS—&HEHLET,

Group-poTlicy FTD_GP internal
Group-policy FTD_GP attributes
Vpn-tunnel-protocol 1ikev2

4ETFIDNT VY VIPT RLADGD KN ZLNTIN—T 2B LET, JIL—TRIVZ—ZSRL
. BEIHAF—ZEELET,

Tunnel-group 172.16.100.20 type ipsec-121
Tunnel-group 172.16.100.20 general-attributes
Default-group-policy FTD_GP
Tunnel-group 172.16.100.20 ipsec-attributes
ikev2 local-authentication pre-shared-key ciscol23
ikev2 remote-authentication pre-shared-key ciscol23

5REENNTBRTTA VI EERTD T VA ANEERL F T (FTDSubnet
10.10.113.0/24)(ASASubnet 10.10.110.0/24),

Object network FTDSubnet
Subnet 10.10.113.0 255.255.255.0
Object network ASASubnet
Subnet 10.10.110.0 255.255.255.0
Access-Tist ASAtoFTD extended permit ip object ASASubnet object FTDSubnet

6. FTIDTEREENAETIIV X L% ST Sikev2 ipsec-proposalZER L £,

Crypto ipsec ikev2 ipsec-proposal FTD
Protocol esp encryption aes-gcm-256

TREZHONIZTIVTMNIYTIVNIZERLET,

Crypto map outside_map 10 set peer 172.16.100.20



Crypto map outside_map 10 match address ASAtoFTD
Crypto map outside_map 10 set ikev2 1ipsec-proposal FTD
Crypto map outside_map 10 interface outside

BVPNRZ 7 AV IONTTATIA—IICE2DTINATEND CEZHLETANATRERAT— M X
Y hEERLET,

Nat (inside,outside) 1 source static ASASubnet ASASubnet destination static FTDSubnet FTDSubnet no-

A

N BBATH. FMCASVPNR YR DRAF— R AERBT DL ERHYEL Ao O
HBECSCVh77603 I I D ILRERA H V) E T,

VPNR Y ZRIIBEHTRS 74V U EBARLTAHAET. ASARLRFIDOIAN RZAICT O
AT DI, packettracer AN REFEHAL £, packet-tracer AN REFEHL TVPNM X
ILZ2RETHHEEE. NORINEBTEICEZBREITILEHIC2ERTIZIMXENHYET,
DIAXY REDNOTRITLEEZICVPNR D RIILHFZILTVWS 8, packet-tracer AN > R
[&VPN encrypt DROPTABILET, 77477 A—=)ILOAFIPT RLAZNTY  NNL—HD
BEETXIPFRLAELTERALBEVWTLSEEV, FRAIDEEICEKBLULET,

firepower# packet-tracer input inside icmp 10.10.113.10 8 0 10.10.110.10

Phase: 10

Type: VPN

Subtype: encrypt
Result: DROP

Config:

Additional Information:

firepower# packet-tracer input inside icmp 10.10.113.10 8 0 10.10.110.10

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 172.16.100.1 using egress ifc outside

Phase: 2

Type: UN-NAT

Subtype: static

ResuTlt: ALLOW

Config:

nat (Inside,outside) source static FTDSubnet FTDSubnet destination static ASASubnet ASASubnet no-proxy-
Additional Information:


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh77603

NAT divert to egress interface outside
Untranslate 10.10.110.10/0 to 10.10.110.10/0

Phase: 3

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced permit ip ifc Inside object-group FMC_INLINE_src_rule_268436483 ifc ou
access-1list CSM_FW_ACL_ remark rule-id 268436483: ACCESS POLICY: FTD-Access-Control-Policy - Mandatory
access-1ist CSM_FW_ACL_ remark rule-id 268436483: L7 RULE: VPN_Traffic

object-group network FMC_INLINE_src_rule_268436483

description: Auto Generated by FMC from src of UnifiedNGFWRule# 1 (FTD-Access-Control-Policy/mandatory)
network-object object ASASubnet

network-object object FTDSubnet

object-group network FMC_INLINE_dst_rule_268436483

description: Auto Generated by FMC from dst of UnifiedNGFWRule# 1 (FTD-Access-Control-Policy/mandatory)
network-object object ASASubnet

network-object object FTDSubnet

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (Inside,outside) source static FTDSubnet FTDSubnet destination static ASASubnet ASASubnet no-proxy-
Additional Information:

Static translate 10.10.113.10/0 to 10.10.113.10/0

Phase: 10

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Result:

input-interface: Inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

RORIWNAT—RAZERTDICE, FIDELIFASAOCLICBELE T,
FTDCLIA S, XOIX > R%ZHL Tphase-1&phase-2ZBEEL £,

Show crypto ikev2 sa

<#root>

> show crypto ikev2 sa



IKEv2 SAs:

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
9528731 172.16.100.20/500 192.168.200.10/500
READY
INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/118 sec
Child sa: Tocal selector

10. 10. 113.0/0 - 10. 10. 113. 255/ 65535

remote selector

10. 10. 110.0/0 - 10. 10. 110. 255/ 65535

ESP spi in/out:

0x66be357d/ 0xb74c8753

NZTNDaA—FT 12 TEFNYYT
SR ORI

VPNZBETDIEE, FORILEXDZI-MLTVWR2008IFHYET, LENF 22T, 51
PRATONZIBEEZRNZ TN 1—FT 1273256, 2@FOHAIZRETZONRE
T9o IKEV2ZRYRILOTFINY THEOFHMICOVTIE., TIKEV2VPNOT/NY T5Es 258K
LTLSEEL,

ROZRILEBEOES —BRNERRK, EHROBETT, ChZeHI2HEE0HERK. T/NAA
TNTYRFYTFYERBIRZRCETT, FNAATNTYRF YT FYZHBITRICE,. R
DAY REeFEALET,

Capture capout interface outside match ip host 172.16.100.20 host 192.168.200.10

FYTFYARTENES, VPNEBATRZ 74V 02EEL. NTYRFYTFvICNTE S
Z7AYVIOFBENTVBEVWA ZRIBLET,

ROOAX Y RZEFEALT, NTY RFv T F v ZRIBLE T,

show cap capout

firepower# show cap capout


https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html

4 packets captured

1: 11:51:12.059628 172.16.100.20.500 > 192.168.200.10.500: udp 690
2: 11:51:12.065243 192.168.200.10.500 > 172.16.100.20.500: udp 619
3: 11:51:12.066692 172.16.100.20.500 > 192.168.200.10.500: udp 288
4: 11:51:12.069835 192.168.200.10.500 > 172.16.100.20.500: udp 240
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