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IKEv2
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COHRF1IXAXNTIE, Cisco ASAE Cisco Secure Firewall® & UO'Microsoft AzureZ 27 R4 —E
ABEDOVPNOB S ERREICODVWTHBELET,

aAYE7h
VPNEES{L K X1 >

IPSecTVPNR RILICSIMTEZIPT RLASEHEH, BS{ERXA2 K, O—AINRZT714Y D
ELIREVE-—RRNT T4V IELIVBZFERLTERE N, IPSecTF YT F Y HLVES
tI20-NBRFVE-—NFTZY NERZEELE T, VPNESILRXAVEERTBIC
. RO2DOFENFBVET, I—MR—AXEFERIZ—R—-AODKZT71v €L IR,

I—RXR—X:

EEILRXAIE, IPSech 2 RIIWICADITINTORT TAYV IO EBFATHILDICEREENET
o IPSecO—AHILBLVPIVE—RNORNT T4 v IELIRIF0.000ICEREENET, <hlE.
IPSech > RN —FT A2 TENBDZITXTORNT T 4YvIN, BET/EETTZY MCEER
<EEtEhdEZEH®RLET,

CiscolBSBEF I VT AT T AT AASA)E, N—2 32 98LUBORIEN D RILA2E—T
IAANVTNZFEAL T, LI—MXR—ADVPNZEHFR—KMLET,



FMC(Firepower Management Center)l_ & 2 TEE & 11 % Cisco Secure Firewall F 7z (& Firepower
Threat Defense(FTD)l&, /N—2 3 26,7 BOVTIZFERAL Z)L—MR—ADVPNEHR—KNLFE
Jo

RIS —R—=2A:

EEILRXAVF, BREREREOHEAFICOVTHENIPEREOAZESILTIZLSICREE L
TWET RUZ—AR=—AODO—ALKRZ 74V IELIREVE—RNRNZ T4V IELIZE
. IPSecZNMLTHESILTBDRT 71V U EBAILET,

ASAlE, N—2 3282 B THEEY Y 72EAITAIRI)S—R—ADVPNEHYR—KLET,

Microsoft Azureld, 1L —REhERIVS—R—=—AODKNZ 71y OtL V&2 FERALT,. I
—RMR=RA, RUI—R=A, FERFI—MR—=RAZHR—NLFET, AzureldRE, BEIRL -
VPNERICEDVTEBRTEDR AV E—XY NF—TITIV9RFIVI(IKE)\DN—23a & FHRLT
WET, IL—MXR— 7\("_(.1|KEV27J‘“L\Z‘§_C‘\ R —AR—AICRKIKEVINUBETT, DFV).,
IKEV2ZE T 254, AzureDI)L—MAR—AZBIRL, ASATVTIZFERATILEN HVY)ETH

. A= RN=2a oA RERRTASANBEESIYY 70 EHR—KNTEHEEF., RUS—XK—AD M
77 AV OtELIRZFEALTIL—RXR— ZFHkAzure’i*ﬁﬁk?%%Eb‘“&U £9, chld,
PowerShell A7) 7’ NOERAZFEAL TAzure’ R—RIILTEITE N, KICHBATEILSIC,
Microsoft* UsePolicyBasedTrafficSelectorsZ U T A 7’2 a > E#RE L F T,
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-
rm-ps i 77 E2ALTLEE,

ASALFTDDORENERLSENTDE, RDELSICKY KT,

CBEY YT EMERAL TREES NEASAFTDOEBE. Azureld R 2 —R—ZADVPNE L IF
UsePoIicyBasedTrafﬂcSeIectors’E FALEIL—MR—AICKETILENF HYVET,

- VTITEREE NIZASATIE, AzureZz)L— MAR—AVPNAICERETHALEN BV ET,

- FTDMOBE. VTIOREFZEZDFHMIC OVTIR, ®ESBLTLSEETL,
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/quide/fpmc-config-
quide-v67/firepower_threat_defense_site to_site_vpns.html#concept_ccj p4r cmb

BIRRAF
B

ROEBICEIZHARMNI HD N HREIET,

- ASATVTIZEA T BIKEV2)L— MR —AVPNDIFE : ASAd— R/N—232,9.8(1) A&,
( AzurelE)L— MR —AVPNAICEBRTEIRBEN HVET ),

-ASABRUFTIDTO U NI Y T 2ERATBIKEVIZRI S —RX—AVPNDIHE : ASATd— R/
— 382U EB K TUFTD 6.2.054 ( Azureld RIS —AR—AVPNAICRET DHEHN & )
£7)

ARV R=ADKRT T4V LIV REFERULTASALTO VT NI Y T2 ERATS
IKEv2)L— R AR—AVPNDFE : BN Y THREE W EASAT— RNN—2 3 8.2k,

( Azureld. UsePolicyBasedTrafficSelectorsZ R %)L — hAR—AVPNAICEK T I LE
FHYVET ),
-FTDOEBEBEREICEETSHFMCO A,
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FERATDIVR—F2 b
CORFIAYNOBRE, ROYTRIIFEN-RITTON—DaVEETVTVET,

. Cisco ASA

- Microsoft Azure

. Cisco FTD

. Cisco FMC

CORFIXNOBERE, BEODTRREICHDTFNAAILETVTERENELE, COR
FAXRNTERAIDZINTOT/NA AR, 1 (FT7 2N ) BREORELSEEBLTVET
o ABEBHRORY ND—UTIF, EBANVRICE>TRERHAUEMNI HIFEZ +oBEEL TL
ZEV,

RATE

HREFIEZERTLET, IKEVI, VTHICEI<IKEV2)L—KhAXR—RA, FIEUse Policy-Based
Traffic Selectors (ASAD V) 7RI Y 7 ) ICEIKIKEV2IL—MR—=ADVWTNAERELET

o

ASATDIKEVIDFEE

ASAD 5 AzureNDH A4 NEIKEV1 VPNIZ DWT Ik, RDASARREICRE 2 TS EE W, AzureiR—
BNTRI)S—AR—=ADRNZINZBELTLEETVY, COHITIE. ASATESIYY 7Z2FERHL
£9,

ASADERERBOFMICIOVTIF, SDCiscoRFIXKZEZZRBLTLSEEV,

ATYT1 AL EZ—T TAATIKEVIZBMICLE T,

Ci sco- ASA( conf i g) #crypto ikevl enable outside
FIg2 : /Ay 1, FBL. Diffie-HellmanZI)L—7", 47214 L. ELVBESHICERATEITIL
dVALEXYY REERTBIKEVIRU S —ZERLE T,

¥ REHEATWAT7I—X10IKEVIE®EE., COLBAE N TLSMicrosofth RF 1 X
RASKRARNI7#—hZEBHELET, FEMIC DV TIE, Microsoft AzureH7R— NZHREL
EhE<EEL,

Ci sco- ASA(confi g) #crypto ikevl policy 1

Ci sco- ASA(confi g-i kevl-policy)#authentication pre-share
Ci sco- ASA(confi g-i kevl-policy)#encryption aes

Ci sco- ASA(confi g-i kevl-policy)#hash sha

Ci sco- ASA(confi g-i kevl-policy)#group 2

Ci sco- ASA(confi g-i kevl-policy)#lifetime 28800

AT Y7 3IPsecBMENDTIC R RILTIN—T 24K L, ETIPPRLAE RN RILBAHEF—
ERELERT,


https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121
Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 ipsec-attributes
Ci sco- ASA(confi g-tunnel -i psec) #ikevl pre-shared-key cisco

ATV T4 BEBILBRORN R ITTBRNTTAVIEEERETDTIEA)VANEERLET
o COBPITHRREBBRNT 714V UK, 102207 %Y RAS510.11.0ICEEEThiZ NI
S5ORZT714Y9TY, U4 MEICEROY T ZY MBERLTVRBERE., CORNZT1Y D

CEBOIKN)ZEDDENTEET,

N—=23284 TR, XY RND—U, $¥7XY M, RARNPFRLA, FLREHOATD T
ONODOAVTFELTHEETDIATSIIONEERGAT DI ONIIN—TREKXTEET, O—
AN TEZYREVE—RYTZY RNEED2DOF TP T U N%EERKL. crypto Access Control
List (ACL ; &7+t A0> MO—JLIJ AR ) &Network Address Translation ( NAT ; XY K7
—OFRLAEBR)OEBFEDODAT—RMX NIERALET,

Ci sco- ASA(confi g) #object network 10.2.2.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.1.1.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24

ATYT5: F—D—REECRNT VAT A—LEY MNIS)ZERELET, kevi. JE—KRI VR
TELRILUTSZERTEIHENf HYET,

X REHENATWVWBR 7 I —X20IKEVIEMIEK., COLBRET TV SMicrosoftd RF 1 X
RASKARNIT7A—RNTRMEENET, FMIC DOV TIE., Microsoft Azureth 7 R— MNZH
WEbELSEZL,

Ci sco- ASA(confi g) #crypto ipsec ikevl transform-set myset esp-aes esp-sha-hmac

ATYT6:BEIYYTEZREL, ADAVR—FKVNEBCABA 2 E2—TTAACERALET

- ET7IP7RLA

- WRORNTTAVIRECERBEZERT IVEAVAR
- TS
- Z DM TIl&Perfect Forward Secrecy (PFS) A RBREETNFEL A, Chik, —RIZABEAEhTV
BAzureD RF I X R T, AzureDIKEVIICX L TPFSA'EMICE N TWBREHTT, F—3 %
REITDEHICHERAE NBEHL VDiffie-HellmanF¥—OAR T ZERTZ A7 3 OPFSERE ( 7
I—A2HRBET2ECHABI TPFSAEMICBE > TVRDHBENHD ) k. XORXEZFEAL TEM
ICTEEY, crypto map outside_map 20 set pfs .
- 7I—=R2MIPSecT7A 7R A Lty N, —RICABEEAhTVWBAzure RFIXNCETV
TWET, FEMICDOVTIE, Microsoft AzureH R— NICHBREAVWEHLELSEZ L,

Ci sco- ASA(confi g) #crypto map outside_map 20 match address 100

Ci sco- ASA(confi g) #crypto map outside_map 20 set peer 192.168.1.1

Ci sco- ASA(confi g) #crypto map outside_map 20 set ikevl transform-set myset

Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime seconds 3600
Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime kilobytes
102400000

Ci sco- ASA(confi g) #crypto map outside_map interface outside
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ATYTTVPNRT 74 Y OFMBONATIL=ILORRICE 2> TVAVWZ L ZBELET. NATKR
AIL—ILZERKLET,

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination
static 10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-lookup

X EBBOYTRY NeFERATRIHER. INTOREABLTRET /XY NEETLHT
SIUORNIIN—T&HERL. NATL—ITHEATIZENHYET,

Ci sco- ASA(confi g) #object-group network 10.x.x.x_ SOURCE
Ci sco- ASA( conf i g- net wor k- obj ect - gr oup) #network-object 10.4.4.0 255.255.255.0
Ci sco- ASA( conf i g- net wor k- obj ect - gr oup) #network-object 10.2.2.0 255.255.255.0

Ci sco- ASA(confi g) #object network 10.x.x.x_ DESTINATION
Ci sco- ASA( conf i g- net wor k- obj ect - gr oup) #network-object 10.3.3.0 255.255.255.0
Ci sco- ASA( conf i g- net wor k- obj ect - gr oup) #network-object 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.x.x.x_SOURCE 10.x.x.x_ SOURCE
destination static 10.x.x.xX_DESTINATION 10.x.x.x DESTINATION no-proxy-arp route-lookup

ASAT— R9.8(1)AETOVTIZSEA L IZIKEV2)L— M R—A

ASAT—RTOYH A NBIKEV2)L— KRR —AVPNDBE K., KOBREICHVET, AzureFIL—hK
R—AVPNAILEHEZNTVWD L ZRFALTSEEW, £, Azure’ R—Z LT
UsePolicyBasedTrafficSelectorsZ K L & VW T Z& VW, VTINFASATRHREZ N TS,

ASAVTIDEREBHOFMIC OV TIE., CDCiscoRFIXREZSBLTLSEETL,

ATV 71 A RZ—T T4 ATIKEV2ZEBMICLET,

Ci sco- ASA(confi g) #crypto ikev2 enable outside

FIE2:IKEV27 T—A1RU S —ZEBMLET,

X :Microsoftld, Azure TERETNBEEDIKEV2T7 T —X1E51{t. BEMH. SO EME
BOBMICEALTHEIZERELHALTVET, BHECNTVIEHIE., COLEEIT
W2 Microsoftd RFIX RASRARNTI 74— TREHEZNTVET, Microsoft®
IKEV2ZEMERETHIBEHRNAKRRENET, FHMIC DOV TIE, Microsoft Azureh/R— NIC#
BULEHELSEZL,

Ci sco- ASA(confi g) #crypto ikev2 policy 1

Ci sco- ASA(confi g-i kev2-policy) #encryption aes

Ci sco- ASA(confi g-i kev2-policy)#integrity sha

Ci sco- ASA(confi g-i kev2-pol i cy)#group 2

Ci sco- ASA(confi g-i kev2-policy)#lifetime seconds 28800


/content/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-vti.html
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

AT YT 3IKEV2T7 T—R2DIPsec7OR—H)LZEBMLE T, BES{tIPsechOtzF1UT1/NZ
X—BRZEELE T ikev2ipsec-proposal ip inspect AN RZFEAL T, —E®D:

protocol esp encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes-gmac | aes-gmac-192 | aes-gmac-256 | null}
protocol esp integrity {md5 | sha-1 | sha-256 | sha-384 | sha-512 | null}

3 : Microsoftid, Azure THERAET D EN 7 I —X2 IPSeclES{LBE LTESHEDEMIC
BLTHREITIEHRELHALTVET, BETNTVIEME., COLEEThTVS
Microsoftd RFIX > RASKARTI 7 — R TRHEETHTVET, Microsoft) 7 T —X2
IPSecEMERETHIBEHRNAIRTRENET, FHMIC DV TIE, Microsoft Azuretr/R— NICEH
BULEHELSEZL,

Ci sco- ASA(confi g) #crypto ipsec ikev2 ipsec-proposal SET1
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp encryption aes
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp integrity sha-1

ATY T4 REEETSIPSec7O7 74 I 2EBMLET,

- BLBEIICERE L foikev27 T — A2 IPSec7’ AR—)L
. 7I=R2MIPSecTA 7 RA L (A7>ay ) (BENFRLEFANARN)
PFSTN—T (A7>3a>)

3 : Microsoftid, Azure N ERI2EBENT I —X2IPSecT 4 7 X4 LAEPFSEMICEL
THETHDBERELABALTVET, BHEENATVWR2EMEK. COLABE 1 TULSMicrosoft®
RFIXRASRARNITZA—RNTREZNTVET, Microsoft® 7 T —X2 IPSec/E 1%
EBEITRHIEBARTENET, FHMICOVTIE. Microsoft Azure R— KN IZHRBWVWEDLE
<EEW,

Ci sco- ASA(confi g) #crypto ipsec profile PROFILE1

Ci sco- ASA(confi g-i psec-profil e)#set ikev2 ipsec-proposal SET1

Ci sco- ASA(confi g-i psec-profil e)#set security-association lifetime seconds 27000

Ci sco- ASA(confi g-i psec-profil e)#set security-association lifetime kilobytes unlimited
Ci sco- ASA(confi g-i psec-profil e)#set pfs none

AT Y 75IPsecBEDTIC R RILTI—TZERL, ETIPT RLAEIKEVZO—ALE LT
JE-RMRRILBFHRHEF—ZRELET,

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 ipsec-attributes

Ci sco- ASA(confi g-tunnel -i psec) #ikev2 local-authentication pre-shared-key cisco
Ci sco- ASA(confi g-tunnel -i psec) #ikev2 remote-authentication pre-shared-key cisco

ATYT6: REEETBVIIZHEBLET,

cFULWKRRILAB—T T4 AES : interface tunnel [number]
cFHULWRRILA B —T T4 AH : nameif [BBHI]

cNRILVAVBR—TITAALEICFELAZVIPT RL A : ip address [ip-address] [mask]

- VPNA'O—HNITHRIHTD N RIVEFETTA 2 —7 T A4 A : tunnel source interface [int-
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name]
-Azure =R IJIADIPFRLA : NRIDEE[Azure/NT U Y J1P)
. IPSec IPv4E— R : tunnel mode ipsec ipv4
- COVTUZERA T BIPSec7’ 07 7 A )L : tunnel protection ipsec profile [profile-name]

Ci sco- ASA(confi g) #interface tunnel 100

Ci sco- ASA(confi g-if)#nameif vti

Ci sco- ASA(config-if)#ip address 169.254.0.1 255.255.255.252

Ci sco- ASA(confi g-i f)#tunnel source interface outside

Ci sco- ASA(confi g-i f)#tunnel destination [Azure Public IP]

Ci sco- ASA(confi g-i f)#tunnel mode ipsec ipv4

Ci sco- ASA(confi g-i f)#tunnel protection ipsec profile PROFILE1

ATYVTT: "Z74Vv 0 RILVCAFRIAEZTAY IR EERLET. ARXT1Y T
—hZEMTBICE, XKOON RZAALET,

route if_name dest_ip mask gateway_ip [distance]

M dest_ip & mask l&, Azure 7 7T RHDEERY RT—IVDIP7 RLATI (xR,
10.0.0.0/24), gateway_ipld, R RILAVER—TIAAYTZY NELOFEEDIPT RL A
(169.254.02%3. L ) THAVLENHVYET, CNDgateway ipOEHBEE, NFT71v 0N XL
AVB—TIAAICAFAZETTHN, BEDT— NIV IAIPEARREETREHY)EHEA,

Ci sco- ASA(confi g) #route vti 10.0.0.0 255.255.255.0 169.254.0.2

FTDTOIKEVI DERE

FTDA SAzureND % 4 REIKEV1 VPNDIFE, FTDT /N4 AZFMCICERIICERL TH<HE
FHWET,

7\7_—\y7°1 A I\E-ﬁZﬁIJ:/_EVEﬁELlij-O 7ﬂ‘:$§]b§3—o FMC dashboard > Devices > VPN > Site

to Site.

Owverview Analysis Policdes BSIEEE Objects  AMP  Intelligence Daploy Y System Help v sdmin -
Dévice Management  MAT VPN = Site To Site Qo8 Platform Settings  FlexConfig  Certificates
T~ e
Node A ) Hode B
Troubleshcating
There are no VPN Topologies. Create a topology by adding Firepower Device (or) Firepower Threat Defense Device.

ATV T2 FHILWRUS —ZERLET, 29UV ILET, addven ROV ITHA I X Z1—

hs Firepower Threat Defense device .

Owverview Analysis Policies IS Objects AMP  Intelligence Deploy % System Helpw admin v
Device Managernent  NAT VPN » Site To Site QoS Platform Settings  FlexConfig  Certificates

Hode A Node B

Firepawer Threat Defense Device
PN Topologies. Create a topology by adding Firepower Device (or) Firepower Threat Defense Device.

AT Y 7°3: Create new VPN Topology 7 4 > R™J T, Topology NameZF I ¥ 9 L. IKevi ProtocolF T
YORYDAEFIZL, ketab.ZDBITIR, BRHBEF—ZFRAFRELTEALFT,

ZBJV)YOUET, Authentication Type ROY AT X -1 —%3IBIRL ., Pre-shared manual key .F
@0)?%;1\75*—7& Key & confirm Key 7_'=\=7\ N 741 — )L R,



Create New VPN Topology

Topology Name: * Policy-Based-to-Azure  S—

Network Topology: ~+ point to Point *%* Hub and Spoke | “5* Full Mesh

IKE Version:* — IKEvl | | IKEv2

Endpoints IPsec Advanced
IKEv1 Settings
Paolicy:= preshared_sha_szes256_dh5_ 5 h @
Authentication Type: Pre-shared Automatic Key "*"|

Pre-shared Key Length:= Pre-shared Automatic Key

Pre-shared Manual Key h—___

IKEvZ Settings Certificate
Policy:= AES-GCM-NULL-SHA hd
Authentication Type: Pre-shared Automatic Key w

Endpoints m IPsec Advanced

IKEv1l Settings

Policy:= preshared_sha_aes256_dh5_5 w @
Authentication Type: Pre-shared Manual Key hd
Key:* FEEEREEE

'h-_
Confirmn '{E'j":* Illllllll -——-

ATY T4 HILWISAKMPRD D —F @G 7 I —RINTFX—RZERLTHRELET, ALY
1> RJT, greenplus button FTL WISAKMPRU S —ZBMLET, RU—OREI&ZIEEL.
B 8 @ [Encryption], [Hash], [Diffie-Hellman Group]. [Lifetime], & & T'[Authentication
Method]Z3#IRL T, save.



New IKEv1 Policy
MName:= | Azure-policy-based 'L
Description: ‘
Priority: | (1-65535)
Encryption:= 3des -— v
Hash:= SHA — ||
Diffie-Hellman Group:® |2 -—
Lifetime:* 86400 g | seconds (120-2147483647)
Authentication Method:> Preshared Key "l
( save J[_ cance |

ATYT5IPsec R ) —FK @ 7 I —R2NFX—RZFRELET, RICBEBLET, psec X7
. 1BIR static IPV6®D cryptoMap Type F LY JRY VAN =D& FHFET, RUZ—OED [L AR
— N ( Report ) ] edit pencil 7 4 212/ IKEV1 IPsec Proposals 1—7 4 1J 7 4 |& Transform Sets 772 3 2.



Create New VPN Topology

Topology Name:* Policy-Based-to-Azure
Network Topology: ~~ point to Point ¥ Hub and Spoke | %* Full Mesh
IKE Version:* IKEvl [ | IKEvZ

Endpoints IKE Advanced

Crypto Map Type: © Static ) Dynamic

Transform Sets: IKEv1 IPsec Pmpn IKEw2 IPsec Proposals,
‘ tunnel_aes256_sha

" | Enable Reverse Route Injection

" | Enable Perfect Forward Secrecy

Lifetime Duration®: 28800 Seconds (Range 120-2147483647)

Lifetime Size: 4603000 Kbytes (Range 10-2147483647)

| ESPv3 Settings

ATY76: L WPsecZ7OR—I)ILZEK L F£T, CiscolOSY 7 NJ I T IKEvL IPSec Proposal
4> RJT, greenplusbutton 27 Y OLET, RUT—DOBHIE, ESPESLEH KUV'ESP/\
VATV ALICHBERNTXA—ZEZIEEL., save.



New IKEv1 IPsec Proposal ? X

Mame:* |Azure—IPse::—pmp-Dsal — |

Description:

ESP Encryption:™

ESP Hash:=

FIE7: CiscolOSY 7 NI 7 IKEVLIPsec Proposal J 4 > RJT, L WPsec/ RS —%
Selected Transform Sets 'IZQ:/ I e 7 U v 7 OK .

IKEv1 IPsec Proposal ? X

Available Transform Sets ¢ (3 Selected Transform Sets

|'-—i|. Search | A\ tunnel_aes256_sha |
ﬁ .ﬂ . Azure-IPsec-proposal &

A tunnel_aes128_sha
#A tunnel_aes192_sha

8 [

. tunnel_des_sha




ATY T8 psec X7 &2V OLT, BRDTA 7324 LBBEH A X EZHRELET,

I Create New VPN Topology

Topology Name: * Policy-Based-to-Azure

I

g MNetwork Topology: =~ point to Point % Hub and Spoke + Full Mesh
IKE Version:* IKEvl || IKEv2

Endpoints IKE m Advanced

Crypto Map Type: © Static ' Dynamic

Transform Sets: IKEv1 IPsec Proposals™® I:_? IKEv2 IPsec Proposals,
tunnel_aes?56_sha
Azure-IPsec-proposal

| Enable Reverse Route Injection

| Enable Perfect Forward Secrecy

Lifetime Duration™: 28800 e Seconds (Range 120-2147483647)

Lifetime Size: 4608000 h‘h Kbytes {(Range 10-2147483647)

| ESPv3 Settings

AT Y 7°9:[Encryption Domain/Traffic Selectors/Protected Networks]Zi#IRL £9, RICBEL F
F, Endpoints tab.Cisco IOSY 7 R J I 7 NodeAa 2932 greenplusbutton 22 JY OLET, C
DOHITRE., /— RAFFIDAOO—NIILHTZY RELTHEAZATLET,



Add Endpoint ? X

Device:* [fravi  q— I~

Interface:* IEmﬂ — v @

1o Asdres:» e e— [0
] This IP is Private

Connection Type: Bidirectional v

Certificate Map: | |v].°

Protected Netwarks:*
© Subnet / IP Address (Network) () Access List (Extended)

AT Y 7°10: Add Endpoint 7 4 > RO THERATBFTD% Device FRATIYEA > X—T I A ALEIPT
RLAREEEICROYTIAIOLET,

ATY 7N O—HAIRNT TV IORLIREBETSICIE, Protected Networks 72 3 %58
IRU. greenplusbutton ILWA T T IO NEERLE T,

AT Y 7°12. Network Objects J 4 > R™J T, green plus button D& IZ Available Networks 31 L WO —AJL
NST7A4vORLIRATSIONEERTDTEARN,

Network Objects ? % |

Available Networks & @ Selected Networks
|Q. Search

Byany

i any-ipvd
! any-ipvé
=2 1Pva-Benchmark-Tests

{3 1Pv4-Link-Local I]
55! IPva-Multicast

= IPv4-Private-10.0.0.0-8

5 IPv4-Private-172.16.0.0-12
5 1Pva-Private-192.168.0.0-16
2 IPvd-Private-All-RFC1918

ook || cancar |

AT Y 7°13. New Network Object T4 > RIT, A7 IV RNDBRIZIBEL, ThIZHLUT
host/network/range/FQDN%&#IR L £ T, RIZ. save.



New Network Object ?7 X

Name: 10CEl-TI0  —
Description:
Network: I Host I Range © Network s || FQDN

192.168.20.0/24] r—

Allow Owverrides:

AT Y T14 : AT T N% Selected Networks 1247 S/ 3 >/ Network Objects 7 4 > RO ZFRE, ok.7
)Y 2 ok IPv6® Add Endpoint T9 o

Network Objects ? X

Available Networks & @' Selected Metworks
| -, Search | == local-ftd &

== local-ftd —
% any

g.ﬂ_il any-ipvd

gél any-ipve

==.-_'il IPv4-Benchmark-Tests
= IPv4-Link-Local

=i IPv4-Multicast

=1 IPv4-Private-10.0.0.0-8

& IPva-Private-172.16.0.0-12
5 IPv4-Private-192.168.0.0-16

[ T I I o T et R Bz ]

I

FIE15: /—RBOIV RAKRAUN (DB TIEAzureILY RARA M) ZE&ELE T, Cisco
IOSY 7 R I 7 Create New VPN Topology 7 4 > R T, NodeB O3>z )Y TL. green
plusbuton JE—RIV RERARNRNT T4V ORLIVZRZEBMULET, COAMAZXVAD
Extranet ./ — RAERBIUFMCTEEBE ATV EVWIXNTOVPNET I RARA > MNZO2VWT, N
AADEF (A—AINTOHKER ) EIPFRLAZAALET,



Add Endpoint ? X

Device Name:* | Azure —
1P Address:* [17.17.17.17  Sfmm—

Certificate Map: vl@

Protected Networks:=

© Subnet / IP Address (Network) (_‘:-Aomsust

Device:® |Extrunet — |"|
|
|

ok || cance

ATYT16: UE—KNNZ 714V OBLIZRATSI VRN EZERLET, RICBBLET,
Protected Networks 273> &)Y L, greenplusbutton TL WA T T O NEEBIMLET,

AT Y 717 Network Objects " 4 > R™I T, green plus button D& (Z Available Networks FTL WA 7 T

IRNEERTETF AN, CiscolOSY 7 NI T New Network Object T4 >~ RIT, A7 T UK
NDEFEEEL., TNIZISEU Thost/range/network/FQDN % #IR L T, save.

New Network Object

Name: |Azu re-local —

Description:

O Host o Range

172.16.200.0/2¢

Allow Overrides: ||

AT Y 718 Network Objects T 1 >~ RIT, HILWUE—RATZ T Y N%E selected Networks 2 <
AEVIY T ok. 7)Y okIPvB®D Add Endpoint T o



Network Objects ? X

Available Networks €& @ Selected Networks

| -, Search |

é Azure-local .ﬂ

1% any

é any-ipvd

é any-ipvs
I é IPvd-Benchmark-Tests

=l IPva-Link-Local

=l IPv4-Multicast

==l IPv4-Private-10.0.0.0-8

é IPvd-Private-172.16.0.0-12
I 5;;1IPvd--Private-lQl.lE-E.D.D-lE

[ T N s T AR T =Y = = W= s

AT Y 7°19: Create New VPN Topology T 1 ~ RUEAED /—RICEVLWKZ 71 v OEL VR ERE
ENERYRND—IONFRTENET, JUY T sae.



I Create New VPN Topology ? % I

Topology Name:* Palicy-Based-to-Azure

| ]
Network Topology: >+ Point to Point %% Hub and Spoke <* Full Mesh
IKE Version:* IKEv1 IKEvZ
IKE IPsec Advanced
Node A: ]
Device Name VPN Interface Protected Metworks
1.1.1.1 m&:ﬁ-iﬁ & @
Node B: ]
Device Name VPN Interface Protected Metworks

17.17.17.17 Azure-10Cal < — ra:|

1) Ensure the protected networks are allowed by access control policy of each device.

ATY T20.FMCHA Y 2 27 R— R T, Deploy BLEDRA > TFTDT /N4 A%IBIRL . Deploy.

AFY721: IRV RSA VAV R—T T4 A TR, VPNRERASAT/NA AOBEERLTY

o

RUS—AR=ADPT7149v0tLVZ2ZFERL EIKEV2IL—MAR—X

EEN Y T EEATDASATOY A FNEIKEV2 VPNOB AR, ROFBEICHVET, Azured')L
—R~"R—=—ADVPNAICERETIhTWS &ML, PowerShellZfEAL T
UsePolicyBasedTrafficSelectorsZAzure’ R— X )L THEK T I HEN BV ET,

Microsoftic &% — ® RF 1 X2 NTId, UsePolicyBasedTrafficSelectors& )L — b AXR—A D Azure
VPNE—ROBAHEDLDBICOVTHBELET, COFIEEZTLAWVE, Azureh 5ZEL LN
274V 0ELIVROF—BHARET, JUTKNIVTZFERALLASARERZBILITEEEA

o

ESNY T OREBFRESTCELBRASAIKEV2IZDOWVW TR, ZOCiscoRFIXV R ZEZRLTL
ZE W,

ATY 1 : AR —T I A4 ATIKEV2ZEBRICLET,


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps
/content/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-site2site.html

Ci sco- ASA(confi g) #crypto ikev2 enable outside

FIE2:IKEV2T7 T—R1RU > —ZEBMLET,

¥ :Microsoftlid. Azure THERAENBHBEDIKEV2T7 T —X1BES{L, BEMHt., S LVOCEMH
BOBEMHICEBL THEEIT2BHELALTVET, CHENTVEIEMHE. COLBEENT
WA MicrosoftD RFIX RASRARI 7 #A—KRTEEHE N TVET, BENFRTEND
Microsofth* 5 MIKEV2E 1B, FMIC DWW Tk, Microsoft Azure/R—NIZHERBLVEDHHE
<EzL,

Ci sco- ASA(confi g) #crypto ikev2 policy 1

Ci sco- ASA(confi g-i kev2-policy) #encryption aes

Ci sco- ASA(confi g-i kev2-policy)#integrity sha

Ci sco- ASA(confi g-i kev2-policy) #group 2

Ci sco- ASA(confi g-i kev2-policy)#lifetime seconds 28800

ATY 7 3IPsecBEDTICR U RIWTIN—T%2ERK L., EFIPF RLAEIKEV2ZO—AILEB LT
DE—RNRM O RILBFTHEF—ZHRELET,

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121

Ci sco- ASA(conf i g) #tunnel-group 192.168.1.1 ipsec-attributes

Ci sco- ASA(confi g-tunnel -i psec) #ikev2 local-authentication pre-shared-key cisco
Ci sco- ASA(confi g-tunnel -i psec) #ikev2 remote-authentication pre-shared-key cisco

ATV T4 BEALBLVORN RV ITTBIRTTAVIEEETDTIVEAVANEERLET
o COPITHRETDBRNT T4V Uk, 102209 7Y RAS1011.0CEEEniZR R
S5ORT74Yv9TT, Y41 MNEILEBOY T XY RABERLTWVWREBER. CORNTT1v Y
ICEBOI NV EEDBENTEET,

N—23284RETR, XY RNT—0, ¥7XY M, RANPFRLA, LEEEHOFTDT
DRNODOAVTFELTHETZIATOIINELERATDIIONIIN—TE2ERTEET, O—
ANEVE—ROHTZRY NEFI200AT DT MNEHERL. UU T MACLENATX DR IC
ERALET.

Ci sco- ASA( confi g) #object network 10.2.2.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.1.1.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24

AT Y TBIKEV27 T —X20IPsec7’ OR—H )L ZEBIML E9, crypto IPsec ikev2 ipsec-
proposal > 74 F1L—30E—RTEFIVTANSX—RZEELET,

protocol esp encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes-gmac | aes-gmac-192 | aes-gmac-256 | null}
protocol esp integrity {md5 | sha-1 | sha-256 | sha-384 | sha-512 | null}


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

}IMicrosoftLi Azure CERE DB EN 7 I —X2 IPSeclE Bt B R VCEBESMDOEMIZES

THEEITHBEHRELBELTVET, BETNTVE2EME. COLRHETHTVS
Mlcrosoft(D|\=\=1>(/I\/J‘b/\7\I\I77f RTREZATVET., AN REL
Microsofth 5 M 7 T —X2 IPSecBMFEHARRENET, #FMIC DLV TIEE, Microsoft
Azure R—KNICBBVEDELSEE L,

Ci sco- ASA(conf i g) #crypto ipsec ikev2 ipsec-proposal SET1
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp encryption aes
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp integrity sha-1

ATYVT76: BENY7EREL, KOOV R—FXNEEUCAEA U R—T I A AICERALET

- E7IPFRLA
- RRORNSTAYV IV RECERBBZRA T IVEAJAN

IKEv27 T —X2 IPSec7’ OR—%)L
« 7I—RX2MIPSecTA 7 R4 L ()

- 7S 3 OPFS(Perfect Forward Secrecy)if&E. T— X ZRBIDLHICEAETNBHL L
Diffie-Hellman¥ —OART7 ZERLET ( 7 T —2HRE TS HIIC, MBI TPFSABMICHE 2T
WBHRENHYET )

Microsoftid, Azure ¥ ERA T2 EN T I —X2IPSecTA4 7324 LEPFSEMICEAL THET S
BEHRE /AL TVET,

JARENTLVREMIE. ROBFAASARARNIT7TA—RMTRESTAET, COLFHATATVDS
Microsoft RF I X/ .

MANRLEL =Microsoft’ 5D 7 T — X2 IPSecEMBEBARTENET, FMICOVTIE.
Microsoft AzureH7R— N ICHBRELVEDELS EE L,

Ci sco- ASA(confi g) #crypto map outside_map 20 match address 100

Ci sco- ASA(confi g) #crypto map outside_map 20 set peer 192.168.1.1

Ci sco- ASA(conf i g) #crypto map outside_map 20 set ikev2 ipsec-proposal myset

Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime seconds 27000
Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime kilobytes
unlimited

Ci sco- ASA(confi g) #crypto map outside_map 20 set pfs none

Ci sco- ASA(confi g) #crypto map outside_map interface outside

ATYTBVPNRZ 7 14 Y OFMBONATIL—ILORRICE > TVWEVW L Z2#BLET. NATER
A= ZERLET,

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination
static 10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-lookup

X EBBOYTRY NeFERTRIHER. INTORERABLTRET /XY NEELHT
SIVORNIIN—T&ERL. NATL—ITHEATIBENHYET,

Ci sco- ASA(confi g) #object-group network 10.x.x.x_SOURCE
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.4.4.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.2.2.0 255.255.255.0


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

Ci sco- ASA(confi g) #object network 10.x.x.x DESTINATION
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.3.3.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.x.x.x SOURCE 10.x.x.x SOURCE
destination static 10.x.x.x DESTINATION 10.x.x.x DESTINATION no-proxy-arp route-lookup

TR

ASAEAZUre ' — RN I I A OHATEREN TTTHE., AzureldVPNR XL ZRBLET. XD
ON REFERALT, ORI ELLKBEEIATVDR L EZERETEET,

7I—X1
JI—Z1DEF1IUTFATIITI— 3V (SANERE NS EERALET,
IKEV2

RIZ. UDPR— R5000O—HIAERA > B —T T 4 AIP 192.168.1.20 5 ) E— N3 EIP
192.168.2.2ICIBEE NIZIKEV2 SAZRLE T, £l BTN NZ 74y 0 70—F—N
—FBLSICEBEENLEBNETFSAEHY XY,

Ci sco- ASA# show crypto ikev2 sa
| KEv2 SAs:

Sessi on-id: 44615, Status: UP-ACTIVE, |KE count:1, CH LD count:1

Tunnel -id Local Renvot e
St at us Rol e

3208253 192. 168. 1. 2/ 500 192. 168. 2. 2/ 500
READY I NI TI ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH G p:5, Auth sign: PSK, Auth verify: PSK
Lifel/ Active Tinme: 86400/ 142 sec
*-->Child sa: local selector 192.168.0.0/0 - 192.168. 0. 255/ 65535
renote selector 192.168.3.0/0 - 192.168. 3. 255/ 65535
ESP spi in/out: 0x9b60edc5/ 0x8e7a2el2
CDHITIE, ASAZERAL TETIP 19216822l T B4 T —RELTEEEZ O, BYDS
14734 LH'86388F MIKEVI SAZRLTVWET,

Ci sco- ASA# sh crypto ikevl sa detail
| KEvl SAs:
Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 | KE Peer: 192.168.2.2

Type o L2L Rol e :initiator
Rekey : no State : MM_ACTI VE
Encrypt : aes Hash : SHA

Aut h . preshared Lifetime: 86400

Li feti me Remmi ning: 86388

7I—X2



7 I—R20IPSectF 1T 4TV IT—2 32N show crypto ipsec sa peer [peer-ip] .

Ci sco- ASA# show crypto ipsec sa peer 192.168.2.2
peer address: 192.168.2.2
Crypto map tag: outside, seq num 10, local addr: 192.168.1.2

access-list VPN extended permt ip 192.168.0.0 255.255.255.0 192. 168. 3. 0 255. 255. 255.0
| ocal ident (addr/mask/prot/port): (192.168.0.0/255.255.255.0/0/0)

renote i dent (addr/mask/prot/port): (192.168.3.0/255.255. 255.0/0/0)

current _peer: 192.168.2.2

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#ipkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICW Errors rcvd: 0, #lnvalid ICW Errors rcvd: 0O

#send errors: 0, #recv errors: O

l ocal crypto endpt.: 192.168.1.2/500, renote crypto endpt.: 192.168.2.2/500
path ntu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine renmaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: 8E7A2E12

current inbound spi : 9B60EDC5

i nbound esp sas:

spi: 0x9B60EDC5 (2606820805)

SA State: active

transform esp-aes-256 esp-sha-hnmac no conpression
in use settings ={L2L, Tunnel, IKEv2, }

slot: 0, conn_id: 182743040, crypto-nmap: outside
sa timng: remaining key lifetime (kB/sec): (4193279/28522)
1V size: 16 bytes

repl ay detection support: Y

Anti replay bitmap:

0x00000000 0x0000001F

out bound esp sas:

spi: Ox8E7A2E12 (2390371858)

SA State: active

transform esp-aes-256 esp-sha-hnmac no conpression
in use settings ={L2L, Tunnel, IKEv2, }

slot: 0, conn_id: 182743040, crypto-nmap: outside
sa timng: remaining key lifetime (kB/sec): (3962879/28522)
1V size: 16 bytes

repl ay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

ADDINT Y RAEEEN, 42D IT5— L TIPSecSAZN L TZEENET, SPI
O0x9BB60EDC5%3ED12M A > /N> RSAE ., SPI0X8E7A2E12% 212D T U NN RSAHN
FREBYVICAARN=IENhET,

TF—RANRZRIINEZBIBTDCEZBFETBHICIE.  vpn-sessiondb 121 entries:

Ci sco- ASA#tshow vpn-sessiondb 121



Session Type: LAN-to-LAN

Connection : 192.168.2.2

I ndex : 44615 | P Addr : 192.168.2.2

Protocol : IKEv2 | Psec

Encryption : I KEv2: (1)AES256 |Psec: (1)AES256
Hashing : I KEv2: (1)SHA1l |Psec: (1)SHAL

Bytes Tx : 400 Bytes Rx : 400

Login Time : 18:32:54 UTC Tue Mar 13 2018
Duration : Oh:05m 22s

INA RTx:/NM BRx:IPSec SAEDEZEET N ETF—RNI X ERRILET,
NS7INa—b

FIE1TVPNORZ T 1Y IH, Azure7ZAR—KRRY RD—ORBTOAHA > RX—T I ALD
ASATEEENBD L ZMIRELET,. TANTBZICRK, AFIZTA T2 N SELpingZREL
 ASATNNTY RFAYTF v ZRELTCEEEChLEEEZBERLED,

capture [cap-name] interface [if-name] match [protocol] [src-ip] [src-mask] [dest-ip] [dest-mask]

show capture [cap-name]

Ci sco- ASAftcapture inside interface inside match ip host [local-host] host [remote-host]
Ci sco- ASA#tshow capture inside

2 packets captured

1: 18:50:42.835863 192.168.0.2 > 192.168.3.2: icnp: echo request
2: 18:50:42.839128 192.168.3.2 > 192.168.0.2: icnp: echo reply
2 packets shown

Azure N SDISERZ 7 4 Y VN RRENDIHE, VPNRELIICHEEEZh, NZT71Yv0Z2ER
BLET,

EERRNZ 714y O BVEERE., EEENASACELLIL—T142JLTVWBEZHEEL
EE

EERXRZ 714V OBKRTENDN, Azure P SORBEBERT 714V INFFELBVGEER. K17
LTEHZ#EELEXT,

ATYT2ZASAREA 2V B—T IAATEBLERNT 714V UHFASAIC R > THEHYICAEE
VPNIZIL—TFT 1> T&Ehd 2 z2BFBLET,

ICMPIO—ERZ>Z1L—hTBICE:
packet-tracer input [inside-interface-name] icmp [inside-host-ip] 8 0 [azure-host-ip] detail

packet-tracerOFERAICEE TS HA RTA4 2 OFMIE,. RESBLTSEEL,
https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-
using-packet-tracer/ta-p/3114976

Ci sco- ASA# packet-tracer input inside icmp 192.168.0.2 8 0 192.168.3.2 detail

Phase: 1
Type: CAPTURE
Subt ype:


https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976
https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976

Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6cl9afb0al, priority=13, donai n=capture, deny=fal se
hits=3, user_dat a=0x7f6c19af b9b0, cs_i d=0x0, | 3_type=0x0
src mac=0000. 0000. 0000, nmask=0000. 0000. 0000
dst mac=0000. 0000. 0000, mask=0000. 0000. 0000
i nput _i fc=i nsi de, output_ifc=any

Phase: 2
Type: ACCESS- LI ST
Subt ype:
Resul t: ALLOW
Confi g:
Implicit Rule
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c195971f0, priority=1, domai n=pernit, deny=false
hi ts=32, user_data=0x0, cs_id=0x0, |3_type=0x8
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i fc=i nsi de, output_ifc=any

Phase: 3

Type: ROUTE-LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |Information:

found next-hop 192.168.1.1 using egress ifc outside

Phase: 4
Type: NAT
Subt ype: per-session
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c19250290, priority=0, domai n=nat-per-session, deny=true

hits=41, user_data=0x0, cs_id=0x0, reverse, use_real _addr, flags=0x0, protocol =0

src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 5
Type: | P-OPTI ONS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c1987c120, priority=0, domai n=inspect-ip-options, deny=true
hi t s=26, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 6

Type: Q0s

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:



Forward Fl ow based | ookup yields rule:
in id=0x7f6c19a60280, priority=70, donmai n=qos-per-cl ass, deny=false
hi t s=30, user_dat a=0x7f 6c19a5c030, cs_i d=0x0, reverse, use_real _addr, flags=0x0,
prot ocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 7
Type: | NSPECT
Subt ype: np-inspect
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c1983ab50, priority=66, donmai n=i nspect-icnp-error, deny=fal se
hi ts=27, user_dat a=0x7f6c1987af c0, cs_i d=0x0, use_real _addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, nmask=0.0.0.0, icnp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icnp-code=0, tag=any, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 8
Type: VPN
Subt ype: encrypt
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
out id=0x7f6cl9afelal, priority=70, domai n=encrypt, deny=fal se
hits=2, user_data=0x13134, cs_i d=0x7f6c19349670, reverse, flags=0x0, protocol =0
src ip/id=192.168. 0.0, nmask=255.255.255. 0, port=0, tag=any
dst ip/id=192.168.3.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=outside

Phase: 9

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 43, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_tracer_drop
snp_fp_i nspect _i p_options
snp_fp_inspect _icnp

snp_f p_adj acency

snp_f p_encrypt

snp_f p_fragment

snp_i fc_stat

Modul e information for reverse flow ...

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up

out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

NATR RS 714 Y VZBRALET (BEBREITHhhEEA ). VPNRNZT7 1Y U TNATEBRN RE
LBEVWC L ZH#FELET,



357‘:\ output-interface bv‘IEL/\/\igé o) 7°|\7‘y 7075‘“@)%%.‘*1_( L\%%ii’fyg_7 147\7’3‘\
BRERNZRILAVER—TIAAODVWTIhATHBIBENHYET,

TOEAVANROYTHFRELTVWEBEVCEZRIALET,

VPN7 T —XH ENCRYPT: ALLOW R RILIE T TICBEENTHY, encapsTAI VAMN—=I)LEhi:
IPSec SAZTEFRTEET,

AT Y 7°2.1. ENCRYPT: ALLOW packet-tracer CHEERTE £ 7,

IPSec SAL A AR—J)LEh, IPSec SAZERLTRZ 74 Y UFBESHEhTWEI L%

show crypto ipsec sa..

ABAVE—TILATEYTFYERITLT, BHALENLZ/NTY NFASAY SEFEh, B
SLENEISEN Azure M SREE N EZBFETEER T,

AT Y 7°2.2. ENCRYPT:DROP packet-tracer CiER TE £ 9,

VPNRRILBEEBIENATVERRAN, XOAVI—2320HPTYT, chld, BRAICROXRIL
ZRELLEEEZLCFHENDIRETT, TNV ITZETLT, M RILFDDI—>3a2>70O¢
AEZRRL, BEFRELEGAEEEORLEZRELET T,

£, ELWN—>23a2IKENXFNUH—&h, ike-common7 Ot AICEETRZIS—HNRRE
hTWE\WC eEamALET,

Ci sco- ASA#fdebug crypto ike-common 255

Ci sco- ASA# Mar 13 18:58: 14 [| KE COWON DEBUG Tunnel Manager di spatching a KEY_ACQU RE nessage to
| KEvl. Map Tag = outside. Map Sequence Nunmber = 10.

VPNRZ 7 14 Y I DORBRICke-commonT/NY THANRRENBVESE., NZT714 Y IONE
B 7OERACHETBHICRKOY 7T h3d A, RY T A Torypto ikevi/ikev2 A BRIZ &> TV
BVWCEEEBEKRLET, BEREE/NTY NROY I Z2BHERLET,

ike-commonT/NY JTCHEBILT7OCAN N H— il e RENEGBEE. IKEBR/N—>
AEFNYIULTRN O RILZOASI—2a > Xve—22KRRFL, AzuresEHALERN XL
BETIZS—HARELESMEHELET.

IKEV1

ikeVIDRZRLEBETFNY TFIREFHICOVTR, CCZ2ZRBLTKEEZL,

Ci sco- ASA#fdebug crypto ikevl 127
Ci sco- ASA#fdebug crypto ipsec 127

IKEv2

ikev2ZOREBTFNY TFIREFHICOVTR, C2Z2ZRBLTLLEEV,

Ci sco- ASA#debug crypto ikev2 platform 127
Ci sco- ASA#debug crypto ikev2 protocol 127
Ci sco- ASA#debug crypto ipsec 127


https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113574-tg-asa-ipsec-ike-debugs-main-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



