VPN 3000 Ot BNL—2%{EA T 10S )L—
2 E® MEM @ EzVPN D& EHI

A&

BE
HIIR R
=
FATDAAR—F b
FRELE
VPN 3000 Ot NL—XDERE
RARY
ZYRI—=UK
FIE
I —RDERTE
o
NP | Tl N
RSN —FT420QEHOIIX R
debug N> ROt B
NS7ZIWN2a1—FT 14570k DBECisco I0S show Y R
VPN3000 Ot RL—Z2DF/\NYV T
TEEDER
EBEN

B=

CORFIXANTIE, Cisco VPN 3000 >t ML —RIZ$EET B - IC Network Extension

Mode ( NEM ) T EzVPN & L T Cisco IOS® L—RERET D EEICHEAT B FIRIC DV TEHHA

LEF. #L L\ E2VPN Phase || #8E . EARMBRY hD—2 7 RLZZH (NAT ) BEOY

R—BNTF, EzVPN Phase Il i& Unity 7O KL (VPN Client V7RI T ) ASKELEED

T3, VDE—NFNAADNEIC IPSec NFRIOREREBYET, EL, 1X—FY K
—XM (IKE) B&LT IPSec Z7OR—HI)LIE EZVPN 95 A T R TRETREETIEH Y FEA

o VPN Client &, ¥—/N&7AOR—¥I)ILE#ZXIAI—NLET,

Easy VPN Z £ L T PIX/ASA 7.x & Cisco 871 BIC IPsec ZFRET D1k, TASA 5500 &4
—/\. Cisco 871 % Easy VPN Remote & L THEH 9% PIX/ASA 7.x Easy VPN Q& EH. SR
LTLEETW,

Cisco IOS(R) Easy VPN UE—KN N—RDI T U9Z4 T2 K& PIXEasy VPN H—/YEIZ IPsec
EEEE@“%L:L;\ FIOSEasy VPN UE—HK N=RIIT7 954 F > h& PIXEasy VPN H—/\
XEHls ZSRLTLEEL,

Cisco 7200)L—X %ZEzVPN& L TE&REL ., Cisco 871)L—X %ZEasy VPNUE—RNE L TERET S
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(Zk. F7200 Easy VPNY—/\A' 5871 Easy VPNUE—KRADEEHL £2SBLTLSEETL,

BIRSR M
B4

COREZFATHIC. Cisco IOSI—ZAEZVPN7 T —XINI#EEZFR—NL, I RY—I2V KR
BETIPEGZ®IL TIPsech > RILNZBILTVWD & 2BIEL TS EE L,

FRTAIR—F> b

CORFIXVNOERE. ROVIRIITEN—RIITON-2IVICETVTVET,

. Cisco I0SY 7 R 7T 71 1)—R12.2(8)YJ (EzVPN7 T—XII )

- VPN 3000t ML —&3.6.x

. Cisco 1700 JL—2%&
CORFIXNDERIE, BEOSRREICHDTNAAICESIVTHERENELE, COR
FAXNTERATEDZINTOFNA AR, DB (F72)DN ) REORELSEBLTVET
o NRDRY ND—IONEBBAPTHIBEICE., ENOKDIBIAIXRICOVTE, TOEEN

EEIIODVTHRICEMRL THKHXENBYET,

¥ : COBRER. CiscolOSY 7 RIITTFUU—R1248)8&TVPN 30000t hL—%&
4.7 xN— 32 BEBL #-Cisco 3640l — X TRIETFARNEhEL I,

b
KFIXYNREORMEB, "YRATFU_NI T4 v TAOKIH) EBRLTLILEEL,
VPN 3000 >t bL—2DREE
2R

CcOtEI>3a>TRE, VPN3I00OAEY RL—RZRETD-ODFERERMLET,

XY RNIO—UK

CORFIANTIR, RORTRENDZRY ND—O%REEZFALTVET, L—T NV oA
VBR—=TIAARRBYTRZY NELTERAE N, 77AM —HRY NORAEZ—FY NOTF
7#IKNTT,
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VPN 3000

Cisco 1700 Public Interface=172.16.172.41 LAN
LANT Fa0=172.16.172.46 Private Interlace=192.168.2.254 Central
192.168.254.0/24 Lo0=152.168.254.1 Subnet=192.168.2.0/24

Lo1=192.168.253.1

.

LAMZ
162.168.253.0/24

FIE
ROATY TE#RITLET,
1. [Configuration] > [User Management] > [Groups] > [Add] Z&#IRL, JI—TRENAT—R

ZE&HELT, 1—HYDIPsecIIN—T%HRELET, XOHTE., JI—7HBturarok
assword/verlfy tulloZEALET,

Configuration | User Management | Groups | Al

Thiz sechien lets yeu add a group, Check the Inherit? bew to set a field that you want te
default to the base group value. TUncheck the Inherit? box and enter 2 nesw vabue to
overnide base group valuss.

[dmﬂt]' Paﬂmete:rs
Attribute YValue Description
Ciroup ] s
Name Ilurarl:l Enter a uwque name Bor the group.
Pas mrﬂ|@ Enter the password for the groug.
Verify IE Werify the group's passwrerd
External groups are configured on an external
4 authenfication server (e.g. EADTITE). fnfzrnad proups
T II emal =
FpejniEma are configured on the VPR 2000 Concentrator's
Internal Diatabasze,
[ add | Cencel |

Cigeo Srsrems

2. [Configuration] > [User Management] > [Groups] > turaro > [General]®D JEIZiER L TIPSec%Z
B#ICL, RAVRNY—=RANRZFUT7O08JILPPTP)EL A V2R X7 ON
JL(L2TP)ZEMICLET, EIRZTV, [BRZIVYILET,




Cisco Svsrems

General Par

Atinbute Value Inherit?
Access Hours W Mo |Sels
Simultaneous Logins|[3 P [Ent
Minimum Password Length|[3 M [Ent
Allow Alphabetic-Only = = Ente
Passwords |be 2
Tdle Timeout|[30 P |G
Maximum Connect Time|[0 P |
Fﬂter‘lm P [Ent
Primary DNS|| ®  [Ent
Secondary DNS| M  [Ents
Primary WINS|| P [Enot
Secondary WINS|| P [Ents
SEP Card Assignment ggi; gﬁi P |Selg

[ PPTP

Tunneling Protocols ; ;2?‘{3: I [Seld

3. [Authentication] % [Internal for Extended Authentication (Xauth)]IZEZE L. [Tunnel Type]h"
[Remote Access] T. [IPSec SA]H[ESP-3DES-MD5|TH 2 & &R L ET,



SHonfiguration
——{nterfaces
—ENavsien Checl the Inherit? box to set a field that you want to default to the base groug
—EHlser Management
Base Grou value to overnde base group values
——Groups
—EHEolcY ManSaimert
IPSec Parameters
EHAdministr ation
SMonitoring Attribute [_ Value Inherit?
IPSec SA|ESP-3DES-MDS = I
IEE Peer Identity "
Validation | If supported by certiicate =] W "
IEFE Keepalives| # [~ "
Reauthentication
on Rekey ! - {
B
Tunnel Type |Pemme Access '-'I = ;
Remote Access Parameters
Group Lock| ™ M |l
9
Authentication I Internal 'I W~ ;

4. Configuration > System > Tunneling Protocols > IPSec > IKE Proposals D JEIZ#EIR L . Cisco
VPN Client(CiscoVPNClient-3DES-MD5)A"Active Proposals for IKE ( 7 T—X1) IZ&H 5 C
EEMFELET, X : VPN Concentrator 4.1.xTl&, Cisco VPN ClientA'IKE ( 7 T—X
1)YOTITA47B7AR—FIILOVARNCEEFNZIHAESH K., FIENERZYET,
Configuration > Tunneling and Security > IPSec > IKE Proposals D JEI=#IRL E ¥,

Add, delete, priortize, and confipure IKE Froposals

celect an Inactive Proposal and chek Activate to make  Active, or chek Modify, Copy or I
Select an Active Proposal and chick Deactivate to make it Inactive, or chek Mowe Up or Mal
Chek Add or Copy to add a new Inactive Proposal [EE Proposals are used by Security Asio

parameters
Active
Proposals Actions
CiscoVvPHChant-3DES-WDS
IKE-3DES-MDS «Adivete |
KE-IDES-WD5DHI1 [Py
KE-DES-DG 5 I
KE-3IDES-MD5-DH? MoveUp |
Mowve Down |
Add |

Inarctive
Proposaly

IKE-3DE S-MD5REA
IKE-3DES-SHA-DEA
IKE-3DE S-MD5RSAD
IKE-DES-MD5-DHT

CiscoVPHChent-3DES
CigcoVvPHChant-JDES

5.IPSectF*1V)F14FIYII— 3 (SAZHERELET, ATY 73T, IPsec SAIKESP-
3DES-MD5T 9, AEIZIHUTH L WIPsec SAZERTEETAH, JIL—7TIEL WIPsec
SAZFEALTVWA L ZRRBL T EET Y, FAT SIPsec SADPerfect Forward
Secrecy(PFS)ZEMICT B HLENH V) £T ., [Configuration] > [Policy Management] >
[Traffic Management] > [SAs] D JEIZZEIRL T, IKEZ'OR—HJL & L TCisco VPN Client%
BIRLET, TFAMRY JRAICSABZASIL, ROKXSICEYBERZTVET,



Modiy a conbgured Secunty Associahon

SA Name [ESP-3DES-MDS

Inheritance | From Rule 'l

IPSec Parameters
Authentication Algorithm | ESPMDSHMAC-128 =|

Encryption Algorithm |3DE5—1 G 'I
Encapsulation Mode ITunnEll '-I

Perfect Forward Secrecy | Disabled |
Lifetime Measurement m
Data Lifetime |10000
Time Lifetime [28800

IEE Parameters
IKE Peer |0.0.00

Negotiation Mode I.&.qg IBSsive 'l

specty the name of this Secunty Association (
Select the granulanty of this 54

Select the packet authenticahion algonthm to use
Select the ESP encryphon algonthm to use
Select the Encapsulation Mode for this 54
Select the use of Perfect Forward Secrecy.
Select the kfetme measurement of the IPSec ke
Specify the data bfetime i kilobytes (KE)

Specify the twne ifetime i seconds

Specify the IEE Peer for a LA -to-LAN P54
=elect the IEE Hegothation mode to use.

T Entwe certficate cham

Certificate Transmission & Identity certiicate only

Digital Certificate |Ncme (Use Preshared Keys) ﬂ Select the Digital Cernficate to use

Choose how to send the digital certficate to the

IEE Proposal | CiscoVPRClient-30DES-MOS

:J select the IKE Proposal to use as IKE wbator.

FE EHCERENLSAZRIRTZBE. COFIEEROFIBRIAT>a>TE, V54
TUORNIHAAFTFZIYVDIZEI)ETSNEIPT RLANFHBBEEE. [IKE peer]l TF AR Y
P AT0.000ZFEALET, XDOHIZRT LS, IKE Proposal¥ CiscoVPNClient-3DES-

MDSICEEE N TVWA L ZHFALET,

6.[VANADERY RD—IHN RN RINENANATERDLSICTBEI VY ILBEVTSE
Ve COEBARK, ATUYRNRNIRUIIHFYR-—RENTOVETH, EZVPN Clienttse
TRENANABENI YR—PEhTVWEBEVLEHTT,

HHConfigur ation Banner ¥
—berfaces
n
—EHier Mangeemert
—Hase Group Allow Password - o
=—Omouws Storage on Client
—LEarE
—EPolicy Manegement
MR rmindstn ation
rMantanng & Tunnel everything
Split Tunneling M Allow the networks m list to bypass =
Policy the tunnel
© Only tunnel networks m hst
Split Tunneling =
W erwork List | : —] -




7. [Configuration] > [User Management] > [Users] Zi&RL T, 1—%ZzE@MLFT, 1—H—

BENAD—RZERL, JI—TCEYHT,

"M, ZVUYIOLET,

owerride proup vehes

ldentity | General | IPSec

This secton lets you add a user. Uncheck the Inherit? box and enter a new valus to

Identity Parameters

Attmbute | Value Description
Usmame“p-:dmn Eater a umique username.

Pnsnmrd||"""""""‘"

Eater the user's password. The password must saksfy
the group password requirements,

Wenfy the user's password,

uraro

vmr,rmew

Group

H

Eater the group to which thiz user belongs.

IP Address||

Eater the [P address assigned to this user.

Subnet I
Mask

Eater the subnet mask assigned to this user

| Add | Cancel

Cisco Svsrens

8. [Administration] > [Admin Sessions]ZiBIRL . 1—FNFEH{RETNTVD L ZRRELET,

NEMTlE., VPNO > RL—RE7T—IASIPTRLAZEVYETEEA, X BHES

SAZEBIRTZFEES. COFIEFATS>3a>Td,

LAN-to-LAN Sessions _ ot | Maantmot Gt
Connectson N ame 1P Address Protocal Emcryption Logs Time Liur ataen Bytes Tu Bytes Hx Actom
Mo LAMo-LAN Seimnoni
Remiate Aooess Sessions 1 LA LAN Sesnons | Maagemest S
hsnigned [ Address . Protocal Legmn Tine Cheit Type Bytes Ta ,
oo Pubdie TP Address ‘l.rllDl.In .F.Iltrj].l'llllll D ation Wersion F\._'.'I:H\ Hx Astions
192 168.233 [FSe Mar 31 18322 Hik I ) R )
ITE 16 172 44 i DES. 168 1250 Hik 31 10 b 28 g )
Managemeni Sessions ar | B PP—
Aadmenasirator IF Address Protorsl Enarry pliss | mgim Tums Thur wtnan Aurisans
At 171 68 8% 3 HTTF Home Mar 3] 1835101 012 [ Lapsil | P ]
9. [Save Needed]|& /= l&[Save] P/ A2V )Yy UL T, REZREFELET,

L—2 DEE

show version® H b

show version

Cisco Internetwork Operating System Software
IOS (tm) C1700 Software (C1700-BKO9NO3R2SY7-M),
EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

Version 12.2(8)YJ,



1721-1(ADSL) uptime is 4 days, 5 hours, 33 minutes

System returned to ROM by reload

System image file is "flash:cl1700-bk9no3r2sy7-mz.122-8.YJ.bin"

cisco 1721 (MPC860P) processor (revision 0x100) with 88474K/9830K bytes
16384K bytes of processor board System flash (Read/Write)

1721-1

1721-1(ADSL) #show run
version 12.2
service timestamps debug uptime
service timestamps log uptime
no service password-encryption

!
hostname 1721-1 (ADSL)

!

!--- Specify the configuration name !--- to be assigned
to the interface. crypto ipsec client ezvpn SJVPN

!--- Tunnel control; automatic is the default. connect
auto

! --- The group name and password should be the same as
given in the VPN Concentrator. group turaro key tululo
!--- The mode that is chosen as the network extension.
mode network-extension

!--- The tunnel peer end (VPN Concentrator public
interface IP address). peer 172.16.172.41

!

interface Loopback0

ip address 192.168.254.1 255.255.255.0

!--- Configure the Loopback interface !--- as the inside
interface. ip nat inside

!--- Specifies the Cisco EzVPN Remote configuration name
!--- to be assigned to the inside interface.

crypto ipsec client ezvpn SJVPN inside

1

interface Loopbackl

ip address 192.168.253.1 255.255.255.0

ip nat inside

crypto ipsec client ezvpn SJVPN inside

!

interface FastEthernetO

ip address 172.16.172.46 255.255.255.240

!--- Configure the FastEthernet interface !--- as the
outside interface. ip nat outside

!--- Specifies the Cisco EzVPN Remote configuration name
!--- to be assigned to the first outside interface,
because !--- outside is not specified for the interface.
!-—— The default is outside.

crypto ipsec client ezvpn SJVPN

!

!--- Specify the overload option with the ip nat command
!-—— in global configuration mode in order to enable !--
- Network Address Translation (NAT) of the inside source
address !--- so that multiple PCs can use the single IP
address.

ip nat inside source route-map EZVPN interface
FastEthernet0 overload

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.172.41

1

access-1list 177 deny ip 192.168.254.0 0.0.0.255




192.168.2.0 0.0.0.255
access-1list 177 deny ip 192.168.253.0 0.0.0.255
192.168.2.0 0.0.0.255
access-1list 177 permit ip 192.168.253.0 0.0.0.255 any
access-1list 177 permit ip 192.168.254.0 0.0.0.255 any
1
route-map EZVPN permit 10

match ip address 177

1

!

line con 0

line aux 0

line vty 0 4

password cisco

login

1

no scheduler allocate

end

i

ST, RENERICHELTVINESHERELET,

TORTYINAVER=TVRY—) (BRI—YERH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

MADTINA AZRET D&, Cisco3640/L—&E, ETDIPF RLAZEALTVPNI >
RL—RICEBNICERTDZEICE2T, VPNRRILOBREZHAAETT. HHIO ISAKMP N
FX=ZFRBENhDE, I—RBFROXY E—IJZRRLET,

Pending XAuth Request, Please enter the
following command: crypto ipsec client ezvpn xauth

crypto ipsec client ezvpn xauth AN > RZ AN TB2HXENF BV, ANTDEI—FRE/NRADT—
RARHShET, chlk, VPNIE ML —ZFTHREETNTVRI—HFHRE/NAT—RE—
BIBMBENBYNVET (ATYVTI7)o I—HRENADT—RIEEOETTEEEThDE, B
VONTX—=ZH =L, IPsec VPNRZIILARELET,

EZVPN (SJVPN) : Pending XAuth Request, Please enter the following command:
EZVPN: crypto ipsec client ezvpn xauth

!-——- Enter the crypto ipsec client ezvpn xauth command.

crypto ipsec client ezvpn xauth

Enter Username and Password.: padma
Password: : password

7L 1—b

CCTR, REODRS TN 1—F AV IERTEZBRERLET,
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NSTIN1—F4200EHOIOIVR

—#® show ANV RETZIRTY RN A BZ—FTVRZY—=)IICE2THR—RENTVET (&
BI1—YERH), COYV—IILEFATDEILELP2T, show AX REHOOMERERRT
EFEY,

X :debugdN > RERITITSDHEIIC, "debug ANV ROBEXEHRL 2SBLTLIEEV,

- debug crypto ipsec client ezvpn:EzVPN Client#$BE DR E L REEZ RITBHRERXRRLET,

- debug crypto ipsec : IPsec #EHICBET D TF/NY JBBERRLET,

- debug crypto isakmp:IPSeciE# CBE T2 TN Y JBERERRL, MHTEBREN BTV EHIC
EREhERYOEMEEY NRZRRLET,

. showdebug : EF/NY I A7 a>OREZRTLET,

debugdX > RO H A

crypto ipsec client ezvpn SIVPNIY > RZ AN TS £ F<IZ, EZVPN Clientld H—/X\ D #EHiZ
HAhET, JIL—TFRE Tconnect manualdY¥ > REEE TS5 5. crypto ipsec client ezvpn
connect SIVPNIX > RZAHXL T, H—NANO7OR—HYIILORBRERHBLET,

4d05h: ISAKMP (0:3): beginning Aggressive Mode exchange

4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) AG_INIT_EXCH
4d05h: ISAKMP (0:3): received packet from 172.16.172.41 (I) AG_INIT_EXCH
4d05h: ISAKMP (0:3): processing SA payload. message ID = 0

4d05h: ISAKMP (0:3): processing ID payload. message ID = 0

4d05h: ISAKMP (0:3): processing vendor id payload

4d05h: ISAKMP (0:3): vendor ID is Unity

4d05h: ISAKMP (0:3): processing vendor id payload

4d05h: ISAKMP (0:3): vendor ID seems Unity/DPD but bad major

4d05h: ISAKMP (0:3): vendor ID is XAUTH

4d05h: ISAKMP (0:3): processing vendor id payload

4d05h: ISAKMP (0:3): vendor ID is DPD

4d05h: ISAKMP (0:3) local preshared key found

4d05h: ISAKMP (0:3) Authentication by xauth preshared

4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65527 policy
4d05h: ISAKMP: encryption 3DES-CBC

4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 O0x9B

4d05h: ISARKMP (0:3): Encryption algorithm offered does not match policy!
4d05h: ISARKMP (0:3): atts are not acceptable. Next payload is 0
4d05h: ISARKMP (0:3): Checking ISAKMP transform 6 against priority 65528 policy

4d05h: ISAKMP: encryption 3DES-CBC

4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 O0x9B

4d05h: ISAKMP (0:3): Encryption algorithm offered does not match policy!
4d05h: ISARKMP (0:3): atts are not acceptable. Next payload is 0
4d05h: ISARKMP (0:3): Checking ISAKMP transform 6 against priority 65529 policy

4d05h: ISAKMP: encryption 3DES-CBC
4d05h: ISAKMP: hash MD5
4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared
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4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B

4d05h: ISAKMP (0:3): Encryption algorithm offered does not match policy!
4d05h: ISAKMP (0:3): atts are not acceptable. Next payload is 0

4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65530 policy

4d05h: ISAKMP: encryption 3DES-CBC

4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B

4d05h: ISAKMP (0:3): Encryption algorithm offered does not match policy!
4d05h: ISAKMP (0:3): atts are not acceptable. Next payload is 0
4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65531 policy

4d05h: ISAKMP: encryption 3DES-CBC

4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B

4d05h: ISAKMP (0:3): Hash algorithm offered does not match policy!
4d05h: ISAKMP (0:3): atts are not acceptable. Next payload is 0
4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65532 policy

4d05h: ISAKMP: encryption 3DES-CBC

4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B

4d05h: ISAKMP
4d05h: ISAKMP
4d05h: ISAKMP

( atts are acceptable. Next payload is 0

(

(
4d05h: ISAKMP (

(

(

(

processing KE payload. message ID = 0

processing NONCE payload. message ID = 0

SKEYID state generated

processing HASH payload. message ID = 0

SA has been authenticated with 172.16.172.41
4d05h: ISAKMP sending packet to 172.16.172.41 (I) AG_INIT_EXCH
4d05h: ISAKMP (0: : Input = IKE_MESG_FROM_PEER, IKE_AM EXCH

0ld State = IKE_I_AM New State = IKE_P1l_COMPLETE

4d05h: ISAKMP
4d05h: ISAKMP

O O O O O O o
w W ww wwww

4d05h: IPSEC (key_engine): got a queue event...

4d05h: IPSec: Key engine got KEYENG_IKMP_MORE_SAS message

4d05h: ISAKMP (0:3): Need XAUTH

4d05h: ISAKMP (0:3): Input = IKE_MESG_INTERNAL, IKE_PHASEl_COMPLETE

0ld State = IKE_P1_COMPLETE New State = IKE_Pl_COMPLETE

!--- Phase 1 (ISAKMP) is complete. 4d05h: ISAKMP: received ke message (6/1) 4d05h: ISAKMP:
received KEYENG_IKMP_MORE_SAS message 4d05h: ISAKMP: set new node -857862190 to CONF_XAUTH !---
Initiate extended authentication. 4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I)
CONF_XAUTH 4d05h: ISAKMP (0:3): purging node -857862190 4d05h: ISAKMP (0:3): Sending initial
contact. 4d05h: ISAKMP (0:3): received packet from 172.16.172.41 (I) CONF_XAUTH 4d05h: ISAKMP:
set new node -1898481791 to CONF_XAUTH 4d05h: ISAKMP (0:3): processing transaction payload from
172.16.172.41. message ID = -1898481791 4d05h: ISAKMP: Config payload REQUEST 4d05h: ISAKMP
(0:3): checking request: 4d05h: ISAKMP: XAUTH_TYPE_V2 4d05h: ISAKMP: XAUTH_USER_NAME_V2 4d05h:
ISAKMP: XAUTH_USER_PASSWORD_V2 4d05h: ISAKMP: XAUTH_MESSAGE_V2 4d05h: ISAKMP (0:3): Xauth
process request 4d05h: ISAKMP (0:3): Input = IKE_MESG_FROM_PEER, IKE_CFG_REQUEST 0ld State =
IKE_P1_COMPLETE New State = IKE_XAUTH_REPLY_ AWAIT 4d05h: EZVPN(SJVPN): Current State: READY
4d05h: EZVPN(SJVPN) : Event: XAUTH_REQUEST 4d05h: EZVPN(SJVPN) : ezvpn_xauth_request 4d05h:

EZVPN (SJVPN) : ezvpn_parse_xauth_msg 4d05h: EZVPN: Attributes sent in xauth request message:
4d05h: XAUTH_TYPE_V2 (SJVPN): 0 4d05h: XAUTH_USER_NAME_V2 (SJVPN) : 4d05h:
XAUTH_USER_PASSWORD_V2 (SJVPN) : 4d05h: XAUTH_MESSAGE_V2 (SJVPN) <Enter Username and Password.>



4d05h: EZVPN(SJVPN) : New State: XAUTH_REQ 4d05h: ISAKMP (0:3): Input = IKE_MESG_INTERNAL,
IKE_PHASE1l_COMPLETE 0ld State = IKE_XAUTH_REPLY_AWAIT New State = IKE_XAUTH_REPLY_ AWAIT 4d05h:
EZVPN (SJVPN) : Pending XAuth Request, Please enter the following command: 4d05h: EZVPN: crypto
ipsec client ezvpn xauth

!--- Enter the crypto ipsec client ezvpn xauth command.

crypto ipsec client ezvpn xauth

Enter Username and Password.: padma

Password: : password

!--- The router requests your username and password that is !--- configured on the server.
4d05h: EZVPN(SJVPN) : Current State: XAUTH_REQ 4d05h: EZVPN(SJVPN) : Event: XAUTH_PROMPTING 4d05h:
EZVPN (SJVPN) : New State: XAUTH_PROMPT 1721-1(ADSL)# 4d05h: EZVPN(SJVPN) : Current State:
XAUTH_PROMPT 4d05h: EZVPN(SJVPN) : Event: XAUTH_REQ_INFO_READY 4d05h: EZVPN (SJVPN) :
ezvpn_xauth_reply 4d05h: XAUTH_TYPE_V2 (SJVPN): 0 4d05h: XAUTH_USER_NAME_V2 (SJVPN) : Cisco_MAE
4d05h: XAUTH_USER_PASSWORD_V2 (SJVPN) : <omitted> 4d05h: EZVPN(SJVPN): New State: XAUTH_REPLIED
4d05h: xauth-type: 0 4d05h: username: Cisco_MAE 4d05h: password: <omitted> 4d05h: message <Enter
Username and Password.> 4d05h: ISAKMP (0:3): responding to peer config from 172.16.172.41. ID =
-1898481791 4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) CONF_XAUTH 4d05h: ISAKMP
(0:3): deleting node -1898481791 error FALSE reason "done with xauth request/reply exchange"
4d05h: ISAKMP (0:3): Input = IKE_MESG_INTERNAL, IKE_XAUTH_REPLY_ATTR 0ld State =
IKE_XAUTH_REPLY_AWAIT New State = IKE_XAUTH_REPLY_SENT 4d05h: ISAKMP (0:3): received packet from
172.16.172.41 (I) CONF_XAUTH 4d05h: ISAKMP: set new node -1602220489 to CONF_XAUTH 4d05h: ISAKMP
(0:3): processing transaction payload from 172.16.172.41. message ID = -1602220489 4d05h:
ISAKMP: Config payload SET 4d05h: ISAKMP (0:3): Xauth process set, status = 1 4d05h: ISAKMP
(0:3): checking SET: 4d05h: ISAKMP: XAUTH_STATUS_V2 XAUTH-OK 4d05h: ISAKMP (0:3): attributes
sent in message: 4d05h: Status: 1 4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I)
CONF_XAUTH 4d05h: ISAKMP (0:3): deleting node -1602220489 error FALSE reason "" 4d05h: ISAKMP
(0:3): Input = IKE_MESG_FROM_PEER, IKE_CFG_SET 0ld State = IKE_XAUTH_REPLY_SENT New State =
IKE_P1_COMPLETE 4d05h: EZVPN(SJVPN): Current State: XAUTH_REPLIED 4d05h: EZVPN(SJVPN) : Event:
XAUTH_STATUS 4d05h: EZVPN(SJVPN): New State: READY 4d05h: ISAKMP (0:3): Need config/address
4d05h: ISAKMP (0:3): Need config/address 4d05h: ISAKMP: set new node 486952690 to CONF_ADDR
4d05h: ISAKMP (0:3): initiating peer config to 172.16.172.41. ID = 486952690 4d05h: ISAKMP
(0:3): sending packet to 172.16.172.41 (I) CONF_ADDR 4d05h: ISAKMP (0:3): Input =
IKE_MESG_INTERNAL, IKE_PHASEl_COMPLETE 0ld State = IKE_P1l_COMPLETE New State =
IKE_CONFIG_MODE_REQ_ SENT 4d05h: ISAKMP (0:3): received packet from 172.16.172.41 (I) CONF_ADDR
4d05h: ISAKMP (0:3): processing transaction payload from 172.16.172.41. message ID = 486952690
4d05h: ISAKMP: Config payload REPLY 4d05h: ISAKMP(0:3) process config reply 4d05h: ISAKMP (0:3):
deleting node 486952690 error FALSE reason "done with transaction" 4d05h: ISAKMP (0:3): Input =
IKE_MESG_FROM_PEER, IKE_CFG_REPLY 0ld State = IKE_CONFIG_MODE_REQ_SENT New State =
IKE_P1_COMPLETE 4d05h: EZVPN(SJVPN): Current State: READY 4d05h: EZVPN(SJVPN) : Event:
MODE_CONFIG_REPLY 4d05h: EZVPN(SJVPN) : ezvpn_mode_config 4d05h: EZVPN (SJVPN) :
ezvpn_parse_mode_config_msg 4d05h: EZVPN: Attributes sent in message 4d05h: ip_ifnat_modified:
0ld_if 0, new_if 2 4d05h: ip_ifnat_modified: old_if 0, new_if 2 4d05h: ip_ifnat_modified: old_if
1, new_if 2 4d05h: EZVPN(SJVPN): New State: SS_OPEN 4d05h: ISAKMP (0:3): Input =
IKE_MESG_INTERNAL, IKE_PHASEl_COMPLETE Old State = IKE_P1l_COMPLETE New State = IKE_P1l_COMPLETE
4d05h: IPSEC(sa_request): , (key eng. msg.) OUTBOUND local= 172.16.172.46, remote=
172.16.172.41, local_proxy= 192.168.254.0/255.255.255.0/0/0 (type=4), remote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-3des esp-sha-hmac , lifedur=
2147483s and 4608000kb, spi= 0xE6DB9372(3873149810), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: IPSEC(sa_request): , (key eng. msg.) OUTBOUND local= 172.16.172.46, remote=
172.16.172.41, local_proxy= 192.168.254.0/255.255.255.0/0/0 (type=4), remote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-3des esp-md5-hmac , lifedur=
2147483s and 4608000kb, spi= 0x3C77C53D(1014482237), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: IPSEC(sa_redquest): , (key eng. msg.) OUTBOUND local= 172.16.172.46, remote=
172.16.172.41, local_proxy= 192.168.254.0/255.255.255.0/0/0 (type=4), remote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-des esp-sha-hmac , lifedur= 2147483s
and 4608000kb, spi= 0x79BB8DF4(2042334708), conn_id= 0, keysize= 0, flags= 0x400C 4d05h:

IPSEC (sa_request): , (key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local_proxy= 192.168.254.0/255.255.255.0/0/0 (type=4), remote_proxy= 0.0.0.0/0.0.0.0/0/0
(type=4), protocol= ESP, transform= esp-des esp-md5-hmac , lifedur= 2147483s and 4608000kb, spi=



0x19C3A5B2(432252338), conn_id= 0, keysize= 0, flags= 0x400C 4d05h: ISAKMP: received ke message
(1/4) 4405h: ISAKMP: set new node 0 to QM_IDLE 4d05h: EZVPN(SJVPN): Current State: SS_OPEN
4d05h: EZVPN(SJVPN) : Event: SOCKET _READY 4d05h: EZVPN(SJVPN): No state change 4d05h: ISAKMP
(0:3): sitting IDLE. Starting QM immediately (QM_IDLE ) 4d05h: ISAKMP (0:3): beginning Quick
Mode exchange, M-ID of -1494477527 4d05h: IPSEC(sa_request): , (key eng. msg.) OUTBOUND local=
172.16.172.46, remote= 172.16.172.41, local_proxy= 192.168.253.0/255.255.255.0/0/0 (type=4),
remote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-3des esp-sha-hmac ,
lifedur= 2147483s and 4608000kb, spi= OxB18CF1l1lE(2978803998), conn_id= 0, keysize= 0, flags=
0x400C 4d05h: IPSEC(sa_request): , (key eng. msg.) OUTBOUND local= 172.16.172.46, remote=
172.16.172.41, local_proxy= 192.168.253.0/255.255.255.0/0/0 (type=4), remote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-3des esp-md5-hmac , lifedur=
2147483s and 4608000kb, spi= OxA8C469EC(2831444460), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: IPSEC(sa_request): , (key eng. msg.) OUTBOUND local= 172.16.172.46, remote=
172.16.172.41, local_proxy= 192.168.253.0/255.255.255.0/0/0 (type=4), remote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-des esp-sha-hmac , lifedur= 2147483s
and 4608000kb, spi= O0xBC5ADSEE(3160069614), conn_id= 0, keysize= 0, flags= 0x400C 4d05h:

IPSEC (sa_request): , (key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local_proxy= 192.168.253.0/255.255.255.0/0/0 (type=4), remote_proxy= 0.0.0.0/0.0.0.0/0/0
(type=4), protocol= ESP, transform= esp-des esp-md5-hmac , lifedur= 2147483s and 4608000kb, spi=
0x8C34C692(2352268946), conn_id= 0, keysize= 0, flags= 0x400C 4d05h: ISAKMP (0:3): sending
packet to 172.16.172.41 (I) QM_IDLE 4d05h: ISAKMP (0:3): Node -1494477527, Input =
IKE_MESG_INTERNAL, IKE_INIT_QM 0ld State = IKE_QM_READY New State = IKE_QM_I_OM1 4d05h: ISAKMP:
received ke message (1/4) 4d05h: ISAKMP: set new node 0 to QM_IDLE 4d05h: ISAKMP (0:3): sitting
IDLE. Starting QM immediately (QM_IDLE ) 4d05h: ISAKMP (0:3): beginning Quick Mode exchange, M-
ID of -1102788797 4d05h: EZVPN(SJVPN) : Current State: SS_OPEN 4d05h: EZVPN(SJVPN): Event:
SOCKET_READY 4d05h: EZVPN(SJVPN): No state change 4d05h: ISAKMP (0:3): sending packet to
172.16.172.41 (I) QM _IDLE 4d05h: ISAKMP (0:3): Node -1102788797, Input = IKE_MESG_INTERNAL,
IKE_INIT QM Old State = IKE_QM READY New State = IKE_QM I QM1 4d05h: ISAKMP (0:3): received
packet from 172.16.172.41 (I) QM _TIDLE 4d05h: ISAKMP: set new node 733055375 to QM_IDLE 4d05h:
ISAKMP (0:3): processing HASH payload. message ID = 733055375 4d05h: ISAKMP (0:3): processing
NOTIFY RESPONDER_LIFETIME protocol 1 spi 0, message ID = 733055375, sa = 820ABFAQ0 4d05h: ISAKMP
(0:3): processing responder lifetime 4d05h: ISAKMP (0:3): start processing isakmp responder
lifetime 4d05h: ISAKMP (0:3): restart ike sa timer to 86400 secs 4d05h: ISAKMP (0:3): deleting
node 733055375 error FALSE reason "informational (in) state 1" 4d05h: ISAKMP (0:3): Input =
IKE_MESG_FROM_PEER, IKE_INFO_NOTIFY Old State = IKE_P1l_COMPLETE New State = IKE_P1l_COMPLETE
4d05h: ISAKMP (0:3): received packet from 172.16.172.41 (I) QM_IDLE 4d05h: ISAKMP (0:3):
processing HASH payload. message ID = -1494477527 4d05h: ISAKMP (0:3): processing SA payload.
message ID = -1494477527 4d05h: ISAKMP (0:3): Checking IPSec proposal 1 4d05h: ISAKMP: transform
1, ESP_3DES 4d05h: ISAKMP: attributes in transform: 4d05h: ISAKMP: SA life type in seconds
4d05h: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B 4d05h: ISAKMP: SA life type in
kilobytes 4d05h: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 Ox0 4d05h: ISAKMP: encaps is 1
4d05h: ISAKMP: authenticator is HMAC-MD5 4d05h: ISAKMP (0:3): atts are acceptable. 4d05h:

IPSEC (validate_proposal_request): proposal part #1, (key eng. msg.) INBOUND local=
172.16.172.46, remote= 172.16.172.41, local_proxy= 192.168.254.0/255.255.255.0/0/0 (type=4),
remote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 4d05h: ISAKMP (0:3):
processing NONCE payload. message ID = -1494477527 4d05h: ISAKMP (0:3): processing ID payload.
message ID = -1494477527 4d05h: ISAKMP (0:3): processing ID payload. message ID = -1494477527
4d05h: ISAKMP (0:3): processing NOTIFY RESPONDER_LIFETIME protocol 3 spi 1344958901, message ID
= -1494477527, sa = 820ABFAQ0 4d05h: ISAKMP (0:3): processing responder lifetime 4d05h: ISAKMP
(3): responder lifetime of 28800s 4d05h: ISAKMP (3): responder lifetime of Okb 4d05h: ISAKMP
(0:3): Creating IPSec SAs 4d05h: inbound SA from 172.16.172.41 to 172.16.172.46 (proxy 0.0.0.0
to 192.168.254.0) 4d05h: has spi 0x3C77C53D and conn_id 2000 and flags 4 4d05h: lifetime of
28800 seconds 4d05h: outbound SA from 172.16.172.46 to 172.16.172.41 (proxy 192.168.254.0 to
0.0.0.0 ) 4d05h: has spi 1344958901 and conn_id 2001 and flags C 4d05h: lifetime of 28800
seconds 4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) QM_IDLE 4d05h: ISAKMP (0:3):
deleting node -1494477527 error FALSE reason "" 4d05h: ISAKMP (0:3): Node -1494477527, Input =
IKE_MESG_FROM_PEER, IKE_QM EXCH Old State = IKE_QM_I_OMl New State = IKE_QM_PHASE2_COMPLETE
4d05h: ISAKMP (0:3): received packet from 172.16.172.41 (I) QM_IDLE 4d05h: ISAKMP (0:3):
processing HASH payload. message ID = -1102788797 4d05h: ISAKMP (0:3): processing SA payload.
message ID = -1102788797 4d05h: ISAKMP (0:3): Checking IPSec proposal 1 4d05h: ISAKMP: transform
1, ESP_3DES 4d05h: ISAKMP: attributes in transform: 4d05h: ISAKMP: SA life type in seconds
4d05h: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B 4d05h: ISAKMP: SA life type in
kilobytes 4d05h: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 Ox0 4d05h: ISAKMP: encaps is 1



4d05h: ISAKMP: authenticator is HMAC-MD5 4d05h: ISAKMP (0:3): atts are acceptable. 4d05h:
IPSEC (validate_proposal_request): proposal part #1, (key eng. msg.) INBOUND local=
172.16.172.46, remote= 172.16.172.41, local_proxy= 192.168.253.0/255.255.255.0/0/0 (type=4),
remote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 4d05h: ISAKMP (0:3):
processing NONCE payload. message ID = -1102788797 4d05h: ISAKMP (0:3): processing ID payload.
message ID = -1102788797 4d05h: ISAKMP (0:3): processing ID payload. message ID = -1102788797
4d05h: ISAKMP (0:3): processing NOTIFY RESPONDER_LIFETIME protocol 3 spi 653862918, message ID =
-1102788797, sa = 820ABFA0 4d05h: ISAKMP (0:3): processing responder lifetime 4d05h: ISAKMP (3):
responder lifetime of 28800s 4d05h: ISAKMP (3): responder lifetime of Okb 4d05h:
IPSEC (key_engine) : got a queue event... 4d05h: IPSEC(initialize_sas): , (key eng. msg.) INBOUND
local= 172.16.172.46, remote= 172.16.172.41, local_proxy= 192.168.254.0/255.255.255.0/0/0
(type=4), remote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-3des esp-
md5-hmac , lifedur= 28800s and 0Okb, spi= 0x3C77C53D(1014482237), conn_id= 2000, keysize= 0,
flags= 0Ox4 4d05h: IPSEC(initialize_sas): , (key eng. msg.) OUTBOUND local= 172.16.172.46,
remote= 172.16.172.41, local_proxy= 192.168.254.0/255.255.255.0/0/0 (type=4),
remote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 28800s and Okb,
spi= 0x502A71B5(1344958901), conn_id= 2001, keysize= 0, flags= 0xC
4d05h: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.46, sa_prot= 50,
sa_spi= 0x3C77C53D(1014482237),
!--- SPI that is used on inbound SA. sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2000 4d05h:
IPSEC (create_sa): sa created, (sa) sa_dest= 172.16.172.41, sa_prot= 50, sa_spi=
0x502A71B5(1344958901),
!--- SPI that is used on outbound SA. sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2001 4d05h:
ISAKMP (0:3): Creating IPSec SAs 4d05h: inbound SA from 172.16.172.41 to 172.16.172.46 (proxy
0.0.0.0 to 192.168.253.0) 4d05h: has spi 0xA8C469EC and conn_id 2002 and flags 4 4d05h: lifetime
of 28800 seconds 4d05h: outbound SA from 172.16.172.46 to 172.16.172.41 (proxy 192.168.253.0 to
0.0.0.0 ) 4d05h: has spi 653862918 and conn_id 2003 and flags C 4d05h: lifetime of 28800 seconds
4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) QM_IDLE 4d05h: ISAKMP (0:3): deleting
node -1102788797 error FALSE reason "" 4d05h: ISAKMP (0:3): Node -1102788797, Input =
IKE_MESG_FROM_PEER, IKE_QM EXCH Old State = IKE_QM_I_OMl New State = IKE_QM_PHASE2_COMPLETE
4d05h: ISAKMP: received ke message (4/1) 4d05h: ISAKMP: Locking CONFIG struct 0x81F433A4 for
crypto_ikmp_config_handle_kei_mess, count 3 4d05h: EZVPN(SJVPN): Current State: SS_OPEN 4d05h:
EZVPN (SJVPN) : Event: MTU_CHANGED 4d05h: EZVPN(SJVPN): No state change 4d05h: IPSEC (key_engine) :
got a queue event... 4d05h: IPSEC(initialize_sas): , (key eng. msg.) INBOUND local=
172.16.172.46, remote= 172.16.172.41, local_proxy= 192.168.253.0/255.255.255.0/0/0 (type=4),
remote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 28800s and 0Okb, spi= O0xA8C469EC(2831444460), conn_id= 2002, keysize= 0, flags= 0x4
4d05h: IPSEC(initialize_sas): , (key eng. msg.) OUTBOUND local= 172.16.172.46, remote=
172.16.172.41, local_proxy= 192.168.253.0/255.255.255.0/0/0 (type=4),
remote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 28800s and Okb,
spi= 0x26F92806(653862918), conn_id= 2003, keysize= 0, flags= 0xC
4d05h: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.46, sa_prot= 50,
sa_spi= OxXA8C469EC(2831444460),
sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2002
4d05h: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.41, sa_prot= 50,
sa_spi= 0x26F92806(653862918),
sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2003
4d05h: ISAKMP: received ke message (4/1)
4d05h: ISAKMP: Locking CONFIG struct O0x81F433A4 for
crypto_ikmp_config_handle_kei_mess, count 4
4d05h: EZVPN(SJVPN): Current State: SS_OPEN
4d05h: EZVPN(SJVPN) : Event: SOCKET_UP
4d05h: ezvpn_socket_up
4d05h: EZVPN(SJVPN) : New State: IPSEC_ACTIVE
4d05h: EZVPN(SJVPN) : Current State: IPSEC_ACTIVE
4d05h: EZVPN(SJVPN) : Event: MTU_CHANGED



4d05h: EZVPN(SJVPN): No state change

4d05h: EZVPN(SJVPN) : Current State: IPSEC_ACTIVE
4d05h: EZVPN(SJVPN) : Event: SOCKET_UP

4d05h: ezvpn_socket_up

4d05h: EZVPN(SJVPN): No state change

NSTIV>a—F 142490k % DBECisco I0S showdAI > R

1721-1(ADSL) #show crypto ipsec client ezvpn
Tunnel name : SJVPN

Inside interface list: Loopback0O, Loopbackl,
Outside interface: FastEthernetO

Current State: IPSEC_ACTIVE

Last Event: SOCKET_ UP

1721-1 (ADSL) #show crypto isakmp sa

dst src state conn-id slot

172.16.172.41 172.16.172.46 OM_IDLE 3 0

1721-1 (ADSL) #show crypto ipsec sa

interface: FastEthernetO
Crypto map tag: FastEthernet0O-head-0, local addr. 172.16.172.46
local ident (addr/mask/prot/port): (192.168.253.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer: 172.16.172.41

PERMIT, flags={origin_is_acl,}

#pkts encaps: 100, #pkts encrypt: 100, #pkts digest 100
#pkts decaps: 100, #pkts decrypt: 100, #pkts verify 100
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed:

#send errors 0, #recv errors 0

local crypto endpt.: 172.16.172.46, remote crypto endpt.: 172.16.172.41
path mtu 1500, media mtu 1500
current outbound spi: 26F92806

inbound esp sas:
spi: OxXA8C469EC(2831444460)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow_id: 3, crypto map: FastEthernetO-head-0
sa timing: remaining key lifetime (k/sec): (4607848/28656)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0x26F92806(653862918)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow_id: 4, crypto map: FastEthernetO-head-0
sa timing: remaining key lifetime (k/sec): (4607848/28647)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

0



outbound pcp sas:

local ident (addr/mask/prot/port): (192.168.254.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 172.16.172.41

PERMIT, flags={origin_is_acl,}
#pkts encaps: 105, #pkts encrypt: 105, #pkts digest 105
#pkts decaps: 105, #pkts decrypt: 105, #pkts verify 105
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed:

#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.46, remote crypto endpt.: 172.16.172.41

path mtu 1500, media mtu 1500
current outbound spi: 502A71B5

inbound esp sas:

spi: 0x3C77C53D(1014482237)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow_id: 1, crypto map: FastEthernetO-head-0

sa timing: remaining key lifetime (k/sec): (4607847/28644)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0x502A71B5(1344958901)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow_id: 2, crypto map: FastEthernetO-head-0

sa timing: remaining key lifetime (k/sec): (4607847/28644)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:

FPOTATBRRLODIVT

ROIANY RZEFEALT, RRIILETIVTTEXRT,

- clear crypto isakmp
- clear crypto sa
- clear crypto ipsec client ezvpn

0

¥ :VPNIVEY RL—2&EALTEY S 32057 NT 32, [Administration] >
[Admin Sessions]MMEIC®BIR L . [Remote Access Session] T 1—H %i#IR L Tllogout]Z oY o

LEXY,

VPN3000 >t NL—2OFT/NV YT




AR NEROEENREL B EICE, [Configuration] > [System] > [Events] > [Classes]® JE L
BRLT, COTFNYTZBMILET,. RRENTVBR VAN BEOREICKRILLEVES
. BICOTZAZEBMTEET,

This sechon lets you configure special handiing of specihic event classes.
| SHdanagament Protocols Chek the Add button to add an event class, or select an event class and chek Mg

—Ganaral Cheke here to conheure general event parameters

—Irs0 Destrations Configured
——Gy sy SErVETS Event Classes Actions
——EMIF Servers M
I[KE
_mi IKEDBG

—(EHzer Monngement Modity

EHAdministr ation Osisls

XEVHOBREDAARY NOTZRTRTSICIE. [Monitoring] > [Filterable Event log]Z#RL ., 4
RNIZA, EXE, IPPRLABETTAIIZAEICLET,

LONMMGUranorm | Amminisimangn

HrhCnafiguration
e
Honitoring
—Feouting Tabie .
| Dynemic Fiters Select Filter Options
% Event Class All Classes Severities
ALT 1 -
ALITHDBEG 2
A ALTHOECODE : -
—AEeTsions
— i Sadistics Client IP Address [1.0.00 Events/Page [100 =]
Group [<ai= =] Direction [OldestioNewest 3
it | «a| »»| ppi| Getlog | Sevelog| Clesrlog |

IPsec7’'0 K D)L O fFEFHESHRZ R R T S ICIE. [Monitoring] > [Statistics] > [IPSec]ZBIRL £ 7.
CcODI42RIICE, VPNIYE NL—ENRRICEBEZEVEY hEhThHS, BRED
IPsech > X EEEIPsec7 VT 1 ET 1 OFFTBHRAIRRENET T, ChsOFKEFHERE.
IPsec7O0—F_ZXRJ>2IMBRIETFRZ 7 MCE#HL TVWET, [Monitoring] > [Sessions] >
[Detail]? 1 > K IZEIPsecT— AR TRENET,



Reset g# Refreshifl

IKE {(Phase 1) Statistics IPSec (Phase 2) Statistics
Active Tunnels 1 Active Tunnels 2
Total Tunnels 122 Total Tunnels 362
Received Bytes 2057442 Received Bytes 0
Sent Bytes 332256 Sent Bytes 1400
Received Packets 3041 Received Packets 0
Sent Packets 2128 Sent Packets 5
Received Packets Dropped 1334 | Received Packets Dropped 0
Sent Packets Dropped 0 Received Packets Dropped 0

Received Notifies 15 (Anti-Replay)
Sent Notifles 7254 Sent Packets Dropped 0
Received Phase 2 Exchanges 362 Inbound Authentications 0
FTREDRE

. Cisco I0S)IL—ZA'AG_INIT_EXCHIREDFEEICBE D, NTZTIN1—TFT 1T &2T58IEF.
RO REMFEAL TIPSecd &K ISAKMPT/NY J & 74> ICLE 9, debug crypto
ipsecdebug crypto isakmpdebug crypto ezvpnCisco IOSIL—X TldE, RO K SICRTENE
ER

5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP
5d16h: ISAKMP

: beginning Aggressive Mode exchange

: sending packet to 10.48.66.115 (I) AG_INIT_EXCH

: retransmitting phase 1 AG_INIT_EXCH...

: incrementing error counter on sa: retransmit phase 1
: retransmitting phase 1 AG_INIT_EXCH

: sending packet to 10.48.66.115 (I) AG_INIT_EXCH

: retransmitting phase 1 AG_INIT_EXCH...

: incrementing error counter on sa: retransmit phase 1
: retransmitting phase 1 AG_INIT_EXCH

: sending packet to 10.48.66.115 (I) AG_INIT_EXCH

: retransmitting phase 1 AG_INIT_EXCH...

: incrementing error counter on sa: retransmit phase 1
5d16h: ISAKMP : retransmitting phase 1 AG_INIT_EXCH

5dl16h: ISAKMP :9): sending packet to 10.48.66.115 (I) AG_INIT EXCH

VPN 3000t ML —R Tk, XauthH"BETT, L, BRREhE7OR—FILE
XauthZHR—K L TWEB A, XauthONFRIAANEEENTVD L ZRFELET. NP
REZEEMZL, BIORI)—=223 Yy NOKSIZ, IKEZOR—HILORIEE— RH
Preshared Keys (Xauth)iCEREE N TWVWB & 2L ET, [Madify]z 27Uy oL T, X
ZmELET,

cNATD—RHFELLSBHYEHA, Cisco lOS)L—AIZ Tnvalid Passwordy XY £—2 A &R R
EhFE¥FHA, VPNI 2 ML —Z T, Received unexpected event
EV_ACTIVATE_NEW_SA in state AM_TM_INIT_ XAUTHE RREhDBEFHYET., /VR
D—RAELWVWZEZBRLET,

cA—HEHNELLBEV, CiscolOSIL—F T, NAT—RAEE>TVREHEER., ROKS%K
FNY ITHFRERENET, VPNI 2 b L — X TAuthentication rejected: Bl=1—4"—#
RO2PWEEBATLE,

O O O O O O O o o o o o o

O VW VW VW VW VW VW W VW LWLV
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BYE1E ¥R

. Cisco VPN 3000 ¥ )—X >+ AL —REBTRHR—K X—Y
. Cisco Easy VPNUE—h 7 T —XII

. Cisco VPN 3000 =X V9FAF > NCHTBYR—b R=D

- 1PSec XA T—>32VIKEZORIJNICBETRYR—K R—T
cTOZHhIL BHR—bE RFI XD - Cisco Systems
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