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B=

O RFIXDKNTIE, Cisco VPN Client A5 PIX ADEZEICHEILET Nz IPSec N RILFT—
REBTENTEBRVEVSHELCHBL, TOMARRICOVTHALET,

VPN IS AT RDS PIXDERICHD LAN EORANIZ ping £IE Telnet TERVEAR

VPNISA T RNEPIXBETHEILENE IPSec R RILTTF—2E2EEBEVWEVSEHRAE
%E%Ebi?oOiU\WW7347>htPM@E%%?-QEVUWU?%:&#T%?
BA. CORRKRIEF, PIXIZ, JL— aiermwﬁP%chyintvmu7347>h#ﬁﬁi
BEHICHRELET, nat0 &, LAN B IPSec ET 0)7\97'4 VYOBSYY7TORAEDTIOEA
OA2MA—=)IL VAN (ACL) FRILBRETHDE, FT—RZETCENTELRLLABYET,

LI Sua

B
CORFIXZNCHBOEHESY FH A,

FATRIR—Fb

CORFIXVRNOBERE. ROVIKRIITEN—RIITON-IIVICETVTVET,



. Cisco Secure PIX Firewall 6.0.1

. CiscolOS® V7 ko7 J1)—RA 12.2(6) N"#&E T % Cisco 1720 JL—2Z
CORFIXYNOERE. BEDTRREICLHDTFNAAICETVTEREhELLE, COR
FAIXRNTERATIINTOTNAARG, FIA(F7 4D ) REVREL SEBLTVERT
o WROXY ND—INEBREBFRTHIDEHEEICE., EOXSBIANRIZODVTE, TOEBEMN

FE OV THRIEBLTIE<KBENHBYUET,

Eq’

p; 3

REFIXDNREOFBICOVWTR, RO TININTAYTADOREFES Z2ZRUTE

=L,

PXDORSTINa—F4142T

XY hI—=OK

192.168.4.3

192.168.4.50 172.16.172.34

PIX Firewall

Host

BED & % & EH

172.16.172.39 10.10.10.1

> <1

Router

171.69.89.120

VPN Client

PIX 520

pix520-1#write terminal
Building configuration...
: Saved

PIX Version 6.0(1)

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname pix520-1

domain-name vpn.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720
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fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

!-—-—- Access-List "“140” defines interesting traffic to
bypass NAT for VPN !--- and defines VPN interesting
traffic. This is incorrect. access-list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0 255.255.255.0
access-list 140 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

logging on

logging console debugging

logging monitor debugging

logging buffered debugging

logging trap debugging

logging history debugging

logging host outside 192.168.2.6

interface ethernet(0 auto

interface ethernetl auto

mtu outside 1500

mtu inside 1500

!--- IP addresses on the outside and inside interfaces.
ip address outside 172.16.172.34 255.255.255.240

ip address inside 192.168.4.50 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm history enable

arp timeout 14400

global (outside) 1 172.16.172.57 netmask 255.255.255.255
!--- The nat 0 command bypasses NAT for the packets
destined over the IPsec tunnel.

Nat (inside) 0 access-list 140

Nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323

0:05:00 sip

0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

AAA-server RADIUS protocol radius

AAA-server mytest protocol tacacs+

AAA-server nasir protocol radius

snmp-server host outside 192.168.2.6

no snmp-server location

no snmp-server contact

snmp-server community public

snmp-server enable traps

floodguard enable

!--- The sysopt command bypasses conduits or ACLs that
check to be applied !--- on the inbound VPN packets
after decryption.




sysopt connection permit-ipsec

no sysopt route dnat

!--- The crypto ipsec command defines IPsec encryption
and authen algo.

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
!--- The crypto map commands define the IPsec !---
Security Assocation (SA) (Phase II SA) parameters.
crypto map mymap 5 ipsec-isakmp

crypto map mymap 5 match address 140

crypto map mymap 5 set peer 172.16.172.39

crypto map mymap 5 set transform-set myset

crypto map mymap 10 ipsec-isakmp dynamic dynmap

crypto map mymap interface outside

isakmp enable outside

!--- The isakmp key command defines the pre-shared key
for the peer address.

isakmp key ******** address 172.16.172.39 netmask
255.255.255.255 no-xauth

no-config-mode

isakmp identity address

!--- The isakmp policy defines the Phase 1 SA
parameters.

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

isakmp policy 20 authentication pre-share
isakmp policy 20 encryption Des

isakmp policy 20 hash sha

isakmp policy 20 group 1

isakmp policy 20 lifetime 86400

vpngroup vpn3000 address-pool ippool
vpngroup vpn3000 idle-time 1800

vengroup vpn3000 password ***x**x*x%

telnet 192.168.4.0 255.255.255.0 inside
telnet 171.69.89.82 255.255.255.255 inside
telnet timeout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255.255.255.0 outside

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal width 80
Cryptochecksum:55948dc706cc700e9c10eld24a8bl25¢c

EEOHBIHRETE, ¥RMNZ T 1Y D, RIEELAN-to-LANM RV AICES{LEND RNZ T 1

Y JlE, ACL140ICK > TERENE T, FRETIE, nat OACLERIUACLZHERAL XY,

— R A X2 b DJEFDE

IPNTY R PIXDODREFAZ—TIAACEBEITDE, FYNT—D T RLAZH
(NAT ) FBREEThET. TORT, BEIYT O ACL AIREENET,

- nat0 NEMABE. nat 0ACL Ik NAT ILEHBVEDZERLFT, nat0 IV KA® ACL
K. PIX E®D NAT LA EBCE>TVWRIEERAT RLAERET RLAZERLET,



TS, EEXTRLAEEBAETZ RLAN nat0 AN RTEBRENIEACLE—HTDIP
NTY I\(d: PX EQOIXTHONATIL=ILZXANALET, T4 R—KN T RLAZE
ALTPIX £EBIO VPN FNA ABIC LANB R RN ZRETHICE, nat0 IV RZEHE
BHUTNAT ZNNXANALET, PX 77AT7IA=ILLEDOIL—=IIZE2TTSAR—=KNT
RLA NAT ICEFNBOVKRSICHBRENETHN, ZOIL—ILH IPsec N XILEANALTY
E—MNLAN ICBRAZNET,

-BS ACLOERAAE. NATAZV AR IVEIL, ARFAEZ—T I/ RAIZEBELLEEIP
NTY NODIEBREBENART AV IVBEIVTERAFTIVIRBEIV I TERE NI
ACLE—BTBINEDINN PIX TREESNET, PXHNACLEO—HZKRETSE, PIXIF
ROFEOWThAEEITLET, NTFT14YIHDET IPSec /N1 RAED IPSec ¥ 1
D74 PIYSI—232 (SA) FEEBESATVEVEESE, PIX A IPsec X2 I —2
AVERABLET, SANFBEEIIDE, PXHANTY NERESILLT, Th%E IPSec b
ZLENLTIPsec ETICEELET, TTICETED IPSec SANBEEhTVWRHER
 PXAIPINTY NEBESILLT, ThEET IPSec /N1 AICEEFELET,

AHAFZYYO ACL, VPN IS A4TF > MY IPSec ZFERAL T PIX ICEHETHE., TO IPSec
BEORKNTTAVIRERTDLEOICHERITIEEBRT RLALRE AT RLAZEEL
EAA4F3Y 9 ACL Z PIX I"ERRL E£ 9,

PX LORBBEBEDZ—HEDAR NOER

K< HBBREDNKRYE, nat0 EART AV IBESIYTICEAU ACL Z2FRATRETT, <O
€023 TR, ChHN IS5 RCIERCHABEOEBREECODVWTIHALET,

COPIXERER, IPNTYRRYNT—2 192.168.4.024 5% Y hT—% 10.10.10.0/24 &
10.1.2.0/24 (IP O—A)N 7F—)l ipool TEBENEZXY RT—TJ PRLA) CBBHLEEEIC
nat 0 ACL 140 A" NAT ZNANNAFTB & ZRLTVWET, AT, ACL 140 GRET
172.16.172.39 DART A Y VSNV TORKRNZ 71V U ZERLE T,

IP/NTY KA PIXAZFHA 2V RXA—T I/ AICHBETDE, NATRENZETLTHAS, PXHAEST
Y7HANDACLZRELET, PXIE, 1 VAZABBNIRPOBEIY THASHOET, _h
X, BIOBDOAZTAY IBEIYTILEPNDAV AR ABENE ) HTESNATWVWRLEHTH
. ACL 140 AMREETNET. R, T FIVIBSIVYTDOHAFIY U ACL FfaEE h

£9, CORETIE., ACL 140lk, XY NJ—%192.168.4.0 /24H 5% Y K —%10.10.10.0/24
0B RT10.1.2.0 /24 ICEBEENBDRT T AV I EBENTDELDICERENATVET, L,

LAN-to-LANKR > X Tlk, ZY R —%2192.168.4.0 /24£10.10.10.0 24D KRS T 1Y I D &
EES{LLET,

PX EOBEBEEBZD—EOA R NDOERE

DFAT RN PIXAD IPsec e 2L TDE, IPO—HAIL T—=IASIPFTRLANENV) Y
TSNET, COBITR, 95472 MNI1012AKE) BTSN TVWET, < Dshow crypto
mapdX > ROHBIERITRSIC, PIXEAMFZIYIACLEERLET,

Crypto Map "mymap" 20 ipsec-isakmp

Peer = 171.69.89.120

access-list dynacl2 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0)
dynamic (created from dynamic map dynmap/10)

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N



Transform sets={ myset, }

Crypto Map "mymap" 30 ipsec-isakmp

Peer = 171.69.89.120

access-list dynacl3 permit ip any host 10.1.2.1 (hitcnt=0)
dynamic (created from dynamic map dynmap/10)

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds
PFS (Y/N): N

Transform sets={ myset, }

pix520-1(config) #

show cryptomap N> RTR, ARXT A Y IEEIYVTERREIET,

Crypto Map: "mymap" interfaces: { outside }

Crypto Map "mymap" 5 ipsec-isakmp

Peer = 172.16.172.39

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=45)

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.1.2.0 255.255.255.0
(hitcnt=84)

Current peer: 172.16.172.39

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

Transform sets={ myset, }

DZAT > NEPIXOBICIPsech > RIHNBIUENDE, JTAT 2 MERARM192.168.4.3\D
pingZABALET, TIOA—ERZZETHE, KAPM192.168.4.3lFdebug icmp traceAN > KD
ROHEIHFRT &S ICecho-reply THELE T,

27: Inbound ICMP echo request (len 32 id 2 seq 7680)
10.1.2.1 > 192.168.4.3> 192.168.4.3

28: Outbound ICMP echo reply (Len 32 id 2 seq 7680)
192.168.4.3 >192.168.4.3 > 10.1.2.1

29: Inbound ICMP echo request (Len 32 id 2 seq 7936)
10.1.2.1 > 192.168.4.3> 192.168.4.3

30: Outbound ICMP echo reply (Len 32 id 2 seq 7936)
192.168.4.3 >192.168.4.3 > 10.1.2.1

LAL, TO—RBER VPN S A TR (KA 101.21) CEZEE I, ping FEKLET
o =k, PIX Tshowcryptoipsecsa VX RZFEAL THRRTEXRT, OB, PIXH
VPN OSA T RDSREEENE 120 BONT Y NEEETIHN, N7y NERBESLLEY,
EFILENENTYREDTSATURNIEGLEYLTVWEVWCEZRLTVWET, TDI2H,

Hh7EILENENTY ROBIE 0 T,

pix520-1(config) #show crypto ipsec sa

interface: outside

Crypto map tag: mymap, local addr. 172.16.172.34

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0)

current_peer: 171.69.89.120

dynamic allocated peer ip: 10.1.2.1

PERMIT, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0

!--- No packets encrypted and sent to client. #pkts decaps: 120, #pkts decrypt: 120, #pkts
verify 120

l--- 120 packets received from client. #pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors O



local crypto endpt.: 172.16.172.34, remote crypto endpt.: 171.69.89.120
path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: 33a45029

inbound esp sas:

spi: 0x279fc5e9(664782313)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 5, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4607985/27809)
IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound pcp sas:

outbound ESP sas:

spi: 0x33a45029(866406441)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 6, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4608000/27809)
IV size: 8 bytes

replay detection support: Y

outbound ah sas:

outbound PCP sas:

local ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer: 172.16.172.39

PERMIT, flags={origin is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10
#ipkts decaps: 23, #pkts decrypt: 23, #pkts verify 23
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. Failed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.16.172.34, remote crypto endpt.: 172.16.172.39
path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: f264e92c

inbound ESP sas:

spi: 0x2772b869(661829737)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4607997/2420)
IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound PCP sas:

outbound ESP sas:

spi: 0xf264e92c(4066699564)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4607999/2420)
IV size: 8 bytes

replay detection support: Y

outbound ah sas:

outbound PCP sas:

¥ RANI9216843N T A—ERICHRETDE., IPXTY NEPIXORZA > RZ—T T4 AIZ
FELET,

38: Outbound ICMP echo reply (Len 32 id 2 seq 8960)
192.168.4.3 >192.168.4.3 > 10.1.2.1

IPINTY RAABA 2 Z—TIAAICEETDE, PIXH nat0 ACL 140 ZHREL T, IPNNT Y



NOEERT RLAEBETRLANACLE—BITBHCEZHRBLET, TOLEH, ZDIP/N
TYREPIX EQOITXNTONATIL=ILZNAINALET, RIZ, S ACL MBREEhFT, A
BTAYIVEBEIVTIERPOA VAR ABSHNEHTSNTVWS 2, TD ACL N &)
ICBREBEENET, COBITRARTAYIBEEIY 7IZ ACL 140 AMMERAE A TVWS®H, PIX &
COACLERELET, IPNTY NOEFERXTT KL AWF192.168.4.3, 3E%kF10.1.21TT, <
(FACL 140& —B T2 ®, PIXEZOIP/NTY NAETFT172.16.172.39& M LAN-to-LAN IPSec b
VERILZERELTVREZRAETT (CNFENERERBRYET ), TDLEH, PIXIE, SATF
—BAR—AZRELT, CORNFT7T1YIOHDODET 172167239 ED SAN T TICFEETIHLE
SHhawEFELET, showceryptoipsecsa AV ROHOAFRTELSIC, CONFT71YIRAD
SABEFEELEEBA. PXIFE. N7y hNZRESHLEY, NTYRNZE VPN ISAT > MIEEL
EYLEBA, RDYIC, COHINRTEDIC, ET 172.16.172.39 EDBID IPsec T T
—2arvzEEBRLET,

crypto_isakmp_process_block: src 172.16.172.39, dest 172.16.172.34

return status is IKMP_NO_ERR_NO_TRANS02303: sa_request, (key eng. msg.)
src= 172.16.172.34, dest= 172.16.172.39,

src_proxy= 192.168.4.0/255.255.255.0/0/0 (type=4),

dest_proxy= 10.1.2.0/255.255.255.0/0/0 (type=4), protocol= ESP, transform=
ESP-Des esp-md5-hmac , lifedur= 28800s and 4608000kb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

702303: sa_request, (key Eng. msg.) src= 172.16.172.34, dest=
172.16.172.39, src_proxy= 192.168.4.0/255.255.255.0/0/0 (type=4),
dest_proxy= 10.1.2.0/255.255.255.0/0/0 (type=4), protocol= ESP, transform=
ESP-Des esp-md5-hmac , lifedur= 28800s and 4608000kb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

ISAKMP (0): sending NOTIFY message 36137 protocol 1

return status is IKMP_NO_ERR_NO_TRANSIPSEC (key_engine): request timer
fired: count = 2,

(identity) local= 172.16.172.34, remote= 172.16.172.39,

local_proxy= 192.168.4.0/255.255.255.0/0/0 (type=4),

remote_proxy= 10.1.2.0/255.255.255.0/0/0 (type=4)

ROEBHT IPsec XA I —>3a R@EBMLUET,

BT 172.16.172.39 &, BN Y7 EF 172.16.172.34 A 70O ACL HORR KNS T 1 v o &
LT, XY ND—210.10.10.0/24 & 192.168.4.0/24 DA ZEHZL TVET,

L2 DOQOETEO IPsec XA I—>a>rdiE7OF> DA —HLEEA,

CETARISI—2a>EMKBRL, O—HILERET Perfect Forward Secrecy ( PFS ) Z1EE
T3EEE., ETVHN PFS RVZRITIBIMLENBYVET, XITLAA 2 £HBEE, RO2T
—2aAUNKRBULET, O—DIIRBRETIIL—THFEEETLTVEVEEE, FJIL—710
FI7AIRDREEN, TIN—"T1EKEEIN—T20F77—HFZHtAnshEzd, O—
DUNBETIL—T 2N EEEThTVEIEBEEE., TOTIL—THFETOFT77—ICEENT
WBRRENFHYVET, EFAhTVWEVEERE, XO>I-2a FfKBLET, O—AHI)L 3
7 4F 1L =23 UTPFSABEENATVWEVEERE, E7ASOPFSOFT77 =47
RNTEFEHFANSNET, 1024 EY MO Diffie-Hellman 7254 L B2 1S5A JIN—T7TH>
IIN=T2@TIN—T1&VEBVEFIVTAZREHLET, LEL, TJIL—T1&UE
MBEEARSAZVYVET, ¥ :cryptomapsetpfs ANV RiE, COVUTRIVYTIURY
CHLTHLUWVSAZERTZHEEIC, PFSEERTEHKSIZIPSecZERELF T, IPSec H
SPFSZERLABVKLSICIEETSICIE. nocryptomapsetpfs IV RZEFEALEY. <
DN RE, IPsec-ISAKMP BEEX Y 7 IRV ERAFIVIRBEIVI I NJICD
KERATEEXRT, F74ILBNTR, PFSREREREhEHBA. PFSZFERATDE, FLL SA
HFERIADI—RhENB T, FHL LV Diffie-Hellman XA 1THhNhET, TOisH, LB
BARKABVYVET, PFSZFEATRE, EFXF1UFHFESIC@MELET, 1 20F—HK
BEILE2>TIOTYVIENEBETE, REChDORETOF—TCTEBENLTF—FLETIC



BR3EHTT, FAI—avwhic, COOXRVREEATIE, BEIXY T IVNUA
DEFL L SA EERTBHEZ( IPsec H* PFS ZERLE T, setpfs AF—R XY NTH)L—
TEBELERD 2 =BERE. T7AUN(TV=—T1) FEBEIET. X PXT7A4TY
F=)hSRETN, E—OUE—RNETTRIFETDIEHORNIIDNPIXTZATI4—=)
CHdHE, VE—RNETEDIKERIDS I3 AN T T20EMNIHYET, O
Bk, PFSHAEMIZA>TVT, O—AIL ETHFZHORKF—BEREREZERL LBE
ICRELET, COBMBENIrRELLEBERE., RALATIRNNFRET DD, clear [crypto]
isakmpsa N REE>TFHTIOUFTITHET, IKESAFEHLERBA. ZHOETA
DZEBOR DRI, EFEEEUMN ZXILEZRHELTVRZROVZA TN EFE>TEHRES
NEPXT77A470x=)L 12y M, COBBOHEZZTEEA, RENFEZZTS
B4 &, crypto map mapname seqnum set pfs AV RE#E>T PFS ZB%MICLET,
PIX EDQIPNNTY NE, REWICEEEENET,

Vya—=<a>oEMi

COIS—%BETRENEAEZER. nat 0 BERXRTAYIREEIYTHD 2 DORIED ACL
EERTRDETT, CchETSICE. COBDBINTRTESIC, nat0 AN RA® ACL 190
EEHMLT, AZTAYVIORBNYZAICEBEZNE ACL140 EFEALET,

PIX 520-1

pix520-1(config) #
pix520-1(config) #fwrite terminal
Building configuration...

: Saved

PIX Version 6.0(1)

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 2KFQnbNIdI.2KYOU encrypted

passwd 2KFQnbNIdI.2KYOU encrypted

hostname pix520-1

domain-name vpn.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

I-—— Access list 140 defines interesting traffic in
order to bypass NAT for VPN. access-list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
!-—-- Defines VPN interesting traffic. access-list 190
permit ip 192.168.4.0 255.255.255.0
10.10.10.0255.255.255.0

access-list 190 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

logging on

logging console debugging

logging monitor debugging

logging buffered debugging

logging trap debugging




logging history debugging

logging host outside 192.168.2.6

interface ethernet0 auto

interface ethernetl auto

mtu outside 1500

mtu inside 1500

ip address outside 172.16.172.34 255.255.255.240
ip address inside 192.168.4.50 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm history enable

arp timeout 14400

global (outside) 1 172.16.172.57 netmask 255.255.255.255
!--- The nat 0 command bypasses NAT for the packets
destined over the IPsec tunnel..

Nat (inside) 0 access-list 190

Nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323

0:05:00 sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

AAA-server TACACS+ protocol tacacs+

AAA-server RADIUS protocol radius

AAA-server mytest protocol tacacs+

AAA-server nasir protocol radius

snmp-server host outside 192.168.2.6

no snmp-server location

no snmp-server contact

snmp-server community public

snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transform-set myset ESP-Des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
!--- The crypto map commands define the IPsec SA (Phase
IT SA) parameters.
crypto map mymap 5 ipsec-isakmp

crypto map mymap 5 match address 140

crypto map mymap 5 set peer 172.16.172.39
crypto map mymap 5 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap interface outside

isakmp enable outside

isakmp key ******** gddress 172.16.172.39 netmask
255.255.255.255 no-xauth

no-config-mode

isakmp identity address

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption Des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

isakmp policy 20 authentication pre-share




isakmp policy 20 encryption Des

isakmp policy 20 hash sha

isakmp policy 20 group 1

isakmp policy 20 lifetime 86400

vpngroup vpn3000 address-pool ippool

vpngroup vpn3000 idle-time 1800

vpngroup vpn3000 password **x**x*x#*

telnet 192.168.4.0 255.255.255.0 inside

telnet 171.69.89.82 255.255.255.255 inside
telnet timeout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255.255.255.0 outside

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal width 80
Cryptochecksum:e2cb98b30d3899597b3af484faedf9ae
: end

[OK]

pix520-1(config)# pix520-1(config) #show crypto map

EENTTLT, 94T RN PIXED IPSec N XIL%ZRIL =5, show crypto map IV
VRERBTLET, COOXVRICEIT, AXTAVIBESIY T TR, ACL140 ICK2TE
BENBIHRRNZT T4V 08, T2 DOBEERE 27 192.168.4.0/24 £ 10.10.10.0/24 IF 3 TH B
ENRENES, AT, FAFIVI TFIOEAVANE, RRNSZ T4V INISA4T N

(10.1.2.1) & PIX (172.16.172.34 ) E LTEHEEhTLWBEERLTVET,

pix520-1(config) #show crypto map

Crypto Map: "mymap" interfaces: { outside }

Crypto Map "mymap" 5 ipsec-isakmp

Peer = 172.16.172.39

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=57)

Current peer: 172.16.172.39

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

Transform sets={ myset, }

Crypto Map "mymap" 10 ipsec-isakmp

Dynamic map template tag: dynmap

Crypto Map "mymap" 20 ipsec-isakmp

Peer = 171.69.89.120

access-list dynacl4 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0)

dynamic (created from dynamic map dynmap/10)

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

Transform sets={ myset, }

Crypto Map "mymap" 30 ipsec-isakmp

Peer = 171.69.89.120

access-list dynacl5 permit ip any host 10.1.2.1 (hitcnt=13)

dynamic (created from dynamic map dynmap/10)

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

Transform sets={ myset, }

VPN 254 7>~ 10.1.2.1 H7RA KN 192.168.4.3 IZ ping Z#ETHE. TI—BEHN PIX DR
WA R—TITARAICEELET, PIX &, nat0 ACL 190 ZREL T, IP /84 ¥ R ACL &—
BB ZzHRBELET, TOLEH, NTYRNEPIXEDO NATIIL=ILZNNA/NALET, KRIC
. PIXHARTAYIBEEY Y7 ACL140 ZRELT—BI2L0ERLET. SEE. P/
Y NDEFITETWAENACL140E—HLABWVED, PXEEAFIYIACLZFIVILT—HT
ZENERDTET, TOHET, PIXIE SATF—AR—AEREL T IPsecSAKISATURE



FTTICHEALTNTVIDNESHZHERLET, 94T NETTIC PIX £ IPSec #Eii 2L
LTWB7i®, IPsecSAHFFELET, TORT, PXBENTY NEES{ELL T, Th%ZE VPN
DTAT U NIREELET, PIX DS D showcryptoipsecsa AN ROWEHhEFEAL T, N7
Y NFBES{tEeh, BSLchEC L Z2BRBLET, COT—ATE. PX 16 BONTY &
E51LLT, ThS8ZI9SATUNIEEBLTVWES, £, VPN ISATURASHES{LEN
ENTYNEZELT, 16 AONTY NEESILLEL L,

pix520-1(config) #show crypto ipsec sa

interface: outside

Crypto map tag: mymap, local addr. 172.16.172.34

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0)
current_peer: 171.69.89.120

dynamic allocated peer ip: 10.1.2.1

PERMIT, flags={}

#ipkts encaps: 16, #pkts encrypt: 16, #pkts digest 16

#ipkts decaps: 16, #pkts decrypt: 16, #pkts verify 16

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. Failed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.16.172.34, remote crypto endpt.: 171.69.89.120
path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: 613d083d

inbound ESP sas:

spi: 0x6adf97df (1793038303)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 4, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4607998/27420)

IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound PCP sas:

outbound ESP sas:

spi: 0x613d4083d(1631389757)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 3, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4607999/27420)

IV size: 8 bytes

replay detection support: Y

outbound ah sas:

outbound PCP sas:

local ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer: 172.16.172.39

PERMIT, flags={origin_is_acl,}

#ipkts encaps: 9, #pkts encrypt: 9, #pkts digest 9

#ipkts decaps: 9, #pkts decrypt: 9, #pkts verify 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. Failed: 0, #pkts decompress failed: 0
#send errors 1, #recv errors 0

local crypto endpt.: 172.16.172.34, remote crypto endpt.: 172.16.172.39
path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: 58009c01

inbound ESP sas:

spi: 0x2d408709(759203593)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4607998/3319)



IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound PCP sas: outbound ESP sas:

spi: 0x58009c01(1476434945)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: mymap
sa timing: remaining key lifetime (k/sec): (4607999/3319)
IV size: 8 bytes

replay detection support: Y

outbound ah sas:

outbound PCP sas:

pix520-1(config)# sh cr isa sa

Total : 2

Embryonic : 0

dst src state pending created
172.16.172.39 172.16.172.34 QM_IDLE 0 1
172.16.172.34 171.69.89.120 QM_IDLE 0 2
pix520-1(config)# sh cr ipsec sa

JL—REREE show AN R D

Cisco 1720-1

1720-1#show run

Building configuration...

Current configuration : 1592 bytes

!

! Last configuration change at 21:08:49 PST Mon Jan 7
2002

! NVRAM config last updated at 18:18:17 PST Mon Jan 7
2002

!

version 12.2

no parser cache

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname 1720-1

!

no logging buffered

enable secret 5 $1$6jAsStNxIla/2DYFAtPLyCDXjo/
enable password ww

!

username cisco password 0 cisco

memory-size iomem 15

clock timezone PST -8

ip subnet-zero

no ip domain-lookup

ip domain-name cisco.com

!

ip ssh time-out 120

ip ssh authentication-retries 3

!

!

!--- The crypto isakmp policy command defines the Phase
1 SA parameters.

crypto isakmp policy 15
authentication pre-share




crypto isakmp key ciscol23 address 172.16.172.34

1

!

!--- The crypto ipsec transform-set command defines
IPsec encryption !--- and authentication algorithims.

crypto ipsec transform-set myset ESP-Des esp-md5-hmac

|

!

!--- The crypto map command defines the IPsec SA (Phase
IT SA) parameters..

crypto map vpn 10 ipsec-isakmp

set peer 172.16.172.34

set transform-set myset

match address 150

1

1

1

1

!

interface FastEthernetO

ip address 172.16.172.39 255.255.255.240
speed auto

!--- The crypto map applied to the outbound interface.
crypto map vpn

interface Ethernet0

ip address 10.10.10.1 255.255.255.240
speed auto

no ip route-cache

no ip mroute-cache

1

!

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.172.33
no ip http server

ip pim bidir-enable

1

!--—- Access-1ist defines interesting VPN traffic.
access-list 150 permit ip 10.10.10.0 0.0.0.255
192.168.4.0 0.0.0.255

!

line con 0

line aux 0

line vty 0 4

exec-timeout 0 O

password cisco

no login

line vty 5 15

login

!

no scheduler allocate

end

1720-1#

1720-1#show crypto isa sa

DST src state conn-id slot

172.16.172.39 172.16.172.34 QM_IDLE 132 0

1720-1#show crypto ipsec sa

interface: FastEthernetO

Crypto map tag: vpn, local addr. 172.16.172.39

local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)



current_peer: 172.16.172.34

PERMIT, flags={origin_is_acl,}

#pkts encaps: 9 #pkts encrypt: 9 #pkts digest 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. Failed: 0, #pkts decompress failed: 0
#send errors 7, #recv errors 0

local crypto endpt.: 172.16.172.39, remote crypto endpt.: 172.16.172.34
path mtu 1500, media mtu 1500

current outbound spi: 2D408709

inbound ESP sas:

spi: 0x58009C01(1476434945)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

l--- IPsec SA 200 as seen in the show crypto engine connection active command.

slot: 0, conn id: 200, flow_id: 1, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607998/3144)
IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound PCP sas:

outbound ESP sas:

spi: 0x2D408709(759203593)

transform: ESP-Des esp-md5-hmac ,

in use settings ={Tunnel, }

l--- IPsec SA 201 as seen in the show crypto engine connection active command.

slot: 0, conn id: 201, flow_id: 2, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607998/3144)
IV size: 8 bytes

replay detection support: Y

outbound ah sas:

outbound PCP sas:

1720-1#

1720-1#show crypto map

Interfaces using crypto map mymap:

Crypto Map "vpn" 10 ipsec-isakmp

Peer = 172.16.172.34

Extended IP access list 150

access-list 150 permit ip 10.10.10.0 0.0.0.255 192.168.4.0 0.0.0.255
Current peer: 172.16.172.34

Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N

Transform sets={ myset, }

Interfaces using crypto map vpn: FastEthernet0

EEH
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