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XY RDO—OR

CORFIAIXRNTR, ROZXYRND—0 Y NTY T2 FERALET,

Host
13.13.13.14
Daphne

12.12.12.13

e

13.13.13.13 11.11.11.1 11.11.11.2

X : L—A&Daphne&FredDBEIC KN XL EBILET,
BE
CORFIXRNTR, ROBREFEALET,

. Daphne
. Fred

12.12.12.12

Daphne DE&E

Daphne#show running-config
Bui | di ng configuration..

Current configuration : 1426 bytes

!

version 12.2

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec

no service password-encryption

!

host nane Daphne

!

boot system flash ¢2600-jk9s-nz. 122-27.bin

enabl e password cisco
!

menory-size i onem 10
i p subnet-zero

!

!

no i p domai n-| ookup
!

!--- Defines the IKE policy. While using TED, the peer
!--- address associated with the pre-shared key should
be defined as wildcard !--- in the IKE policy, to
authenticate any discovered peer. crypto isakmp policy
10

authentication pre-share




crypto isakmp key abcl23 address 0.0.0.0 0.0.0.0

1

!

! --- Defines the transform to use for IPsec SAs. crypto
ipsec transform-set ted-transforms esp-des esp-md5-hmac
!

!--- Defines a dynamic crypto map to use for
establishing IPsec SAs. crypto dynamic-map ted-map 10
set transform-set ted-transforms

match address 101

!

!

!--- The 'discover' keyword used with the dynamic crypto
map !--- enables peer discovery. crypto map tedtag 10

ipsec-isakmp dynamic ted-map discover
|

interface FastEthernet0/0

ip address 11.11.11.1 255.255.255.0
dupl ex auto

speed auto

crypto map tedtag

!
interface FastEthernet0/1

ip address 13.13.13.13 255. 255.255.0
dupl ex auto

speed auto

!
ip classless
iproute 0.0.0.0 0.0.0.0 11.11.11.2
ip http server

1

1

1

!--- Defines the traffic to be encrypted using IPsec.
access-list 101 permit ip 13.13.13.0 0.0.0.255
12.12.12.0 0.0.0.255

!-—- Output is suppressed. ! ! line con O |line aux O
line vty 0 4 login ! end
Fred D&E

f r ed#show running-config
Bui | di ng configuration..

Current configuration : 1295 bytes
!
version 12.2

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!
host nane fred
!
boot system flash ¢2600-jk9s-ne. 122-27.bin




!

menory-size i onem 10
i p subnet-zero

!

!

!

|

!--- Defines the IKE policy. While using TED, the peer
!--- address associated with the pre-shared key should
be defined as wildcard !--- 1in the IKE policy, to
authenticate any discovered peer. crypto isakmp policy
10

authentication pre-share

crypto isakmp key abcl23 address 0.0.0.0 0.0.0.0

1

1

!--- Defines the transform to use for IPsec SAs. crypto
ipsec transform-set ted-transforms esp-des esp-md5-hmac
!

!--—- Defines a dynamic crypto map used to establish
IPsec SAs. crypto dynamic-map ted-map 10

set transform-set ted-transforms

match address 101

!

!

!--- The 'discover' keyword used with the dynamic crypto
map !--- enables peer discovery. crypto map tedtag 10
ipsec-isakmp dynamic ted-map discover

1

|

!
interface FastEthernet0/0

ip address 11.11.11.2 255.255.255.0
dupl ex auto

speed auto

crypto map tedtag

|
interface FastEthernet0/1

ip address 12.12.12.12 255.255.255.0
dupl ex auto

speed auto

|
ip classless
iproute 0.0.0.0 0.0.0.0 11.11.11.1
ip http server

!--- Defines the traffic encrypted using IPsec. access-
list 101 permit ip 12.12.12.0 0.0.0.255 13.13.13.0
0.0.0.255

!
!
!I-—- Output is suppressed. ! line con O line aux O line
vty 0 4 login ! end

j 2



CoTH, BENERICBELTVANES P ERRBLET,

TORTYIDNAVER=TVRY—) (BFRI—YEAH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

. show cryptoisakmp sa : L—Z2 D IKESA ZXRFTTD itk ZT—X1OEFa1)TF
A PISTI—=23 R AFULET, RRENDREN QV_IDLE DHE. IKE SA EBEEL T
WBERBENFET,

. show cryptoipsecsa : L—BDF VT 47T IPsecSADIVARNERRTDcLickl), 7
—X2QEF1VF41 PISI—=3a #RRLET,

. showcryptomap : EEFP9tEA UARN, NSUAT7#—L YR, EPBEOHBZEED
T =B CRBEThTVIEENY T ERTRLET,

- show crypto engine connections active : B8BTS hTWVWEA A EZ—TIL AR, BFUAR7
A=A, BREHIVEEEL, PUOTAT7SAQOUARNERRLET,

show QY > FILH B

cDtEY>a>TR, RAMB13.134THRARNI2.12.12.13%8 TICpingdN > RERTL EBE
M. )L—2ARDaphneThshow X ROBHEF Y TF ¥ LET, L—RFredTOHIERET
T HODEBNTX—ZRBFAFTRLTHYET, ON REIOBRBIZOVWTE TIPE+2
VDTADNTTINI1—FT 4> debug ANV ROFBAEFEHL ZSRBLTLKEEV,

Daphne#show crypto isakmp sa
dst src state conn-id sl ot
11.11.11.2 11.11.11.1 QM _IDLE 2 0

Daphne#show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: tedtag, local addr. 11.11.11.1

protected vrf:
| ocal ident (addr/nmask/prot/port): (13.13.13.0/255.255.255.0/0/0)
renote ident (addr/nmask/prot/port): (12.12.12.0/255.255.255.0/0/0)
current_peer: 11.11.11.2
PERM T, flags={}
#pkts encaps: 9, #pkts encrypt: 9, #pkts digest 9
#pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

|l ocal crypto endpt.: 11.11.11.1, renbte crypto endpt.: 11.11.11.2
path mtu 1500, nedia ntu 1500
current outbound spi: B326CBE6

i nbound esp sas:

spi: 0xD8870500(3632727296)
transform esp-des esp-nd5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: tedtag
sa timng: remaining key lifetime (k/sec): (4414715/2524)
IV size: 8 bytes
repl ay detection support: Y
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i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: 0xB326CBE6(3005664230)
transform esp-des esp-nd5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: tedtag
sa timng: remaining key lifetime (k/sec): (4414715/2524)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

Daphne#show crypto map

Crypto Map "tedtag" 10 ipsec-isaknp
Dynamic map tenplate tag: ted-map
Di scover enabl ed

Crypto Map "tedtag" 11 ipsec-isakmp
Peer = 11.11.11.2
Extended | P access |ist
access-list permt ip 13.13.13.0 0.0.0.255 12.12.12.0 0.0.0.255
dynamic (created from dynamic map ted-map/10)
Current peer: 11.11.11.2
Security association lifetine: 4608000 kil obytes/ 3600 seconds
PFS (Y N): N
Transform sets={ ted-transforms, }
Interfaces using crypto nap tedtag:
Fast Et hernet 0/ 0

Daphne#show crypto engine connections active

ID Interface | P- Addr ess State Al gorithm Encrypt Decrypt

2 <none> <none> set HVAC_SHA+DES 56_CB 0 0
2000 FastEthernet0/0 11.11.11.1 set HVAC_MD5+DES_56_CB 0 9
2001 FastEthernet0/0 11.11.11.1 set HVAC_MD5+DES_56_CB 9 0

N | 1 Rl

COEIIIAVE, BEDRS TN 21—F 140 2T5BIZSBLTLSEETL,

kg

RSV 2A—F4290EHOIIVR

X :debug ANV RZFEATSHEIIC., Tdebug AV ROEEZEH. 25RLTSLEEL,

. debug crypto engine : EEB{LE BB TOERAEZRTIIERII DV ICHTIEHRER
RLET,

. debug cryptoipsec : ZI—X2 D IPsec 2 T— 3 #RRELET,

. debug cryptoisakmp : 7T —X1 D IKEZXAS I -3 ERRELET,

debug Hi b #i
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OO a>rTiR.,

IPsec "RREETN TV —2D debug ANV ROH D EF Y TSFrLE

T RAN13.13.13.4 THRADN 12121213 BTIC ping AV RERFTLELEOHITT,

. Daphne
. Fred

Daphne

Daphne#show debug

Crypt ogr aphi ¢ Subsyst em
Crypto | SAKMP debugging i s on
Crypt o Engi ne debugging is on
Crypto | PSEC debugging is on

Daphne#

!--- TED process begins here. *Mar 1 02:07:18.850: IPSEC(tunnel discover request): ,
(key eng. nmsg.) INBOUND | ocal = 13.13.13.14, rempte= 12.12.12.13
| ocal _proxy= 13.13. 13. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

renote_proxy= 11.

11.11. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),

protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3600s and 4608000kb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004 dest=Fast Et hernet0

/0:11.11.11.2
*Mar 1 02:07:18. 854:
*Mar 1 02:07:18. 854:
*Mar 1 02:07:18. 854:

transform 2, hmac
*Mar 1 02:07:18. 854:
address (not used

| SAKMP: received ke nessage (1/1)

| SAKMP: GOT A PEER DI SCOVERY MESSACE FROM THE SA MANAGER! !'!
src = 13.13.13.14 to 12.12.12.13, protocol 3,
1

proxy source is 13.13.13.0/255.255.255.0 and ny
now) is 11.11.11.1

! -—— IKE uses UDP port 500. *Mar 1 02:07:18.854: ISAKMP: local port 500, remote port 500

*Mar 1 02:07:18. 858:
*Mar 1 02:07:18. 858:

next - payl oad

type

prot oco

port

I ength
* Mar
*Mar 02: 07: 18. 858
*Mar 02: 07: 18. 862
*Mar 1 02:07:18. 862:

[

02: 07: 18. 858:

I SAKMP (0:1): no idb in request
| SAKMP (1): | D payl oad
5
1
17
500
8
| SAKMP (1): Total payload |length: 12
1st IDis 11.11.11.1
2nd 1D is 13.13.13.0/255.255.255.0
I SAKMP (0:1): beginning peer discovery exchange

!--- TED probe is sent to the original destination of the !--- IP packet that matches the crypto
access-1ist for encryption. *Mar 1 02:07:18.862: ISAKMP (0:1): sending packet to 12.12.12.13

(I)

PEER_DISCOVERY via FastEthernet0/0:11.11.11.2

!--- TED response 1is
received packet from

received and the peer discovered. *Mar 1 02:07:18.962: ISAKMP (0:1):

11.11.11.2 (I) PEER_DISCOVERY

*Mar 1 02:07:18. 966:

*Mar 1 02:07:18. 966:
*Mar 1 02:07:18. 966:
*Mar 1 02:07:18. 966:
*Mar 1 02:07:18. 966:

*Mar 1 02:07:18. 966:

| SAKMP (0:1): processing vendor id payl oad

| SAKMP (0:1): speaking to another |GOS box!

| SAKMP (0:1): processing |ID payl oad. nmessage ID =0

| SAKMP: r ecei ved payl oad type 16

| SAKMP (0:1): received response to ny peer discovery probe
| SAKMP (0:1): ted negotiated proxies:

0 13.13.13.0/255.255.255.0:0, 12.12.12.0

/ 255. 255. 255.0: 0

!--- Normal IKE process begins here to form a secure tunnel to the !--- peer discovered through
TED. *Mar 1 02:07:18.970: ISAKMP (0:1): initiating IKE to 11.11.11.2
in response to probe.

*Mar 1 02:07:18.970:

| SAKMP: | ocal port 500, rempte port 500



*Mar 1 02:07:18.970: | SAKMP (0:1): created new SA after peer-discovery

with 11.11.11.2
*Mar 1 02:07:18.974: | SAKWMP (0:2): sending packet to 11.11.11.2 (1) MM_NO_STATE
*Mar 1 02:07:18.974: | SAKMP (0:1): peer does not do paranoid keepalives.

*Mar 1 02:07:18.974: | SAKWP (0:1): deleting SA reason "delete_me flag/throw

state (1) PEER_DI SCOVE

RY (peer 12.12.12.13) input queue O

*Mar 1 02:07:19.975: | SAKWMP (0:1): purging SA , sa=82687F70, del ne=82687F70

*Mar 1 02:07:19.975: CryptoEngi ne0: del ete connection 1

*Mar 1 02:07:20.608: | SAKMP (0:2): received packet from11.11.11.2 (1) MM _NO _STATE

*Mar 1 02:07:20.608: | SAKMP (0:2): processing SA payl oad. nessage ID =0

*Mar 1 02:07:20.608: | SAKMP (0:2): found peer pre-shared key matching 11.11.11.2
!--- IKE SAs are negotiated. *Mar 1 02:07:20.612: ISAKMP (0:2): Checking ISAKMP transform 1
against priority 10 policy

*Mar 1 02:07:20.612: ISAKMP: encryption DES-CBC
*Mar 1 02:07:20.612: ISAKMP: hash SHA
*Mar 1 02:07:20.612: ISAKMP: default group 1
*Mar 1 02:07:20.612: ISAKMP: auth pre-share
*Mar 1 02:07:20.612: ISAKMP: life type in seconds
*Mar 1 02:07:20.612: ISAKMP: life duration (VPI) of 0x0 O0x1l 0x51 0x80
*Mar 1 02:07:20.612: | SAKMP (0:2): atts are acceptable. Next payload is O
*Mar 1 02:07:20.616: CryptoEngi ne0: generate alg paraneter
*Mar 1 02:07:20.781: CRYPTO ENG NE: Dh phase 1 status: O
*Mar 1 02:07:20.781: CRYPTO ENG NE: Dh phase 1 status: O
*Mar 1 02:07:20.781: | SAKMP (0:2): SAis doing pre-shared key authentication
using id type |ID_| PV4_ADDR
*Mar 1 02:07:20.797: | SAKWMP (0:2): sending packet to 11.11.11.2 (l) MM _SA SETUP
*Mar 1 02:07:22.972: | SAKWMP (0:2): received packet from11.11.11.2 (1) MM _SA SETUP
*Mar 1 02:07:22.972: | SAKMP (0:2): processing KE payl oad. nessage ID =0
*Mar 1 02:07:22.972: CryptoEngi ne0: generate al g paraneter
*Mar 1 02:07:23.177: | SAKMP (0:2): processi ng NONCE payl oad. nessage ID =0
*Mar 1 02:07:23.177: | SAKWMP (0:2): found peer pre-shared key matching 11.11.11.2
*Mar 1 02:07:23.181: CryptoEngi ne0: create | SAKMP SKEYID for conn id 2
*Mar 1 02:07:23.181: | SAKMP (0:2): SKEYID state generated
*Mar 1 02:07:23.185: | SAKMP (0:2): processing vendor id payl oad
*Mar 1 02:07:23.185: | SAKMP (0:2): speaking to another |OS box!
*Mar 1 02:07:23.185: | SAKMP (2): 1D payl oad
next - payl oad : 8
type 1
pr ot ocol : 17
port : 500
I ength : 8
*Mar 1 02:07:23.185: | SAKMP (2): Total payload length: 12
*Mar 1 02:07:23.185: CryptoEngi ne0: generate hmac context for conn id 2
*Mar 1 02:07:23.189: | SAKWP (0:2): sending packet to 11.11.11.2 (1) MM _KEY_EXCH
*Mar 1 02:07:23.277: | SAKWMP (0:2): received packet from11.11.11.2 (1) MM _KEY_EXCH
*Mar 1 02:07:23.281: | SAKMP (0:2): processing ID payl oad. nessage ID =0
*Mar 1 02:07:23.281: | SAKWMP (0:2): processing HASH payl oad. nmessage ID = 0

*Mar 1 02:07:23.281: CryptoEngi ne0: generate hmac context for conn id 2

!--- Peer is authenticated. *Mar 1 02:07:23.285: ISAKMP (0:2): SA has been authenticated with
11.11.11.2

*Mar 1 02:07:23.285: | SAKWMP (0:2): beginning Quick Mdde exchange, M 1D of 409419560

*Mar 1 02:07:23.285: | SAKMP (0:2): asking for 1 spis fromipsec

*Mar 1 02:07:23.285: |SAKMP (0:2): had to get SPI's from i psec.

*Mar 1 02:07:23.289: CryptoEngi ne0: clear dh nunber for conn id 1

*Mar 1 02:07:23.289: | PSEC(key_engine): got a queue event. ..

*Mar 1 02:07:23.289: | PSEC(spi_response): getting spi 4160804383 for SA
from11.11.11.1 to 11.11.11.2 for prot 3

*Mar 1 02:07:23.289: | SAKMP: received ke nmessage (2/1)

*Mar 1 02:07:23.537: CryptoEngi ne0: generate hmac context for conn id 2

*Mar 1 02:07:23.541: | SAKWMP (0:2): sending packet to 11.11.11.2 (1) QM.IDLE

*Mar 1 02:07:23.958: | SAKMP (0:2): received packet from11.11.11.2 (I) QVLIDLE

*Mar 1 02:07:23.962: CryptoEngi ne0: generate hmac context for conn id 2



* Mar
* Mar

| ———

1 02:07:23.962:
1 02:07:23.962:
IPsec SAs are negotiated. *Mar 1 02:07:23.962: ISAKMP (0:2): Checking IPSec proposal 1

| SAKMP (0:2): processing HASH payl oad. nessage | D = 409419560
| SAKMP (0:2): processing SA payl oad. nmessage | D = 409419560

*Mar 1 02:07:23.962: ISAKMP: transform 1, ESP_DES

*Mar 1 02:07:23.966: ISAKMP: attributes in transform:

*Mar 1 02:07:23.966: ISAKMP: encaps is 1

*Mar 1 02:07:23.966: ISAKMP: SA life type in seconds

*Mar 1 02:07:23.966: ISAKMP: SA life duration (basic) of 3600

*Mar 1 02:07:23.966: ISAKMP: SA life type in kilobytes

*Mar 1 02:07:23.966: ISAKMP: SA life duration (VPI) of O0x0 0x46 0x50 0x0
*Mar 1 02:07:23.966: ISAKMP: authenticator is HMAC-MD5

*Mar 1 02:07:23.970: validate proposal 0

*Mar 1 02:07:23.970: | SAKMP (0:2): atts are acceptable.

*Mar 1 02:07:23.970: | PSEC(validate_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND |l ocal = 11.11.11.1, renote= 11.11.11. 2,
| ocal _proxy= 13.13. 13. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 12.12.12. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

*Mar 1 02:07:23.974: validate proposal request O

*Mar 1 02:07:23.974: | SAKWMP (0:2): processing NONCE payl oad. nessage | D = 409419560
*Mar 1 02:07:23.974: | SAKWMP (0:2): processing |ID payl oad. nessage | D = 409419560
*Mar 1 02:07:23.974: | SAKWMP (0:2): processing |ID payl oad. nessage | D = 409419560
*Mar 1 02:07:23.974: CryptoEngi ne0: generate hmac context for conn id 2

*Mar 1 02:07:23.978: ipsec allocate flow O

*Mar 1 02:07:23.978: ipsec allocate flow O

!--- IPsec SAs are generated for inbound and outbound traffic. *Mar 1 02:07:23.986: ISAKMP

(0:2): Creating IPSec SAs
*Mar 1 02:07:23.986: inbound SA from 11.11.11.2 to 11.11.11.1
(proxy 12.12.12.0 to 13.13.13.0)

*Mar 1 02:07:23.986: has spi OxF800D61F and conn_id 2000 and flags 4
*Mar 1 02:07:23. 986: lifetinme of 3600 seconds

*Mar 1 02:07:23.986: lifetime of 4608000 kil obytes

*Mar 1 02:07:23.990: outbound SA from 11.11.11.1 to 11.11.11.2

(proxy 13.13.13.0 to 12.12.12.0 )

*Mar 1 02:07:23.990: has spi -1535570016 and conn_id 2001 and flags C

*Mar 1 02:07:23.990: lifetinme of 3600 seconds

*Mar 1 02:07:23.990: lifetime of 4608000 kil obytes

*Mar 1 02:07:23.990: | SAKMP (0:2): sending packet to 11.11.11.2 (1) QVM.IDLE
*Mar 1 02:07:23.994: | SAKMP (0:2): del eting node 409419560 error FALSE reason
*Mar 1 02:07:23.994: | PSEC(key_engine): got a queue event. ..

*Mar 1 02:07:23.994: IPSEC(initialize_sas): |,

(key eng. nsg.) INBOUND |l ocal = 11.11.11.1, renote= 11.11.11. 2,
| ocal _proxy= 13.13. 13. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 12.12.12. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = OxF800D61F(4160804383), conn_i d= 2000, keysize= 0, flags= 0x4

*Mar 1 02:07:23.998: IPSEC(initialize_sas): ,

(key eng. msg.) OUTBOUND | ocal = 11.11.11.1, rempte= 11.11.11.2,
| ocal _proxy= 13.13. 13. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 12.12.12. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = OxA4790FA0(2759397280), conn_id= 2001, keysize= 0, flags= 0xC

*Mar 1 02:07:24.002: |PSEC(create_sa): sa created,

(sa) sa_dest= 11.11.11.1, sa_prot= 50,
sa_spi = 0xF800D61F(4160804383),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2000

*Mar 1 02:07:24.002: |PSEC(create_sa): sa created,

(sa) sa_dest= 11.11.11.2, sa_prot= 50,
sa_spi = 0xA4790FA0(2759397280),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2001



Daphne#

Fred

fr ed#show debug

Crypt ogr aphi ¢ Subsyst em
Crypt o | SAKMP debugging i s on
Crypt o Engi ne debugging is on
Crypto | PSEC debugging is on

fred#

! --- Receives the TED probe. *Mar 1 02:07:45.763: ISAKMP (0:0): received packet from
13.13.13.14 (N)

*Mar 1 02:07:
*Mar 1 02:07:
*Mar 1 02:07:
*Mar 1 02:07:
*Mar 1 02:07:
- 1992472852
*Mar 1 02:07:
/ 255. 255. 255.
*Mar 1 02:07:

45.
45.
45.
45.
45.

45.

NEW

767:
779:
783:
783:
787:

791:

0 prot

45.

791:

SA
| SAKMP: | ocal port 500, rempte port 500
| SAKMP (0:1): processing vendor id payl oad
| SAKMP (0:1): speaking to another |GOS box!
| SAKMP (0:1): processing |ID payl oad. nmessage ID =0
| SAKMP (0:1): processing | D payl oad. nmessage ID =
| SAKMP (1): | D_| PV4_ADDR SUBNET src 13.13.13.0
0 port O

| SAKMP (0:1): processing vendor id payl oad

!--- Sends a response to the other peer for the TED probe. *Mar 1 02:07:45.795: ISAKMP (0:1):
responding to peer discovery probe!

*Mar 1 02:07:45.799: peer's address is 11.11.11.1
*Mar 1 02:07:45.799: src (him 4, 13.13.13.0/255.255.255.0 to dst
(rme) O, 0.0.0.0/0.0.0.0
*Mar 1 02:07:45.803: | SAKMP (0:1): peer can handl e TED V3: changi ng source
to 11.11.11.1 and dest to 11.11.11.2
*Mar 1 02:07:45.811: | SAKMP (1): 1D payl oad
next - payl oad : 239
type 1
pr ot ocol 17
port 500
I ength 8
*Mar 1 02:07:45.815: | SAKWMP (1): Total payload length: 12
*Mar 1 02:07:45.819: | SAKMP (0:1): sending packet to 11.11.11.1 (R
PEER_DI SCOVERY
*Mar 1 02:07:45.823: | SAKMP (0:1): peer does not do paranoid keepalives.
*Mar 1 02:07:45.823: | SAKWP (0:1): deleting SA reason "delete_me flag/throw
state (R) PEER_DI SCOVE
RY (peer 11.11.11.1) input queue O
*Mar 1 02:07:45.827: | SAKMP (0:1): deleting node O error TRUE reason

"del ete_nme flag/throw

!--- IKE processing begins here. *Mar 1 02:07:45.871: ISAKMP (0:0): received packet from
11.11.11.1
(N) NEW SA

* Mar
* Mar
* Mar

1 02:07:45.875:
1 02:07:45. 883:
1 02:07:45.887:

| SAKMP: | ocal port 500, rempte port 500
| SAKMP (0:2): processing SA payl oad. message ID =0
| SAKMP (0:2): found peer pre-shared key matching 11.11.11.1

!--- IKE SAs are negotiated. *Mar 1 02:07:45.887: ISAKMP (0:2): Checking ISAKMP transform 1
against priority 10 policy

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
* Mar
* Mar

1l 02:07:45.891:
1l 02:07:45.891:
1l 02:07:45.895:
1l 02:07:45.895:
1l 02:07:45.899:
1l 02:07:45.899:
1 02:07:45.903:
1 02:07:45.907:

ISAKMP: encryption DES-CBC

ISAKMP: hash SHA

ISAKMP: default group 1

ISAKMP: auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of O0x0 0xl1l 0x51 0x80

| SAKMP (0:2): atts are acceptable. Next payload is O
Crypt oEngi ne0: generate al g paraneter



*Mar 1 02: 07:47.455: CRYPTO ENG NE: Dh phase 1 status: O
*Mar 1 02: 07:47.455: CRYPTO ENG NE: Dh phase 1 status: O
*Mar 1 02:07:47.459: | SAKMWMP (0:2): SA is doing pre-shared key authentication
using id type ID_IPV4_
ADDR
*Mar 1 02:07:47.463: | SAKWMP (0:2): sending packet to 11.11.11.1 (R) MM _SA SETUP
*Mar 1 02:07:47.467: | SAKWMP (0:1): purging SA , sa=2349E0, del me=2349E0
*Mar 1 02:07:47.471: | SAKMP (0:1): purging node 0O
*Mar 1 02:07:47.475: CryptoEngi ne0: del ete connection 1
*Mar 1 02:07:47.707: | SAKMP (0:2): received packet from11.11.11.1 (R) MM _SA SETUP
*Mar 1 02:07:47.711: | SAKMP (0:2): processing KE payl oad. nessage ID =0
*Mar 1 02:07:47.715: CryptoEngi ne0: generate al g paraneter
*Mar 1 02:07:49.767: | SAKMP (0:2): processi ng NONCE payl oad. nessage ID =0
*Mar 1 02:07:49.775: | SAKWMP (0:2): found peer pre-shared key matching 11.11.11.1
*Mar 1 02:07:49.783: CryptoEngi ne0: create | SAKMP SKEYID for conn id 2
*Mar 1 02:07:49.799: | SAKMP (0:2): SKEYID state generated
*Mar 1 02:07:49.803: | SAKMP (0:2): processing vendor id payl oad
*Mar 1 02:07:49.807: | SAKWMP (0:2): speaking to another |OS box!
*Mar 1 02:07:49.815: | SAKWP (0:2): sending packet to 11.11.11.1 (R) MM _KEY_EXCH
*Mar 1 02:07:50.087: | SAKWMP (0:2): received packet from11.11.11.1 (R) MM _KEY_EXCH
*Mar 1 02:07:50.095: | SAKMP (0:2): processing ID payl oad. nessage ID =0
*Mar 1 02:07:50.099: | SAKMP (0:2): processing HASH payl oad. nessage ID = 0
*Mar 1 02:07:50.103: CryptoEngi ne0: generate hmac context for conn id 2
!--- Peer is authenticated. *Mar 1 02:07:50.111: ISAKMP (0:2): SA has been authenticated with
11.11.11.1
*Mar 1 02:07:50.115: | SAKMP (2): 1D payl oad
next - payl oad : 8
type 1
pr ot ocol 17
port : 500
I ength : 8
*Mar 1 02:07:50.115: | SAKMP (2): Total payload length: 12
*Mar 1 02:07:50.119: CryptoEngi ne0: generate hmac context for conn id 2
*Mar 1 02:07:50.131: CryptoEngi ne0: clear dh nunber for conn id 1
*Mar 1 02:07:50.135: | SAKMP (0:2): sending packet to 11.11.11.1 (R} QM.IDLE
*Mar 1 02:07:50.451: | SAKMP (0:2): received packet from11.11.11.1 (R} QVLIDLE
*Mar 1 02:07:50.467: CryptoEngi ne0: generate hmac context for conn id 2
*Mar 1 02:07:50.475: | SAKMP (0:2): processing HASH payl oad. nmessage | D = 409419560
*Mar 1 02:07:50.475: | SAKWMP (0:2): processing SA payl oad. nessage | D = 409419560
|--- IPsec SAs are negotiated. *Mar 1 02:07:50.479: ISARKMP (0:2): Checking IPSec proposal 1
*Mar 1 02:07:50.479: ISAKMP: transform 1, ESP_DES
*Mar 1 02:07:50.483: ISAKMP: attributes in transform:
*Mar 1 02:07:50.483: ISAKMP: encaps is 1
*Mar 1 02:07:50.487: ISAKMP: SA life type in seconds
*Mar 1 02:07:50.487: ISAKMP: SA life duration (basic) of 3600
*Mar 1 02:07:50.487: ISAKMP: SA life type in kilobytes
*Mar 1 02:07:50.491: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
*Mar 1 02:07:50.495: ISAKMP: authenticator is HMAC-MD5
*Mar 1 02:07:50.495: validate proposal 0
*Mar 1 02:07:50.499: | SAKMP (0:2): atts are acceptable.
*Mar 1 02:07:50.503: | PSEC(validate_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND |l ocal = 11.11.11.2, renote= 11.11.11.1,
| ocal _proxy= 12.12.12. 0/ 255. 255. 255.0/0/0 (type=4),
renot e_proxy= 13. 13. 13. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
*Mar 1 02:07:50.515: validate proposal request O
*Mar 1 02:07:50.519: | SAKMP (0:2): processi ng NONCE payl oad. nessage
I D = 409419560
*Mar 1 02:07:50.523: | SAKMP (0:2): processing |ID payl oad. nessage | D = 409419560
*Mar 1 02:07:50.523: | SAKMP (0:2): processing |ID payl oad. nessage | D = 409419560
*Mar 1 02:07:50.527: | SAKMP (0:2): asking for 1 spis fromipsec
*Mar 1 02:07:50.535: | PSEC(key_engi ne): got a queue event. ..



*Mar 1 02:07:50.543: | PSEC(spi _response): getting spi 2759397280 for SA
from11.11.11.2 to 11.11.11.1 for prot 3

*Mar 1 02:07:50.551: | SAKMP: received ke message (2/1)

*Mar 1 02:07:50.787: CryptoEngi ne0: generate hmac context for conn id 2

*Mar 1 02:07:50.803: | SAKMP (0:2): sending packet to 11.11.11.1 (R} QM.IDLE
*Mar 1 02:07:50.887: | SAKMP (0:2): received packet from11.11.11.1 (R} QVLIDLE
*Mar 1 02:07:50.899: CryptoEngi ne0: generate hmac context for conn id 2

*Mar 1 02:07:50.907: ipsec allocate flow O

*Mar 1 02:07:50.907: ipsec allocate flow O
!--- IPsec SAs are generated for inbound and outbound traffic. *Mar 1 02:07:50.939: ISAKMP
(0:2): Creating IPSec SAs

*Mar 1 02:07:50.939: inbound SA from 11.11.11.1 to 11.11.11.2
(proxy 13.13.13.0 to 12.12.12.0)

*Mar 1 02:07:50.947: has spi 0xA4790FAO0 and conn_id 2000 and

flags 4

*Mar 1 02:07:50.947: lifetinme of 3600 seconds

*Mar 1 02:07:50.951: lifetime of 4608000 kil obytes

*Mar 1 02:07:50.951: outbound SA from 11.11.11.2 to 11.11.11.1

(proxy 12.12.12.0 to 13.13.13.0 )

*Mar 1 02:07:50.959: has spi -134162913 and conn_id 2001 and flags C

*Mar 1 02:07:50.959: lifetinme of 3600 seconds

*Mar 1 02:07:50.963: lifetime of 4608000 kil obytes

*Mar 1 02: 07:50.963: | SAKMP (0:2): deleting node 409419560 error FALSE

reason "qui ck node done (awa
it()"
*Mar 1 02:07:50.971: | PSEC(key_engine): got a queue event. ..
*Mar 1 02:07:50.971: IPSEC(initialize_sas):
(key eng. nmsg.) INBOUND |l ocal = 11.11.11.2, renote= 11.11.11.1,
| ocal _proxy= 12.12.12. 0/ 255. 255. 255.0/0/0 (type=4),
renot e_proxy= 13. 13. 13. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3600s and 4608000kb
spi = OxA4790FA0(2759397280), conn_i d= 2000, keysize= 0, flags= 0x4
*Mar 1 02:07:50.983: IPSEC(initialize_sas):
(key eng. nmsg.) OUTBOUND | ocal = 11.11.11.2, rempte= 11.11.11.1,
| ocal _proxy= 12.12.12. 0/ 255. 255. 255.0/0/0 (type=4),
renot e_proxy= 13. 13. 13. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3600s and 4608000kb
spi = OxF800D61F(4160804383), conn_id= 2001, keysize= 0, flags= 0xC
*Mar 1 02:07:51.003: |IPSEC(create_sa): sa created
(sa) sa_dest= 11.11.11.2, sa_prot= 50,
sa_spi = 0xA4790FA0(2759397280),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2000
*Mar 1 02:07:51.007: |IPSEC(create_sa): sa created
(sa) sa_dest= 11.11.11.1, sa_prot= 50,
sa_spi = 0xF800D61F(4160804383),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2001

fred#
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