TTAR—NZRYRND—=OENTVUYD XY B
J—2OM® IPSec JLI—2HEM. BHaiA.
NAT F—/\ R®DRE

A&

BE

Bl R SR A

EZ#®
FERAIDIAVR—F b
RELE

show OH > 7’ )L H B

NS7IILZa—hk

NS —TFT4200EHOII R
B E SR

Bz

DEREBITEE, IPsec ZEALTTZARX—K XY RD—2 (10.103.1.x) ENTVY D XY
o= 5 (98.98.98x)BEDO RS T4 Y I EKENTHLEEERLET, 98.98.98x XY hJ—
. T77A4AXR—=KN T RLAIZKY) 101031 x XY hTD—DVZBHELET, 10.103.1x XY K7
— Wk, N7Uv 9 PRLAICKY) 98.9898.x XY ND—U%FRELET,

LI Sua

Bf

COXYZaATIIE, IPSec 7ORIJNICET2ELRANAZRZFIRELF T, IPSec DEEMIZ DL
Tk, TIP Security (IPSec) BE{LOBMEL 2SR TS EEL,

FATRIR—Fb

CORFIXVRNOBRE. ROVIRIITEN—RIITON-IIVICETVTVET,

- CiscolOS® V7 hTJTTF 1J—2RX 12.3(5)
. Cisco 3640/)L—%&
CORFIXNDEHRIE, BEOSRREICHDTNAAICESVTHERENELE, COR
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FAXRNTERAIZINTOT/NA AR, I (F7 2N ) REORELSEEBHLTVET
o NRDEZRY ND—IONEBBAPTHIEBRICKE., ENOXDIBIAI U RICODVTE, TOEEN
FECODVTHRICERL THBLKHBRENFHYET,

b

KFIXD NORTEOHME. "YRATI-NL TAYTAOERRE, #BBLTILEL

o

BE

COtEI23aVTR, CORFIXNTHATIMEEREIZLOICLERRTRERMLT
WET,

E:CONBTHEAEATVWAIOTYY ROFMAEFAXSICIE, "Command Lookup ¥ —JL, &fE
BALTLEETY (BRI -YD&H ).,

XY BMID—UH
CORFIAIXPNTE, RORTRENDRY ND—URBREZFEALTVET,
SE9898.1 9999992 999595991 9595951 95959852 10103175
3640-2b gatevway 3640-6a
"public™ router "private” router
S8.9898.x 10.103.1.x
public network private network

RUE

CORFIXVNTR, ROBREERALET,

. 3640-2b "TN7Uv o, )IL—&
. 3640-6a "7 AXR—RKN")—Z&

3640-2b TXTUY O, -4

r p- 3640- 2b#show running config
Bui | di ng configuration..

Current configuration:

!

version 12.3

servi ce tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
!

host nane rp-3640-2b

!

i p subnet-zero
!
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!
!--- Defines the Internet Key Exchange (IKE) policies.
crypto isakmp policy 1

!--- Defines an IKE policy. Use the crypto isakmp policy
I--- command in global configuration node. |IKE policies
l--- define a set of paraneters !--- that are used
during the | KE phase | negotiation.

hash md5
authentication pre-share

!--- Specifies preshared keys as the authentication
method. crypto isakmp key ciscol23 address 95.95.95.2

!--- Configures a preshared authentication key, used in
!-—- global configuration mode. ! crypto ipsec
transform-set rtpset esp-des esp-md5-hmac

!--- Defines a transform-set. This 1s an acceptable !---
combination of security protocols and algorithms, !---
which has to be matched on the peer router. ! crypto map
rtp 1 ipsec-isakmp

!--- Indicates that IKE is used to !--- establish the
IPSec security associations (SAs) that protect !--- the
traffic specified by this crypto map entry. set peer
95.95.95.2

I--- Sets the IP address of the remote end. set
transform-set rtpset

!--- Configures IPSec to use the transform-set !---
"rtpset" defined earlier. match address 115

!--- This is used to assign an extended access 1list to a

!--- crypto map entry which is used by IPSec !--- to
determine which traffic should be protected !--- by
crypto and which traffic does not !--- need crypto
protection. ! interface Ethernet0/0 ip address

98.98.98.1 255.255.255.0 no ip directed-broadcast !
interface Ethernet0/1

ip address 99.99.99.2 255.255.255.0

no i p directed-broadcast

no ip route-cache

!--- Enable process switching for !--- IPSec to encrypt
outgoing packets. !--- This command disables fast
switching. no ip nroute-cache crypto map rtp

!--- Configures the interface to use !--- the crypto map
"rtp" for IPSec. ! . . !--- Output suppressed. . . ip
cl assl ess ip route 0.0.0.0 0.0.0.0 99.99.99.1

!--- Default route to the next hop address. nho ip http
server ! access-list 115 permit ip 98.98.98.0 0.0.0.255
10.103.1.0 0.0.0.255

!--- This access-1ist option causes all IP traffic !---
that matches the specified conditions to be !---
protected by IPSec using the policy described by !---
the corresponding crypto map command statenments.




access-list 115 deny ip 98.98.98.0 0.0.0.255 any

]
line con O

transport input none
line aux O

line vty 0 4

| ogi n

!

end

3640-6a"7Z M R—KN"JL—&

r p- 3640- 6a#show running config
Bui | di ng configuration..

Current configuration

!

version 12.3

service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
|

host nane rp- 3640- 6a
!

!
i p subnet-zero

!--- Defines the IKE policies. ! crypto isakmp policy 1
!--- Defines an IKE policy. !--- Use the crypto isakmp
policy !--- command in gl obal configuration node. |KE
policies !--- define a set of paraneters !--- that are

used during the | KE phase | negotiation

hash md5
authentication pre-share

!--- Specifies preshared keys as the authentication
method. crypto isakmp key ciscol23 address 99.99.99.2

!--- Configures a preshared authentication key, !---
used in global configuration mode. ! crypto ipsec
transform-set rtpset esp-des esp-md5-hmac

!--- Defines a transform-set. This is an !--- acceptable
combination of security protocols and algorithms, !---
which has to be matched on the peer router. crypto map
rtp 1 ipsec-isakmp

!--- Indicates that IKE is used to establish !--- the
IPSec SAs that protect the traffic !--- specified by
this crypto map entry. set peer 99.99.99.2

I--- Sets the IP address of the remote end. set
transform-set rtpset




!--- Configures IPSec to use the transform-set !---
"rtpset" defined earlier. match address 115

!--- Used to assign an extended access list to a !---

crypto map entry which is used by IPSec !--- to
determine which traffic should be protected !--- by
crypto and which traffic does not !--- need crypto
protection. . . !--- Output suppressed. . . ! interface

Et hernet3/0 ip address 95.95.95.2 255.255.255.0 no ip
di rect ed- broadcast ip nat outside

!--—- Indicates that the interface is !--- connected to
the outside network. no ip route-cache

!--- Enable process switching for !--- IPSec to encrypt
outgoing packets. !--- This command disables fast
switching. no ip nroute-cache crypto map rtp

!--- Configures the interface to use the !--- crypto map
"rtp" for IPSec. ! interface Ethernet3/2 ip address
10.103. 1. 75 255.255.255.0 no ip directed-broadcast ip
nat inside

!--- Indicates that the interface is connected to !---
the inside network (the network subject to NAT
translation). ! ip mnat pool FE30 95.95.95.10 95.95.95.10
netmask 255.255.255.0

!--- Used to define a pool of IP addresses for !--- NAT.

Use the ip nat pool command in !--- global configuration
node.

ip nat inside source route-map nonat pool FE30 overload

!--- Used to enable NAT of !--- the inside source

address. Use the ip nat inside source !--- commmand in
gl obal configuration node. !--- The 'overload' option
enabl es the router to use one global !--- address for

many | ocal addresses.

ip classless
ip route 0.0.0.0 0.0.0.0 95.95.95.1

!--- Default route to the next hop address. no ip http
server ! access-list 110 deny ip 10.103.1.0 0.0.0.255
98.98.98.0 0.0.0.255

access-list 110 permit ip 10.103.1.0 0.0.0.255 any

!--- Addresses that match this ACL are NATed while !---
they access the Internet. They are not NATed !--- if
they access the 98.98.98.0 network. access-list 115
permit ip 10.103.1.0 0.0.0.255 98.98.98.0 0.0.0.255

!--- This access-1ist option causes all IP traffic that
! --—- matches the specified conditions to be !---
protected by IPSec using the policy described !--- by
the corresponding crypto map command statenments.

access-list 115 deny ip 10.103.1.0 0.0.0.255 any

route-map nonat permit 10




match ip address 110
!

]
line con O

line vty 0 4

!
end

R

CCTR, BENELKHELTVWA L ZRABIDLHICEATIERERLET,

—#0 show IXY KEZIRTY b AV Z—FUR Y= L& THR=RENTOET (B
B1—YEH ). COY—LERATHLIL&>T, show AN KN OFTERERRT
EES

CDREEWRTAICIE. 754 XRX—KIL—%10.1031.750 1 — XY RA B —T I 4 A%i%
Erxel, NTVYO)—5298.98.98.1NA —HRYNAUE—TIAA%ZRKETBDIE
pingdNX > RZFHLET

-ping : EXNBRRY NO—VBEREDHMID LD CEREIET,
r p- 3640- 6a#ping
Protocol [ip]:
Target | P address: 98.98.98.1
Repeat count [5]:
Dat agr am si ze [ 100] :
Ti meout in seconds [2]:
Ext ended conmands [n]: vy
Source address or interface: 10.103.1.75
Type of service [0]:
Set DF bit in IP header? [no]:
Val i date reply data? [no]:
Data pattern [ OXABCD]:
Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 98.98.98.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/ max = 64/ 64/ 68 s

- show crypto ipsec sa : RED ( IPSec ) SA THATNTVAIREERRLET,

. show crypto isakmp sa : EP ICHDREDIXTHDIKESAZRTLET,

- show crypto engine : FES{LIT> DV ORERHROBMEZRTRLET., HEEXECE—RT
show crypto engine Y > REFEAL &£,

show OS> 7))L H A

cOEAE, N7 IL—R2LETHRITE N showcerypto ipsecsa AN RASDENDTT,

r p- 3640- 6a#show crypto ipsec sa

interface: Ethernet0/0
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Crypto map tag: rtp, local addr. 95.95.95.2

protected vrf:
| ocal ident (addr/mask/prot/port): (10.103.1.0/255.255.255.0/0/0)
renmote ident (addr/mask/prot/port): (98.98.98.0/255.255.255.0/0/0)
current _peer: 99.99.99. 2: 500
PERM T, flags={origin_is_acl,}
#pkts encaps: 5, #pkts encrypt: 5, #pkts digest 5
#pkts decaps: 14, #pkts decrypt: 14, #pkts verify 14
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 95.95.95.2, remote crypto endpt.: 99.99.99.2
path mu 1500, nedia ntu 1500
current outbound spi: 75B6D4D7

inbound esp sas:
spi: Ox71E709E8(1910966760)
transform esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: rtp
sa timng: remaining key lifetime (k/sec): (4576308/3300)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

outbound esp sas:
spi: 0x75B6D4D7(1974916311)
transform esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: rtp
sa timng: remaining key lifetime (k/sec): (4576310/3300)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:
CHOIOXVRE, ETETEEEINIZ IPsecSAZRLET, BSLEhIZN XL, XY B
7 —798.98.98.0&£10.103.1.0NEZBBITSD NZ 7 1Y U A1295.95.95.2£99.99.99.20 FIZ1
FEhET, BEELREND2DNEncapsulating Security Payload(ESP)SAZ R TE £ T, 35
AY A —(AH)SAE, AHF VW IzHERAEThEE A,

hZ7L>31—b

CoTR, BEORS LY 1-FA I LERATERERERLET .

RSTILNS1—F42F70EHOIAI K

—Z®D show AR RETZIRTYRN AVEZ—=—TVEZY—=)LICE2THR—REIATVET (&
BI1—YEA)), COYV—IILEZFEATREICELP2T, show AN RHEHIOOMBERERTT
-

% :debug OV REFEATSHEIIC, "debug AV RICHTIEERER, 2SR TS
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Wo

- debug cryptoipsecsa : 7 T —A2MIPSeck I I —>a> &R RIBDLEHICFERALET,

- debug crypto isakmp sa : 7 T—X1DISAKMPRZ IS T — 3 2R RITDEHICFEALE
E

. debug crypto engine : BES{tE Nty > a 2R RIDLOICERALET,

BYH 1§

- NATD 438 EFF

. lIP Security D RS TN 1—=F1>% : debug A ROFRA L FA
. IPSec BT A HR—K R—D

-NAT B89 3HR—N R—D

- TOZHAINYR—=Db - Cisco Systems
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