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ROEK I, Microsoft Windows 2000 H—/NDERETETITHEZAIEZRLTVET,
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EITDEEZHERLET, IXRNEZEEDN, AV FATFrEEEICRENTVET,

1. Microsoft Windows 2000 Server ® [A & — K] > [$E4T] > [secpol.msc] 20 UYL T, XD
BEETIEHRERIEL F I, Microsoft VI 7 HA4 NOFIEZFEHL T 2000 H—/NEEREL
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E= Local Security Settings

N N

(=]

aton Yew || & = | Bm| X FB| @] @3] %43
Tree | Name | Description | Policy Assigned
;} Security Settings & Client (Respond Only)  Communicate normally (uns... Mo
=& Account Policies &1 secure Server (Requir... For all IP traffic, abways req... Mo
ol L8 Local Pokcies B server (Request Sacu... For all IP traffic, sbways reqg... No
%[ Public Key Policies =it _cisco Yas

@ IF Security Policies on

2.2OIL=ILOFIZIE., 22071 IIENFEENTVWE T, Microsoft-CiscodS & U Cisco-



o ccopoperies K|

Rules | General I

mpm  Secunty rules for communicating with other computers

IF Security Rules:

IF Filter List Filker &ction Authentication... | Tu
Microzoft-Cieco Fermit FPreshared Key 17
Cizco-Microsoft Fermnit Freshared Key 17
O <Dynarmic: Default Responze Preshared Key Mc

1 | ]

Add... | Edit... Remove | WV Use Add wizard

Cloge Cancel | Sy

Microsof
3. Cisco-Microsoft IP Security RuleZi®iR L, EditZ2 UYL T, IP7 1L RV ARNZRT
MENARELET,




Edit Rule Properties E |

Authentication Methods | Tunnel Setting I Connection Type I

IP Filter List | Filter Actian
=,
N The zelected [P filker list zpecifies which netwark: traffic will be
secured with thiz rule.
[P Filker Lizts:

M arme Drezcriphion
{2 AIICMP Traffic tatches all ICMP packets betw...
{2 AP Traffic Matches all IP packets from this ..
E} Cizco-Microsoft

) Microzoft-Cisco

Add.. Edi.. | Remove |

Q. I Cancel | Apply

4. =L O[] > [FE4]) R 7D IKE 54 724 L (480 % = 28800 ¥ ) FRRENTVE



to_cisco Properties E |

Fule: General |

ey bnchange settngs K]

[ Master key Perfect Forward Secrecy
Authenticate and generate a new key after everny:
|4an

rinutes

Authenticate and generate a new key after everny:

ID sezsion(s]
Pratect identities with theze secunty methods:
Methods...

Intermet K.ey Exchange [IKE] for \Windows 2000
Jointly devveloped by Microzoft and Cieco Systems, [hc.

ak. Cancel

Advanced...

Q. Cancel Spply

9,
5. )L—IL0 [—#&] > [FF#] > [FR] 27 IC1& IKE BES{tlsxX (DES) ., IKEN\YS Y
( SHA1) . & & Diffie-Helman 7' )L—7" (Low(1) ) AFRERENATVET,




o cscoproperies KK
- L
Key Exchange Security Methods K l
(s} Fratect identities during authentication with these security
rnethiods.
Securty Method preference arder:
F iciyption Inkegrity Diffie-Hellmar ... Add... |
ES SHA1 Lo [1]
ES SHAT Low [1] Edit.. |
DES tD5 b ediurm [2]
ES tDE Low [1] Remove
fowe up
ll | v tove down
ak. Cancel
Q. Cancel Spply

6. 87 1INRICEK, 520RTHFHYET, BEFX (IKE DB HREFX—



Edit Rule Properties E |

IP Filker List | Filter Action
Authentication Methods I Tunnel Setting |

Connection Type

The authentication methiod zpecifies how truzt iz establizhed

bebween the computers. Offer and accept these

authentication methods when negatiating zecunty with

anather computer.

Authentication Method preference order:

tethod Dretails Add...
Preshared ey ciscol 23
Edit. ..
Hemowve
fowe up
fmve dowrn
Q. I Cancel Apply
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Edit Rule Properties K |

IP Filter List | Filter &ction |
Athentication Methods I Tunnel Setting Connection Type
Ligl ] Thiz rule only applies to netwark: traffic over connections of
the selected type.

i~ Al netwark, connections

% |ocal area network, [LAMN)

i Remote access

aF. Cancel Apply
(LAN): 713
O EE




Edit Rule Properties EHES |
Authentication Methods I Tunnel Setting | Connection Type |
IP Filter Lizt Filker Action
The zelected filker action specifies whether this rule negotiates
far zecure network, traffic, and how it will zecure the traffic.
Filker Actions:
M armne Dezcription
(& IPSec tunnel
{2 Permit FPemnit unzecured IP packets to ..
{2 Request Security [Optional) Aocept: unsecured communicat. ..
{2 Fequire Security Aocepts unsecured communicat. ..
Add... Edi... I Remowve | |- Lse Add 'Wizard
O | Cancel | Apply
(IPSec) 74

L2 DEE] > [IPSec b XIL] > [fRE] > [®E]|ZRBIRL T, [NARALZTVIYILET,



Security Method |

™ High [ESF]

Drata will be encrypted, authentic and unmodified

O Medium [&H]

Crata will be authentic and unmodified, but will not be encrypted

¥ Custom [for expert uzers)

Settings. ..

Q. I Cancel Spply

Modify Security Method E |

NZVAT7F—L]E[IPSec ZAT7RAL] &)Y ILET,

|55 = 1] - [IPSec



[rtegrity algarithn:

[MD5 -~

¥ Dataintegrity and enciyption [ESP);
[ntegrity algornthnm:

M5 |

E ncryption algornthm:

DES |

Custom Security Method Settings K |

Specify the zettings for thiz custom zecurity method.

[T Data and address integrity without encryption [4H] ;

— Sezzion Key Settings:
[T Generate a new key eveny: W Generate a new key every
100000
I k.bytes IEEDEI seconds
14 I Cancel

BEILIBDEEABKRUEELRY NJ—72 : Cisco-MicrosoftD{HE

IP7Z4ILREVAB -

! IP Filter List HE
-+ B IP Filber list is composed of muliphe fiters, In this way multiple suboets, 1P
i: addreszes and protocols can be combined mbo one (P Fikes.
MName:
Cizco-Micaozaft
Dezciphion: Add... ]
=]
;I LA
Fillers: W Uze Add'Wizard
Mmared  Descnpbon Pratoceol | Source Part Destinabon Part Source DNS Mame | Source fAddress Source Ma
e ANY AN A <& specitic [P Sub.. 19218210 285 265 2¢
1| i3
ok | coael |
Microsoft-

Cisco:



! TP Filter List [ x|

-+ A IF fiber st is composed of multiple filers. In this wey muliiple subnets, IP
E: afdresses and protocoks can be combned into one I fiter,

Hame:

Microzoft-Cisco

Descoption: Add..
-] Edil..
=l Riemove
Fikess I Use tdd Wiz aed
Murored | Description Frokocol Source Post Drestination Poit Source DNS Mame | Sounce Addiess
e AMY AMY AN <4 gpeciic IP Sub... 1032500
1| ﬂ

NI DOERERE : BB{LE T Cisco-Microsoft D&

Edit Rule Properties K
2 P Filter List | Filter A.ction ]
Authentication Methods Tunnel Setting l Conrection Type ]
= The tunnel endpoint iz the tunneling computer clozest bo the
—

IF traffic destination, az zpecified by the azzociated |P Filker
Ligt. It takes bwo rules to descrbe an IPSec Tunnel.

" Thiz rule does nat specifu an IPSec tunnel.

* The tunnel endpoint is specified by this [P Address:
172 .18 .124 . 157

QK. Cancel

Microsoft-




Edit Rule Properties K |

I Filter List | Filter Actian
Authentication Methods Tunnel Setting I Connection Type

The tunnel endpaint iz the tunneling computer clozest to the
IF traffic destination, as zpecified by the azsociated IP Filter
Ligt. It takes bwo rules bo describe an IPSec Tunnel.

el

™ This rule does not specify an IPSec tunnel.
% The tunnel endpoint is specified by this P Address:
172 .18 .124 . 35

Q. I Cancel Apply

Cisco:
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. Cisco 3640 JL—2%&

- PIX

- VPN3000 Ot L—&
-VPN5000 >t L —&

Cisco 3640 JL— X DERTE

Cisco 3640 JL—#&

Current configuration : 1840 bytes

!

version 12.1

no service single-slot-reload-enable
service timestamps debug uptime




service timestamps log uptime

no service password-encryption

!

hostname moss

!

logging rate-limit console 10 except errors

!

ip subnet-zero

!

no ip finger

!

ip audit notify log

ip audit po max-events 100

1

crypto isakmp policy 1

!--- The following are IOS defaults so they do not
appear: !--- IKE encryption method encryption des !/---
IKE hashing hash sha !--- Diffie-Hellman group group 1
!-—-- Authentication method authentication pre-share
!-—- IKE lifetime lifetime 28800

!--- encryption peer crypto isakmp key ciscol23 address
172.18.124.157

!

!--- The following is the IOS default so it does not
appear: !--- IPSec lifetime crypto ipsec security-
association lifetime seconds 3600 ! !--- IPSec
transforms crypto ipsec transform-set rtpset esp-des
esp-md5-hmac

!

crypto map rtp 1 ipsec-isakmp

! --- Encryption peer set peer 172.18.124.157

set transform-set rtpset

!--- Source/Destination networks defined match address
115

!

call rsvp-sync

1

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

ip nat inside

half-duplex

!

interface Ethernet0/1

ip address 172.18.124.35 255.255.255.240

ip nat outside

half-duplex

crypto map rtp

1

ip nat pool INTERNET 172.18.124.35 172.18.124.35 netmask
255.255.255.240

ip nat inside source route-map nonat pool INTERNET

ip classless

ip route 0.0.0.0 0.0.0.0 172.18.124.36

no ip http server

1

access-1list 101 deny ip 192.168.1.0 0.0.0.255 10.32.50.0
0.0.0.255

access-1list 101 permit ip 192.168.1.0 0.0.0.255 any
!--- Source/Destination networks defined access-1list 115
permit ip 192.168.1.0 0.0.0.255 10.32.50.0 0.0.0.255
access-list 115 deny ip 192.168.1.0 0.0.0.255 any
route-map nonat permit 10

match ip address 101
1




line con 0

transport input none
line 65 94

line aux 0

line vty 0 4

1

end

PIX O E

PIX

PIX Version 5.2(1)

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname pixfirewall

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

names

!-—- Source/Destination networks defined access-1list 115
permit ip 192.168.1.0 255.255.255.0 10.32.50.0
255.255.255.0

access-list 115 deny ip 192.168.1.0 255.255.255.0 any
pager lines 24

logging on

no logging timestamp

no logging standby

no logging console

no logging monitor

no logging buffered

no logging trap

no logging history

logging facility 20

logging queue 512

interface ethernet0 auto

interface ethernetl 10baset

mtu outside 1500

mtu inside 1500

ip address outside 172.18.124.35 255.255.255.240
ip address inside 192.168.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

!--- Except Source/Destination from Network Address
Translation (NAT): nat (inside) 0 access-list 115
route outside 0.0.0.0 0.0.0.0 172.18.124.36 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323 0:05:00




sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

no sysopt route dnat

!--- IPSec transforms crypto ipsec transform-set myset
esp-des esp-md5-hmac

!--- IPSec lifetime crypto ipsec security-association
lifetime seconds 3600

crypto map rtpmap 10 ipsec-isakmp

!--- Source/Destination networks crypto map rtpmap 10
match address 115

!--- Encryption peer crypto map rtpmap 10 set peer
172.18.124.157

crypto map rtpmap 10 set transform-set myset

crypto map rtpmap interface outside

isakmp enable outside

!--- Encryption peer isakmp key ******** address
172.18.124.157 netmask 255.255.255.240

isakmp identity address

!--- Authentication method isakmp policy 10
authentication pre-share

!-—-- IKE encryption method isakmp policy 10 encryption
des

!-—-- IKE hashing isakmp policy 10 hash sha

!--- Diffie-Hellman group isakmp policy 10 group 1
!-—- IKE lifetime isakmp policy 10 lifetime 28800
telnet timeout 5

ssh timeout 5

terminal width 80
Cryptochecksum:c237edl11307abea7b530bbd0c2b2ec08

: end

VPN 3000 Ot BL—2DERE

BEBUTVPNIY Y RL—REBRETB ). RERTAZ1—FT2 32 e NTX—4&
EEALET,

C[EBRE]> [PATA]>[NYRUTY FORIIL] > [IPSec] > [IKE 12%] > [IRZE &) :
Proposal Name = DES-SHA
! -—— Authentication method Authentication Mode = Preshared Keys !--- IKE hashing
Authentication Algorithm = SHA/HMAC-160 !--- IKE encryption method Encryption Algorithm =
DES-56 !--- Diffie-Hellman group Diffie Hellman Group = Group 1 (768-bits) Lifetime
Measurement = Time Date Lifetime = 10000 /--- IKE lifetime Time Lifetime = 28800

LAN-to-LANK > X J)LZEZ T B IZ1E. Configuration > System > Tunneling Protocols > IPSec
LAN-to-LANDMRICBIRL £ 7

Name = to_2000

Interface = Ethernet 2 (Public) 172.18.124.35/28

!-—- Encryption peer Peer = 172.18.124.157 !--- Authentication method Digital Certs = none
(Use Pre-shared Keys) Pre-shared key = ciscol23 !--- IPSec transforms Authentication =
ESP/MD5/HMAC-128 Encryption = DES-56 !--- Use the IKE proposal IKE Proposal = DES-SHA
Autodiscovery = off !/--- Source network defined Local Network Network List = Use IP
Address/Wildcard-mask below IP Address 192.168.1.0 Wildcard Mask = 0.0.0.255 /---
Destination network defined Remote Network Network List = Use IP Address/Wildcard-mask below
IP Address 10.32.50.0 Wildcard Mask 0.0.0.255



cEFIVFATYIII—2322EZETSICEF, [Configuration] > [Policy Management] >
[Traffic Management] > [Security Associations] > [Modify]&i®#R L £ 7,

SA Name = L2L-to_2000

Inheritance = From Rule

IPSec Parameters

!--- IPSec transforms Authentication Algorithm = ESP/MD5/HMAC-128 Encryption Algorithm =

DES-56 Encapsulation Mode = Tunnel PFS = Disabled Lifetime Measurement = Time Data Lifetime

= 10000 !--- IPSec lifetime Time Lifetime = 3600 Ike Parameters !/--- Encryption peer IKE
Peer = 172.18.124.157 Negotiation Mode = Main !--- Authentication method Digital Certificate
= None (Use Preshared Keys) !--- Use the IKE proposal IKE Proposal DES-SHA

VPN 5000 >t ML—2DOERE

VPN 5000 >t NL—%&

[ IP Ethernet 1:0 ]

Mode = Routed

SubnetMask = 255.255.255.240
IPAddress = 172.18.124.35

[ General ]
IPSecGateway = 172.18.124.36
DeviceName = "cisco"

EthernetAddress = 00:00:a5:£0:c8:00
DeviceType = VPN 5002/8 Concentrator
ConfiguredOn = Timeserver not configured
ConfiguredFrom = Command Line, from Console

[ IP Ethernet 0:0 ]

Mode = Routed

SubnetMask = 255.255.255.0
IPAddress = 192.168.1.1

[ Tunnel Partner VPN 1 ]

!--- Encryption peer Partner = 172.18.124.157 !---
IPSec lifetime KeyLifeSecs = 3600 BindTo = "ethernet
1:0" !--- Authentication method SharedKey = "ciscol23"
KeyManage = Auto !--- IPSec transforms Transform =
esp (md5,des) Mode = Main !--- Destination network
defined Peer = "10.32.50.0/24" !--- Source network
defined LocalAccess = "192.168.1.0/24" [ IP Static ]
10.32.50.0 255.255.255.0 VPN 1 1 [ IP VPN 1 ] Mode =
Routed Numbered = Off [ IKE Policy ] !--- IKE hashing,
encryption, Diffie-Hellman group Protection = SHA_DES_GI1l

Configuration size is 1088 out of 65500 bytes.
e
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—E#® show ANV RETZIRTY R AV BZ—FT VR Y—=)LICE2THR—RENTVET (E
BI1—YEH), COVY—I)ILEFATDEICELP2T, show AX REHDOMERERRT
EFEY,

3 :debug AN REFEHTHENC, Tdebug AV RICHTHIEELER, 2SRLTLKEE
(AT

Cisco 3640 JL—4&

- debug crypto engine : E§S{LEBESRRERTID crypo TPV ICHTD TNV T XY
t—TBKRRLET,

- debug cryptoisakmp : IKE A XY NCBTBIAYE—TJZRRUET,

- debug crypto ipsec : IPSec 1 X N ERRLET,

. show cryptoisakmp sa : E7DBRE®D IKE EF1VF 14 PYTI—>32 (SA) IXNT%E
KTRLULET,

- show cryptoipsecsa : BED SA AT IREERRLET,

. clear crypto isakmp : (RREE—KRHIS ) IXTOFIT 17 IKEEHKEEIVVF—LET

. clearcryptosa : (RREE—RAS ) IXTD IPSec SAZHIBRLET,

|§
>

- debug crypto ipsec : IPSec x> I—23a> N7 I—X2%ERRLET,

- debug crypto isakmp - 7 T—X 1 @ Internet Security Association and Key Management
Protocol (ISAKMP ) %> I—2 a2 &&RRLET,

- debug crypto engine : EES{tEhEENZ 71 YV ZBRRLET,

. showcryptoipsecsa- 7T —X2QtF21)F 1 PYSI—>3aVERRLET,

. show cryptoisakmpsa- 7I—X 1 OtEF1VTF 1 /EERRLET,

. clear crypto isakmp : ( BRETE— KH S ) Internet Key Exchange (IKE) SAZVUF—L&
1-0

. clear crypto ipsecsa : (BREE— KD S ) IPSec SA ZHIBRL T,

VPN 3000 >t hL—2&

VPN 3000 AVt RNL—ZOFNY T ZHKRIBLHIC, [RE]>[ZATAL]I>[IRV K] >
[9S5A]> [BE] £BRLET (OYEKRE =113, IV Y—IEKE =1-3) :IKE,
IKEDBG. IKEDECODE. IPSEC. IPSECDBG. IPSECDECODE
cARNOTZOVT—FEERBTRICE, [EZXRVT)>[ARN OJ1Z2ERLF
9,
- LAN-to-LAN R R RS 74V DRF[EZZI DT> [RYZIAV]TEZXTEERT,
CRURILEOUT—IBICE., [BE]>[EY I NDEE]> [LANo-LAN EY S a>]>[F
v>ary - AQJT7ONZEERLULET,

VPN 5000 >t bL—2

.vpntracedump all : IXTO—HTS VPN EHiORFEZRRLET, BH, VPN ES, E
TFOREDIPFRLA, EORVVFNFRITEATVWRIHOERHR, TLTIZ—0EHEEE


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

I5—HFRELEVIZINDIT7 J—ROIL—F U EAREENFRREIhET,

. show vpn statistics : I—HX®/N— K F—OROBEBHBERRLET. (217 EFILTE
TFARTLAICREREED 21— AOY ORI I UHNEENET ). Current Active
CBETIVTA7REHTT, InNegot : REXRIS T —MHOERTT, High Water : &
BOVT—RNUBOT U7 1 7 5EARERORSHTT, Running Total : &N 7 — KL
BEORIL EEHREOSEHETT, Tunnel Starts : N RILBEBROH T, TunnelOK : TS
—DBEVRZILOBTT, Tunnel Error : T —HARELEN D ZXILOBTT,

. show vpn statistics verbose : ISAKMP 2> I —2 a>iEtBERE, s SICBHROFIT 1
7TERORIHBERERTLET.

B 18 #§

. Cisco VPN 5000 =X At RL—2OBFERTOEHAS B
-IPSec XY RD—9U X1 )T 1 DERE

- Internet Key Exchange 2¥1U5T 4 Z7ZO R DERE

- TOZHINYR—=Db - Cisco Systems
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